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AIMS AND SCOPE

The purpose of the Digital Law Journal is to provide a theoretical understanding of the laws that arise in Law and Economics
in the digital environment, as well as to create a platform for finding the most suitable version of their legal regulation. This
aim is especially vital for the Russian legal community, following the development of the digital economy in our country. The
rest of the world has faced the same challenge, more or less successfully; an extensive practice of digital economy regulation
has been developed, which provides good material for conducting comparative research on this issue. Theoretically, “Digital
Law" is based on “Internet Law", formed in English-language scientific literature, which a number of researchers consider as
a separate branch of Law.

The journal establishes the following objectives:

Publication of research in the field of digital law and digital economy in order to intensify international scientific interac-
tion and cooperation within the scientific community of experts.

Meeting the information needs of professional specialists, government officials, representatives of public associations,
and other citizens and organizations; this concerns assessment (scientific and legal) of modern approaches to the legal
regulation of the digital economy.

Dissemination of the achievements of current legal and economic science, and the improvement of professional rela-
tionships and scientific cooperative interaction between researchers and research groups in both Russia and foreign
countries.

The journal publishes articles in the following fields of developments and challenges facing legal regulation of the digital
economy:
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Legal provision of information security and the formation of a unified digital environment of trust (identification of sub-
jects in the digital space, legally significant information exchange, etc.).

Regulatory support for electronic civil turnover; comprehensive legal research of data in the context of digital technology
development, including personal data, public data, and “Big Data”".

Legal support for data collection, storage, and processing.

Regulatory support for the introduction and use of innovative technologies in the financial market (cryptocurrencies,
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Regulatory incentives for the improvement of the digital economy; legal regulation of contractual relations arising in con-
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The formation of legal conditions in the field of legal proceedings and notaries according to the development of the digital
economy.

Legal provision of digital interaction between the private sector and the state; a definition of the “digital objects” of
taxation and legal regime development for the taxation of business activities in the field of digital technologies; a digital
budget; a comprehensive study of the legal conditions for using the results of intellectual activity in the digital economy;
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Legal regulation of the digital economy in the context of integration processes.

. Comprehensive research of legal and ethical aspects related to the development and application of artificial intelligence

and robotics systems.

Changing approaches to training and retraining of legal personnel in the context of digital technology development; new
requirements for the skills of lawyers.
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The journal publishes articles in Russian and English.

FOUNDER, PUBLISHER:

Maxim I. Inozemtsev
76, ave. Vernadsky, Moscow, Russia, 119454



EDITOR-IN-CHIEF:

Maxim Inozemtsev, Ph.D. in Law, Associate Professor, Department of Private International and Civil Law, Head of Disserta-

76, ave. Vernadsky, Moscow, Russia, 119454

EDITORIAL BOARD

Marina Fedotova — Dr. Sci. in Economics, Head of the De-
partment of Corporate Finance and Corporate Governance,
Financial University under the Government of the Russian
Federation, Moscow, Russia

Nikolaus Forgd — Dr. jur, Head of the Department of Inno-
vation and Digitalisation in Law, University of Vienna, Vienna,
Austria

Alice Guerra — Ph.D. in Law and Economics, Associate Pro-
fessor, Department of Economics, University of Bologna, Bo-
logna, Italy

Max Gutbrod — Dr. jur,, Independent Scientist, Former Partner
and Managing Partner of Baker McKenzie, Moscow, Russia
Steffen Hindelang — Ph.D. in Law, Department of Law, Uni-
versity of Southern Denmark (University of Siddan), Odense,
Denmark

Junzo lida — Ph.D., Department of Law, Soka University,
Tokyo, Japan

Julia Kovalchuk — Dr. Sci. in Economics, Professor of the De-
partment of Energy Service and Energy Supply Management,
Moscow Aviation Institute, Moscow, Russia

Natalia Kozlova — Dr. Sci. in Law, Professor, Professor of
the Department of Civil Law, Moscow State University Lo-
monosov, Moscow, Russia

Founded:

Frequency: 4 issues per year
DOI Prefix: 10.38044

ISSN online: 2686-9136

Mass Media Registration

Danijela Lalic — Ph.D. in Technical Sciences, Associate Pro-
fessor, Faculty of Industrial Engineering and Management,
Novi Sad University, Novi Sad, Serbia

Lyudmila Novoselova — Dr. Sci. in Law, Professor, Head of the
Department of Intellectual Rights, Kutafin Moscow State Law
University (MSAL), Moscow, Russia

Vladimir Osipov — Dr. Sci. in Economics, Ph.D. in Economics,
Associate Professor, Professor of the Asset Management De-
partment, Moscow State Institute of International Relations
(MGIMO), Moscow, Russia

Francesco Parisi — Ph.D. in Law, Professor, Department of
Law, University of Minnesota, Minneapolis, the USA

Vladimir Plotnikov — Dr. Sci. in Economics, Professor,
St. Petersburg State University of Economics, St. Petersburg,
Russia

Bo Qin — Ph.D., Professor, Head of the Department of urban
planning and management, Renmin University of China, Bei-
jing, China

Elina Sidorenko — Dr. Sci. in Law, Professor of the Depart-
ment of Criminal Law, Criminal Procedure and Criminalistics,
Director of the Center for Digital Economics and Financial In-
novations, Moscow State Institute of International Relations
(MGIMO), Moscow, Russia

The journal has been published since 2020

3N Ne OC 77-76948 of 9 Oct. 2019 (Roskomnadzor)

Content is distributed under Creative Commons Attribution 4.0 License

76, ave. Vernadsky, Moscow, Russia, 119454, +7 (495) 229-41-78,

Certificate:

Distribution:

Editorial Office: digitallawjornal.org,
dj@digitallawjournal.org

Published online: 31 Mar. 2021

Copyright: © Digital Law Journal, 2021

Price: Free

REGION

GROUP OF COMPANIES

With support of REGION Group of Companies


mailto:inozemtsev@digitallawjournal.org
http://digitallawjornal.org
mailto:dlj@digitallawjournal.org

LLNOPOBOE NPABO
LIEJTU U 3A1AYM

Llenb 3neKTPOHHOrO XypHana «Lludposoe npaso» (Digital Law Journal) — co3ganne AMCKYCCMOHHOW MNOWAAKM ANA OCMbIC-
NeHUA B HAYYHO-NPAKTUYECKOI NNOCKOCTH Neranu3aumum L poBbIX TEXHONOTMIA, 0COBEHHOCTEI 1 NEPCNEKTUB UX BHEAPEHUS
B HOpMaTUBHO-NpaBoBOe none. OCO6EHHO OCTPO 3Ta 3ajaua CTOUT Neped POCCUIICKUM COOGLLECTBOM NPaBOBEOB B CBS3M
C pa3BuTHEM LN(POBOI IKOHOMUKM B Halwen cTpaHe. C 3TOM e 3afauelt CTanKMBAETCA U OCTaNbHOI MUP, pewas eé 6onee
UM MeHee ycnewHo. B mupe chopmmpoBanach o6WwMpHan NPaKTUKA HOPMATUBHOTO PErynMPOBaHUS LMGPOBOI IKOHOMUKM,
OHa AéT XopoLKiA MaTepuan Ans NpoBeAeHUs CPaBHUTENbHBIX MCCEA0BAHMIA MO 3TOI NPOBAemMaTUKe. B TeopeTueckom nia-
He «LndpoBoe NPaBo» ONMPAETCA Ha CHOPMUPOBABILIEECS B aHITIOA3bIUHOM HAYUHOI TUTEPATYPE akafieMUUecKoe Hanpasne-
HIe KMHTEPHET-NPaBO», KOTOPOE Psf UCCNefoBaTeNel PacCMATPUBALOT Kak OTAEMbHYH 0TPAC/b NpaBa.

3azayamu xypHana siBnsTcS:
= [ly6nukaums nccnefoBaHnii B 06nacTin LMdpoBoro npasa v LUGPOBOI IKOHOMIKIA C LIENbH0 MHTEHCM(UKALLIN MEXAYHA-
POAHOT0 HAYYHOTO B3aMMOAENCTBIS 11 COTPYAHNYECTBA B PaMKaXx Hay4YHOTO COO6LLECTBA IKCMEPTOB.
= YAoBNeTBOPEHNE MH(OPMALMOHHBIX MOTPEOHOCTEN CNeLnancToB-NPOGeccoHanos, ROMKHOCTHBIX ML, OPraHoOB rocy-
AAPCTBEHHON BNACTY, NPeACTaBuTeNei 06LeCTBEHHbIX 06BEANHEHINA, HBIX TPXAAH M OpraHN3aLMil B HAy4HO-NPaBo-
BOIl OLiEHKe COBPEMEHHbIX MOAXOA0B K NPABOBOMY PErynMpoBaHNI0 LUGPOBOA IKOHOMMKN.
= PacnpoctpaHeHne JOCTVKEHWA aKTYanbHON IOPUANYECKON 1 IKOHOMUYECKOW MbICAW, Pa3BUTHE MPOGECCUOHaNbHBIX
CBA3€I1 U HAY4HOrO KOOMEPATUBHOIO B3AMMOAENCTBUS MeXAY UCCNeA0BaTeNAMM U UCCNER0BATENbCKMMU rpynnami Poc-
CUI 1 3apybeXHbIX rocyAapcTs.
B ypHane nyb6nukyioTca CTaTbit N0 CNeaylowWwyM HanpasneHnam pasBuTuA 1 3a4ayam, CTOALMM nepes HOPMaTUBHbLIM pery-
NNUPOBaHNeM LM(POBOI IKOHOMUKI.
1. HopmaTuBHoe o6ecneueHue HAOPMaLMOHHOI 6e30nacHoCTH, hopMUpoBaHIe eauHOi WtpoBoit cpeabl JoBepus (MaeH-
TUdMKaLWs CYGHEKTOB B LHPOBOM NPOCTPAHCTBE, O6MEH I0PUANUECKM 3HAUNMON UHCIOPMALWMEN MEXAY HUMU 1 T. A.).
2. HopmatnsHoe obecneyenne 3NeKTPOHHOTO rPa¥/aHCKOro 060poTa; KOMNIEKCHbIe MPaBoBble UCCnefoBaHns 06opota
AaHHbIX B YCNOBUAX Pa3BUTUA LMGPOBbIX TEXHONOTMIA, B TOM YUCNE NEPCOHANbHBIX AHHbIX, 0OLEAOCTYMHBIX AAHHDIX,
“Big Data”.
3. HopmatnBHoe obecneyeHne ycnoBui s c6opa, XxpaHeHns n 06paboTky aHHbIX.
4. HopmaTuBHOe o6ecrneyeHne BHEAPEHUA U UCNONb30BAHNA HHOBALMOHHDIX TEXHOMOTMA HA (hUHAHCOBOM pbiHKe (Kpun-
TOBaNKOTHI, GNOKYEIH 1 Ap.).
HopmaTiBHOe CTUMyNNpOBaHUe Pa3BUTUA LUGPOBOI IKOHOMUKN; NPaBOBOE PErynupoBaHie JOTOBOPHbBIX OTHOWEHWH,
BO3HMKAIOLYMX B CBA3M C Pa3BUTMEM LNGPOBbIX TEXHONOMMIA. CeTeBble FOrOBOPLI (CMAPT-KOHTPaKTbI). MpaBoBoe perynu-
poBaHue 3NEeKTPOHHOI TOProBAN.
. opmupoBaHue NpaBoBbIX YCNOBYIA B Chepe CYFONPOU3BOACTBA U HOTApHaTa B CBA3M C Pa3BUTMEM LM(POBOI IKOHOMUK.
. O6ecneyeHne HOPMATMBHOIO PErynMpoBaHus LMGPOBOro B3aNMOAEACTBUA NPEANPUHUMATENbCKOTO COO6LLeCTBa U ro-
CynapcTBa; onpefenexune «UyndpoBbix 06bEKTOB» HANOrOB M pPa3paboTka NpaBoOBOTO PexuMa Hanoroo6noxeHus npea-
NPUHNMATENbCKOW AEeATENbHOCTM B Cthepe LMdpPOBbIX TexHonorni. LindpoBoi GIOMKET; KOMNNEKCHOe MCCneaoBaHme
MpaBoBbIX YCNOBUI UCMONb30BAHNA PE3YNLTAaTOB UHTENNEKTYaNbHOW AEATENbHOCTH B YCNOBUAX LU(POBON IKOHOMUKI.
Lindposas 3KOHOMMKA M QHTUMOHOMONbHOE PerynupoBaHue.
. HopmatnBHoe perynuposaHue LpoBoii IKOHOMIKOM B KOHTEKCTE UHTErPaLMOHHDBIX MPOLLECCOB.
KomnnekcHble nccneaoBaHus NpaBoBbIX U ITUUECKMX aCMEKTOB, CBA3AHHbIX C Pa3paboTKoi 1 NPUMEHEHNEM CUCTEM CKYC-
CTBEHHOTO UHTENNEeKTa 1 POBOTOTEXHNKN.
10. N3meHeHne NOAXOA0B K MOATOTOBKE 1 NEPenofroTOBKe I0pUANYECKIX KafPoB B YCIOBUAX Pa3BUTUA LLUGPOBbIX TEXHONO-
ruit. HoBble TPe60BaHNA K HaBbIKaM 1 KBANM(UKALMM IOPUCTOB.
TemaTuka XypHana COOTBETCTBYET rpynne cneuuanbHocteil «lOpugnueckne Haykm» 12.00.00 n «IKOHOMMUYECKIE HAYKMY
08.00.00 no HomeHKnatype BAK.
B XypHane ny6nuKyioTcs CTaTbit HA PYCCKOM 1 aHIMUICKOM A3blKax.
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EDITORIAL

DIGITAL LAW:
THE PURSUIT OF CERTAINTY

Maxim I. Inozemtsev

Moscow State Institute of International Relations (MGIMO-University),
76, ave. Vernadsky, Moscow, Russia, 119454

Abstract

The article deals with the development of digital law as an instrument for regulating the digital economy. It is

proved that, within the academic environment, the concept of “Internet law” is still more well-established than

the concept of “digital law”. It is in this manner that the legal sphere responds to the challenges of the digital

revolution and reflects the digital economy. The debate as to whether “Internet law” can be considered either
as a separate branch of law or as a branch of legislation has not yet subsided. Nevertheless, “Internet law” is

undoubtedly an independent academic discipline, textbooks on which are published in Russia. However, Russia

needs to develop a digital economy; this is why the national project “Digital Economy of the Russian Federation”
was adopted in 2018, regulatory support for which forms the basis of digital law in Russia. At the same time,
the extensive experience of digital economy regulation in both its neighbouring countries and beyond is taken

into account. Especially attractive is the national strategic model, which assumes the most rapid procedure for
adopting changes and consequently adapting digital legislation, is aimed at the long-term perspective, and lets

popular opinion — as well as the opinions of public organizations, the business community, and government

representatives — be taken into account. In addition to foreign experience in regulating the digital economy, we

should also use the best practices of domestic and foreign legal science.
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digital law, Internet law, digital economy, industrial revolution, national program
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OT PEJIAKLIMN

LLOPOBOE MPABO:
B MOMCKAX ONPEAENEHHOCTH

M.W. NHo3emues

MOCKOBCKMI rOCYAapCTBEHHbIA UHCTUTYT MEXIYHAPOAHbIX OTHOLIEHMIA
(MrMMO-yHuBepcutet) MIALL Poccum
119454, Poccus, Mocksa, npocn. BepHaackoro, 76

AHHOTaUWA

B cTaTbe paccmaTpuBaeTca BONPOC pa3BUTUA LI,I/IdeOBOFO npaBa KaK UHCTPYMEHTa HOPMATUBHOIO perynupo-
BaHUA LI,I/Id)pOBOI;I 3KOHOMUKN. ,U,OKaBbIBaETCﬂ, uTo nokKa 6onee yCToABLWINMMCA, HeXenn noHatue «LlMCprBOE
npaso», B aKaJJ,eMI/I'-IECKOVI cpene ABNAETCA NOHATUE KUHTEPHET-NPABO». liMeHHO B TaKOI;1 (bopme npaBoBas
cq)epa OTBEYAET HA BbI30BbI LlMCprBOI;I pesonounn u ABNAETCA OTPaXeHUeM LI,I/I(prBOI?I IKOHOMUKN. ﬂO cunx
Nop He YTUXNU CNOopbl, MOXHO NK paCcCMaTpuBaTb «MHTEPHET-NPABO» B KayeCTBe 0T,[|EﬂbHOI7I oTpacnu npasa
nnn oTpacnu 3aKOHOAATe/bCTBa. Tem He MeHee 3T0 HECOMHEHHO CaMOCTOATeNbHas akageMmnyeckasa gucun-
MAMHa, y4e6HUKM N0 KOTOPON W3HaTCA Yxe u B Poccun. HeobxoamMMocTb pa3BuTUS LUGPOBOK IKOHOMMKM
0CTPO CTOUT 1 nepef Poccuei, B 3TUX Lensx B 2018 T. 6bi1 NPUHAT HALMOHaNbHbIA NPoekT «LndpoBas IKoHO-
Muka PO». HopmaTuBHOe o6ecneueHne peann3aLyum AaHHOTO NpoekTa (opMUpyeT OCHOBY LM(POBOrO Npa-
Ba B Poccuu. Mpu 3TOM YUMTHIBAETCA OBLUPHDIN OMbIT HOPMATUBHOTO PerynupoBaHus LUGPOBOIA IKOHOMUKM
B CTPaHaXx 6nMKHEro u fanbHero 3apy6€)Kbﬂ. 0cob6eHHo anBneKaTeanoﬁ BbITNAANT 06I.I.I,EHaLI,I/IOHaI'IbHaﬂ CTpa-
Ternyeckasa moaesnb, KOTOpaa npeanonaraet Hanbonee Ol'IepaTI/IBHbIVI nopAaokK NPUHATUA I/I3MeHEHMI7I, cneno-
BaTe/lbHO, U afAanTauumn LI,I/ICl)pOBOFO 3aKOHOAATeNbCTBa, HallelieHa Ha A0NT0CPOYHYI0 NepcnekTuBy, No3BonfaeT
YUUTbIBATb MHEHME HACceNneHus, 0BIECTBEHHbIX OpraHM3aLui, 61U3Hec-coobLecTBa, NpeacTaBuTeneid BacTu.
MTomumo 3apy6e)KHoro OonblTa HOPMATUBHOTO perynuposaHua LlMCprBOI;I IKOHOMUKN HeOﬁXOJJ,I/IMO TaKXe Uc-
nonb30BaTb HAPA6OTKN OTEUECTBEHHOM U 3apY6EXHON NPABOBON HAyKIA.

KnioyeBble cnosa
uMpoBOE NPaBo, MHTEPHET-NPABO, LU(POBAA IKOHOMUK], NPOMBILLTIEHHAS PEBOMIOLNS, HALMOHATbHAS
nporpamma

Kondhnukr untepecos ABTOpbI CO06LLAT 06 OTCYTCTBMM KOH(NNKTA MHTEPECOB.
(DuHaHcupoBaHue lccneoBaHne He MMENO CMOHCOPCKOW MOAREPKKIA.

[Anga uuTnpoBaHus Ho3emues, M. 1. (2021). Lindposoe npago: B nouckax onpeneneHHocTy. Lug-

Moctynuna: 21.01.2021; npuHsATa B nevatb: 15.02.2021; onyb6nukosaHa 31.03.2021

Object of Investigation

The digital economy and information society inevitably require “digital law” as a tool for regulat-
ing public relations online, as well as public relations concerning digital objects in the form of data
and knowledge. The specific character of the digital sphere makes it impossible to automatically
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apply the existing norms and legal institutions to it. At the same time, the answer to the question of
how to adapt the existing legal norms to the digital environment is not obvious and requires scien-
tific reflection by the international legal community.

This task is also complicated by the fact that modern social relations are often hybrid in nature
and can be observed simultaneously in two areas: physical and digital. These spheres are deeply
embedded within each other, but they are not interchangeable. Digital space rather complements
physical space, forming an “augmented reality”. However, when describing this interaction, research-
ers are often tempted to see a zero-sum game: they either declare that the “figure” has completely
changed social relations, or that the influence is primarily quantitative, not qualitative, even though
the digital sphere itself is formatted by social relations that had developed before it appeared.
Attempts to neutralize the relationship between these two spheres and the influence that this inter-
action has on various aspects of social relations are performed extremely rarely.

The law should take this hybrid into account, considering it not as two separate spheres each
with its own logic but as systemic integrity formed by social relations. Khabrieva notes that “it is
clearly not enough to state the emergence of a kind of “cross-industry” legal norms that ensure “re-
installing the legal software” to meet the goals and objectives of the digital economy. It is important
to understand not only how they will affect public relations, people’s will and consciousness, the
development and spread of digital technologies, but also how they will work within the legal system,
what kind of connections these norms create and enter into, what place they will occupy in the legal
system” (Khabriyeva & Chernogor, 2018). The formation of digital law should develop together with
the entire legal system, without conflicting with it, and be its “augmented reality”.

Internet Law

In European countries and the US, “Internet law” has already become an academic discipline. It
first appeared in 1991 (Goldman, 2008), although most of the relevant legal regulation was created
much later (Edwards & Waelde, 2009). Legal science gradually mastered a new sphere of public rela-
tions, which was being formed in the Internet space, along with the development of this space itself.
Therefore, the most authoritative scientific publications on general issues of the digital challenge
date back to the 1990s (Marsden, 2000). Of course, there have been more recent publications on
individual digital innovations that appeared in the 2000s.

At the same time, various aspects of public relations and branches of the law were actively inte-
grated from the physical environment into the digital one; these include intellectual property, tele-
communications, privacy, cybercrime, and media content regulation. Despite its global nature, the
Internet has a specific place of birth — the United States — so, initially, the legal research of Internet
communications was based on American legal norms (Kahin & Nesson, 1997). Moreover, this trend is
supported by the American scientific community, which occupies a leading position globally both in
terms of the number of journals and the number of publications in the relevant field. Recently, the
study of “Internet law” in the European Union has come to the forefront — Brussels has become a
pioneer in legislation in many areas: combating cybercrime (cyberattacks, cybersecurity, Internet
fraud, incitement to hostility and hatred, child pornography) (Kj@rven, 2020); in the field of electronic
commerce (Anagnostopoulou, 2018) and smart contracts (Seidel et al., 2020) with additional focus
on consumer protection (Havu, 2017); in copyright (Colomo, 2017); in data protection (Zoboli, 2020);
in banking (Langenbucher, 2020) and insurance services (Manes, 2020); and other such areas of the
Internet. Of the most recent EU initiatives related to Internet law, it is worth noting the General Data
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Protection Regulation (eng.), as well as a new Directive on Copyright in the Digital Single Market.
When discussing the Directive on Copyright, the obvious contradictions between Internet corpora-
tions (sometimes called GAFA: Google, Amazon, Facebook, Apple) or activists (such as the Electronic
Frontier Foundation’) fighting for free Internet, on the one hand, and copyright holders and content
creators, on the other hand, became apparent. The Digital Markets Act and the Digital Services Act
are at the first reading stage in the Council of the European Union, the significance of which, if ap-
proved and put into effect, is extremely difficult to overestimate. These regulations emerged due to
the need to create a secure digital space in which the basic rights of users of digital services are pro-
tected and equal conditions are guaranteed to stimulate innovation, growth, and competitiveness.

Since the mid-1990s, the academic community has been extensively discussing the subject area
of “Internet law” (Lessig, 1999). Many researchers believed that the digitalization of public relations
would inevitably affect all branches of law, but would especially concern contract, antitrust, and con-
stitutional law (Easterbrook, 1996; Sommer, 2000). Others have argued that Internet law is a short-
term product generated by technological innovations and will inevitably be co-opted into existing
legal institutions and branches of law (Larouche, 2008; Kerr, 2003).

Some authors consider Internet law as a branch of law, while others call it a branch of legislation;
finally, Internet law can also be considered as a special kind of complex legal institution. From a
doctrinal point of view, the authors agree that Internet law can be assigned its own separate place.

In Russia, the term “Internet law” did not catch on immediately. Rassolov, having made a de-
cent review of the Russian literature, concluded that some scientists (Bachilo (2001a, 2001b, 2001c),
Prosvirnin?, Morozov (1999), Kopylov (1997, 2001)) do not specifically use the concept of Internet law,
but instead — without giving clear and strict definitions of new categories and entities for the theory
of law — simply pose and analyze some general methodological aspects of law and the Internet, legal
problems of constructing the electronic environment and virtual space, and their functioning.

Other scientists (Rassolov?, Soldatov (2002), Shagiyeva (2005)) differentiate the concept of

“Internet law”, although they do not disclose its essence and content. In doing so, they consider this
concept as an independent research area in the structure of such branches as international private
law and information law: i. e. as a kind of complex education within these branches.

In contrast, some researchers (in particular Yakushev*) advocate the development of Internet leg-
islation, which will allow Internet relations to be regulated and will develop a new, vitally important

” ou

terminology for the theory of law, namely: “Internet”, “global network”, “website”, “domain address”,

nou nou ”ou

“Internet relation”, “subject of Internet relations”, “information as a special object of civil law”, “pro-

" ou

tection of intellectual property on the Internet”, “judicial dispute on the Internet”, and many others.

' Electronic Frontier Foundation (eng. EFF) is a non-profit human rights organization founded in July 1990 in the United
States to protect the rights enshrined in the Constitution and the Declaration of Independence in connection with the
emergence of new communication technologies.

2 Prosvirnin, Y. G. (2002). Teoretiko-pravovyye aspekty informatizatsii v sovremennom Rossiyskom gosudarstve [Theoretical
and legal aspects of informatization in the modern Russian state] [unpublished abstract of the doctoral dissertation].
Academy of Informatics, Economics and Law of the Moscow State Social University.

3 Rassolov, M. M. (2002). Sbornik metodicheskikh materialov po kursam “Teoriya gosudarstva i prava” i “Problemy teorii
gosudarstva i prava” [Collection of methodological materials on the courses “Theory of state and law” and “Problems of
the theory of state and law”]. Russian Law Academy of the Ministry of Justice of the Russian Federation; Rassolov, M. M.
(2007). Problemy teorii gosudarstva i prava [Problems of the theory of state and law]. Yunii-Dana.

“  Yakushev, M.V.(2000). Internet i pravo: Novyye problemy, podkhody, resheniya [Internet and law: New problems, approaches,
solutions]. The Second All-Russian Conference “Law and the Internet: Theory and Practice”. https://ifap.ru/pi/02/r03.htm
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Finally, a number of authors (Gribanov (in Rassolov, 2009), Radchenko, Gorbunov’ (2000), Naumov
(2002), Goloskokov (2006)) discuss the further development of the legal theory in connection with
the study of the global problems of virtual space (i. e., the Internet). For example, Radchenko and
Gorbunov® distinguish the following elements of digital law: the right of digital state construction
and public administration, copyright on digital entities, software law, the right of digital money,
transactions, disputes, etc. Goloskokov wrote about network law, and Gribanov touched upon “the
law of cybernetic space” (Rassolov, 2009).

Rassolov (2009) writes, in the conclusion to his literature review, that “at present, Internet law is
a new independent area of legal science, and primarily information law”.

Thus, in the Russian scientific discourse, a whole cloud of related concepts has formed around
“Internet law": network law, information law, digital law, cybernetic space law. However, gradually
“Internet law” has taken a dominant position. Several textbooks on Internet law’ have been published.

Arkhipov, in his textbook “Internet Law”, considers this term as conditional:

First of all, it refers to a set of legal norms aimed at regulating legal relations arising in connec-
tion with and about the Internet. Within the framework of the adopted methodological approach, it
should be noted that this set of norms, in one way or another, should be aimed at directly or indi-
rectly solving the systemic legal problems of Internet law. At the same time, on the one hand, this set
of norms has a substantive unity due to this fact, on the other hand, there is no independent method
of legal regulation in Internet law, although relations on the Internet from a broader point of view
have a significant difference from all other public relations, since they can actually be regulated at
the code level. Accordingly — since, according to the common point of view in the theory of law and
the state, an independent branch of law is qualified simultaneously by the criteria of the subject and
method, and Internet law has only a special subject unity — this set of legal norms cannot be con-
sidered an independent branch of law. At the same time, it should be noted that since the doctrine
of Internet law (in comparison with other branches in the historical context) is generally only at the
initial development stage, it is impossible to exclude changes in this scientific position in the future.?

On the other hand, Danilenkov notes in his textbook that Internet law has its own specific method:

The specificity of Internet law is that the above-mentioned scope of its norms — due to the
extraterritoriality of individual segments of the Internet and the differences in the legal person-
alities of participants in network relations given the subordination of their personal status or
corporate legal capacity to different jurisdictions — sometimes become entwined in a real tangle
of contradictions and problems. All this sometimes requires the use of special methods and meth-
odologies to determine the jurisdiction of the dispute, as well as the applicable law in order to
resolve legal conflicts and disputes, in particular based on the principle of close connection (the
concept of “genuine link”) between the Internet relationship (complicated by its foreign element)
with the law of the relevant country, while observing the requirements of international reciprocity,
politeness, etc. (Danilenkov, 2014).

Thus, the peculiarity of the Internet law method lies in the specifics of resolving issues of conflict
of jurisdictions and conflict of laws in the Internet space.

5 Radchenko, M. Y., & Gorbunov, V. P. (2000). Digital law of the future [Digital law of the future]. The Second All-Russian

6 Radchenko & Gorbunovy,2000.

7 Arkhipov, V. V. (2016). Internet-pravo: Uchebnik i praktikum dlya bakalavriata i magistratury [Internet Law: A textbook and
a practical course for bachelor’s and master’s degrees]. Yurayt Publishing House.

& Arkhipov, 2016.
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Digital Law

Unlike Internet law, Russian digital law is only beginning to be understood and established as a
tool for legal regulation, as well as for laying the foundations for the digital economy’s development.
In 2018, the national project “Digital Economy” was launched in Russia, which will end in 2024. During
this time, it is intended to achieve the following goals:

1. To increase domestic spending on the development of the digital economy from all sources (as
a share of GDP) by at least 3 times compared to 2017.

2. To create a stable and secure information and telecommunications infrastructure for transmit-
ting, processing, and storing large amounts of data, accessible to all organizations and households.

3. To enable state bodies, local governments, and Russia-based organizations to use mainly do-
mestic software.’

This national project includes six others: “Digital environment regulation”; “Information
Infrastructure”; “Personnel for the digital economy”; “Information Security”; “Digital Technologies”;

“Digital Public Administration”. The federal project “Digital Environment regulation” essentially forms
the Russian digital law.

The passport® of this project outlines an idea of the main directions of digital law development.
There are nine such directions:

1. Creating legal preconditions for a single digital environment of trust.

2. Creating legal preconditions for electronic civil turnover.

3. Ensuring a facilitating legal environment for collecting, storing, and processing data.

4. Ensuring legal conditions for introducing and using innovative technologies in the financial
market.

5. Creating regulatory incentives for developing the digital economy.

6. Forming legal conditions in the field of legal proceedings and notaries in connection with the
development of the digital economy.

7. Regulating the business-state digital interaction.

8. Comprehensively developing the legislation regulating relations in the field of the digital
economy, as well as creating a mechanism for managing changes and competencies (knowledge) in
the field of digital economy regulation.

9. “Other measures”, a section which mentions the development of the digital economy in the
EAEU.

The “Concept of Complex Legal Regulation of Relations Arising in Connection with the Digital
Economy Development” (hereinafter referred to as the Concept), proposed by the Institute of
Legislation and Comparative Law under the Government of the Russian Federation, provides an over-
view of the current state of legal regulation experienced by the digital economy all over the world.
The regulation of international digital technologies originates in the documents of international

The Russian Government. (2019, February 11). Opublikovan passport natsional’noy programmy “Tsifrovaya ekonomika
Rossiyskoy Federatsii” [The passport of the national program “Digital Economy of the Russian Federation” has been

published] [Infographic. Information materials about the national program “Digital Economy of the Russian Federation”].
http://government.ru/info/35568/

" The Russian Government. (2019, February 11). Opublikovan passport natsional’noy programmy “Tsifrovaya ekonomika
Rossiyskoy Federatsii” [The passport of the national program “Digital Economy of the Russian Federation” has
been published] [Document. Passport of the national program “Digital Economy of the Russian Federation”].
http://government.ru/info/35568/
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organizations: these include the G20 Initiative for Development and Cooperation in the Field of
Digital Economy 2016 as well as the OECD Cancun Declaration on the Digital Economy 2016, amongst
others. The provisions of these documents were developed and specified by many acts of the Group
of Twenty, the Financial Stability Board, the OECD, the FATF, the International Monetary Fund, the
Bank for International Settlements, and the International Organization of Securities Commissions,
as well as other global standard-setters and European regulators.”

The Concept identifies the following four key approaches to the legal regulation of the digital
economy at the national level: legislative, subordinate, national strategic, and regional strategic.

The Concept analyzes these models of legally regulating the digital economy, highlighting the
strengths and weaknesses of each of them.

The legislative regulation of the digital economy has certain advantages: the regulatory consoli-
dation of the elements of the digital economy allows them to hold an official status at the legislative
level. As part of a comprehensive law, the elements of the digital economy are integrated into a
hierarchical system of regulatory legal acts, becoming the next step after the basic law of the state.

This model also has disadvantages, the main one being related to the order of change. In order
to change the text of the law, the necessary procedure for making such changes must be followed.
These changes vary from one state to another, but this process is quite time-consuming and lengthy
in absolutely all states. The next biggest drawback is that the elements of the digital economy are
developing non-linearly and extremely rapidly, therefore the authorities may not have time to adapt
the legislative system to the latest changes and, as a result, regulatory gaps may appear.

The bylaw reqgulation of the digital economy has the following advantages: an operational pro-
cedure for adopting regulations and great opportunities for adapting regulation to scientific and
technological progress.

This model also has some disadvantages. For example, when placing the digital economy regula-
tion under the aegis of the executive authorities and excluding the legislature from the law-making
process, there is a risk of the people’s opinion not being considered in completeness.

The national strategic approach is the most balanced. It has the following advantages: procedure
for adoption and change, thus being the most rapid to adapt; long-term perspective (as a rule); and
it can consider public opinion, as well as that of public organizations, the business community, and
government representatives.

Despite this, the approach has one significant drawback — in the absence of an imperative, prob-
lems with its implementation may arise, especially if the strategy is designed for the long term.
Competent, complete, and comprehensive implementation of the strategy requires the coordinated
and harmonious approach of several actors involved. Failure of one “link” can jeopardize the entire
strategy.

The regional strategic model has proven itself well in some federal states, but it can only be
relied on in conditions of more or less the same position of the subjects of the federation (both in
the organizational, legal sense and the economic sense). In other words, such a model can be suc-
cessfully implemented in symmetric federations, in which all subjects are in the same position and
have approximately equal opportunities. On the other hand, in asymmetric federations, it will most
likely not be able to function normally due to the different capabilities of the subjects (states, lands,
territories, cantons, provinces, etc.) of the federation.

" The international agenda is also covered in scientific works. Russian and foreign researchers are seriously discussing the
prospects for the use of digital technologies and the development of digital law at the level of interstate associations to
more effectively develop international cooperation, for example, in the field of criminal prosecution (Nikitin & Marius, 2020).
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The Concept notes that the Russian Federation is moving towards building such a hybrid model,
adding elements of each of the main models considered. No matter what, though, one of the models
included in it will dominate. Russia is likely to follow the path of a nationwide strategic model, of
which Estonia is a prime example. Its attractiveness is explained not only by the balance already
noted but also by the fact that it is aimed at regulating the digital economy 2.0, which does not sug-
gest direct human involvement in the system.

* k%

Dear readers!

“Digital law” as a legal reflection of the digital economy is still in its infancy. The rapid develop-
ment of public relations and the increasing complexity of trade pose several new questions to the
international scientific community; answering these using the achievements of legal science of the
19'-20%™ centuries is not always possible. Instead it requires a modern conceptual framework, as well
as a potential rethinking of traditional legal categories.

Digital Law Journal has been an important discussion platform for two years already. The current
state of existing digital technologies, specific features, and the prospects for their full-scale im-
plementation in the regulatory and legal field are analyzed in this journal from both scientific and
practical points of view.

The magazine has achieved a lot during the years of its existence. Our editorial board includes
exceptional scientists alongside representatives of scientific schools both in Russia and interna-
tionally, all of whom deal with the problems of digital law. The journal publishes the works of the
authors whose research sets the tone for the modern “digital” debate. The legal regulation of smart
contracts and telemedicine, the creation of “regulatory sandboxes”, the place of artificial intelligence
in the structure of legal relations, labor market digitalization, and the peculiarities of human rights,
competition, and the tax system in the digital age are just some of the issues that have been dis-
cussed in our journal. Each submitted manuscript is invariably subject to a double-blind peer review,
conducted anonymously by recognized experts in their field of research. The journal is published
with a steady frequency.

Of course, all this would not have been possible without you, thoughtful and patient readers who
are interested in the problems of digital law, methodological and substantive changes in traditional
branches of law that are emerging in the era of the digital economy. Your interest in our project
contributes to its continuous development, improving the quality of publications and attracting new
readers, authors, and experts.

We are pleased to present to your attention the first issue of the second volume and hope that
2021 will bring only success to our common cause!

Kind regards,

Editor-in-Chief
Dr. Maxim Inozemtsev
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LLWOPOBOE MPABO:
B MOMCKAX ONPEAENEHHOCTH

M.W. NHo3emues

MOCKOBCKMI rOCYAapCTBEHHbIA UHCTUTYT MEXIYHAPOAHbIX OTHOLIEHMIA
(MrMMO-yHuBepcutet) MIALL Poccum
119454, Poccus, Mocksa, npocn. BepHaackoro, 76

AHHOTaUWA

B cTaTbe paccmaTpuBaeTca BONPOC pa3BUTUA LI,I/IdeOBOFO npaBa KaK UHCTPYMEHTa HOPMATUBHOIO perynupo-
BaHUA LI,I/Id)pOBOI;I 3KOHOMUKN. ,U,OKaBbIBaETCﬂ, uTo nokKa 6onee yCToABLINMCA, HeXenn noHatue «LlMCprBOE
npaso», B aKaJJ,eMI/I'-IECKOVI cpene ABNAETCA NOHATUE KUHTEPHET-NPABO». /iMeHHO B TaKOI;1 (bopme npaBoBas
cq)epa OTBEYAET HA BbI30BbI LlMCprBOI;I pesonounn u ABNAETCA OTPaXeHUeM LI,I/I(prBOI?I IKOHOMUKN. ﬂO cunx
Nnop He YTUXNU CNOopbl, MOXHO NX paCcCMaTpuBaTb «MHTEPHET-NPABO» B KayeCTBe 0T,[|EﬂbHOI7I 0oTpacnu npasa
nnn oTpacnu 3aKOHOA4ATe/lbCTBa. Tem He MeHee 3T0 HECOMHEHHO CaMOCTOATeNbHas akageMmnyeckaa gucun-
NAUHa, y4e6HUKM N0 KOTOPON W3HaTCA Yxe u B Poccun. HeobxoamMMocTb pa3BuTUs LUGPOBOK IKOHOMMKM
0CTPO CTOUT 1 Nepef Poccuei, B 3TUX Lensx B 2018 T. 6bi1 NPUHAT HALMOHaNbHbIA NPoekT «LndpoBas IKoHO-
Muka PO». HopmaTuBHOe o6ecneueHne peanu3aLyum AaHHOTO NpoekTa (opMUpyeT OCHOBY LM(POBOro Npa-
Ba B Poccuu. Mpu 3TOM YUMTHIBAETCA OBLMUPHDIN OMbIT HOPMATUBHOTO PErynupoBaHus LUGPOBOIA IKOHOMUKM
B CTPaHax 6nMKHEro u fanbHero 3apy6€)Kbﬂ. 0co6eHHo anBneKaTeanoﬁ BbITNAANT 06I.I.I,EHaLI,I/IOHaI'IbHaﬂ CTpa-
Ternyeckasa moaesnb, KOTopaa npeanonaraet Hanbonee Ol'IepaTI/IBHbIVI nopAdoK NPUHATUA I/I3MeHEHMI7I, cneno-
BaTe/lbHO, U afAanTauun LI,I/ICl)pOBOFO 3aKOHOAaTeNbCTBa, HallefieHa Ha A0NT0CPOYHYI0 NepcnekTuBy, N03BonfaeT
YUUTbIBATb MHEHME HACceNeHus, 0BIECTBEHHbIX OpraHM3aLui, 61U3Hec-coobLecTBa, NpeacTaBuTeneid BacTu.
MTomumo 3apy6e)KHoro OonblTa HOPMATUBHOTO perynuposaHua LlMCprBOI;I IKOHOMUKN HeOﬁXOJJ,I/IMO TaKXe Uc-
nonb30BaTb HAPA6OTKN OTEUECTBEHHOM U 3aPY6EXHON NPABOBON HAyKIA.

KnioyeBble cnosa
uMhpoBOe NPaBo, MHTEPHET-NPABO, LU(POBAA IKOHOMUK], NPOMBILLTIEHHAS PEBOMIOLS, HALMOHATbHAS
nporpamma

Kondhnukr untepecos ABTOPbI CO06LLAT 06 OTCYTCTBMM KOH(ANKTA MHTEPECOB.
(QuHaHcupoBaHue lccnenoBaHne He MMENO CMOHCOPCKOW MOAREPKKI.

[Ana uuTnpoBaHua Ho3emues, M. 1. (2021). Lindposoe npago: B nouckax onpeneneHHocTy. Lug-

Moctynuna: 21.01.2021; npunsATa B nevatb: 15.02.2021; onyb6nukosaHa 31.03.2021
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DIGITAL LAW:
THE PURSUIT OF CERTAINTY

Maxim I. Inozemtsev

Moscow State Institute of International Relations (MGIMO-University),
76, ave. Vernadsky, Moscow, Russia, 119454

Abstract

The article deals with the development of digital law as an instrument for regulating the digital economy. It is
proved that, within the academic environment, the concept of “Internet law” is still more well-established than

the concept of “digital law”. It is in this manner that the legal sphere responds to the challenges of the digital

revolution and reflects the digital economy. The debate as to whether “Internet law” can be considered either
as a separate branch of law or as a branch of legislation has not yet subsided. Nevertheless, “Internet law” is

undoubtedly an independent academic discipline, textbooks on which are published in Russia. However, Russia

needs to develop a digital economy; this is why the national project “Digital Economy of the Russian Federation”
was adopted in 2018, regulatory support for which forms the basis of digital law in Russia. At the same time,
the extensive experience of digital economy regulation in both its neighbouring countries and beyond is taken

into account. Especially attractive is the national strategic model, which assumes the most rapid procedure for
adopting changes and consequently adapting digital legislation, is aimed at the long-term perspective, and lets

popular opinion — as well as the opinions of public organizations, the business community, and government

representatives — be taken into account. In addition to foreign experience in regulating the digital economy, we

should also use the best practices of domestic and foreign legal science.
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locTaHoBKa Bonpoca

CraHoBneHne UMGpPOBON IKOHOMMKN U MHEOPMALIMOHHOTO 061LECTBA HEN3BEXHO TpebyeT pas-
BUTUA «LNPOBOrO NpaBa» Kak MHCTPYMEHTA PerynupoBaHus o6LieCTBEHHbIX OTHOWeEHMIA online,
a TaKKe 06LeCTBEHHbIX OTHOWEHUA N0 NoBoAY LUMGPOBbIX 06bEKTOB B (hopMe AAHHbIX U 3HAHUIA.
Cneumncuka uncdpoBoi chepbl 3aUacTyio He NO3BONSET aBTOMATUYECKM NPUMEHATD K HEl CyLLeCTBY-
foLLe HOPMbI N MHCTUTYTbI NpaBa. [pu 3TOM OTBET Ha BOMPOC O TOM, KaK ajanTMpPOBaTh CyLeCTBY0-
Lye NpaBoBble HOPMbI K LM(POBOI cpefe, HeoueBUaEH U TpebyeT HayuHol pedinekcun mexayHa-
POAHOro Co06LLeCTBA NPaBOBEAOB.
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3aflaua OCNOXHAETCA TEM, UTO COBPEMEHHbIe 06WECTBEHHbIE OTHOWEHNA 3a4acTylo HOCAT ru-
OpUAHBIA XapaKTep — OHM Pa3BOPAUMBAIOTCA ONHOBPEMEHHO B BYX chepax: huanueckon u und-
poBOil. 3T chepbl MY6OKO NPOHNUKAYM APYr B ApYra, HO He B3auMo3ameHsiembl. LudpoBoe npo-
CTPAHCTBO CKopee AONonHAeT (u3nueckoe, HOPMUpPYs «LONOMHEHHYI peanbHOCTb». OfHako
NpyU ONMCAHMM UX B3aUMOAECICTBUA Y MCCNeA0BATENEl YaCTO BO3HUKAET CO6NA3H BUAETD UTPY C HY-
neBon cymMoid: Nn60o 06bABAATD, UTO «LMPa» NOMHOCTbIO U3MEHNNA 06LLECTBEHHDIE OTHOLIEHUS,
nn6o uTO BANAHME 3TO, NPeX/e BCEro, KONMYECTBEHHOE, @ He KaueCTBEHHOEe, MPUTOM uTo Ludpo-
Bas cdepa cama hopmaTUpyeTCcs 06LWECTBEHHbIMU OTHOWEHNUAMN, CNOXMBLIMMUCA [0 ee NosBe-
HUS. TTONbITKM HETPaNbHO Pa3obpaThCsl B OTHOLWEHUAX MEXAY ITUMU ABYMS cchepamu U BAUSHU-
€M, KOTOpOe 3T0 B3aMMOeNCTBIE OKa3bIBAET Ha Pa3fMUHbIE CTOPOHbI 06ILECTBEHHbIX OTHOLIEH M,
BCTPEUAIOTCA KpamlHe PefKo.

MpaBy HEO6XO[MMO YUMTbIBATb ITOT MOPUA, HO PErYyIMPOBATD €10 He Kak ABe OTAeNbHble chepbl,
CYLLeCTBYHOLIME KAX/As B CBOEW NOTUKE, @ KaK CUCTEMHYIO LLeNOCTHOCTb, (hOpMUPYEMYI0 06LLECTBEH-
HbIMK OTHOWeHuAMK. Tak, T. . XabpneBa 0TMEUAET, UTO «KOHCTATUPOBATb NOSBNEHNE CBOETO poAa
«KPOCC-0TPACMEBbIX» OPUANYECKIX HOPM, 06eCreunBalolLmx «nepenpoLmBKy» npasa Mnog Leu
1 33faum UMPOBON IKOHOMUKM, IBHO HELOCTATOUHO. BaXKHO OCMBICNNTD He TOMbKO TO, Kak U C Ka-
Kum 3chheKToM OHU BYAYT BO3AEACTBOBATb HA 0BILECTBEHHBIE OTHOLIEHNS, BONIO M CO3HaHWe NioaeN,
pa3BuTME 1 pacnpocTpaHeHmne L poBbIX TEXHOMOTWI, HO 11 KAk MOBEAYT Ce6s BHYTPM CUCTEMbI Npa-
Ba, KAKOr0 po/a CBA3M 3TW HOPMbI CO3JAIOT U B KaKIe BCTYNALOT, KAKOE MeCTO OHM 3aliMyT B CUCTEME
npasa» (Khabriyeva & Chernogor, 2018). ®opmupoBaHue uuhpoBoro npasa [OMKHO Pa3BUBATHCA
BMeCTe €O BCell CUCTEMON NpaBa, He BCTYNas € Hell B NPOTUBOPEUNs, U 6biTb ee «A0MONHEHHOMN pe-
aNbHOCTbION.

WnTepHeT-npaso

Ha 3anage «uHTepHET-NPaBO» yxe chopMUPOBaNoCh Kak akafemuueckas gucumunnuHa. ke Haua-
/10 MOXHO [,aTUPOBaTh NPU6AN3UTENBHO 1991 rofom (Goldman, 2008), xoTst 60MbLUASA YACTb COOTBET-
CTBYHOLLErO NPABOBOO PerynMpoBaHna chopmupoBanach cylwecteHHo noaxe (Edwards & Waelde,
2009). NpaBoBeaeHne MOCTENEHHO 0CBAaMBANO HOBYIO Chepy O06LIECTBEHHbIX OTHOWEHMIA, (op-
MUPYIOLLYIOCA B MHTEPHET-NPOCTPAHCTBE, Napan/ienbHo C pa3BMTUEM CaMOro 3TOr0 NMPOCTPAHCTBa.
Mo3Tomy 60MbIIMHCTBO HauMboNee aBTOPUTETHBIX HAYUHbIX NYBANKALMIA NO 06WMUM BONpOCcam umnd-
POBOr0 BbI30Ba OTHOCATCA K 1990-m rogam (Marsden, 2000). KoHeuHo, ecTb 1 6onee cBexue ny6nu-
KaLu No oTAenbHbIM LLM(POBbIM UHHOBALMAM, NOABMBLIMMCSA Y)xe B 2000-X rofax.

B 370 e Bpems NPONCXOANNA aKTUBHASA UHTErpaLya pasnnuHbIX aCNeKTOB 06LECTBEHHbIX OTHO-
LeHWI 1 oTpacne npasa u3 Gu3nueckoil cpeabl B LMGPOBYIO: NHTENNEKTYaNnbHas COHCTBEHHOCTb,
TeNeKOMMYHUKALLMK, KOH(UAEHUMANbHOCTD, KUGEPNPEeCTYNHOCTb, PerynipoBaHie MeanakoHTeHTa.
HecmoTps Ha CBOIO rno6anbHyto npupogy, y MiHTepHeTa eCTb KOHKPETHOe MecTo poxaeHus — CLUA,
NO3TOMY M3HAUYaNbHO NpPEAMETOM NPaBOBbLIX MCCNEAOBAHUA UHTEPHET-KOMMYHUKALLMIA Gbinu npa-
BOBble HOPMbI UMEHHO 37Ol cTpaHbl (Kahin & Nesson, 1997). Mpuuem 3Ta TeHaeHUMUA yyrybnaercs
aKTUBHOCTbIO CAMOr0 aMePUKAHCKOro Hay4YHOro COO06LLEeCTBa, KOTOPOE U N0 KONMYECTBY XYPHANOB,
11 0 KONMYECTBY NY6NUKaLMi B COOTBETCTBYIOLLEN 06M1ACTU 3aHUMAET NNANPYIOLLME NO3ULMM B MUPE.
B nocnenHee Bpems Ha MepefHUiA NNaH BbIXOQUT WU3YUeHUE «UHTEPHET-NpaBa» B EBponenckom
Coto3e — bploccenb CTan NMOHEPOM B 3aKOHOLATENbCTBE BO MHOTUX 061aCTAX: 60pbbbI € Knbepnpe-
CTYNHOCTbI0 (Knbepataku, Kubep6e3onacHoCTb, MHTEPHET-MOLIEHHUYECTBO, NPU3biBbI K BPAX[E U He-
HaBMCTH, ieTcKas nopHorpadusa) (Kj@rven, 2020), B chepe anekTpoHHoi Toprosnu (Anagnostopoulou,
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2018) n cmapT-KoHTpakToB (Seidel et al., 2020) (c akueHTOM Ha 3aluTe npas n0Tpe6MTene|7|) (Havu,
2017), 8 aBTopckom npase (Colomo, 2017), 3aumte AauHbix (Zoboli, 2020), 6aHkoBCckux (Langenbucher,
2020) n CTPaxoBbIX ycnyr (Manes, 2020) u T. n. U3 camblX HOBbIX MHULMATUB EC, CBA3AHHDIX C nHTEp-
HEeT-NPaBOM, CTOUT OTMETUTb «O6LLMIA pernameHT no 3awuTe AaHHbIX» (aHmn. General Data Protection
Regulation), a Takke HOBYK «[lUPeKTUBY 06 ABTOPCKOM NpaBe Ha EAMHOM LM(POBOM pbIHKE.
Mpu obcyxaeHun AupekTusbl 06 aBTOPCKOM NpaBe CTanu OYEBUAHbI SBHbIE MPOTUBOPEUUS MEX-
[ly TUrAHTCKNMI UHTEPHET-Kopriopaumami (nHoraa HasbiBaembiMu GAFA: Google, Amazon, Facebook,
Apple), akTusucTamu, 6oproumUmncs 3a cBo60oy UHTepHeTa (Takux, Kak OOH/ INEKTPOHHbIX py6e-
%eil"), C OIHOW CTOPOHbI, 1 NPaBOO6NAAATENAMN AaBTOPCKUX NPAB U CO3AATENAMN KOHTEHTa, C Apy-
roi CTOpOHbI. Ha ctaguu nepsoro uteHus B CoBeTe EBponenckoro Coto3a HaxogaTcs «AKT o uudpo-
BbIX PbIHKaX» 1 «AKT 0 LMPOBbIX YC/Tyrax», 3HaueHne KOTOpbIX B Clyyae Ux 0406peHns 1 BBeeHuUs
B 1ENCTBME NEPEOLIEHNTb KpaiHe CNoXHO. Pa3paboTka yKa3aHHbIX pernamMeHToB CBA3aHa C Heobxo-
ANUMOCTbIO CO3AaHMsA 6e30MacHoro LU poBoOro NPOCTPaHCTBA, B KOTOPOM 06ecneunBaeTcs 3aluTta
OCHOBHbIX NPaB Monb30BaTeNel LNGPOBbIX YCIYF U rapaHTUPYIOTCA PaBHble YCAOBUA ANA CTUMYNN-
pOBaHUA UHHOBALLMIA, POCTA U KOHKYPEHTOCMOCOGHOCTH.

C cepequHbl 1990-X rofj0B B HayuHOW Cpefie BENUCh WIUPOKME AUCKYCCUN O NPeaMETHON 061acTu
«nHTepHeT-npasa» (Lessig, 1999). MHorMe MccnenoBatenin nonaran, 4to MHGopMaTnsauma obuie-
CTBEHHbIX OTHOWEHNA HeM36eXHO 3aTparuBaeT BCe 0TPACNK NpaBa, HO 0COHEHHO KacaeTcs OroBop-
HOro, aHTUMOHOMONbHOIO U KOHCTUTYLIMOHHOIO Mpasa (Easterbrook, 1996; Sommer, 2000). [lpyrue
YTBEPXMAAIOT, UTO NHTEPHET-NPABO — 3TO KPAaTKOBPEMEHHbI NPOAYKT, NOPOXAEHHbIN TeXHONOrnye-
CKAMU WHHOBALMSIMM, KOTOPbIA 6YAeT B NOCNEACTBUAN HEN3BEXKHO KOOMTUPOBAH B CYLECTBYIOLLME
NpaBoOBble UHCTUTYTbI U OTPACAN NpaBa (Larouche, 2008; Kerr, 2003).

Takum 06pa3om, HeKOTOpble aBTOPbI PACCMATPMBAIOT MHTEPHET-MPABO KaK OTpac/ib npasa, Apy-
rMe Kak oTpac/ib 3aKOHOAATENbCTBA, HAKOHEL, MHTEPHET-NMPAaBO MOXET PaccMaTpuBaTbCA Kak 0CO-
6as pa3HOBUAHOCTb KOMNNEKCHOTO NPaBOBOrO WHCTUTYTA. ABTOPbI NPU 3TOM CXOAATCA BO MHEHUN
0 TOM, UTO 3 MHTEPHET-NPABOM JOKTPUHANIBHO MOXET BbITb 3aKPENEHO OTAENbHOE MECTO.

B Poccun TepMUH «MHTEPHET-NPaBO» MPUXMUACA He cpasy. U. M. Pacconos, caenas AOCTOMHbIN
0630p POCCUIACKOI NUTEPATYpPbI, NPULIEN K BbIBOAY, U4TO OHN yueHble (W. 1. baunno (Bachilo, 2001a;
2001b; 2001c), 0. T. MpoceupHuk, A. B. Mopo3os (Morozov, 1999), B. A. Konbinos (Kopylov, 1997; 2001))
CreuyanbHo He OMepupytoT NOHATUEM UHTEPHET-NPABa, @ NPOCTO CTABAT U aHANU3UPYIOT HEKOTOPbIE
06LemMeToA0NOrNYECKIE acneKTbl NpaBa v IHTepHeTa, NpaBoBble NPO6AEMbl NOCTPOEHNSA W YHKLM-
OHUPOBAHMA 3NEKTPOHHON CPefibl U BUPTYanbHOrO NPOCTPAHCTBA, He AaBas UeTKNUX U CTPOrUX onpe-
AeNeHui HOBbIM 11 TEOPUU NPaBa KATETOPUAM W CYLWHOCTAM.

Apyrue yuenble (M. M. Pacconos?, A. C. Conaatos (Soldatov, 2002), P. B. lLlarnesa (Shagiyeva, 2005))
B XOfle CBOWX HAYUHbIX U3bICKAHUI BbIAENAIOT NOHATUE KUHTEPHET-NPaBOY, NPaBaa, He pacKpbiBas
€ro CyLWHOCTb 1 cogepwaHue. Mpn 3TOM OHW PacCMaTPUBAIOT JAHHOE NMOHATUE KaK CaMOCTOATENIbHOE

' MoHA InekTpoHHbIX Py6exeit (aurn. Electronic Frontier Foundation, EFF) — ocHoBawHas B uione 1990 8 CLUA Hekommepue-
CKas NpaBo3aluuTHas OPraHu3aLma ¢ Lenblo 3alnTbl 3aN0KeHHbIX B KOHCTUTYLMM 1 [leknapauuu He3aBUCUMOCTI NpaB
B CBAA3Y C NOABNEHMEM HOBbIX TEXHONOTIA CBA3MN.

2 TpocupHut, 10. I. (2002). Teopetnko-npaBoBble acneKTbl MHAOPMATU3ALUKN B COBPEMEHHOM POCCUIICKOM rocyaapcTee
[Heony6nukoBaHHbI aBTOpedhepar AOKTOPCKOI AuccepTaumu]. Akagemus UHGOPMATUKK, IKOHOMMKM W npaBa Mo-
CKOBCKOTO rocyapCTBEHHOO COLMANbHOIO YHUBEPCHUTETA.

3 Pacconos, M. M. (2002). C6opHuk Mmemoduueckux Mamepuanos no kypcam «Teopus 2ocydapcmea u npaeax» u «lpo6ie-
Mbl meopuu 20cydapcmea u npaea». Poccuiickas npasosas akagemus MIO PO; Pacconos, M. M. (2007). lipo6nems meo-
puu 2ocyoapcmea u npasa. OHUTN-Aaxa.
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HanpaBneHue B CTPYKTYPE Takux 0Tpacnen kak MexayHapoAHOe YaCTHOe NPaBo U MH(OPMALLMOHHOE
npaBo, T. €. KaK HeKOe KOMNEKCHOe 06Pa30BaHNe BHYTPH 3TUX OTPACNen.

Hanpotus, HekoTopble uccnegoBaten (B yactHocTu, M. B. fKywes) paTyioT 3a pasBuTue MH-
TePHET-3aKOHOAATEeNbCTBA, KOTOPOEe NO3BONUT YPErynnupoBaTb UHTEPHET-OTHOLWEHUA 1 BbIpaboTaTh
ONs Teopun Npasa HOBYIO, CTONb BAXHYIO TEPMUHONOINIO, @ UMEHHO: «WHTepHeT», «rnobanbHas
CeTbY, «CAUT», «AOMEHHbIA AAPEC», KUHTEPHET-OTHOWEHNEY, «CY6BEKT WHTEPHET-OTHOWEHNN»,
«UH(OPMALKMA KaK 0CO6bIN 06BEKT rpaXaHCKoOro Npasay, «oXpaHa WHTENNEKTYanbHON CO6CTBEH-
HoCTU B CeTu», «Cyae6HbIA cnop B IHTEpHETE» 1 MHOTME Apyrue.

N HakoHeL, pAA aBToOpoB (n.B. I'pubaHos, M. 0. PagueHko, B. . TopbyHOB®, B. b. Haymos (Naumov,
2002), N. B. Tonockokos (Goloskokov, 2006)) paccyxaalT 0 AanbHeilwem pa3BuTUX TeOpUN npa-
Ba B CBA3M C UCCMEOBAHNEM BCEMUPHbIX NPOBGAEM BUPTYaNbHOTO NPOCTPaHCTBa (T. e. UHTepHeTa).
K npumepy, M. 0. PagueHko u B. . Top6yHOB® B KaueCTBe 31eMeHTOB L()POBOro NpaBa BblAENAI0T:
npaBo LM(pPOBOro rocyfapCcTBEHHON0 CTPOMTENLCTBA M FOCYAAPCTBEHHOTO YNpaBeHuns, aBTOPCKoe
NpaBo Ha LNGPOBbIE CYLWHOCTHM, NPOrPaMMHOE NpaBo, NPaBo LNGPOBLIX AEHET, OnepaLyui, CNopoB
nT. 4. /1. B. TONOCKOKOB paccyxaaeT o ceTeBoM npase, a [l. B. FpnbaHoB - 0 «npaBe KbepHeTUyecKo-
ro npoctpaxcraa» (Rassolov, 2009).

1. M. PacconoB, 0TTankuBasCb OT NPOBEAEHHOIO 0630pa, NONArAET, YTO «B HACTOALLEE BPEMSA UH-
TEPHET-NPaBo — 3T0 HOBOE CAMOCTOATENbHOE HANPaBNEHNe IPUAMUECKOIM HAYKN, U Npexae BCero
nHdopmaLmoHHoro npasa» (Rassolov, 2009).

Takum 06pa3oMm, B POCCUIACKOM HAyuHOM AMCKYpce chopmMUpOBaNOCh Lenoe 061aKo CMEXHbIX
MOHATUN BOKPYr «MHTEPHET-NpaBa»: CeTeBoe Npaso, MH(OPMALMOHHOE NpaBo, LM(PoBOe Npaso,
NpaBo KnbepHeTMYecKoro NPocTpaHcTBa. OAHAKO NOCTENEHHO «MHTEPHET-NPABO» 3aHANO JOMUHU-
pyroLye no3uumm. bbino n3gaHo HeCKONbKO YUeBHUKOB N0 «MHTEPHET-NPaBY».

B. B. Apx1noB B CBOEM yuebHUKe «IHTepPHET-NPaBo» OLHOMMEHHbIN TEPMUH PaccMaTpUBaET
KaK YCnoBHbIN. «lpexpe BCero, OH 0603HaYaeT COBOKYMHOCTb MPABOBbIX HOPM, HaLENeHHbIX
Ha perynupoBaHue NPaBOBbIX OTHOWEHNI, BOSHUKAIOWMNX B CBA3M U NO NOBOAY CeTU VHTepHeT.
B pamkax npuHATOro MeToA0N0rnYeckoro nofxoaa cnesyer OTMETUTb, UTO laHHAA COBOKYMHOCTb
HOPM, TaK UMK WHAYe, AOMKHA 6bITb HALLENeHa Ha To, YTO6bl MPAMO MW KOCBEHHO pa3pewnTb
CUCTEMHble NpaBOBble NPo6aeMbl MHTEPHET-NpaBa. Mpu 3TOM, C OAHON CTOPOHbI, Y fAHHOI CO-
BOKYMHOCTW HOPM €CTb NPeAMETHOE efUHCTBO, 06YCNOBNEHHOE YKAa3aHHbIM (DaKTOM, C APYron —
B MHTEPHET-NpaBe OTCYTCTBYET CaMOCTOATENbHbI MeTOJ UMEHHO MPaBOBOrO PerynnpoBaHus,
XOTA OTHOWEHUS B CeTW VIHTepHET ¢ 6onee WMPOKOWM TOUKM 3peHNs 06M1afaI0T CYLeCTBEHHbIM
OTNIMYMEM OT BCEX APYriX OOLLECTBEHHbIX OTHOWEHMNI, NOCKONbKY MOTYT DaKTUUECKN perynu-
poBaTbCs Ha ypoBHe kopa. COOTBETCTBEHHO, MOCKOMbKY COMMACHO pacnpoCTpaHeHHO B TeOpUm
npaBa W rocysapcrBa TOUKe 3pPEHMS CaMOCTOATeNbHAs OTPacib npaBa KBanU(ULMPYeTCs OA-
HOBpPEMEHHO N0 KpuUTepusM npeamera U MeToAa, a UHTEpHeT-NpaBo obnajaer NuWb 0CO6EH-
HbIM MpPeaMeTHbIM eANHCTBOM, JaHHYI0 COBOKYMHOCTb NPaBOBbIX HOPM HeNb3f CYMTATb CAMO-
CTOSITENbHOM OTPACNbio NPaBa. B T0 e Bpemsa cneayeT 0TMETUTb, UTO B CUAY TOTO, UTO JOKTPUHA
WHTepHeT-Npasa No CPaBHEHMIO C APYrMMKU OTPaCcnAMU B UCTOPUYECKOM KOHTEKCTe HaxoauTcsa

“  fkywes, M. B. (2000). HTepHeT 1 NpaBo: HOBbIe MPO6AEMDI, MOAXOAbI, peweHns. Bmopas Bcepocculickas KoHgepeHyus

5 PagueHko, M. 0., TopbyHos, B. M. (2000). uuct;ﬁoéoieiﬁﬁaiéd 6y;|ym.ero 7Birr710paﬂ Bcepoccutickas koHgepeHyus «lpago
u MHmepxem: meopus u npakmuka». https://ifap.ru/pi/02/r03.ntm

®  PapueHko, lop6yHoB, 2000.

7 Apxunos, B. B. (2016). iimepxem-npaso: yuebHuK u npakmuxym 0715 6akanaspuama u mazucmpamypbl. N3aarenscreo l0paiir.
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B LLeSIOM NNLWb HA HAYaNbHOM 3Tane Pa3BUTUSA, HENb3A UCKMIOUUTb U3MEHEHUS AAHHOW HayUYHON
no3uuumu B fansHenwem»®, Hanpotus, A. B. laHuneHKOB B CBOEM yue6HIUKe OTMeUaeT Hanuumue
Y WHTepHeT-npaBa CBOero cneuuduueckoro metofa. «Cneuuduka WHTEPHET-NpaBa COCTOUT
B TOM, UTO YKa3aHHble Bbile chepbl AeNCTBUS ero HOPM B CUY IKCTEPPUTOPUANBHOCTU OTAENb-
HbIX CErMEHTOB CETEBOr0 NMPOCTPAHCTBA IHTepHETa 1 pa3HOM NPaBOCY6BLEKTHOCTH YUACTHUKOB
CeTeBbIX OTHOWEHUA B BUAY NMOAYMHEHUS WX JINYHOTO CTaTyca MNM KOPNOPATUBHOW MpaBo-
CNOCOGHOCTM PA3NMUHBIM KPUCAMKLMAM WHOTAA CNNETAIOTCA B HACTOAWMIA KNYOOK KONNN3UOH-
HbIX NPOTMBOpPEUNit U npobnem. Bce 310 noauac TpebyeT NpUMEHeHNUs CneLnanbHblX Cnoco6oB
1 METOA0B ANA ONpefeneHuns NOACYAHOCTU CNOPA, a TAKKE MPUMEHUMOTO NPaBa C Lenblo paspe-
WeHMs 0PUANYECKUX KOH(AMKTOB M CMOPOB, B YaCTHOCTM, HA OCHOBE MPUHLMNA TECHOW CBSA3N
(koHuenuma “genuine link") mexay NHTEPHET-OTHOWEHNEM, OCNOXKHEHHbIM MHOCTPAHHbIM 3Me-
MEHTOM, C MPaBOM COOTBETCTBYIOLLE CTPAHbI NPU CO6MOAEHUN TPEOOBAHNA MEXAYHAPOAHON
B3aUMHOCTH, BXNUBOCTK 1 T. A.» (Danilenkov, 2014). Takum 06pa3om, 0CO6EHHOCTb METOAA UH-
TepHeT-NpaBa 3aKnyaeTcs B cneyutmke peleHns B MUHTEPHET NPOCTPAHCTBE BONPOCOB KONNU-
31N OPUCAUKLNIA U KONNU3NN 3aKOHOB.

Lindposoe npaso

B oTnuune oT MHTEpHeT-NpaBa, UMhpoBoe NpaBo B Poccuy TONbKO HAUMHAET NOHMMATLCA U (op-
MUPOBATHCA KaK MHCTPYMEHT MPaBOBOrO PErynupoBaHns 1 CO3AaHUA YCNOBNA ANS pa3BUTUA LUd-
poBOIA 3kOHOMMKM. B 2018 roay B Poccum 6bin 3anylueH HaLMOHanbHbI NPoeKT «LlndpoBas IKOHO-
MIKa», KOTOPbIA NPOANUTCA A0 2024 rofia. 3a 370 BpeMs NAaHUPYETC AOCTUYb ClIeayiolLmMX Lenein:

1. YBenuueHue BHYTPEHHNX 3aTPAT HA Pa3BUTUE LNGPOBON IKOHOMUKM 3a CYUET BCEX UCTOUHMKOB
(no none B BBIM) He MeHee ueM B 3 pa3a no cpasHeHuo ¢ 2017 .

2. Co3faHue yCTOMuMBOA W 6€30MacHON MH(OPMALMOHHO-TENEKOMMYHUKALMOHHOW MH(Pa-
CTPYKTYpbl BbICOKOCKOPOCTHON Nepefauu, 06paboTku 1 XpaHeHus 6onblmux 06beMoB AaHHBIX, J0-
CTYMHOW ANS BCEX OPraHN3aLMiA U JOMOXO3SICTB.

3. Ncnonb3oBaHue npenmyLiecTBEHHO OTEYECTBEHHOTO MPOrpaMMHOro obecrneyeHus rocypap-
CTBEHHbIMI OpraHamu, OpraHamm MecTHOro CaMoynpaBneHus u opraHu3aLuamu’,

B yKa3aHHbIi HALMOHANbHBIA NPOEKT BXOAAT WeCTb ApPYrux: «HopmaTuBHOE perynuposaHue
uncpoBo cpeabl»; «NHhopmaLoHHas uHdpacTpyKTypa»; «Kaapbl AN LMPOBON IKOHOMUKIY;
«NHdopmaunoHHas 6e3onacHocTby; «Ludposbie TexHonorum»; «LucdpoBoe rocyaapcreeHHoe
ynpasnexue». Peanusauns cenepanbHOro npoekta «HopmMaTMBHOE perynupoBaHue LugpoBoil
cpenbi» no cyTi GopMuUpyeT poccuiickoe LudpoBoe npaso.

113 nacnopta® 3T0ro NpoeKTa MOXHO COCTaBUTb NPEACTaBIeHNEe 06 OCHOBHbIX HAaNpaBeHUsX pas-
BMTUA LMGPOBOro NpaBa. Takux HanpaBaeHUin eBsTb:

1. Co3aaHue NpaBOBbIX YCNOBMIA AN HOPMUPOBAHUA efUHON LMPOBON Cpefbl AOBEPUS.

2. Co3paHue NpaBoBbIX YCIOBUIA AN (HOPMUPOBAHNS INEKTPOHHOTO FPAKAAHCKOr0 060pOTa.

8 Apxunos, 2016.

°  Mpasutenbctso Poccuu. (2019, dheBpanb 11). Omy6/1uKo8aH nacnopm HAYUOHAbHOU Mpo2pammbl «Ljughpoeas IKOHOMU-
Kka Poccutickoti ®edepayuu» [Undorpadmka. IHdOpMaLMOHHbIE MaTepuanbl 0 HalMoHanbHol nporpamme «Ludposas
3KkoHOMUKa Poccuiickoit Gepepaumuny]. http://government.ru/info/35568/

" TlpaButenbctso Poccuu. (2019, hespanb 11). Ony6auKoeas nacnopm HayUoHanbHoU npoepammol «L{ughpoeas IKoHOMU-
Kka Poccutickoli ®edepayuu» [lokymeHT. MacnopT HaLMoHanbHo NporpamMmbl «LncpoBas 3koHoMuKa Poccuiickoin Qe-

aepaumn»]. http://government.ru/info/35568/
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3. 06ecneyeHne 6naronpuATHLIX TPABOBbIX YCIOBUI ANA C60PA, XPaHEHNs 1 06PabOTKM JAHHbIX.

4, O6ecneyeHne NPaBoOBbIX YCIOBUA AN1S BHEAPEHUS U UCMONb30BAHUS MHHOBALMOHHbIX TEXHO-
NOruiA Ha (PMHAHCOBOM pPbIHKe.

5. HopmaTuBHOE CTUMYNNPOBaHUE Pa3BUTUA LUGPOBON IKOHOMMKM.

6. DopmupoBaHMe NpaBOBbIX YCNOBUIA B Chepe CynONPOM3BOACTBA U HOTApUaTa B CBA3M C pa3-
BUTUEM LU(POBOIA IKOHOMUKN.

7. ObecneueHne HOPMATUBHOTO PErynMpoBaHus LUGPOBOrO B3aUMOAENCTBUS NPeAnpUHUMA-
TeNbCKOro coo6LecTsa 1 rocyfapcrsa.

8. KomnnekcHoe pa3BuTve 3aKOHOAATENbCTBA, PETYIMPYIOLEr0 OTHOLWEHNA B 06nacTi Lugpo-
BOV IKOHOMUKM, A TAKXKE CO3/JaHNe MexaHU3Ma YnpaBneHna U3MEHEHUAMN 1 KOMNETEHLUMAMM (3Ha-
HUAMY) B 061ACTI PErynMpoBaHus LNdPOBOI IKOHOMUKM.

9. B paspene «uHble Mepbl» YNOMIUHAETCS Pa3BuTMe LUGpoBoil 3koHOMMKM B EAIC.

B «KoHuenuun KOMNNEKCHOro NPaBOBOrO PerynMpoBaHus OTHOLEHWNA, BOSHUKAOWMX B CBS-
31 C pa3BuTMeM UnpoBOi IKOHOMMKMY (fanee — KoHuenuus), npeanoxeHHoin UHCTUTYTOM 3a-
KOHOJATeNnbCTBa W CPABHUTENbHOrO NPaBOBEfEHUA Npu npaBuTenbcTee PO, gaH 0630p cyle-
CTBYIOLLErO MONOXEHWUS Aen B MUpe MO MPaBOBOMY PErynnpoBaHuio LUGPOBOI 3KOHOMUKM.
MexpayHapoaHoe perynupoBaHue LUGpoBbIX TEXHONONIA GEPeT Hauano B JOKYMEHTAX MEeXAyHa-
POAHBIX OpraHu3aunit: MHuumaTuea «pynnbl ABaALATU» NO PA3BUTUIO U COTPYAHMUYECTBY B 06-
nactu uucposon 3koHomMmMKN 2016 roga, KaHkyHckas geknapauiun 0ICP o undpoBol IKOHOMUKE
2016 ropa W T. A. B ganbHeiiueM NONOXeHMS YKa3aHHbIX JOKYMEHTOB 6biu Pa3BUTbl U KOHKpe-
TU3MPOBaHbl MHOXECTBOM aKTOB CO CTOPOHbI «Ipynnbl ABaALaTM», CoBeTa N0 (HMHAHCOBOMN CTa-
6unbHocTn, 03CP, ATD, MexayHapoAHOro BanioTHOro oHAa, baHka MeXayHapoAHbIX pacyeTos,
MeXayHapoAHOW OpraHU3aLMmM KOMUCCUA MO LEHHbIM Bymaram, a Takke WHbIX rOo6GanbHbIX CTaH-
[apT-CeTTepPOB M €BPONENCKNX PerynsTopos”.

Ha HauuoHanbHOM ypoBHe KoHuenuus BbiAenaer creayloLme Yetbipe KnioyeBblx Noaxoaa K npa-
BOBOMY PerynupoBaHuI0 LM(POBOI IKOHOMUKI: 3aKOHOAATENbHbIN, NOA3AKOHHDIN, 06LEHALNO-
HaNbHbINM CTPATETNYECKNI, PETNOHANbHBINA CTPATErMYeCKMH.

B KoHuenuuu npoBOAUTCA aHANM3 3TUX MOAeNen NpaBoBOro perynupoBaHns LugpoBon IKOHO-
MUKW C BbIAENEHNEM CUNbHBIX U CNABbIX CTOPOH KAWA0M U3 HUX.

Moaxoa 3aKoHOdamenbHO20 pe2ynuposaHus UMhPoOBOIA IKOHOMUKN UMEET OTAENbHblE NPenmy-
LLecTBa: HOPMATMBHOE 3aKpern/ieHne 3nemMeHToB LU(POBON 3KOHOMMKM MO3BOASET MpUAAThb UM
0MLMANbHBIA CTAaTYC Ha 3aKOHOAATENIbHOM YPOBHE. byayuu YacTblo KOMMNEKCHOTO 3aKOHA 3NeMeH-
Tbl LM(HPOBOI IKOHOMUKM BCTPANBAIOTCA B MEPAPXUUHYI0 CUCTEMY HOPMATUBHbIX NPABOBbIX AKTOB,
0Ka3blBasCb CNIeAytoLLeid CTYNEHbI NOCe OCHOBHOTO 3aKOHA roCyAapCTBa.

PaccmaTpusaemasi MOAENb TaKKe UMEET HefOCTATKM, MABHBIA U3 KOTOPbIX CBA3aH C NOPSAKOM 13-
MeHeHus.. NS TOro uTo6bl U3MEHMTb TEKCT 3aKOHa, A0MKEH ObITb CO6MIOAEH HEOOXOAMMbINA NOPAAOK
BHECEHUA M3MEHEHMNI, KOTOPble BAPbUPYIOTCS OT OAHOTO FOCYAAPCTBA K APYTOMY, 0AHAKO aB6CONIOTHO
BO BCEX rocyAapcTBax 3T0T NPOLECC JOCTATOUYHO TPYAOEMKMIA U ANUTeNbHbIA. Cneayowmin HefgocTa-
TOK CONPSKEH C TEM, UTO 3NeMeHTbI LM(POBOI IKOHOMUKI PA3BUBAIOTCA HEJIMHENHO U KpaliHe CTpe-
MUTeNbHO, CNIef0BaTe/bHO, OpraHbl BAACTV MOrYT He yCreBaTb ajanTupoBaTh 3aKOHOAATENbHYIO CU-
CTeMy K NOCNEefHUM U3MEHEHUAM, B pe3yfbTaTe uero 06pasyioTca 6pelum B perynmpoBaHum.

" MexayHapoaHON MOBECTKe YAENAKT BHUMAHME U B HAayuHOI nuTepaType. Poccuitckue 1 3apybexHble Uccnegosarenu
BCEPbE3 06CYHAAIOT NEpPCreKTUBbI MCMOMb30BaHUSA LUAPOBbIX TEXHONOTWIA M Pa3BUTMA LMGPOBOTO NpaBa Ha YpoB-
He MEXrocyapcTBeHHbIX 06besuHeHuil Ans 6onee 3hdeKTUBHON peanu3auuu MexpyHapofHOro COTPYAHWUUYECTBa,
Hanpumep, B 06nactv yronosHoro npecnegosanusa (Nikitin & Marius, 2020).
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Moaxof M003aKOHHO20 pe2ynupoeaHus yugposol IKOHOMUKU VUMEET Chefylolime npenmylie-
CTBA: OMEPATMBHbIN MOPANOK MPUHATMA HOPMATUBHbLIX aKTOB W GOMblIME BO3MOXHOCTW afanTa-
LN PerynnupoBaHua K HayuHO-TEXHUUECKOMY NPOrpeccy.

B T0 e BpeMms Takas MoAeNb UMeET U HeloCTaTKu. Tak, OTAaB perynupoBaHue uMdpoBoii 3Ko-
HOMMKM OJ 3riuay OPraHoB MCMONHMTENbHON BNACTYM 1 UCKNIOUNB NErucnaTypy U3 NpoLecca 3aKo-
HOTBOPYECTBA, BO3HUKAET PUCK HEMOMHOMO YueTa MHEHUA TPaaH TOro rocyaapcrea, B KOTOPOM
NPUHUMAIOTCA PeLlieHUs OTHOCUTENbHO LMPOBOI IKOHOMUKIA.

O6uweHayuoHanbHbIli cmpamezuyeckuli noaxon ABNAeTca Haubonee cHanaHCUPOBAHHbIM.
OH MMeeT cneaylolne NpenmyllecTsa: Haubonee onepaTuBHbIA NOPAAOK NPUHATUA U U3MEHE-
HUA, CNeJ0BaTeNbHO, U afanTaLuu; AONTOCPOUHaA (KaK NpaBuio) NepcneKkTusa; ecTb BO3MOX-
HOCTb YUUTbIBATb MHEHUE HACceNEeHNs, 0BLIECTBEHHbIX OpraHu3aumni, 6u3Hec-coobiLecTBa, npea-
CTaBuTenel BnacTu.

HecmoTpA Ha 3T0 NOAXOJ MMEET OfIMH CYLIECTBEHHbII HEJOCTaTOK — B OTCYTCTBUE UMNEpPaTUB-
HOCTW MOTYT BO3HUKHYTb NPO6AEMbl C €ro peanu3awnen, 0CO6EHHO ecnu CTpaTerns paccuuTaHa
Ha [ONrOCPOUHYI0 NepcnekTuBy. MPamoTHas, MONHaA U BCeo6beMMIolWaA peanusauus cTpare-
run Tpe6yeT CNaXeHHOI U TapMOHUYHOI PaboTbl HECKONbKNX CY6BEKTOB, 33/1eiICTBOBAHHbIX B pe-
anusaumun. OTKas 0JiHOMO «3BEHA CUCTEMbI» MOXET NOCTaBMTb MO/ YrPo3y peanu3aLnio Bceil cTpa-
TEruu B LENoM.

PeauoHanbHas cmpameauyeckas moaenb XOpoLo ce6s 3apeKoMeH0Bana B HEKOTOPbIX (hene-
PaTUBHbIX rOCYAAPCTBAX, O[HAKO HA HEe MOXHO MONaraTbca ToNbKO B YCNOBUAX 6onee-MeHee oau-
HAKOBOIO MONMOXEHNA Cy6beKToB (henepaLum (kak B OPraHM3aLMOHHO-NPABOBOM, Tak U B IKOHOMU-
yeckom cmbicne). foBops MHaue, Nofo6HasA Moaenb byAeT YCrelwHo Peaniu3oBaHa B CUMMETPUYHbIX
(henepauusax, rie Bce Cy6beKTbl HAXOAATCA B OAHOM MOMOXEHU U UMEIOT NPUMEPHO PaBHble BO3-
MOXHOCTW peanu3auuun. B accumeTpuuHbX thenepaLmax oHa, CKOpee BCEro, He CMOXET (YHKLMUO-
HMPOBATb HOPMAsIbHO U3-33 Pa3NUUHbIX BO3MOXHOCTE! CY6beKTOB (WITATOB, 3eMenb, TepPUTOPUIA,
KaHTOHOB, MPOBUHLMIA 1 T. /1) henepauuu.

B KoHuenuuu otmeuaetcs, uto Poccuiickas Defepalns ABUKETCA NO NYTU NOCTPOEHNS nopo6-
HOW TM6PUAHON MOfIeN, MOMONHAACH 3NEMEHTAMI KXo U3 PACCMOTPEHHBIX OCHOBHbIX MoJenei.
Tem He meHee, B Nt0601 rM6PUAHON BEPCUM OfIHA U3 BXOAALLMX B Hee Mofieneit 6yneT JOMUHNPOBATD.
Poccus, ckopee BCero, NOWAET No NyTi 06LieHALNOHANbHON CTpaTErNueckoil Mofenu, APKUM npume-
pOM KOTOpOIA ABNSAETCA ICTOHUA. Ee NPUBNEKATeNbHOCTb 0GBACHAETCA He TOMbKO Y)Ke OTMEUEHHO
c6anaHCMpPOBAHHOCTbIO, HO 11 TeM 0BCTOATENbCTBOM, UTO OHA HaNPaBNeHa Ha perynupoBaxue Lud-
POBOIA IKOHOMUKN Bepcuu 2.0, He NpeanonaraLLeil HenocPenCTBEHHOTO YUacTUa YeNOBEKA B (YHK-
LINOHMPOBAHUM CUCTEMDbI.
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YBaxaemble yurarenu!

«Lincdhposoe npaBo» Kak NPaBoOBOe OTpaXeHWe LM(POBOI IKOHOMUKM NMOKA TOMbKO 3apOXAa-
eTcs. bypHoe pa3BuTME OGLIECTBEHHBIX OTHOWEHMIA W YCNOXHAIOWMIACA TOPTOBbIA 060POT CTaBAT
nepes MUPOBbLIM HAayUHbIM COOGLLECTBOM PAf HOBbIX BOMPOCOB, OTBETUTb HAa KOTOpPble He BCerga
NPefCTaBNSETCA BO3MOXHDBIM, UCMOMb3ys AOCTMNEHUS NPaBOBOK Haykn XIX-XX BB. TpebyeTca pas-
paboTka COBPEMEHHOr0 MOHATUAHOTO annapara, M, BEPOSITHO, NEPeOCMbICNeHNe TPAANLNOHHDIX
NPaBOBbIX KATEropui.

XypHan «Liucdposoe npaso» (Digital Law Journal) yxe BTOpOW rog ABNAETCA BaKHON AMCKYC-
CUOHHOW NNOLWAAKON, FAe B HAYUHO-NPAKTUUECKOIN NAOCKOCTU OCMbICASIETCA COBPEMEHHOe COCTos-
HUe UMEIOLLMXCA LLMGPOBLIX TEXHONOTNN, Cneunduueckne 0COGEHHOCTU U NEPCNEKTUBbI UX MOMHO-
MACIWITabHOro BHeAPEHNS B HOPMATUBHO-NPABOBOE Nofe.

3a rof CBOEro CylwecrtBoBaHWA XypHany yaanocb AOCTMYb MHOMOro. B Hawy pefakuMOHHYI0
KONNEruio BOWN UCKNKUMTENbHbIE YUeHble, NPeACTaBUTENN POCCUICKON 1 3apy6eXHBIX HAYUHbIX
WKon, pa3pabaTbiatolie Npobnematuky LudpoBoro npasa. B xypHane ny6nukytotcs aBTopbl,
Ubl UCCNEfOBAHUA 33al0T TOH COBPEMEHHON «LuchpoBoM» AnCKyccun. NMpobnembl NpaBoBoOro pe-
ryNMPOBAHNA CMAPT-KOHTPAKTOB U TeNeMeAnLMHbI, CO3LaHNA «PErynaATUBHbLIX MECOUYHULY, MecTa
WCKYCCTBEHHOTO MHTENNEKTA B CTPYKTYpe NpPaBOOTHOLWEHUSA, LMpOBMU3aLMN PbiHKA TPYA], @ Tak-
e 0C06EHHOCTM NPAB YenoBeka, KOHKYPEHLMN U HANOTOBOW CUCTEMbI B LIMGPOBYIO INOXY — NNLLb
YacTb TeX BOMPOCOB, KOTOpble GbINN PACcCMOTPeHbl HA CTPAHWULLAX Hawero XypHana. Kaxpas npu-
CNaHHas PyKONUCb HEU3MEHHO NPOXOAMUT NPOLeAYPY ABOMHOMO CNENOro PeLeH3MpOBaHNS, aHOHUM-
HO OCYLLECTBNAEMOTO NPU3HAHHBIMI IKCNEPTAMM B CBOEI 061acTU UccneoBaHus. Homepa xypHana
NY6AMKYIOTCA C YCTONUMBOM NEPUOANUHOCTBIO.

be3ycnoBHo, Bce 310 6bI10 Gbl HEBO3MOXHO 6€3 BaC, BAYMUMBBIX 11 TEPNENNBbIX UNTATeNeN, UH-
Tepecytowmuxca npoénemamn LMGpOBOro npasa, METOAONOTNYECKUMU U COREPXKATENbHbIMU N3Me-
HEHUAMW B TPAAULMOHHDIX OTPACNsX NpaBa, BO3HMKAIOWMX B 3MOXY LU(POBOIA IKOHOMUKM. Balu
WHTEPEC K HaLeMy NPOoeKTy CNocobCTBYET ero NOCTOAHHOMY Pa3BUTUIO, YIYULLEHUIO KauecTBa ny6-
NKALMIA 1 NPUBNEUEHINIO HOBbIX UNTaTenei, aBTOPOB U IKCMEPTOB.

C OrpomMHoOi pafocTbio Mbl pagbl NPeACTaBUTL BalleMy BHUMAHMIO NepPBbI HOMEP BTOPOro TOMa
1 Hajeemcs, uTo 2021 rog NPUHECET yCnex Halemy obuemy feny!

C HaMNYYLWMMI NOXKENAHNAMN,
MaBHbIil pefaKTop,
KaHANAAT I0PUANYECKNX HaYK
M. 1. NHozemueB
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Abstract

This research article contributes to the field of digital governance as it reviews the conceptual definition and

practical application of “smart cities” in the context of urban development in China. By analyzing both first-
hand interview data and secondary statistical and policy reports during the period between 2009 to 2019, we

contend that the emergence of smart cities in China has evolved from a disorderly process to a more standard-
ized one. During this process, cities made efforts to use digital technology — such as 5G, cloud computing, and

the Internet of Things — in social governance, infrastructure, and industrial development. However, such rapid

development also spawned a series of emerging legal issues, which had a huge impact on China’s legal system.
The article seeks to holistically examine the discourse surrounding the concept of a “smart city” and its practi-
cal implementation by drawing attention to its promises as well as criticisms. The article also touches upon

the challenges — such as “information islands” in construction, technology, and management — that confront

the emerging smart cities, and emphasizes China's need to further improve laws and regulations, build an inte-
grated legal system, explore new regulation methods, shape a highly autonomous and refined governance order,
and provide legal protection for the development of smart cities. The paper concludes by mentioning possible

areas for further research to find a developmental path for “smart cities” that can realize resource integration

and sharing.
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b. Liuup", C. L

"Nabopatopus Ny6aMUHON NOAUTUKN, YHUBEPCUTET XEHbMUHD
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2YHnBepcuTeT XKeHbMUHb
100872, Kutaiickas HapoaHas Pecny6nuka, MekuH, panoH XaigsHb,
yn. YKyHTyaHbLYHb, 59

AHHoTauuA

Cratba nocssLwweHa npobneme LMdpoBOro ynpasneHus B yMHbIX ropoaax Ha npumepe Kutae. lpoananu3nposas
JaHHble ONPOCOB W CTAaTUCTUYECKNX U NONNTUYECKIUX OTYETOB 3a nepuog mexay 2009 u 2019 rr., aBTopbl NPULLNK
K BbIBOAY, YTO XaOTUYHbIIl NPOLIECC NOABAEHUA YMHbIX FOPOAOB B Kutae npuobpen 6onee craHfapTM30BaHHbIN
XapakTep. B xoge uncpoBoi TpaHchopMaLyy ropofckoro ynpaBneHus UCNonb3oBanuch Takue TEXHONOrNN
kak 5G, 06nauHble BbIUNCNEHNA 1 KMHTEPHET BELLEA» B COLMANbHOM YNpaBAeHNH, MHPACTPYKTYpe U NPOMbILL-
NEHHOM pa3BuUTMU. Tem He MeHee CTOMb GYpHOe pa3BUTME TEXHONOrMI MOPOAMNO PSS HOBbIX IOPUANYECKMX
npo6nem, 0Ka3aBLUMX 3HAUNTENbHOE BAUAHNE HA NPABOBYI0 cucTemy Kutas. ABTOPbI NPeANPUHUMAIOT NOMbITKY
CUCTEMHO OCMBICTUTb KOHLEMLMIO «YMHbIA TOPOA» U €€ peanu3auuio Ha NpakTUke nyTeM NPUBNEYEHUS BHU-
MaHWUA K MepcrexkTBam W KpUTUKE PasBUTUSA YMHbIX FOPOA0B. bonee Toro, B CTaTbe 3aTparmBaloTca npobne-
Mbl «MH(OPMALMOHHBIX OCTPOBOBY» B CTPOUTENbCTBE, TEXHONOTMAX W YNIPaBNeHUM, C KOTOPbIMI CTanKMBAKOTCA
B npouecce LndpoBoil TpaHChopMaLMN FOPOACKOTO YNPaBNeHNs, a Takke NOAYEPKMBAETCA HEOOXOANMOCTD
LanbHeNLero COBEPLIEHCTBOBAHNA 3aKOHOAATENbCTBA KuTas, B CO3aHIN UHTErPUPOBAHHON NPaBOBON CACTE-
Mbl 1 U3YYEHUN HOBbIX METOAOB perynupoBaHna. 0coboe BHUMaHWe yaenseTca notpe6HOCTM chopmupoBaTh
ABTOHOMHbII 11 YCOBEPLIEHCTBOBAHHDIM NOPAAOK YNpaBNeHns 1 06ecneunTb NPaBoBYl0 OXPaHy Pa3BUTUS YM-
HbIX FOPOAOB.

Kniouesble cnosa

YMHbI€ rOpPOZa, FOPOACKOE YNpaBreHue, NpaBoBas cuctema, Kutai

KondnukT untepecos ABTOpbI CO061LAIOT 06 OTCYTCTBUM KOH(IMKTA UHTEPECOB.

30



Liuchposoe npaso. Tom 2, N 1, 2021, c. 29-47
b. Lub, C. L / UndpoBas TpaHcthopmalus ropoackoro ynpaenexus B Kutae

(Duuaucuposauue WccnepoBanme He umeno CI'IOHCOpCKOVI nopaepxku.

[ina uuTNpOBaHNA LmHb, B., Lu, C. (2021). LindpoBas TpaHcthopmauus ropoAckoro ynpasne-
HUA B KuTae: BO3HMKHOBEHME YMHbIX FOPOAOB. Llughposoe npaso, 2(1), 29-47.
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This research article reviews the conceptual evolution and practical application of the concept of
a smart city in China. This concept has become popular in cities worldwide since its first proposal.
It is regarded as a strategic choice to improve the efficiency of urban governance and the quality of
public services, as well as to promote urban industrial transformation and urban sustainable devel-
opment (Shengzu et al., 2013). In the past few decades, China has experienced rapid development in
technology, such as the Internet of Things, big data, cloud computing, and artificial intelligence; this
laid the foundation for smart cities. Many cities, such as Ningbo, Nanjing, Shenzhen, Shanghai, and
Guangzhou, proposed the development of a “smart city” and issued various plans and policies to
promote its implementation (Shengzu & Min, 2012). Recently, the technologies involved in develop-
ing a smart city have been widely used to support the prevention and control of the COVID-19 pan-
demic in China, including drug research and development, epidemiological investigation, epidemic
visualization, analysis and prediction, auxiliary decision-making, intelligent architecture, online of-
fice and teaching, logistics and transportation, and so on. The benefits of smart cities have thus, to
some extent, been tested in practice.

The Emergence and Evolution of Smart Cities

The Developmental Background of Smart Cities

In the 21st century, human society has significantly been transformed, with a “rural” world having
turned into an “urban” one. According to the data released by the United Nations Department of
Economic and Social Affairs, 55 % of the world's population lived in cities in 2018, while the number
is expected to reach 68 % by 2050. However, this rapid urbanization has also resulted in many prob-
lems pertaining to waste disposal, air pollution, resource shortages, health, traffic congestion, insuf-
ficient infrastructure, and many more. Worldwide, as cities are looking for smarter ways of dealing
with such challenges, a “smart city” has been proposed as one way of dealing with such challenges
(Alawadhi et al., 2012).

A notable feature of a smart city is the use of information and communication technology (ICT) infra-
structure to improve economic efficiency and promote social, cultural, and urban development. It uti-
lizes the new technological revolution represented by ICT, the Internet of Things, and cloud computing,
which enabled cities to continuously improve their ability to perceive, process, integrate, and apply data,
so that they can deal with more complex problems. In 2008, International Business Machines (IBM) put
forward the vision of “smart earth” hoping to use advanced ICT to build a new world operating model

' Department of Economic and Social Affairs. (2019). World urbanization prospects: The 2018 revision (ST/ESA/SER.A/420).
United Nations. https://population.un.org/wup/Publications/Files/WUP2018-Report.pdf

CTATbI 31



Digital Law Journal. Vol. 2, No. 1, 2021, p. 29-47
Bo Qin, Su Qi / Digital Transformation of Urban Governance in China

and to explore new driving forces for urban development after the financial crisis. In 2009, IBM officially
proposed the concept of “smart city” on the basis of the notion of “smart earth”. It was proposed that
a smart city should be able to make full use of ICT, responding intelligently to various needs of people’s
livelihood, environmental protection, public security, urban services, and industrial and commercial
activities; this would create a better urban life for human beings.2

Notably, the concept of a smart city has been influenced by neoliberalism, which represents eco-
nomic growth and business orientation (Hollands, 2008). In the face of increasing economic competi-
tion among cities, business-oriented development strategies have been accepted and implemented
by many urban governments (Caragliu et al., 2011).

Conceptual Definition of a “Smart City”

Various definitions of a smart city have been proposed in different scholarly backgrounds
(Table 1). As a smart city is based on ICT: some scholars and institutions put more emphasis on the
role of technology, while others regard it from a broader perspective and eventually define it as an
organic interconnected system.

A narrower perspective of a smart city emphasizes the application of technology to make urban
infrastructure and services more intelligent, interconnected, and efficient (Washburn et al., 2010).
This kind of intelligence and efficiency requires an instrumented urban environment. With the help
of various sensors, electronic devices, and applications, the operational state of key urban infra-
structure can be monitored and integrated (Harrison et al., 2010) to form a self-monitoring and
self-reaction mechanism of the city itself:? Processing various data with the help of technology can
optimize the function of urban infrastructure, provide more efficient services, and promote economic
cooperation and innovation (Marsal-Llacuna et al., 2015). This definition of a smart city has techno-
logy at its core and is committed to creating a smart urban environment to improve the efficiency
of urban operation and realize economic growth. However, less attention is paid to urban economic,
cultural, and social activities as conducted by human beings, and thus it has been criticized for being
too technology-oriented (Hollands, 2008).

The narrower definition of a smart city gives a technical pathway, while the broader definition
provides a comprehensive vision of urban governance involving more fields. Giffinger* offers a com-
prehensive definition of a smart city that includes six aspects: smart economy, smart governance,
smart environment, smart people, smart mobility, and smart living. This is a more operational defi-
nition that is important in guiding the practice of a smart city. Neirotti (2014) give an even broader
definition and divided smart cities into six dimensions which include natural resources and energy,
transport and mobility, buildings, living, government, economy, and people.

A smart city, in a broad sense, involves many different dimensions. Nam and Pardo (2011) struc-
tured it into three dimensions: technology, people, and system, which not only includes the narrower
sense of technology, but also summarizes the content of people and institution in the broad concept.
A more simplified and abstract definition summarizes these dimensions into “hard field” and “soft
field”. The former includes energy, transport, environment, and buildings, while the latter includes

2 IBM. (n.d.). IBM Research — China. Retrieved January 7,2020. https://www.research.ibm.com/labs/china/index.shtml

3 Hall,R.E, Bowerman, B., Braverman, J., Taylor, J., Todosow, H., & Wimmersperg, U. (2000, September 28). The vision of a smart
city. Paper presented at the Proceedings of the 2" International Life Extension Technology Workshop, Paris, France.

“  Giffinger, R., Fertner, C., Kramar, H., Kalasek, R., Pichler-Milanovic, N., & Meijers, E. (2007). Smart cities: Ranking of Eu-

ropean medium-sized cities (Report). Vienna University of Technology. https://gretere.miigaik.ru/sites/default/files/
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Table1

Definitions of a Smart City

5

The use of Smart Computing technologies to make the critical infrastructure
components and services of a city (which include city administration, educa-
tion, healthcare, public safety, real estate, transportation, and utilities) more
intelligent, interconnected, and efficient.

A city connecting the physical infrastructure, ICT infrastructure, social infrastruc-
ture, and business infrastructure to leverage the collective intelligence of the city.

A city that monitors and integrates the conditions of all its critical infrastruc-
tures, including roads, bridges, tunnels, rails, subways, airports, seaports, com-
munications, water, power, and even major buildings, so it can better optimize
its resources, plan its preventive maintenance activities, and monitor security
aspects while maximizing services to its citizens.

Smart city initiatives try to improve urban performance by using data, infor-
mation, and ICT to provide more efficient services to citizens, to monitor and
optimize existing infrastructure, to increase collaboration among different
economic actors, and to encourage innovative business models in both the
private and public sectors.

A city performing well in a forward-looking way in the economy, people, gov-
ernance, mobility, environment, and living, built on the smart combination of
endowments and activities of self-decisive, independent, and aware citizens.
A smart city generally refers to the search and identification of intelligent
solutions which allow modern cities to enhance the quality of the services
provided to citizens.

A city is smart when investments in human and social capital and traditional
(transport) and modern (ICT) communication infrastructure fuel sustainable
economic growth and a high quality of life, with a wise management of natural
resources, through participatory governance.

Smart cities as territories with a high capacity for learning and innovation,
which are built in the creativity of their population, their institutions of
knowledge creation, and their digital infrastructure for communication and
knowledge management.

A smart city infuses information into its physical infrastructure to improve
convenience, facilitate mobility, add efficiencies, conserve energy, improve the
quality of air and water, identify problems and fix them quickly, recover rapidly
from disasters, collect data to make better decisions, deploy resources effec-
tively, and share data to enable collaboration across entities and domains.

Giffinger et al., 2007.

CTATbI
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2011)
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2011)
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Continuation of Table 1

A smart city can make full use of information and communication technologies  (Smart city in
to sense, analyze, and integrate the information of the core system of city China, 2009)
operation to make smart responses to various demands, including people’s

livelihoods, environmental protection, public safety, urban services, industrial

and commercial activities, and to create a better urban life for mankind.

A smart city is based on the basic framework of a “digital city”. It is connected  (Deren et al.,
with “real city” through ubiquitous sensor network, and automatically controls  2014)
various facilities by a cloud computing platform, which can store, compute, and

analyze massive data and assist in decision making.

The smart city is a reform and innovation system project carried out under the ~ (Sisi et al.,
conditions of the modern information society, aiming at the practical needs 2020)

of urban economic and social development, with the core aim of improving

people’s happiness and satisfaction to promote the wisdom of the urban

development mode.

education, culture, social welfare, public management, and economy (Neirotti et al., 2014). However,
the simple combination of these dimensions cannot create a smart city. Instead, it should be re-
garded as an organic network or system, in which the relationships among urban sub-systems need
to be considered.

In summation, the definition of a smart city can be divided into three categories. The first type
pays attention to the extensive and in-depth application of new generation ICT in cities. It points
out that a smart city is one that integrates and improves urban operation systems through ICT. The
second one attaches importance to the comprehensive development of the economy, society, cul-
ture, and environment based on ICT. The third one emphasizes the dynamic process of a smart city’s
development and regards it as an organic innovation process carried out by cities using ICT® These
definitions seem to have a progressive evolutionary process. Information and communication tech-
nology is the important foundation for cities to realize “smart” development, while human wisdom is
the soul of smart cities. The goal of smart cities is to realize the comprehensive sustainable develop-
ment of the economy, society, and environment, which requires breaking through and transcending
the traditional urban governance mode.

Components of a Smart City

The components of a smart city are in line with above-mentioned definitions. Scholars who define
smart cities from a narrow perspective usually focus on the technical level and divide the idea of

6 China Information and Communication Research Institute (CICRI). (2019, November 13). Xin zhihui chéngshi de fazhdn
[Development of new smart cities). https://mp.weixin.qq.com/s/hJ3ZMn70gUTIwukSEjPavQ

7 Kanter,R. M., & Litow, S.S. (2009). Informed and interconnected: A manifesto for smarter cities. (Working Paper No. 09-141).
Harvard Business School. https: //www.hbs.edu/faculty/Pages/item.aspx?num=36185

8 Xiaojuan, Z.(2015). Zhihui chéngshi xitong de ydo su, jiégou ji méxing yanjii [The elements, structure and model of smart
city system] [Unpublished doctoral dissertation]. South China University of Technology.
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a smart city into its perception layer, network layer, and application layer. The so-called percep-
tion layer refers to the acquisition of basic data of the city based on the equipment for perceiving,
measuring, capturing, and transferring information, such as radio frequency identification, infrared
sensors, global positioning systems, laser scanners, mobile phones, etc. The network layer uses the
internet, the Internet of Things, and information platforms to process, integrate, interact, and share
scattered information, and explore the practical significance of city data by identifying problems of
the city. The application layer is the most intuitive embodiment of a smart city’s promotion of urban
development. It provides corresponding data supports or decision-making services for the various
functions and needs of the city. It is also a more differentiated level, including smart logistics, smart
energy, smart transportation, smart tourism, smart medical care, smart environmental protection,
etc. (Deren et al., 2014).

The conceptual framework of a smart city, in a broader sense, truly treats it as a city operation
model. It does not only treat smart infrastructure, smart governance, and smart public services as
derivative applications of technologies, but also considers them as basic parts of urban operation
and integrates them into a more ambitious urban operation structure. Therefore, this elemental
framework can be understood as the top-level design of a smart city and is the overall strategy
guiding its development (Xibo & Zaigao, 2010).

The Practical Applications of Smart Cities in China

The Development History of Smart Cities

Smart cities in China have developed over a decade, during which the government and enter-
prises have explored different ways to cooperate (Table 2). The whole process can be divided into
three phases (Table 3).

The first phase took place from 2008 to 2012, which was the period in which the concept of a smart
city was introduced. After the publication of “Smart Cities in China” by IBM in 2009, IBM began to
cooperate with Chinese city governments, enterprises, and scholars to promote the construction of
smart cities. Therefore, the early practice of smart cities in China was a commercial activity rather
than a government initiative (Wang et al., 2013).

The second phase unfolded from 2012 to 2015, which was the pilot period of exploring the con-
cept of a smart city. This was a period of promoting the smart city pilot projects, with pilot projects
also being a common method in China for implementing policies. Due to a lack of coordination
among various departments, there had been many different pilots in the smart city’s construction,
leading to a certain degree of confusion in the initial stage. Among these different pilots, those
by the Ministry of Housing and Urban-Rural Development had the largest influential power; it has
promoted 290 pilot cities in three batches. Since 2014, the construction of smart cities began to be
standardized at the national level. The “Inter-Ministry Coordination Working Group for Promoting
the Healthy Development of Smart City” was established, and the “Guiding Opinions on Promoting
the Healthy Development of Smart Cities” were formulated to coordinate the work of various depart-
ments. At the same time, driven by emerging technologies such as 3G, 4G, and cloud computing, pilot
cities began to explore local cooperation in various business application fields. The construction of
smart cities has gradually been brought on the right track (Sisi et al., 2020).
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Table 2

Smart City Pilot Projects in China

2010  Ministry of Science and Technology  Pilot cities of National 863 Smart 2

City Project
2012 Chinese Academy of Engineering “China Smart City” pilot city 5
2014 Ministry of Industry and Information  Pilot and demonstration cities for 2
Technology building a smart city
2013 National Administration of Sur- Pilot cities of smart city space-time 10
veying, Mapping and Geographic information cloud Platform
Information

2013 Ministry of Housing and Urban-Rural The first batch of national smart city 90
Development pilot cities

2013 Ministry of Industry and Information  Smart City Demonstration Pilot 6
Technolog, Ministry of Environmental Project
Protection, etc.

2013 Ministry of Housing and Urban-Rural  The second batch of national smart 103
Development city pilot cities

2013 Ministry of Industry and Information  Pilot demonstration area of applica- 59
Technology tion of public platform of e-govern-
ment based on cloud computing

2013 Ministry of Science and Technology, ~ The National Smart City Pilot and 20
National Standards Commission Demonstration City

2013  National Development and Reform  Pilot cities for China-EU Smart City 15
Commission, Ministry of Industry Cooperation
and Information Technology

2013 Ministry of Industry and Information  National information consumption 68
Technology pilot cities

2014  National Development and Reform  Information benefit people national 80
Commission pilot city

2015  Ministry of Housing and Urban-Rural The third batch of national smart 97
Development, Ministry of Science city pilot cities
and Technology
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Table3

Development History of Smart Cities in China

Driving  Industry application Emerging technology Data driven
mode driven driven
Key Wireless communication,  RFID, 2G/3G/4G, Cloud 5, Big data, artificial intelli-
techno-  fiber optic broadband, Computing, S OA gence, blockchain, Smart City
logy information distribution platform and 0S
technology such as HTTP,
GIS, GPS, RS
Infor- Single system, scattered  Horizontal and vertical ~ Horizontal and vertical system
mation  construction, division, share with key integration, sharing according
sharing  spontaneous sharing projects or applications to functions
Develop- Enterprise introducing The ministries and National coordination, linkage
ment concept, Foreign software  commissions of the of 25 ministries and commis-
charac-  system integrators, IBM, State take the lead sions, government guidance,
teristics  Oracle in carrying out pilot market leadership, Public-Pri-
construction, equip- vate Partnership, domestic
ment manufacturers, internet enterprises, opera-
integrators horse racing tors, software providers and
enclosure integrators all gather together

The third phase was launched in 2016. The development concept, construction idea, implementa-
tion path, operation mode, and technical means of a smart city have all been upgraded.’ The concept
of a smart city has been regarded as a national strategy for new urbanization and industrial trans-
formation. A series of supporting policies and plans have been introduced which has formed the
government-guided and market-led pattern. Some new commercial activities and smart services are
emerging, making up a ubiquitous idea of smart living.

Contents of Smart City Practices

Until now, the content of China’s smart city policy has been comprehensive. In addition to infra-
structure, application platforms, smart economy, smart governance, and smart ecology, policy and
standards, top-level design, and related security measures are also involved.

Policy and Standards

Since the promulgation of the “Interim Management Measures for National Smart City Pilots” in
2012, China has issued a series of policies, technology standards, and evaluation standards for smart
cities at the national and provincial levels (Table 4). These policies and standards can provide gui-
dance for the development of smart cities at various stages.

°  CICRI, 2019.
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Table 4

Relevant Policy and Standards for Smart City in China

2012

2012

2013

2014

2014

2014

2015

2016

2016

2017

2018

2019

38

Interim Administrative Measures for
National Smart City Pilot Project

National Smart City (District, Town)
Pilot Indicator System (Trial)

Several Opinions on Promoting
Information Consumption and
Expanding Domestic Demand

Notice on Accelerating the Imple-
mentation of the Information Project
for the Benefit of the People

National New Urbanization Plan
(2014-2020)

Guidelines on Promoting the Healthy
Development of Smart Cities

Guidance on the Construction, Appli-
cation, and Implementation of Smart
City Standard System and Evaluation
Index System

Task Division of Inter-Ministerial
Coordination Working Group on New
Smart City Construction (2016-2018)

Evaluation Index of New Smart City
(2016)

Technical Outline for the Construc-
tion of Smart City Space-time Big
Data Platform (2017 Edition)

Evaluation Index of New Smart Cities
(2018)

Technical Outline for the Construc-
tion of Smart City Space-time Big
Data Platform (2019 Edition)

ARTICLES

Guiding the application, implementation,
and management of national smart city pilot
projects

Making clear the indicator system of the
smart city pilot

Accelerating the development of smart cities

Promoting the work of smart cities from the
perspective of improving the quality of life
with ICT

Putting forward the key points and requirements
promoting the construction of a smart city

Putting forward the development idea, con-
struction principle, main goal, and informa-
tion security guarantee of China's smart city

Accelerating the formulation of relevant
standards, and putting the standardization
of smart cities on the national agenda

Clarifying the tasks and responsibilities of
the 25 member departments of the In-
ter-ministerial Coordination Working Group

Making clear the evaluation index of a smart
city

Realizing the promotion of smart city's
space-time benchmark, space-time hig data,
and space-time information cloud platform

Updating the evaluation index of smart cities

Further developing the space and time big
data platform for smart cities



Liuchposoe npaso. Tom 2, N 1, 2021, c. 29-47
b. Lub, C. L / UndpoBas TpaHcthopmalus ropoackoro ynpaenexus B Kutae

Top-Level Design

The continuous expansion of smart cities has resulted in a constant increase in the complexity
of this systematic project. Strengthening the top-level design of smart cities is the primary step to
make this work efficiently and orderly. In January 2019, China formally implemented the “Guidelines
for Top-Level Design of Smart Cities”, so that top-level design and overall planning have become a
prerequisite for the implementation of smart cities. The proportions of national-level urban agglom-
erations, national-level new districts, provincial capital cities and cities separately listed in the state
plan, prefecture-level cities, and county-level cities in developing smart cities’ top-level designs or
overall plans are 23 %, 52 %, 94 %, 71 %, and 25 % respectively.®

Infrastructure

Chinese cities have different key points when promoting smart cities, but ICT is always the
foundation of such cities. Earlier infrastructure construction, which was based on broadband, 3G,
and 4G, has shifted to new infrastructure, instead incorporating 5G, the Internet of Things, and
cloud computing. Beijing, Shanghai, Guangzhou, Shenzhen, Chongging, Chengdu, Hangzhou, and
Shenzhen have almost achieved 5G coverage as of now. Regarding the Internet of Things, five new
industrial demonstration bases have been established at the national level, such as Wuxi and
Hangzhou.

Application Platform

With the continuous accumulation of urban data, as well as the in-depth application of various
technologies such as big data, artificial intelligence, and blockchain, the integration of key common
capabilities will be strengthened to eliminate the problem of data islands. The urban big data plat-
form, which originated from the early days of the sharing exchange platform regarding government
affairs, has gradually expanded to other fields. It has incorporated various data such as urban opera-
tion perception data, enterprise data, and internet data, which has made it the core component plat-
form of a smart city. With the mature application of new surveying and mapping, analog simulation,
deep learning, and other technologies, the construction of one-to-one mapping digital twin cities in
the digital space is becoming a new exploration in Xiong'an and Chongging.

Smart Living

The construction of a “smart city” has fully entered a new stage with service at the core. Smart
government services have been popularized, and services that benefit the people and enterprises
within reach have in recent years become the development focus of a smart city. With the in-depth
advancement of “internet + government service”, the convenience of online administration of
government services has been continuously improved. Online inquiries and the online handling of
public services have basically been popularized nationwide. Some areas have adopted government
big data, government service robots, and other intelligent means to promote government affairs,
data standardization, service networking, and processing automation. For example, “appropriation
with the application” in Shanghai and “Guangdong Provincial Affairs” in Guangdong Province can
help citizens to obtain one-stop services such as government services, payment, e-commerce, travel,
and meal ordering, realizing multiple channels and a wide coverage of services. These kinds of apps
are becoming the new infrastructure pertaining to public services.

1 CICRI, 2019.
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Smart Economy

At present, 23 provincial-level regions in China have introduced top-level designs in the digital
economy. With the core concept of “industry-city integration”, the construction of smart cities will
help in promoting two-way data circulation between governments and enterprises, cultivating sev-
eral leading digital service companies, and exploring a win-win pattern for urban transformation
and industrial innovation. Overall, China’s digital industry is still led by the four major clusters of
the Beijing-Tianjin-Hebei, Yangtze River Delta, Pearl River Delta, and Chengdu-Chongging urban ag-
glomerations.

Smart Governance

The development and innovative applications of the new generation of ICT have greatly improved
social governance capabilities and promoted smart city governance methods that are more digi-
tal, networked, and intelligent. “Internet + supervision” has gradually developed into an effective
means of strengthening in-process and post-event supervision. Many cities make full use of big data
and social credit systems to strengthen the tracking and early warning of market risks. For example,
Beijing relies on the Enterprise Credit Information Network to list 200 000 enterprises in the list of
business abnormalities, and uses big data technology to effectively control market supervision risks
and to implement cross-department joint credit punishments on untrustworthy enterprises. In the
field of urban security, Baidu is building an intelligent video surveillance platform for a smart city
and smart security, providing full-process services including camera equipment management, video
stream access, video frame extraction, video analysis, and alarm information display. The platform
has the ability of surveilling helmet wearing compliance testing, work clothes compliance testing,
fireworks testing, stranger recognition, smoking recognition, and mobile phone recognition.

Smart Ecology

The concept of green sustainable development is an important component of smart cities. Driven
by technological innovation and the demand for sustainable development, many cities are actively
exploring greener and lower-carbon production and lifestyles and promoting more precise ecolog-
ical monitoring. The 5G integrated ecological detection system built by Xiong'an New Area utilizes
the high speed and low latency of 5G, as well as the all-weather and all-terrain inspection features
of drones and unmanned ships, to realize the ecological conditions and water quality monitoring of
Baiyangdian. Its data are instantly uploaded to the platform for analysis, and it supports the staff to
observe the analysis results and on-site conditions through monitoring screens and virtual reality
(VR) glasses.

Data Security

While the development of smart cities brings more convenient services to the public, the in-
creased complexity of network platforms also simultaneously brings about the problem of digital
space security. “Personal privacy protection” and “autonomy and trustworthiness” have become
the focus of attention. The national level continues to increase the high-pressure supervision of
data collection in violation of mobile application services. The Central Cyberspace Affairs Office is
cooperating with the other four ministries to set up the “Special Task Force on App collection and
use of personal information in violation of laws and regulations”. The Special Task Force aims to
evaluate mobile applications in key areas, sort out the “blacklist” of illegal applications, and carry
out supervision and rectification work.
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Operation Models of a Smart City

Smart cities involve not only the evolution of the established concepts and the construction of
infrastructure, but also the models of investment, operation management, and profit need, in order
to enable the sustainable development of smart cities and to allow more people to benefit from
them. In the process of developing a smart city, local governments have explored and developed
some models to clarify the roles of government and enterprises.

Institutional Setting

The construction of smart cities is a systematic project involving a wide range of areas. Overall,
specialized smart city management agencies in China are divided into two categories. The first
one is the newly established Big Data Bureau, or other such specialized agencies which manage
the construction of a smart city. At present, many cities have set up big data authorities with data
resource management as the core function and are becoming the main institutions for data inte-
gration and sharing. According to our survey data, 277 cities across the country have established
Big Data Bureaus or similar specialized agencies. The second one is the responsibility assumed by
the Ministry of Industry and Informatization, the Development and Reform Commission, and the
Cyberspace Administration of China. Tianjin, Hebei, Liaoning, Shanghai, Jiangsu, Zhejiang, and some
other provinces have assumed responsibility.

Investment Models

Developing smart cities requires high levels of infrastructure and technological innovation, and
a large amount of capital investment. From the perspective of operating funds, Wang et al. (2013)
summarized the investment of smart cities into three models. First, the government independently
invests in network construction and is responsible for maintenance. This model is mostly used in
government affairs and some public service fields in which the main purpose is not to make profit.
Second, the government takes the lead and is responsible for major investments, while the commis-
sions operators provide relevant support and obtain some particular benefits or subsidies. This type
of model gives the government higher regulatory capabilities, but the operators have little influence
on product planning and layout. Third, the government provides limited infrastructure and policy
support, and operators are responsible for the main investment, construction, and operation (Wang
et al., 2013). In the initial stage of the construction of smart cities in China, local telecom opera-
tors were the mainstay, and then the local government was gradually encouraged to cooperate with
social capital. Some technology companies and social capital, such as Alibaba and Huawei, began
participating. The construction of smart cities has evolved from a single government-led model to a
diversified model of social participation and joint construction and operation.

Operation Models

At present, among the 657 cities that carried out data monitoring, 433 (accounting for 65.91 %)
have developed smart city projects with non-governmental agencies (firms and NGOs) acting as the
main body. With the upgrading of a smart city, new operating models and the relationship between
government and enterprises have emerged, giving rise to the role of “smart city operators” to coor-
dinate the construction, operation, and management of smart cities.

Smart city operators can be divided into two categories. The first is where the government and
enterprises cooperate to establish specialized operating companies. This model could be described
as “government-enterprise cooperation, the separation of management and operation”, which is the
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innovation of Guangdong’s “digital government” reform. The government departments took greater
management responsibilities for analyzing needs and evaluating services. Tencent, China Mobile,
China Unicom, and China Telecom jointly funded the Digital Guangdong Network Construction Co.
Ltd., which assumed the operating responsibilities, including a series of tasks such as standard for-
mulation, demand docking, data fusion, and system operation. The other category is to carry out
the smart city initiatives that rely on large companies. In Zhejiang, Alibaba has proposed its being
an in-depth partner not only for business cooperation but also for all aspects of planning, design,
construction, and services.

Profit Models

The construction and maintenance of smart cities require a large amount of capital investment,
which is financially difficult for the government to bear. Therefore, the development of smart cities
must form a clear profit model to ensure sustainability.

At present, the profit model of smart city projects is mainly divided into three categories. The first
is to accumulate users and monetize network flow. This entails accumulating many users through
smart tourism, smart education, and other projects, and then providing value-added services to
monetize network flow. For example, Tencent cooperated with the Puzhehei government in Yunnan
Province to build a smart scenic spot, relying on a large amount of tourist information to develop

“tourism installment”, “tourism loan”, and other business schemes.

The second is based on contract management and revenue sharing. For example, for a smart
streetlight project invested by a company, the government will repay the saved electricity bills to
the company in installments. When the contract management expires, the smart streetlight will be
transferred to the government free of charge. This zero-government investment model effectively
solves the problem of lack of funds and realizes the “three-win” situation of government saving
money, social energy saving, and corporate profits.

The third is data desensitization and limited operation. The desensitized data is leased to an
enterprise for further exploration of their potential commercial value. For example, in an Urban
Smart Campus Project, the campus monitoring, campus surrounding monitoring, and school bus
monitoring are integrated and opened to professional operating companies through the inte-
grated urban operation platform. The operating companies can provide paid services to the gov-
ernment, schools, and parents, whilst allows parents to track their children’s activity through the
application.

The Challenge Facing the Adoption of a “Smart City” Model

Smart cities are the product of technology and an urban development; in a short period, this has
hugely influenced and nurtured many emerging businesses in China. Such rapid development will
inevitably impact the original social legal order and pose unforeseen danger for the development of
cities. Poor laws and regulations, similar / uniform / monotonous conceptions of smart cities, and
isolated information islands are some of the challenges that should be resolved in future.

Legal Challenges

The development of smart cities depends on the advancement of related technologies such as
the Internet of Things, big data, and artificial intelligence. This has created a double-layered space
between the networked society and the real society, which is characterized by the coexistence of
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humans and machines (Changshan, 2018). This new social organization has profoundly changed legal
values, legal relations, and legal practices.

In terms of legal practice, the current smart city construction mainly involves two legal issues: one
for “people”, the other for “things”. Specifically, it includes the issue of the civil subject of the legal
qualification of robots (Yujie, 2017), the copyright issue of works generated by artificial intelligence
(zhiwen, 2017), the tort law issue of human damage caused by intelligent systems (Handong, 2017),
the personal rights issue of human data privacy protection (Wei, 2016), the traffic law issues of intel-
ligent driving systems (Xiao & Jianfeng, 2017), the labor law issues of machine “workers” (Handong,
2017), and so on. These emerging issues have posed a huge challenge for China’s existing legal system.

Firstly, existing legal norms are difficult to adjust and ineffectively cover legal interests. The de-
velopment of smart interconnection has spawned many emerging things and businesses, such as
smart contracts, virtual currencies, online shopping, ride-hailing, etc. These have formed an un-
precedented relationship and fashioned a new framework of rights and obligations; for existing
legal concepts, rules, and principles, this is difficult to effectively cover. Secondly, it is becoming
increasingly difficult for this to be explained effectively by China’s existing civil and commercial laws,
theories, and rules. In the context of a smart city, data resources have become important factors of
production and social wealth. A series of platform companies, such as Tencent, Taobao, and JD, are
constantly excavating and analyzing data to realize their own business interests. However, the na-
ture, classification, ownership, usage rules, and legal responsibilities of data and information lacks
explanatory power in this regard.

In addition, various platforms, based on their business type and operational needs, have the
right to self-regulate the marketing order of the platform themselves. The government has no time
or ability to supervise the huge, ever-changing, and technical platform transactions. Instead, re-
view management power has been granted to platforms in the form of laws, regulations, or rules.
They have the rights to formulate platform rules, penalize platform violations, and resolve platform
disputes, which are the powers of quasi-legislation, quasi-enforcement, and quasi-judicial. This un-
doubtedly affects government intervention and market self-discipline, and the concepts, principles,
and regulatory methods of administrative law have also encountered challenges (Changshan, 2018).

Finally, the existing judicial dispute resolution mechanism has also encountered obvious obsta-
cles. The intelligent, hierarchical, and fragmented characteristics of internet crime make it difficult to
adapt to the crime detection system based on traditional geographical and hierarchical jurisdiction.
The detection rate of crimes such as cyber fraud is low, but the cost is high. Although China has es-
tablished an internet court in Hangzhou, it lacks a clear legal system and clear responsibilities. There
are still many issues that need to be resolved for the court in terms of jurisdiction, trial procedures,
case trials, and judgment enforcement.

Taking the China National Health Code as an example, the promotion of the health code has be-
come a pioneering work in China’s epidemic prevention and control; however, it also runs personal
information security risks. On the one hand, a large amount of sensitive personal information is
concentrated under government control with the risk of personal information leakage; on the other
hand, the handling of personal information lacks legal guidelines, and there are a large number of
personal information processing activities that ignore the principle of informed consent and exceed
the principle of minimum use and disclosure (Yuan, 2020).

In the field of data security, Europe and the United States have already conducted some legal
explorations. The United States has passed the Consumer Privacy Bill of Rights Act of 2015 (CPBR),
introduced a new scenario-led personal information protection mechanism, and taken the lead in
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breaking through the current global structural model. The EU has added new mechanisms such as
data breach notification, privacy impact assessment, and third-party certification in its draft “General
Data Protection Regulation” (GDPR), highlighting new concepts such as scenario orientation and risk
assessment (Wei, 2016).

China implemented the Cyber Security Law in 2017, but it is not maneuverable enough, with less
than a half of normative clauses (Qin, 2020). China still lacks clear legislation aiming at data pri-
vacy and security, and relevant regulations mainly rely on regulatory documents of government de-
partments. At the national level, China has enacted “Guiding Opinions on Promoting the Healthy
Development of Smart City”. At the same time, Shenzhen, Shanghai, Yinchuan, Tianjin, and other
cities have also issued relevant documents on information security, which put forward requirements
for data security management; nevertheless, their legal validity and enforcement binding have some
limitations. At present, the relevant laws, regulations, systems, and policies in the field of smart
cities need further improvements to promote their safe, healthy, and orderly development.

Commercial Challenges

Although the concept of a smart city has become the development model chosen by many, it is
prudent to highlight some of the criticisms raised against this concept. The definition of a smart city
has always been relatively vague, often associated with an intelligent, creative, and digital city. It
regularly implies a relationship between technological progress and political, economic, and cultural
changes. The hype of these terms is difficult to separate from the real practice, and eventually they
are used more for the purpose of city marketing wherein some emerging cities are advertised as

“smart cities” (Hollands, 2008).

These cities pay more attention to business-led urban development, hoping to use network in-
frastructure to improve economic and political efficiency and promote social, cultural, and urban
development. However, their focus is on specific high-tech and creative industries. Hollands believes
that a smart city has a technological determinism and capital dependence tendency to some degree
but pays insufficient attention to people; at the same time, he also questioned the environmental
sustainability of a smart city (2008). An important question is whether a smart city is truly environ-
mentally friendly; the ICT revolution may not be as environmentally friendly as it initially seemed
(Hollands, 2008). Even in some cities that truly practice the principles of a “smart city”, they have
introduced specific technical parameters to distinguish between “good” and “bad” cities, leaving a
new moral order for cities. Therefore, the discourse of a smart city may be a powerful tool for gene-
rating docile subjects and political legitimization mechanisms (Vanolo, 2013).

The construction of smart cities in China initially had obvious commercial tendencies. After a pe-
riod of governmental guidance, companies still play a pivotal role. This confirms Hollands’ criticism
of a smart city’s commercial orientation. The result is that many cities rushed into mass action. China
carried out “smart city” construction in more than 320 cities in 2012. The local governments followed
the experience of urban construction and formed path dependence, which restricts the innovation
and development of cities. The practices and functions of every smart city are very similar, so effec-
tive complementary relationships cannot be formed between cities (Shengzu et al., 2013). Due to the
lack of a reasonable top-level design, blindly following the trend has also led to the inadequate un-
derstanding of a “smart city” in some cities. They either only emphasize the informatization projects,
or include all kinds of irrelevant tasks into the scope of a smart city (Biyu et al., 2015). Besides, the
technological orientation and capital-dependency of smart cities have formed a spatial aggregation

L4 ARTICLES



Liuchposoe npaso. Tom 2, N 1, 2021, c. 29-47
b. Lub, C. L / UndpoBas TpaHcthopmalus ropoackoro ynpaenexus B Kutae

and imbalance. There is a clear gap in the construction level between the east and the west, and
between cities of different levels (Liying & Chao, 2019).

Information Fragmentation Challenges

As IBM said, a smart city can make full use of ICT to sense, analyze, and integrate various informa-
tion in the core system of city operation." After more than ten years of development, China’s current
smart city projects still face information islands as the higgest obstacle to resource integration.

At the technical level, the notion of a smart city covers many areas but currently lacks uniform
guiding standards in terms of construction, operation, and evaluation. The interfaces between differ-
ent systems are complicated, which makes it difficult to achieve system interconnection, information
sharing, and coordination. At the practical level, although various departments in the city have accu-
mulated massive amounts of data and information in the long-term informatization application, the
independence and segmentation of each system and the lack of scientific and effective information
sharing mechanisms have led to many informatization islands. At the management level, it is diffi-
cult for urban departments to coordinate horizontally; administrative and managerial divisions are
widespread. Some collaborative problems are often technically easy to solve but practically difficult
to address within the management systems (Shengzu et al., 2013).

Conclusion

As a solution to urban problems, particularly after the 2008 economic crisis, the notion of a
smart city has opened new development paths for cities. Relying on the sudden emergence of
5G, cloud computing, the Internet of Things, and other technical fields, China has made relatively
outstanding progress in the construction of smart cities. China has built up mature basic technical
facilities and application platforms, and related technologies are widely used in the fields of eco-
nomy, governance, and general life. At the same time, results evaluation and sustainable models
are also constantly being explored. These achievements have brought groundbreaking changes to
China’s urban development in the past decade. However, apart from such achievements, there are
still barriers such as “information islands” in construction, technology, and management. These
tremendous changes have also led to the criticisms of “labeling” and “urban marketing” being
levelled at a part of so-called smart cities, which has brought new challenges to China’s economic,
legal, and social orders.

In the future, China needs to further improve laws and regulations, build an integrated legal
system, explore new regulation methods, shape a highly autonomous and refined governance
order, promote effective law enforcement, justice, embed risk control institutional mechanisms,
maintain a good legal order, and provide legal protection for the development of smart cities. At
the same time, the supervision of smart cities should be strengthened through reasonable evalua-
tion to weaken the marketing motivation of some cities using the “smart city” model as a gimmick.
In addition, further research in the fields of technology and management is needed to eliminate

“information islands” and find a “smart city” development path that can realize resource integra-
tion and sharing.

" CICRI, 2019.
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Abstract

This paper discusses the status and implications of the employment relations and working conditions experienced

by digital platform workers; the analysis is based on a survey conducted in 2017 on 1 338 workers engaged in

work-on-demand via apps (WODVA) from 25 platforms in Beijing, of whom 48.8 % are full-time WODVA workers or
take WODVA as their primary job. The survey finds that nearly a half of the respondents engage in platform work
due to a lack of employment opportunities in formal labor markets or their permanent jobs providing insufficient
income. The respondents reveal substantial decent work deficits in representation, compensation, job stability,
social protection, working time, and health and safety: 1) WODVA workers seldom have any voice in labor dispute

settlements and have a very low rate of unionization; 2) about one third of the full-time WODVA workers cannot
earn a living wage and 7.6 % of them earn less than the minimum wage level; 3) three quarters of the full-time

WODVA workers have no labor contract with the platforms or other employers, nor access to employer-contributed

social insurances; 4) overtime work and underemployment coexist among full-time respondents, with nearly 10 %

working for fewer than 4 hours per day while nearly 10 % work for more than 11 hours per day; 5) a majority of
respondents run a higher risk of occupational health or physical risks, without any protection provided by the plat-
forms or employers. To promote decent work by digital platform workers, the State needs to establish a portable

social security system extending to all workers, to facilitate association and collective actions of platform workers

either by extending the outreach of traditional unions or fostering new forms of organizations, to leverage digital

technology to facilitate platform workers' organization and information sharing, and even to promote universal

basic income and a workers’ cooperative of platforms in the long run.
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digital labor platform, platform workers, work-on-demand via apps, decent work, working conditions, labor
market regulation
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TPYA PABOTHMKOB
IT-MIAT®OPM B MEKUHE
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TPYA0BbIX OTHOLIEHNIA

100048, KuTaitckas HapoaHas Pecny6nuka, NekuH, panoH XanasHb,
L. YUKIHDBSAH, 45

AHHoTauuA

B cTatbe obcywaaloTca ycnosus Tpyaa paboTHMKoB LupoBbix nnatdopm. Onpoc 1 338 pecnoHAeHTOB, 3aHsA-
TbiX paboToid Ha 25 HTepHeT-nnattopmax B Mekuxe (work-on-demand via apps, WODVA), nokasas, uto noutu
MONoBMHA M3 HUX paboTaloT Ha IT-nnathopmax n3-3a OTCYTCTBMA BO3MOXHOCTY TPYAOYCTPONCTBA HA TPaau-
LMOHHOM PbIHKE TPYAA UM HeAOCTaTOYHON 3apaboTHON NNaThl HA OCHOBHON pa6oTe. PeCNOHAEHTbI OTMETUNM
Npo6nembl, CBA3aHHblE C HEBO3MOXHOCTbIO YYaCTUA B eATENBHOCTI NPOQCOI030B, HEAOCTATOUHON 3apPabOTHOM
nnaTou, OTCYTCTBMEM CTaBUNBbHOCTY, COLMANbHON 3aLMILEHHOCTY, @ Takke NPobNemMbl pernameHTaLun paboue-
r0 BPEMEHH, 0XPaHbl TPYAA U TEXHUKM 6E30MACHOCTH, @ UMEHHO: 1) OTCYTCTBYET 3D (EKTUBHDIA MEXAHN3M paspe-
WeHMS TPYAOBbIX CIOPOB 13-3a HEAOCTATOUHOI PA3BUTOCTH MPOGCOIO3HBIX OPraHN3aLl; 2) 3apaboTHas niara
0kono 1/3 onpowweHHbix WODVA HiKe NPOXUTOUHOTO MUHMMYMA, @ 7,6 % — MeHblUe MUHUMANbHOTO pa3Mepa
onnatbl Tpyaa; 3) 3/4 pabotHukos WODVA, 3aHATbIX MOMHbIA Paboumil 1eHb, He UMeIT TPYAOBOTO [OroBOPa
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C nnatdopmami UM ApYrumMn paboToAaTeNsMM, @ TaKKe A0CTYNA K COLMANbHOMY CTPAXOBAHWMIO; 4) MOUTK
10 % onpowweHHbIX paboTaloT 6onee 11 YacoB B AeHb, TOTAA Kak 0KONO 10 % 3aHATbI MeHee 4 YacoB B AeHb; 5)
y 60MbLWNHCTBA PECMIOHAEHTOB OTCYTCTBYIOT FAPAHTUM MO NPEAOCTABNEHINI0 MEAULMHCKIAX YCIYT B CBA3M C Bpe-
MEHHON HETPYAOCNOCOBHOCTbIO 13-3a 3a60neBaHuil. focyAaPCTBY HEOBXOAMMO PACNPOCTPAHUTD CUCTEMY COLIU-
anbHoro obecneyeHus Ha Bcex PabOTHUKOB, B TOM UMC/e 3aHATBIX Ha IT-nnaThopmax, COAeCTBOBATL Pa3BUTIID
NPOCOK3HOM ABWKEHNSA C MOMOLLbIO TPAANLMOHHBIX TM6O COBPEMEHHbIX CMOCOBOB, NCMONb30BATh LUGPO-
Bble TEXHONOMUN ANA ONTUMU3ALMM PabOTbl M 06MeHa MHdOpMaLeit. Bonee TOro, B JONTOCPOUHOI NEPCNEKTI-
BE rOCyAapCTBY HEOHXOAMMO YCTAHOBUTb MUHUMANbHBIIA pa3Mep 3apaboTHOI NNaTbl B paccMaTpuBaemoin chepe.

Knioyesble cnosa

uncposas nnardopma, IT-nnatdopma, pa6ota Ha UHTepHeT-nnatopme, niatopma yaaneHHow paboTsl,
WODVA, ZoCTOlHble YCII0BMSA TPYAa, PErynuMpoBaHue pbiHka TPYA], PerynupoBaHue HOBbIX opm Tpyaa

Kondhnukr untepecos ABTOpbI CO06LLAKT 06 OTCYTCTBMM KOH(NNKTA MHTEPECOB.

QuHaHcupoBaHue NccnenoBanune cnoHcupyetcs HaumoHanbHbiM hoHAOM coLManbHbIX Hayk Kutas
(Homep rpaHTa: 16CJL036).

BnaropapHoCTb ABTOpbI INY6OKO NPU3HATENbHbI MEKNHCKOIN MyHULMNaNbHON thenepawun npod-
€0t0308 (BMFTU) 3a npeaocTaBneHHbIi OCTyN K 6a3am AaHHbIX. ABTOPbI TaKe
BbIPAXAIOT UCKPEeHHIo 6narogapHocTb npodeccopy MIUMO B. C. OcunoBy
32 ero 6eCKOPBICTHYI0 MOMOLLb B YNYULIEHIN 1 NYBAMKALMM HACTOALLEN CTaTbi,
a TaKKe APYrM POCCUICKNUM YUYEHbIM, COTPYAHNYABLIMM C IeKMHCKUM YHUBEp-
cutetom LI3A0TyH B pamkax rpaHTa npoekta pechopmbl BbICLIEr0 06pa3oBaHNs
MeknHckoro yHuepcuteta L3soTyH Ha Temy «KWTallCKO-poCcuiickue Cpas-
HUTe/IbHbIE MCCMEJOBAHNA B Pa3BUTMN AUCLMIUIAHBI SKOHOMMKI TpyAa» (HO-
Mep rpaHTa: 134575522).

Jns yuTMpOBaHUA Con, ., Mo, J. (2021). O6ecreueHne YyCNOBUA U OXpaHbl Tpyaa
pa6otHukos IT-nnatdpopm B MekuHe. Lugpposoe npaso, 2(1), 48-63.

* ABTOp, OTBETCTBEHHBIN 33 MEPEenmcky

Moctynuna: 2411.2020; npuHATa B neyarb: 26.01.2021; ony6nnkosaHa: 31.03.2021

Introduction

The last decade has seen the notable upsurge of digital labor platforms, making “gig work” a
truly global phenomenon’ (Gutbrod, 2020; Inozemtsev, 2020). According to the widespread defini-
tion, “digital platform work” can be grouped into two categories? (Menegatti, 2018). One is “crowd

' Zhou, I. (2020). Digital labour platforms and labour protection in China. International Labor Office. https://www.ilo.org/

Codagnone, C., Abadie, F,, & Biagi, F. (2016). The future of work in the “sharing economy”. Market efficiency and equitable
opportunities or unfair precarisation? JRC Science for Policy Report EUR 27913 EN. http://doi.org/10.2791/431485;

De Stefano, V. (2016). The rise of the “just-in-time workforce”: On-demand work, crowdwork and labour protection in
the “gig-economy”. Conditions of Work and Employment Series No. 71. International Labor Office. https://www.ilo.org/
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work”, which is both managed and carried out online, either requiring more specialized skills such
as logo design and software development (e. g. Freelancer.com, Upwork), or involving lower-skilled,
repetitive “microtasks” such as data entry and content moderation (e. g. Amazon MTurk, Clickworker).
The other is “work-on-demand via apps”, which is managed online but carried out offline, mostly
incorporating traditional services restricted to a local-based labor market, such as transportation
(e. g. Uber, Lyft), delivery (e. g. Instacart, Deliveroo), and home services (e. g. Taskrabbit, Helpling).
Although the size of the platform economy is still relatively modest (Farrell & Greig, 2016; llsge, 2017),
it is expanding at a remarkable pace. For example, a widely cited report predicts revenue in the key
sectors of the platform economy growing from US $ 15 bn as of this date to US $ 335 bn in 2035;
an index measuring the utilization of digital labor platforms suggests their use is growing globally at
a rate of 25 % per annum (Kassi & Lehdonvirta, 2018).

As the fastest-rising star of digital economy, China has emerged as a global leader in some key
digital industries* (Liu et al., 2020), especially the sharing economy. According to the report issued
by RCSE® in 2008, the sales revenue of the sharing economy in China amounted to 2942 billion RMB,
at a growth rate of 41.6 % compared to the last year, involving 760 million participants and 75 million
service providers; China accounts for 83 of the 305 “Unicorns” around the globe, among which 34 are
players in the sharing economy. Digital labor platforms are the fastest-growing business in China’s
sharing economy. The major digital labor platforms include Didi Chuxing (DiDi) for ride-hailing, Eleme
and Meituan for food delivery, ZBJ.com (Zhubajie) for professional consulting, 58.com for house-
hold services, ymmb56.com for transportation, haodf.com for online consulting, and Homeincare for
household medical care.® From 2015 to 2018, passenger volume of online ride-hailing increased from
9.5 % to 36.3 % of the overall taxi passenger volume; the revenue generated from food delivery ex-
panded from 1.4 % to 10.6 % of the overall revenue of the catering sector.’

Although proponents argue that digital platforms can significantly facilitate meeting labor sup-
ply and demand, reduce transaction costs, enhance flexibility and autonomy for both providers
and customers, and create jobs (especially for those socially marginalized groups)® (Johnston &
Land-Kazlauskas, 2018), more and more scholars recognize its challenge to traditional employment
relations and labor market regulation. Because digital platform workers are usually classified as
self-employed or independent contractors, they are devoid of the fundamental rights and protection
accessed by dependent employees, such as overtime compensation, minimum wage, social security,
paid leave, and the ability to engage in collective action® (Aloisi, 2016; Sidorenko & von Arx, 2020;
Sundararajan, 2016). It has been almost a consensus that, instead of a disruptive change to the labor

3 PWC. (2015). The sharing economy — Consumer intelligence series. https://www.pwc.fr/fr/assets/files/pdf/2015/05/pwc

“  Zhang, L., & Chen, S. (2019, January 17). China’s digital economy: Opportunities and risks. International Monetary Fund.
https://www.imf.org/en/Publications/WP/Issues/2019/01/17/ Chinas-Digital-Economy-Opportunities-and-Risks-46459

& Zhou, 2020.

7 RCSE, 2019.

& Huws, U., Spencer, N. H., & Joyce, S. (2016, December). Crowd work in Europe: Preliminary results from a survey in the UK,
Sweden, Germany, Austria and the Netherlands. Foundation for European Progressive Studies. https://uhra.herts.ac.uk/
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markets, labor platform is nothing but the continuation of the broad shift toward more precarious
and contingent labor as has lasted for several decades® (Aloisi, 2016; Menegatti, 2018). Ever since the
early 1980s, globalization and neoliberal transformation has enabled capitalists to re-commodify la-
bor by offshoring, outsourcing, and deploying non-standard labor contracts. In this context, the con-
cept of decent work emerges as an institutional effort to combat the degradation of the labor market
(Pereira et al., 2019). In 1999, the Director General's report presented to the 87th International Labor
Conference declared: “The primary goal of the ILO today is to promote opportunities for women and
men to obtain decent and productive work, in conditions of freedom, equity, security and human
dignity"™ Four strategic objectives were proposed to underpin the realization of this goal, namely,
standards and fundamental principles and rights at work, employment, social protection, and social
dialogue. From this perspective, digital labor platforms pose unprecedented challenge to the decent
work agenda.

Although an increasing number of surveys on “crowd work” have emerged recently™ (Graham,
et al., 2017), surveys on “work-on-demand via apps” (WODVA) are quite scarce. A survey on WODVA
is especially critical for China, given it constitutes a large proportion of China’s sharing economy
and given its prominent role in China’s job creation in the post-crisis era. This article aims to re-
flect the decent work deficits experienced by digital platform workers based on a questionnaire
survey of 1338 WODVA workers in Beijing. To our knowledge, this is the first survey with a large
sample size on WODVA conducted in China (which is also very scarce in other countries). Firstly,
we present an overall description of the demographic distribution and employment status of the
samples. Then, we dive into the working conditions of the respondents through the lens of the
widely agreed decent work measurements, including fundamental rights at work, compensation,
job stability, social security, working time and autonomy, health and safety, and career develop-
ment. Finally, we discuss the policy and legislative implications to promote decent work of the
digital platform workers.

Description of Data and Samples

Data Collection and Demographic Features

The survey was commissioned by Beijing Municipal Federation of Trade Unions (BMFTU) and con-
ducted by the staff of BMFTU, in collaboration with a third-party research company, from March to
May 2017. The survey covers 25 platforms clustered within 3 broad categories of business: namely,
ride-hailing, logistics and express delivery, and household services. The questionnaires are distri-
buted either by BMFTU staff when they made on-site interviews with the platform managers, or by
the staff of the research company making face-to-face interviews with randomly selected WODVA
workers on the street. A total of 1400 questionnaires were distributed, with 1338 effective samples
collected. Specific on-demand jobs taken by the respondents include ride-hailing driver (46.2 %),
housekeeper (12.2 %), courier (8.4 %), massagist (6.9 %), car wash (6.5 %), cooker (6.1 %), home repair
(4.5 %), manicurist (41 %), legal / medical / tutor services (2.8 %), and house moving (2.2 %). The
demographic composition of the samples is shown by Table 1.

™ De Stefano, 2016; Berg et al., 2018.
T 1L0. (1999). Report of the Director-General: Decent work. http://www.ilo.org/public/english/standards/relm/ilc/ilc87/
rep-i.htm

2 Zhou, 2020; Huws et al., 2016; Berg et al., 2018.
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Table 1

The Demographic Composition of the Samples

Gender male: 61.2; female: 38.8
Age 24 and below: 8.5; 25-34: 41.0; 35-44: 35.2; 45-54: 14.0; 55-64: 1.4
Household local: 46.8; non-local with residence permit: 34.1; non-local without residence

registration permit: 19.1

Education junior high school: 24.6; high school or middle vocational school: 31.5; junior col-
lege or higher vocational school: 26.2; undergraduate: 14.3; graduate or higher: 3.4

Nearly 85 % of the respondents are less than 45 years old. This is consistent with the findings of
other surveys that digital platform workers are dominated by young people® (Graham et al., 2017).
The overall gender distribution is generally balanced, but it is quite uneven in different jobs. Male
workers account for over 75 % of ride-hailing drivers, couriers, and home repairers, while female
workers account for over 82 % of housekeepers and manicurists. Over half of the respondents have
non-local household registrations (Hukou). Excluding ride-hailing drivers — among whom 60.4 % are
local as the traffic administration authority in Beijing stipulated that ride-hailing drivers must be lo-
cal residents (i. e. have Beijing Hukou) — 64.9 % of the respondents are non-local. This confirms that
WODVA is more likely to be taken by marginalized workers, since non-local workers generally face
inferior employment status under China’s Hukou system. The distribution of education level is also
quite uneven but as expected. Among the legal / medical / tutor service, 40.5 % have a bachelor's
degree and 21.6 % have a master’s degree; among the lower-skilled jobs, however, such as car wash,
housekeeping, and couriers, 72.4 %, 54.6 %, and 31.3 % have an education level of only junior high
school or even lower, respectively.

Employment Status and Motivation

43.0 % of the respondents take WODVA as their full-time job; an additional 5.8 % take WODVA as
their major job while doing other part-time offline jobs; the remaining 51.2 % have their own perma-
nent jobs. The proportion of full-time participants in WODVA found in this survey is much higher than
the counterpart in crowd work as reported by other studies® (Graham et al., 2017; llsge, 2017). 911 %
of the respondents work for a single platform; 7.7 % work for two platforms; the final 1.2 % work for
three or even more platforms. The percentage of working for two and more platforms is the highest
(16.6 %) among those who take WODVA as their major job while doing other part-time offline jobs.
This is not surprising, since their employment status implies that they are desperate to find more
channels to increase their income.

As for motivation to engage in WODVA, the distribution of the responses is shown in Figure
1. As expected, “to increase income” is the most frequently selected motivation, followed by

“work-life balance” and “higher degree of freedom”. 48.2 % of the respondents choose at least

B Zhou, 2020; Huws et al., 2016; Berg et al., 2018.
™ Huws et al., 2016.
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Figure 1

Distribution of Motivation to Engage in WODVA, (%)

To increase income 76.61
Higher degree of freedom

Work-life balance

Lack of employment opportunities in traditional sector
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To make money while looking for a permanent job
Loss of former job

Other
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one of the following motivations: “lack of employment opportunities in traditional sectors”,

“lower entry threshold”, “loss of former job”, and “to make money while looking for a perma-
nent job”. This means that nearly half of respondents do not engage in WODVA voluntarily, but
simply because they could not find another acceptable permanent job. For those full-time
WODVA workers or those who take WODVA as their primary job, this proportion increases to
58.6 %.

Working Conditions of WODVA Workers

The concept of decent work provides a comprehensive framework for evaluating the workers’
working condition or employment quality, as well as an integrative policy agenda to promote
the citizens’ work-life wellness. It is particularly relevant to this study since it was proposed as
a response to the increasing precariousness and informality of labor relations in the new global
context. Numerous scholars and international organizations have contributed to the concepts
and measurements of decent work, either using macro-level indicators (e. g. Anker et al., 2003;
Bescond et al., 2003; Bonnet et al., 2003; Ghai, 2003) or micro-level scales (Duffy et al., 2017
Ferraro et al., 2018; Webster et al., 2015). Although scholars have not agreed upon a uniform set
of measurements, they share many aspects in common with decent work, such as fundamental
principles and rights at work (free from mistreatment, workers' representation, rights of collective
action, etc.), adequate compensation, access to social security, employment safety, a safe work
environment, decent working hours or a good work-life balance, fulfilling and meaningful work,
and opportunities for personal development. Subject to the data collected, this study present
the survey results of the working conditions of WODVA workers from the widely agreed aspects
of decent work, including fundamental rights at work, compensation, job stability, social security,
working time and autonomy, and health and safety.
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Fundamental Rights at Work

Fundamental rights at work involve being treated with equity and dignity, worker’s repre-
sentation in decision making and disputes settlement, and freedom of association. Because
a significant power asymmetry exists between workers and platforms, and platforms usually
operate on behalf on the customers, the workers seldom have a say whenever there is dispute
on the terms of trade. Typical examples are “wage theft” for crowd work (i.e. the customers can
reject work without giving any reason) and the lack of dispute resolution policy if workers think
they are rated unfairly (Schmidt, 2017). Our survey finds that 19.0 % of the respondents explic-
itly report that they have at some point had at least one dispute (if not more) with the plat-
form (whilst another 10.4 % report “not clear”). By comparison, according to the 8" Survey on
Status of Employees (SSE) in Beijing conducted by BMFTU in 2017, which generally covers those
unionized, formal-sector employees, the proportion of employees who had had dispute(s) with
employers are no more than 5.6 %.

For digital platform workers, the deficiency in fundamental rights at work which is most of concern
is the inability to form an association. The inability to build any large-scale digital labor movement
is especially obvious for crowd workers, “not only because many of them simply don’t know each
other, but also because there is an understanding that if they withdraw their labor, then workers
in other parts of the world are able quickly to replace them”. For WODVA participants, this problem
may be alleviated, since they generally operate in local traditional labor markets; nevertheless this
issue still remains, given their being classified as self-employed or independent contractors. Those
unions already in existence have no experience — or even legitimacy — to mobilize them. Our survey
shows that only 26.5 % of the respondents are union members. Actually, a majority of the union
members are from those who have a permanent job; for full-time WODVA workers, only 20.8 % are
union members.

Compensation

Economic uncertainty is a very likely condition for digital platform workers, given the fierce com-
petition and lack of unionization® (Menegatti, 2018). Crowd workers are more likely to be obliged
to accept low pay since the fierce competition often result in underbidding practices (Graham et al.,
2017). WODVA workers are less likely to underbid their pay rate but face the same extent of income
instability. When being asked “what are you most worried about in doing this work”, 57.0 % and
51.64 % chose “income instability” and “instable flow of customers”, respectively, ranking the most
frequently chosen responses.

The distribution of monthly income level for full-time WODVA workers is shown in Figure 2. More
than one third (361 %) earn less than 4 000 Yuan per month, which can hardly guarantee a decent
living in Beijing, although according to the 8" SSE, this proportion is only 28.9 %. Particularly, 7.6 % of
full-time WODVA workers earn a monthly income less than 1890 Yuan, or the minimum wage level of
Beijing in 2017. Low pay occurrence is especially common for those low skilled WODVA jobs, including
housekeepers, couriers, house moving, and car washing, among which 42.6 % earn a monthly income
of less than 4 000, and 9.1 % earn a monthly income of less than minimum wage level. In consid-
eration of the lack of employers’ contribution to social security and other benefits, the economic
situation of WODVA workers are even worse than the data indicates compared to those formal-sector
employees.

> De Stefano, 2016.

CTATbI 55



Digital Law Journal. Vol. 2, No. 1, 2021, p. 48-63
Yan Xu, Dun Liu / Decent Work for the Digital Platform Workers. A Preliminary Survey in Beijing

Figure 2
Distribution of Average Monthly Income of Full-Time WODVA Workers, (%)
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Job Stability and Social Security

The most discussed issue related to digital platform work is the precariousness or the contin-
gency of the jobs due to the classification of their employment status. In our survey, for those full-
time WODVA workers or those who take WODVA as their major work, only 25.0 % report that they
have signed labor contract with the platform; 40.4 % report that they have only signed a cooperation
agreement with the platform; while 34.6 % claim that they have signed nothing with the platform.
The lack of a labor contract leads to the lack of any social security, since only dependent employees
who have a labor contract have access to social insurances partly contributed by employers. The sur-
vey shows that 34.4 % of the full-time WODVA workers or those who take WODVA as their major work
have no access to social insurances. Among the remaining workers who have access, 40.8 % pay all
the premium by themselves, 13.6 % share premium payment with their former employers, and only
11.2 % share premium payment with the platforms.

Working Time and Autonomy

A work schedule with greater flexibility is an important reason for many workers who participate
in WODVA. However, “flexibility is just a kind of solace: to earn a significant sum of money, workers
might also have to work more hours every day than a ‘standard’ worker. Since they have to be avail-
able ‘around the clock, this kind of flexibility does not entail a greater freedom for the worker”.
Figure 3 displays the distribution of working time of full-time WODVA workers. An overwhelming
majority (82.4 %) of the respondents have no weekends; 41.8 % of the respondents work for more
than 8 hours per day; and 9.5 % even work for more than 11 hours. Furthermore, overwork coexists
with a considerable amount of underemployment, implying that, given the highly instable demands
and low pay rates, WODVA workers are desperate to work for more time to earn sufficient income.
This is consistent with Berg's" finding that the majority of crowd workers would prefer to work more,
but are hindered by limited available tasks.

™ Bergetal,2018.
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Figure 3
Distribution of Working Time of the Full-Time WODVA Workers, (%)

Working days per week Working hours per day
0.8 21 9.5 9.9

30.6
2.3
323
21
51.8
10.2
m1 m2 3 4, W5 W6 m7 B 4below ™ 4to8 8to M 11above

Neither do WODVA worker enjoy a true sense of autonomy in way of work, since they are un-
der the close control of the platforms’ algorithm-driven rating system” (Aloisi, 2016; Schmidt, 2017).
64.9 % of the respondents explicitly report that the platforms have some evaluation and incentive
system, and 9.8 % report “not clear”. As shown by Figure 4, the respondents confirm that the plat-
forms have requirements for multiple aspects of their work, among which the service quality, service
language, online time, and order quantity rank the highest in proportion of confirming responses.
86.7 % of the respondents confirm requirements on at least four aspects. This reality refutes the
platforms’ assertion that WODVA workers are self-employed or independent contractors. Majority
of them are de facto employees of the platforms, given what close control platforms clearly have of
their workers' labor processes.

Health and Safety

By shirking an employment relationship with the workers, the companies (as well as the plat-
forms) externalize obligations and the ensuing costs of preventing health and safety hazards be-
falling individual workers. The popular WODVA jobs are characterized by salient health and safety
hazards, such as traffic accidents, exposure to chemicals, carrying heavy loads, or working at heights
or various uneasy environments. These hazards are aggravated when workers are desperate to un-
dertake more orders within a given time. Nowadays, a hot-button issue in China is that food delivery
couriers are becoming the most visible victims as well as instigators of traffic accidents, because
they have to drive (usually motorbikes) as fast as they can within a very harsh time limit, given that
being late leads to a severe penalty on remuneration and their personal rating. As a food delivery
rider said in a widely watched blog entitled Food Delivery Riders Trapped in System published in
September 2020, “the riders are racing against death, struggling with the traffic police, and making
friends with the red lights”. This blog lists the following data which was cited from traffic police
corps in several cities: during the first half of 2017 in Shanghai, there was one food delivery rider

7 Bergetal,2018.
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Figure 4

Proportion of Confirming Responses to the Platforms’ Working Requirements, (%)
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casualty every 2.5 days; in 3 months of the same year, 12 casualties of food delivery riders happened

in Shenzhen; in 7 months of 2018 in Chengdu, the traffic police handled 196 accidents related to

food delivery riders, with 155 casualties, or one casualty per day, due to the riders’ traffic offences.

According to our survey, only 13.9 % of respondents confirm that platforms provide labor protection

appliances, and 48.6 % report that the issue most worrying them is “traffic, personal assault, working

injury or other fortuitous accidents”, ranking as the third most frequently chosen issue following
“income instability” and “unstable flow of customers”.

Implications for Promoting Decent Work for Digital Platform Workers

Given most operational labor market regulations are applied to dependent employees, many
scholars and practitioners have discussed reclassifying the employment status of digital plat-
form workers. In recent years, several class action lawsuits have been brought against Uber, Lyft,
and Crowdflower, to challenge the platforms’ classifications (Cherry, 2016; Johnston & Land-
Kazlauskas, 2018). These struggles have borne some fruits. For example, the US district court in
the north district of California and the labor commissioner of the State of California, in three
separate cases against Uber and Lyft, recognized that a driver was an employee of Uber or Lyft
instead of being self-employed.® On January 1%, 2020, California passed the AB5 act, which
stipulates that a workers could not be classified as independent contractor unless the em-
ployer could prove that (a) the working performance of the employed is not under the control
and direction of the employer, (b) the work done by the employed is not the normal business
of the employer, or (c) the employed usually participates in transactions, operations, or prac-
tices independently. According to this act, drivers of Uber and Lyft and workers on many other
WODVA platforms will be classified as employees. Long before that, some companies, such as

8 De Stefano, 2016.
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Alfred, Instacart, and Munchery, have indeed already spontaneously reclassified a part of their
workers as employees.”

In our opinion, instead of debating whether platform workers are “employees” or even proposing
an intermediary category of classification (Todoli-Signes, 2017), a more fundamental and feasible
solution is to reform the traditional labor market regulation system so as to extend the labor rights
protection to all kinds of workers (Graham et al., 2017; Menegatti, 2018; Sundararajan, 2016). This
proposition is innate within the ILO’s primary objective of “decent work for all”?' A new safety net
should be built by making the social security “universal” and “portable”; that is, instead of the
employers’ direct contribution of social security, a tax-financed, universally covered social security
should be provided by the states. This model has long been adopted by the Scandinavian coun-
tries, based on the concept of “flexicurity” (a linguistic combination of “flexibility” and “security”).
Besides, other labor rights accessed by dependent employees, such as minimum wage and working
time limits, should also be extended to the non-standard labor relations. In the long run, nonethe-
less, a universal basic income may be a more fundamental and socially desirable solution (Pulkka,
2017; Sundararajan, 2016).

Another indispensable solution to promote decent platform work is to support platform workers
with their association and labor movement. This is pivotal to make a level playing field given the
huge power asymmetry between platforms and workers. Existing unions can lend powerful support
to the labor movement of platform workers by extending membership to non-standard workers,
giving legal advice, providing group policies of insurances, carrying on public relations campaigns,
mobilizing collective actions, or even helping to cultivate union-like organizations. Within Europe,
many unions have a long history of incorporating non-standard workers into their ranks. In Italy, for
instance, unions created specific representational opportunities in existing labor confederations for
non-standard workers (Pulignano et al., 2015). In many parts of the world, there has been an emer-
gence of rejuvenated or even completely new collective organizations, such as the Spanish workers’
collective and informal associations, solidarity movements like the broodfonds in the Netherlands,
the Independent Drivers Guild in New York, and the Independent Workers Union in Great Britain, and
other initiatives aimed at helping or supporting the collective organization of platform workers.?
One of the best-known examples is the Independent Workers Union in Great Britain (IWGB), which
was formed explicitly to organize non-traditional, low wage, and immigrant workers. Its successes
include supporting the couriers’ strike in protesting Deliveroo (a food delivery platform) to reduce
the pay rate in August 2016 (Johnston & Land-Kazlauskas, 2018). In China, given its centralized union
system, the official unions should take more responsibility in organizing platform workers or should
even act as the negotiators. For instance, the Beijing Express Delivery Association and the Beijing
Express Delivery Workers' Federation organized enterprises and workers' representatives in early
2019 to sign China’s first Special Collective Contract for Labor Protection in the express delivery
industry, and agreed on setting up labor protection inspectors and purchasing accidental injury in-
surance for workers?.

®  De Stefano, 2016.

»  \Weber, L. (2015, January 28). What if there were a new type of worker: Dependent contractor. Wall Street Journal.
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2 Daugareilh, I, Degryse, C., & Pochet, P. (Eds.). (2019). The platform economy and social law: Key issues in comparative
perspective. ETUI Research Paper — Working Paper 2019:10. Brussels: ETUI. http://doi.org/10.2139/ssrn.3432441
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While platform workers can be hard to organize, network technology provides convenient con-
ditions for their communication.* As Degryse® clarified, “the trade union movement could per-
haps discover in these new technologies an additional tool for exchange, cooperation, mobiliza-
tion, action, visibility, etc” Platform workers are spontaneously establishing Internet tools such as
FairCrowdwork.com and turkernation.com, creating grassroots, democratic, worker-driven forums in
which platform workers meet virtually and exchange information (Fabo et al., 2017). Such online
forums are not only potential trade union allies, but also provide workers with the ability to rate
platforms or clients and critique their actions, and hence intensify competition between platforms
via the reputation mechanism.

Finally, few organizational models promote worker voice and control more than cooperatives,
where workers are both owners and participants in the operation of the enterprises (Johnston &
Land-Kazlauskas, 2018). If labor movements leveraged by platform technology are “digitalization
used by workers”, then platform cooperatives are “digitalization owned by workers”. Initiated and
promoted by Trebor Scholz, professor at the New School in New York, the “platform cooperativism”
movement advocates a new platform type based on cooperative ownership (Scholz, 2016, 2017). By
building and owning the platforms themselves, the workers can redesign working conditions from
bottom up, “so as to crack the broken system of the sharing economy / on-demand economy that
only benefits a few” (Scholz, 2017). The taxi industry has given rise to a number of new cooperative
firms in recent years. Swift may be an early example of a platform owned by drivers. A different yet
familiar idea — allocating shares of platforms (that remain shareholder corporations) to providers —
seems like the most pragmatic near-term path towards sharing the wealth of the sharing economy.
An early example of this kind of program is Juno, a ridesharing service that has committed to ensur-
ing that its drivers own 50 % of the company's founding stock by 2026 (Sundararajan, 2016).

Conclusion

As an advanced variant of neoliberal capitalism, digital labor platforms have posed an un-
precedented challenge to the decent work agenda. China’s leading role in the development of the
sharing economy (especially the WODVA form) makes China a representative research target of
digital platform and its implications on the labor market. This study presents a micro-level survey
on the employment status and working conditions of 1338 WODVA workers from 25 platforms in
Beijing. The survey confirms the role of digital platforms in job creation, especially for those with
less employability, and in providing complementary income other than permanent jobs. However,
nearly a half of them engage in WODVA due to a lack of employment opportunities in standard
labor markets. The respondents show multiple decent work deficits, reflected by a lack of repre-
sentation and organization, low pay rates and hence inadequate compensation, income and job
instability, insufficient accesses to employer-contributed social security, overtime work, and high
exposure to physical and health hazards. These results are consistent with the existing studies on
crowd workers. To promote decent work of digital platform workers, the State needs substantial
reform in its labor market regulation, including extending social security and labor rights protec-
tion to all workers, promoting association and collective actions of platform workers either by

% Degryse, C.(2016). Digitalisation of the economy and its impact on labour markets. ETUI Research Paper — Working Paper
2016.02. Brussels: ETUI. http://doi.org/10.2139/s5rn.2730550

% Degryse, C.(2016). Digitalisation of the economy and its impact on labour markets. ETUI Research Paper — Working Paper
2016.02. http://doi.org/10.2139/ssrn.2730550
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extending traditional union’s outreach or fostering new forms of organizations, and leveraging
platform technology to facilitate platform workers' organization and information sharing. In the
long run, a universal basic income and public ownership will be the more fundamental solution to
guarantee decent work lives in the digital economy.

This study is valuable in that it is the first survey on WODVA workers with a large sample size. Its
implications for labor market regulation is particularly relevant to China, since the Chinese govern-
ment, with a long tradition of developmentalism, has taken an approach that does not overly regu-
late but instead promotes — and even hails — the development of digital labor platforms. Despite its
originality and relevance, this study is quite preliminary given its scope and depth are constrained
by the dataset provided by BMFTU. To attain more in-depth and extensive insights into the working
conditions of platform workers and their implications, we suggest the following improvements in
data collection: (a) variables and the corresponding data types should be made consistent with the
existing mainstream micro datasets in China, such as Survey on Status of Employees (SSE), Dynamic
Survey on Labor Markets (DSLM), and Urban Household Survey (UHS), so as to better delineate the
decent work gaps of platform workers in comparison with those in formal sectors; (b) datatypes
related to compensation and working time should be more precise (instead of the rough interval
distribution presented in this survey), so that the pay rates could be evaluated more specifically; (c)
a more detailed survey on employment status and motivation should be made to both full-time and
part-time platform workers (e.g. for full-time platform workers: whether the respondents engage in
platform work due to a loss of permanent job, whether they are actively looking for a permanent
job, the income level and working time of their former permanent job, etc.), so that researchers can
find out which groups of workers are more likely to engage in platform work, whether they do so
voluntarily or just because of limited access to formal sectors or/and their permanent job's failing
to provide a living wage, and to what extent the platforms contribute to “net” job creation or just re-
place those traditional jobs destroyed by digitalization; (d) more variables should be added to reflect
the determinants and outcomes of the working conditions. The latter includes, for instances, the
physical and mental wellness of the respondents, the level and structure of their expenditure, and
the savings and indebtedness of the households, which are crucial to evaluate the micro-, macro-,
and socio-economic consequences of the precariousness caused by digitalization.
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RATIONE MATERIAE, RATIONE
TEMPORIS U TTPOBJIEMA
KBAJIMOUKALLMW KMBEPATAK

C.10. lapkywa-boxko

Llikona BbICLEro CNOPTUBHOTO MACTepCTBa

no BoAHbIM Buaam crnopta umenn 0. C. Tiokanosa

197110, Poccus, CaHkT-MeTtepbypr, HabepexHas pe6Horo kaHana, 10,
cTp.1

AHHOTaUWA

Llenblo CTaTblt SBASIETCA aHANU3 Takux Npo6nem NpUMeHeHNs HOPM MEXAYHApPOAHOMO TYMaHUTAPHOTO NpaBa
(MTT) B KM6EPRpPOCTPAHCTBE, KaK Npobema ratione materiae v ratione temporis faHHOW OTPACAN MEXAYHAPOA-
HOro Ny6nMUYHOTO MpaBa B KNGepnpOCTpaHCTBE. AKTYanbHOCTb MCCMELOBAHNA NMOATBEPKAAETCS CTPEMUTENb-
HbIM Pa3BUTMEM UH(OPMALMOHHBIX TEXHONOMNN, KOTOPbIE MOTYT 6biTb MCMONMb30BAHBI B XOA€ BOOPYXEHHOO
KoHnuKTa. DakT HanMuNA «TanAMHHCKOTO PyKOBOACTBA 2.0» N0 MeXAYHAPOAHOMY NpaBy, NPUMEHUMOMY K Ki-
6eponepaunsam, Takxe CTyXUT NOATBEPKAEHUEM aKTYalbHOCTU HACTOALLEN TeMbl. ICNONb30BaHNe CTOPOHaMy
BOOPYXEHHOTO KOH(IMKTA B KNGEPNPOCTPAHCTBE HOBbIX TEXHONOMA HUKAK HE BNUSET HA MPUMEHUMOCTb K Ta-
KM BOEHHbIM fieiicTBuAM HOpM MITI. Kakue umeHHo kubeponepawun ABNSIOTCA NPeAMeETOM perynupoBaHus
npaBa KnGepHeTUUECKMX BOOPYKEHHbIX KOH(IMKTOB? 3TOT BONPOC, N0 HALIEMY MHEHWIO, ABMAETCA KIHUEBbIM.
Mpy 3TOM KNGEpPNpOCTPAHCTBO NpPeACTaBNsAET COHOI He COBCEM OBbIUHbIA TeaTp BOWMHbI, MOCKOMbKY CPEACTBA
11 METOZbl BeZleHUsl BOEHHbIX AeMCTBUI HUKAK He CBA3aHbI C TPAAULMOHHBIM PUMEHEHIEM BOOPYXEHHON CUTbI.
B cTaTbe yaenseTca BHUMAHWE BYM OCHOBHbIM TOUKAM 3DEHUS B OTHOLIEHNM 3TOR Mpo6nembl. B pesynbrate
NpOBEAEHHOTO UCCNe0BaHNA aBTOP NPUXOAMT K BbIBOAY O TOM, YTO NPV BCEl 0UEBUAHOCTI TEOPETUUECKUX Bbl-
BOZOB B OTHOLIEHNM aHANU3MPyEeMbIX MPOGIEM, OHI BCE PaBHO He NPeACTaBAAIOTCA BCEOGHEMIOWMMY B CUNy
OTCYTCTBUS COOTBETCTBYIOLLEN NPAKTUKM rOCYAAPCTB, KOTOPYIO HEOBXOANMO Pa3BuBaTb.

KnioyeBble cnosa
MEXayHapOAHOEe r'YMaHUTapHOE NPABO, BOOPYKEHHDI KOH(IMKT, KUGEPNPOCTPAHCTBO, BOEHHbBIE AENCTBUS,
kubeponepauuu, kubeparaka, HanageHue, TannMHHCKoe PyKOBOACTBO

KoHdnukr untepecos ABTOp €0061a€eT 06 OTCYTCTBUN KOH(NMKTA NHTEPECOB.

(DuHaHcupoBauue liccnegoBanme He MMeNo CNOHCOPCKON NOAAEPKKM.
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Abstract

The purpose of the article is to analyse problems arising from applying the rules of International Humanitarian
Law in cyberspace, particularly the problems of ratione materiae and ratione temporis of this branch of Public
International Law in cyberspace. The rapid development of cyber technologies that can be used within an armed
conflict affirm the applicability of this research. The existence of “The Tallinn Manual 2.0” on International Law
Applicable to Cyber Operations also confirms the impact of this topic on the modern world. The fact that parties in
armed conflicts use new technologies in cyberspace does not affect the applicability of IHL rules to such military
actions. In the context of this issue, a key question which instigates scientific discussion is that of which cyber
operations are subject to the regulation of the law of cyber armed conflicts. The urgent need to study this problem
stems from the fact that cyberspace is not an ordinary theatre of war, with the means and methods of warfare
used in it being in no way related to the traditional use of armed force; given this quality of cyber operations, it is
essential to understand which areas may be subject to IHL. The article analyses two main doctrinal points of view
in relation to this problem; as this doctrine (in the context of this issue) also addresses the legal qualification of
cyber-attacks, the article also raises this topical issue. Based on the results of this analysis, the author concludes
that, despite all the evidence of theoretical conclusions regarding the problems under analysis, they still do not
seem comprehensive due to the lack of relevant state practice, which needs to be developed.

Keywords

International Humanitarian Law, armed conflict, cyberspace, hostilities, cyber-operations, cyber-attack, attack,
Tallinn Manual
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BseaeHue

Pa3BuTUE MH(OPMALIMOHHBIX TEXHONOTUIA B HALLe BPeMs 3aTparusaet Bce cepbl [eATeNbHOCTY
yenoBeyecTBa B MUPOBOM MacwTabe. He ctana ucknioueHuem u cepa BOEHHON AeSTENbHOCTY To0-
CyAApCTB. Ha HACTOALLMIA MOMEHT YPOBEHb PA3BUTUS BOEHHBIX MH(OPMALMOHHbIX TEXHONOTMI NO3-
BONAIET FOBOPMTb O BO3MOXHOCTI PACNpOCTPAHEHUS BOEHHbIX AENCTBUI HA MH(OPMALMOHHOE Npo-
CTPaHCTBO, UNN KAaK €ro elile Ha3blBalT KN6epnpoCTPAHCTBO (aHr. cyberspace). UHbIMM cioBamu,
B COBPEMEHHOM MUPE BOOPYXEHHbIN KOH(NUKT B KMGEPNPOCTPAHCTBE Nepectan 6biTb BbiAYMKON
nucateneil-haHTacToB U CLEHAPUCTOB (haHTACTUUECKMX pa3BeKaTeNnbHbIX (UIbMOB — Tenepb 310
NOTEHLMANbHO BO3MOXHbIA KOH(AMKT, KOTOPbIA MOXET HauaTbCs U3-3a CTONKHOBEHUS UHTEPEecoB
ABYX 1 6onee rocyaapcTs B kubepcdepe. BeposTHOCTb Takoro KOH(MIMKTA TaKke NOATBEPKAAET
3asBneHue Mpesuaenta Poccum B. B. MyTuHa, KOTOPbIA OTMETUA, YTO OAHUM M3 OCHOBHBIX CTpa-
TErMYecKux BbI30BOB COBPEMEHHOCTM SIBMSETCA PUCK BO3HUKHOBEHUSA MACLITA6HOI KOH(POHTALMM
B umcpoBoi chepen'.

Kak oTmeuatoT B fokTpuHe (Melzer, 2017), Ku6epnpoCTPaHCTBO ABNSAETCA «NATOW cepoil
UAN NATHIM JOMEHOM BefieHUs BOEHHbIX AEMCTBUIA» NOCNe CyWM, MOPS, BO3AYLIHOTO M KOCMUYE-
CKOTO NPOCTPAHCTB. [laHHOE YTBEPXAEHNE HE MOXET ObITb OCIOPEHO MO TOW NPUUMHE, UTO B CUATY
YPOBHSA Pa3BUTUS COBPEMEHHbBIX TEXHONOT A KN6EPNPOCTPAHCTBO, B ANCTBUTENBHOCTY, SBASETCS
NOTEHLMANbHBIM TEAaTPOM BOEHHbIX ENCTBUM. BbICOKAsA BEPOATHOCTb TaKMX BOOPYMEHHBIX KOH-
(hnMKTOB 3aCTaBM/Ia rOCyAapPCTBA 3alyMaThcs 06 MX MPaBOBOM perynuposaHuu, u B 2013 rogy 6naro-
Japs yCunuaAm KpPUCTOB U BOEHHBIX CMELManuCToB U3 CTPaH BOGHHO-NonuTUueckoro 6noka HATO,
NPV y4acTum cneunanncTos us MexayHapogHoro Komuteta Kpackoro Kpecra (MKKK), 6bino pas-
paboTaHo «TannMHHCKOE PYKOBOACTBO MO MEXAYHAPOLHOMY NPaBY, MPUMEHUMOMY K KW6epBoopy-
wenuam» (aurn. “Tallinn Manual on the International Law Applicable to Cyber Warfare”) (nanee —
PykoBozcTBo) (Schmitt, 2013).

PyKoBOACTBO SIBNAETCA MOMbITKOW pa3paboTaTb HOPMbI MEXAYHAPOAHOTO NpaBa, NPUMEHNUMble
He TONbKO K TAKOMY POAY BOOPY)KEHHbIX KOH(NMKTOB, HO 11 K KNGEPNPOCTPAHCTBY B LIENIOM, KaK B BO-
eHHOe, Tak 1 B MUpHOe Bpems. Heo6X0[UMOCTb MeXAYHapPOJHO-NPABOBbIX HOPM B 3TON 061ACTH
OYEeHb BbICOK], UTO M 06YCNOBMO NPUHATIE HOBOI PacLuMpeHHon Bepcumn PykosoacTsa B 2017 T. Ero
CyLLeCTBOBAHME NULIHIIA Pa3 JOKA3bIBAET aKTYaNbHOCTb Kak NPpo6aeMbl NPAaBOBOTO PerynupoBaHius
BOOPY)XXEHHbIX KOH(ANKTOB B KNGEPNPOCTPAHCTBE, TaK M NPO6AEMbl TPABOBOr0 PerynnpoBaHns Ku-
6epnpocTpaHCTBa B LiENoM.

' TlyTue, B. B. (2020, ceHTa6pb 25). 3aseneHue o KOMIeKCHOU npo2pamme Mep Mo 80CCMAHOBHUI POCCULICKO-amepu-

KaHCK020 compyoHuYecmea & obnacmu mexoyHapooHoU uHghopmayuoHHou 6e3onacHocmu. OduumanbHblin cain Mpe-
3upeHTa PO. http://kremlin.ru/events/president/news/64086
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(®akT nCnonb3oBaHNUs CTOPOHAMU BOOPYHEHHOTO KOH(NNKTA B XOAe BOEHHbIX AeNCTBUIA
B KM6EPNPOCTPAHCTBE HOBbIX TEXHONOTUI HUKAK HE BAWSET HA NPUMEHUMOCTb K TaKUM [eiCTBUSAM
HOPM MeXAYHAPOAHOro ryMaHuTapHoro npasa (MITI). Tem He MeHee, B Uy Pa3NNUHbIX 0COBEHHO-
CTeil KN6epnpoCTPAHCTBA, B YACTHOCTM, QHOHUMHOCTM €ro Nonb30BaTeNner, Npu NPUMEHEHN K Ku-
GepHETMYECKMM BOEHHbIM feCTBUSM HOpM MITI Bo3HMKAeT psg npobnem. OAHOI U3 KOTOPbIX, AB-
NAETCA BONPOC 0 TOM, KaKne UMEHHO Kubeponepauun CTaHOBATCA NPeaMeToM peryniupoBaHns npasa
KUOEPHETUUECKMX BOOPYXEHHbBIX KOH(DANKTOB? IHbIMK COBaMU, peub WAET 0 ratione materiae MITI
B KM6epnpocTpaHcTse. 31a npobnema ABNAETCA NPeAMETOM aKTUBHbIX HAyuHbIX Ae6atos (Droege,
2012; Backstrom & Henderson, 2012; Schmitt, 2017; Zhang, 2012; Schmitt, 2002).

KntoueBbIM MOMEHTOM /1l NPUMEHEHUS HOPM MEXAYHAPOLHOTO rYMAHWUTAPHOTO npasa K knbep-
NPOCTPAHCTBY CUNTAETCA HANNUMe (hakTUUEeCKOW CUTYALMN BOOPYKEHHOMO KOH(MNNKTA B KMGEpNpo-
CTpaHcTBe. OfHAKO BAXXHO NOHUMATb, KaKie UMEHHO Kubeponepauun 6yayT perynuposarbes Takumi
HOpMamu, NOCKOMbKY NOHUMaHUe obecneunsaet cobntogeHne Hopm MITI B knbepnpocTpaHcTse.

MpUUnHBI HEOBXOAMMOCTM UCCNEf0BAHNSA BONPOCA ratione materiae MeXAyHApPOAHOTO FyMaHU-
TapHOTO NpaBa B KN6epNPOCTPAHCTBE AOCTATOUHO MPOCTbI: KUGEPNPOCTPAHCTBO NPEACTABAAET CO60M
He COBCEeM OObIUHDBIN TeaTp BOIAHDI, T. K. CPEACTBA M METOAbl BEAEHUS BOEHHbIX A€ACTBUIA, NPUMEHS -
eMbIX B HEM, HUKAK He CBS3aHbl C TPAANLMOHHBIM NPUMEHEHEM BOOPY)XEHHOMN CUAbl. BONbLIMHCTBO
Kubeponepaunini HanpaBneHo Ha AAUTENbHOE BO3AENCTBME Ha 0OBEKT KMGEPHETUUECKOro Hanaje-
HWS C LeNb0 HAPYLIEHUS ero HOPMANbHOTO (YYHKLNOHUPOBAHNSA, HO MOCNEACTBUSA TAKOrO HeraTue-
HOrO BO3/EMCTBUSA PEAKO NPUBOAAT K (DM3MUECKOMY pa3pyLLIEHNIO MK NOBPEXAEHNIO, UTO MPOUCXO-
AVT B XOA€ TPAAULMOHHOTO BOOPYXEHHOTO KOH(MANKTA. icxoas 13 Takoil npupopbl Kubeponepauui,
KpaiHe BaHO NOHATb, KaKne U3 HUX MOTYT ABNATLCA NpeameTom MITI. 0CO6eHHO BaXHO 3TO NOHATL
B OTHOLWEHNN KGeponepaLui, KOTOpble MOTYT 3aTPOHYTb MWL, HAXOAALWMXCA NOA 3aLLUTON HOPM
«npasa YeHeBbl» — B NepBYyi0 0uepefb, 3T0 KACAETCA BONPOCOB 3aLUTbl FPANAAHCKOTO HaceneHus.
B COBpeMEHHbIX YCNOBUSAX GONbWMHCTBO MH(OPMALIMOHHBIX CUCTEM BCE-TaKW UMEET rpaxaaHCKui
XapakTep, No3TOMy AOCTAaTOYHO NErko NPeAcTaBuTb CLEHApUN KMGEPHETUUECKOTO BOOPYXEHHOIO
KOH(NNKTA, B KOTOPbIX GYAET 3aTPOHYTO rPa/AaHCKOe HaceneHue.

MpuBeCTU NpuUmepbl CUTYaLMiA, B KOTOPbIX Kubeponepauunm 6yayT 3atparusatb rpaxpaHckoe
HaceneHue, JOCTaTOYHO JErKO; MPUYEM OHWU BbI3bIBAIOT BOMPOCHI NMPaBOBOM KBanMUKaLmMm,
KaK B BOEHHOE BpeMs, TaK 1 B MUpHOe. K npumepy, ocyliecTBneHNe knbeponepaLii, HanpasneHHoN
Ha HapylweHue (YHKLMOHWUPOBAHUA FPAXAAHCKOM IHEPreTUYECKON CUCTEMbI UMK CUCTEMbI BOAO-
CHabXeHNsA 6e3 ux GuU3nNyecKoro paspylleHns.

TaKke MOXXHO NPUBECTU NPUMEP KOMNbIOTEPHOTO BUPYCa Stuxnet, KOTOPbIN UMEN CBOEN LieNbio Ha-
pyLIeHNe HOPMANBHOTO (hYHKLMOHMPOBAHISA 3aBOfa N0 060raLLeHMI0 ypaHa B Micnamckoi Pecnybnuke
paH, B ropoae HeteHse. Hactoswmii npumep ABASETCA OfHNM U3 pUALUINX NPUMEPOB ANUTENbHO-
ro BPaw/ae6HOro BO3eNCTBIS HA COOTBETCTBYIOLME FOCYAAPCTBEHHbIE MH(OPMALMOHHbIE CUCTEMDI.
Kak 6b1710 YCTaHOBNEHO, laHHbIA BUPYC 6biN pa3paboTaH Npu yuacTum 3KCNepToB 13 cnewcnyxoé CLUA
1 N3pauns, u ero Lenbio 6bina agepHas nporpamma Mpaxal.

locymapcTBa, B yacTHOCTU, MpaH, He KBanuduuupoBanu cuTyauul ¢ BUpYcom Stuxnet B kaue-
CTBe HanageHus. HecMoTps Ha 3T0 06CTOATENbCTBO B JOKTPUHE Bbla BbICKa3aHa MblC/b, COIMACHO
KOTOPOI MeXAYHAPOAHBIA BOOPYXEHHbI KOH(NNKT B KN6EPNPOCTPAHCTBE BO3HMKAET, KOTAA BO3-
MOXHO YCTaHOBUTb KOHKPETHOE rocyAapcTso, paspabotasuiee supyc (Schmitt, 2012; Brown, 2011).

2 Nakashima, E., & Warrick, ). (2012, June 1). Stuxnet was work of U.S. and Israeli experts, officials say. The Washington
Post. https://www.washingtonpost.com/world/national-security/stuxnet-was-work-of-us-and-israeli-experts-officials-
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Tak, G. D. Brown (2011) npamo 3asBnseT, uto BMPYC Stuxnet sABNAeTCA KN6ePATako, BO3MOXKHO,
B HapylleHue OCHOBOMONAralolero MexayHapofHO-NpaBoBOro NPUHLMNA HenpuUMeHeHUs Cunbl
1 yTPo3bl €10, a TaKke B HapyleHue HopM jus in bello. Nicxops 3 Takux 3asBneHnin B AOKTPUHE,
BMO/IHE MOXET BO3HUKHYTb MbICb O BO3MOXHbIX KMbepaTakax, OCYLeCTBASAEMbIX Henpasutenb-
CTBEHHOW Fpynnoil NpoTMB NpaBUTENbCTBA TOMO UAW WHOMO TOCYAAPCTBA, UTO MOBMEYET 33 CO6OM
BOMPOC 0 KBaNU(MKaLMN TAKOTO C/lyyas B KAUeCTBE HEMEXAYHAPOAHOTO BOOPY)XEHHOIO KOH(MKTa
B KM6epnpoCTpaHCTBe.

MpvBegem ApYyroil Npumep CUTyaLuW, B OTHOWEHWWM KOTOPOW TaKKe 3BYYanu NpPU3bIBbI
K KBanu(UKaLum COBEPLIEHHDIX KMGEpaTak B KauecTBe aKTOB «KMGEpBOMHbI». Peub MAET O Ki-
6epatakax, COBepLIEHHbIX NPOTUB NPABMTENbCTBEHHbIX U BAHKOBCKUX MH(PACTPYKTYP B ICTOHUN
B 2007 roay, B pe3ynbTate KOTOpPbIX, B TOM YKMCne, rpaxaaHcKme nnua — KNUeHTbl NoCTpaaaBLLnx
JCTOHCKMX GAHKOB NUWKUANCL AOCTYNA K GAHKOBCKMM yCayram (Tikk et al., 2010; Buchan, 2012;
Pool, 2013)%. MHOrMe XypHANUCTbl, @ TaKKe HEKOTOPble KPUCTbI M3 3anagHblX CTPaH, OCHOBbI-
BasACb Ha TOM, YTO JlaHHble KMbepaTaky 6binn coBepLIeHbl NOCNE MPUHATUA PELEeHUs O NepeHo-
ce bpoH30BOro conpaTa, He060CHOBAHHO 06BMHIUNN B 3TUX KnbepaTakax Poccuiickyio Depepaunio
(Tikk et al., 2010; Buchan, 2012; Pool, 2013)*, xoTa 3KCnepTbl A0KA3aNN HENPUUYACTHOCTb POCCUIACKON
Oepepaunn K 3TUM Kubepatakam®. Mbl He 6ynem yrny6naTbca B 3TU CNOPbI, KOTOpble ABNSAT-
s 6onblue NOAUTUYECKUMU, YeM OPUAMUECKUMU. OTMETUM TOMbKO, UTO AAHHbIA NPUMEp OuYeHb
XOPOLWO MANOCTPUPYET HEOOXOAMMOCTb ONpefeneHns ratione materiae MeXpyHapoOAHOrO ryma-
HUTAPHOrO NpaBa B KN6epPNpPOCTpaHCTBe.

cxopa m3 BblwenepeyncneHHoro, Mbl NOCTaBUM CneayioLye Bonpochl. Bo-nepsbiX, NPUMEHAT-
CA M HOPMbI MEXYHAPOAHOI0 ryMaHUTAPHOTO NPaBa TONbKO K KnbeponepaLusm, KOTOpble MOXHO
NpU3HaTb HanafeHnem, Uan KO BCEM BOEHHbIM KnbepornepaLysam, U € KAKOro MOMEHTa Takue Hop-
Mbl 6yAYT NPUMEHATLCSA K TaKUM Onepaunsim? B 3T0I CBA3W HAANEXUT PacCMOTPETb He TONbKO KpU-
Tepuii ratione materiae, Ho 1 ratione temporis. Bo-BTOpbIX, HEO6X0AMMO MOHATD, UTO TAKOE Hama-
feHne (knbepataka) B knbepnpoctpaHctee? Ho nepej nccnenoBaHuem BbilieyKasaHHbIX BONPOCOB
BXHO TaKXe OTBETUTb HA BOMPOC, UTO Takoe KNbepnpoCTPaHCTBO, C YEro U HAuHeTCs HacTosLee
uccnenoBaHue.

MoxsTHE KMBEpnpocTpaHCTBa

HecMmoTps Ha CTpemuTenbHOE pa3BUTUE WHAOPMALMOHHBIX TEXHONOTUIA, HA MEXAYHapOAHOM
YPOBHE [10 CMX NOP HET YHUBEPCANbHOTO ONpeAeneHuns KM6epnpoCcTPaHCTBa, a CyLecTBYeT MHOXe-
CTBO OnpefeneHnit, 3aKpenaeHHbIX B Pa3fUHbIX MEXAYHAPOAHbIX [OKYMEHTaX.

Tak, B CTaTbe 2 KOHUENUuUW KOHBEHUMM 06 o6GecneueHUn MexayHapoaHOW UHMOPMALMOH-
HOIl 6€30MacHOCTH, BbiHeceHHOM Poccuiickon Oefiepaumeil B 2011T. Ha paccmoTpeHune B OpraHn3aLmio
06beanHeHHbix Hauuit (OOH), noa MHGOPMALIMOHHBIM TPOCTPAHCTBOM NOHUMAETCA Chepa fesTenb-
HOCTW, CBA3aHHAA C OPMMpPOBaHMEM, CO3[aHNeM, NPe06pa3oBaHNeM, Nepeaayuei, MCNONb30BaHNEM,

3 Cm.TakKe: Carxues, A. (2007, nioHb 7). Taniux nowen no mupy. Poccuitckas rasera. hitps://rg.ru/2007/06/07/estoniya.html;
Opnos, A. (2007, nioHb 6). Amaka xaxkepos Ha ICMOHUI0 WA He u3 Poccuu, a co 8cezo mupa — 3kcnepm. PUA HosocTu.
https://ria.ru/20070606/66760771.html; Vitkine, B. (2017, Mars 14). LEstonie, premiére cybervictime de Moscou [Estonia,

4 Vitkine, 2017.
5 CaHxues, 2007; Opnos, 2007.
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XpaHeHuem MHGopMaLMK, OKa3blBaowas BO3AENCTBIE, B TOM YMCe HA MHANBMAYANbHOE 1 06Le-
CTBEHHOE CO3HaHMe, MH(OPMALMOHHYI MH(PACTPYKTYPY N COBCTBEHHO MH(OpMALIAIOS,

AHanornuHoe onpefeneHue TaKxe 3akpenneHo B CornaweHnn mexay MpaBuTenbCcTBaMmU rocy-
AApCTB-uneHoB LIaHXallcKo OpraHM3aLun COTPYAHUUYECTBA O COTPYAHNUECTBE B 06nacTu obecne-
UeHUs MEeXAYHAPOAHON NHOPMALMOHHON Be3onacHocTi’, B CornaweHnn mexay MpasuTenbcTBoM
Poccuitckon ®epepaumn u MpasutenbctBom Pecny6nukn benapych® u B CornaweHun mexay
MpasuTenscTBom Poccuitckoit Gepepauuu v NMpaButenbctBom Kutaickoi HapogHoi Pecny6nuki®,

B PykoBoacTBe nop KubepnpocTpaHCTBOM MOHMMAETCA Cpefa, 06pa3oBaHHas (U3MUecKumu
1 He(hU3MUECKMMI KOMMOHEHTaMK AN1sl XpaHeH s, MoanuduMKaLmm n 06MeHa AaHHbIMI C UCMONb30Ba-
HUeM KOoMNbloTepHbIX ceTel (Schmitt, 2013).

TaKKe 3aCNyXXNBAET BHUMAHNS onpeaeneHine, pa3pabotaHHOe COBMECTHOI FPYNMnon POCCUICKMX
N aMepUKAHCKMX CreunaniuctoB. OHU OTMETUAN, YTO NOA KMOEPNPOCTPAHCTBOM MOHUMAETCA 3Mek-
TPOHHAsA Cpefa, B KOTOPOI MH(OPMALMA CO3AAETCA, NePeAaETCs, NPUHMMAETCS, XPaHUTCA, 06paba-
TbIBAETCA M YHUUTOXAETCA™, [laHHOE ONpeaeneHine, no CyTi, OTPAXAET camy CyTb K6epNpPOCTPaHCTBa,
HO OHO He Y4MTbIBAET OAHOTO BAXXHOTO MOMEHTA. Peub WAET 0 Mo6GanbHOM XapakTepe KU6epnpo-
CTPAHCTBA, KOTOPbIA 06ECNeunBaeT BO3MOXHOCTb MH(OPMALMOHHOMO 06MEHA U B3aMMOAENCTBIS,
HEeCMOTPA Ha rOCYAAPCTBEHHbIE TPaHMLbl. BMeCTe ¢ TeM O CTOPOHbI GOMbWMHCTBA FOCYAAPCTB Ha-
MeTUNACch TEHAEHLNS YCTAHOBNEHNS CyBEPEHUTETA HAf CBOMMM HALMOHANBHBIMI CErMEHTaMu Io-
6anbHOro KM6epnpoCTpaHCTBA. Tak HA3biBaeMblil 3aKOH 0 «CyBepPeHHOM VIHTepHeTe»", NPUHSATbINA
B Poccun B 2019 1., unnocTpupyer ato.

OfHaKo He cnefyeT OTOXAECTBNATb WIHTEPHET n KubepnpocTpaHcTBO. KubepnpocTpaHCTBO
BKNiouaeT B cebs robanbHyto ceTb IHTEPHET, HO He OrPaHNUMBAETCS €l0. B noaTBepXAeHe 3T0-
ro Teslca MOXHO MPUBECTM OnpefeneHne KU6epnpoCTpaHCTBa, 3aKpenneHHoe B [IOKTPUHE WH-
thopmauuoHHo 6e3onacHocTu Poccuiickoit Mefepalnu, B KOTOPON AaHHOE MOHATUE UMEHYeTCs
WH(OPMALMOHHON chepolt. 3aecb noa MHOPMALMOHHOW Chepont MOHUMAETC COBOKYMHOCTb
WH(opMaLuK, 06beKTOB UHGOPMATM3ALMM, NHGOPMALMOHHBIX CUCTEM, CAUTOB B MH(OPMALM-
OHHO-TENEKOMMYHUKALMOHHON CeTU UHTEPHET», CeTell CBA3N, NH(OPMALNOHHBIX TEXHONOTUN,
Cy6bEKTOB, 1EATENBHOCTb KOTOPbIX CBA3aHA C POPMUPOBaHMEM 1 06PaBOTKON MH(OPMALIMM, pa3-
BUTMEM W UCMOMb30BAHNEM HA3BAHHbIX TEXHONOTNIA, 06ecneueHem HGOPMaLMOHHOW Ge3onac-
HOCTW, @ TaKe COBOKYMHOCTb MEXaHWU3MOB PerynuMpoBaHWs COOTBETCTBYHOLNX O6OLIECTBEHHBIX

& MU Poccum. (2011, ceHTAbpb 22). KoHeeHyus 06 obecneyeHuu MexdyHapoodHol uHGopmayuoHHol 6esonacHocmu (KOH-
uenyus). https://www.mid.ru/foreign_policy/official_documents/-/asset_publisher/CptICkB6BZ29/content/id /191666

7 CornaweHune Mexay NpaBUTeNbCTBAMM TOCYAAPCTB-UNEHOB LLIaHXalCKoW OpraHM3aLumu COTPYAHNYECTBA O COTPYAHNYE-
cTBe B 061acTn 06ecneueHuns MeXxayHapogHoM nHhopMaLnoHHon 6e3onacHocTy ot 16 uioHa 2009 r. bronneteHb Mexay-
HapoaHbIX sorosopos, Mapt 1993-2012, N@ 1, c. 13-21.

8 CornaweHue mexay Mpasutenbcteom Poccuiickoit Gegepauun u MpasutenbctBom Pecny6nuku benapycb 0 cOTpyAHMYe-
CTBe B 06N1acTi 06ecneyeHns MexayHapofHON MHGOPMALMOHHON Be3onacHocTh oT 25 fekabps 2013 I. bionneTeHb Mex-
AyHapofHbix gorosopos, Mapt 1993-2015, N2 7, c. 16-23.

°  CornaweHue mexay MpasutenbctBom Poccuiickor ®egepaunn u MpasutenbcTeom Kutaiickol HapogHow Pecny6nunku
0 COTPYAHMYECTBE B 06M1aCTIN 06ECNeYeHns MeXAYHAPOAHONM NHopMaLMOHHON Ge3onacHocTh oT 8 mas 2015 T. Bronne-
TeHb MeXAYHapoAHbIX sorosopos, Mapt 1993-2016, N2 11, c. 82-88.

" (®epepanbHblit 3aKoH 0T 1 Mas 2019 1. N2 90-03 «O BHeceHuM u3meHeHnin B OeaepanbHblii 3aKoH «O cBA3u» n Gegepans-
HbIA 3aKOH «06 WHdOPMaLMK, NHDOPMALMOHHBIX TEXHONOTUAX W O 3aluTe UHdopMaLmun». CobpaHue 3aKOHoAATeNb-
cTBa Poccuiickon Gepepauin 2019, NO 18, Cratbs 2214.
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OTHOWeHN™. Kak BUAHO U3 onpepeneHus, IHTEPHET He TOXAECTBEHEH KU6epnpoCTPaHCTBY.
B NOKTpMHE TaKKe BO3MOXHO HalTU NOATBEPXKAEHNE TE3UCY O TOM, UTO He CllefyeT OTOXAECTBAATD
NuTepHet n kubepnpocTpanctso (Danel'yan, 2020). Monyuaetcs, KM6epPNPOCTPAHCTBO NpPe/CTaB-
nAeT c060M COBOKYNHOCTb KOMMbIOTEPHBIX CETEN, MOBUNbHBIX YCTPOMCTB U NOMb30BaTeNel, KOTO-
pble B3aMMOAENCTBYIOT MeXay COB0I Ha PacCTOAHUM, a HTepHET ABNAETCA CBA3YIOWMUM KaHANoM
ANs TaKOro B3aUMOAENCTBUA.

C yueTom BblLIeyKa3aHHOTO, CUMTAEM, YTO NOA KMGEpnpoCTPAHCTBOM HEOOXOAUMO NOHNUMATD FN0-
GanbHyl0 3NEKTPOHHYI Cpepy, 06pa30BaHHY (U3NUECKUMU U HeDU3UUECKUMU KOMMOHEHTaMMU,
BKNIOUas KOMN/IEKC TEXHUUECKUX U NPOrPamMMHbIX CPEACTB, B KOTOPOK NOCPEACTBOM UCMOMb30BaHNS
KOMNbIOTEPHBIX 1 MOBUAbHBIX CeTel, BKIOUAA M06anbHY0 NHGOPMALNOHHO-KOMMYHUKALMOHHY IO
ceTb «MHTepHET», ocywecTBAseTcs (hOpMMPOBaHMe, Nepeaaya, npuem, XxpaHeHue, 06paboTka, Moau-
(hMKaLmMsa N YHUUTOXEHNE H(OpMALN.

MonsTue BOOPYXEHHOI0 KOHEIJ}'IVIKTa B KMﬂBpI’IpOCTpaHCTBB

B PykoBoACTBE OTAENbHON HOPMbl-fE(UHULUM BOOPYKEHHOTO KOH(AMKTA B Knbepnpo-
CTPAHCTBE He COfePXNTCA, TEM HE MEHEe TaKoe ONpefeneHne COAePKMTCA B NYHKTe 2 KOMMEHTApus
K Hopme 80. [ofy BOOPY)XEHHbIM KOH(MKTOM NOHMMAETCA CUTYaLMs, CBA3AHHAA C OCYLLECTBNEHU-
€M BOEHHbIX AeICTBUN, BKMIOUASA Te, KOTOPbIE OCYLLECTBAAKTCA C UCNONb30BAHMEM KUGEPCPeaCTB.
Jlanee no TeKCTy KOMMEHTapUs, pa3paboTuMKM yKa3anu, uto NOHATUE KBOOPYKEHHBIN KOH(IMKT
nprnobpeTaeT pasNuuHoe 3HAUeHUe B 3aBUCUMOCTU OT €ro TUNOAOrMM, 3aKPENNEHHON B HOpMaX
82 n 83 PykosopcTga (Schmitt, 2013).

B Hopme 82 3akpenneHo cnegytouiee: «MexayHapoaHbIA BOOPYKEHHbIA KOH(AMKT UMEET MecTo
BCAKMI Pa3, KOraa Mexay ABYyMS WM 6onee rocyaapctBamu NpoOMCXOAST BOEHHbIe AeNCTBUS, KO-
TOpble MOTYT BKKOUaTh Knbeponepauuu Unn orpaHNuMBaTLCA UMn». B CBOKO ouepefb, B HOpMe 83
YKa3aHO, UTO KHEMEeXAYHAPOAHbIA BOOPYXEHHbIN KOH(NUKT BO3HUKAET BCAKMIA pa3, Koraa ume-
€T MEeCTO NPOAOMKUTENbHOE BOOPY)XEHHOE HAacUNNe, KOTOPOE MOXET BKNIOUATb MW OrpaHNYMBaTbCS
Kubeponepauusamu, NPONCXOAALNMI MEXAY NPABUTENbCTBEHHBIMU BOOPY)XEHHbIMU CUAAMN 1 Op-
raHN30BaAHHbIMI BOOPY)XEHHbIMI TPYNNAMI UK MEXAY Takumu rpynnami. KOHPpOHTaLmMs JomkHa
AOCTUraTb MUHUMANbHOTO YPOBHS MHTEHCUBHOCTH, @ BOBNIEUEHHbIE B KOH(INKT CTOPOHBI AOMKHbI
06131aTb MUHMMANbHOW CTENEHbIO OPraHN30BaHHOCTUY,

Kak npepcraBnsercs, onpegenedue, 3akpenneHHoe B kommeHtapun K Hopme 80 PykoBopfcTBa,
OCHOBAHO Ha HOpMax MeXAYHAPOAHOTO YMAaHUTApPHOrO MpaBa W OTPAXAET CyTb BOOPYKEHHOIO
KOH(ANKTA, HO B TO XK€ BPeMS ABAAETCA JOCTATOUHO 06LLMM. KNioueBbIM MOMEHTOM 34€eChb ABNSET-
€A1 T, UTO TaKON KOHUKT OCYLLECTBAAETCA C UCMONb30BAHNEM KNGEPCPEACTB, NOf KOTOPbIMI MOHM-
MKTCA Pa3nMUHbIe MHCTPYMEHTbI U METOAbI, MCNONb3yeMble B KNGEPNPOCTpaHCTBE. Ha 370 yKa3biBa-
10T 1 B fOKTPUHe (Lin, 2012). U3yuum ux 6onee noapo6Ho.

[ns Hauana OTMETUM, UTO NPEA/IAraeTcs ABe KNaccMMKaLMm TaKUX MHCTPYMEHTOB 1 MeTo0B (Lin,
2012): Bo-nepBblX, KN6ePCPEACTBA MOXHO Pa3AenuTb Ha aBTOHOMHbIE, CNOCO6HbIe paboTaTb 6e3 BMe-
LaTenbCTBa YeN0BeKa, U HA yNpaBnsemMble, KOTOPble paboTalT NoA ynpasneHuem onepatopa. Bo-
BTOPbIX, KNOEP-CPEACTBA MOXHO Pa3AeNnnTb Ha HACTynaTeNbHble U 060POHUTENbHbIE.

OueBMAHO, uTO nepBas KnacCMPMKaUMA OCHOBAHA HA TEXHWYECKOM acnekte —
B WH(OPMALMOHHBIX TEXHONOrMAX, KAaK W3BECTHO, CYWECTBYOT ABTOHOMHblE CUCTEMbI,

2 [lokTpuHa MH(OpMALMOHHOI 6e3onacHocTi Poccuiickoint Mepepauun. YT8. Ykasom Mpesugenta PO ot 5 gekabps 2016 .
N 646. CobpaHue 3akoHoaaTenbCcTBa Poccuitckorn Gepepayun 2016, NO 50, Cratbsl 7074,
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KOTOpble PaboTaloT 6e3 BMellaTeNnbCTBA UYENOBEK]A, @ TaKXe CUCTEMbI, YPaBiseMble 0NepaTopoM.
B KauecTBe KpuUTepus, NEXallero B 0CHOBE BTOPOW KnaccuduKalmm, BbICTyNaeT BOGHHAA TaKTUKa.

MpepnoxeHHble KnaccuukaLun ABNSIOTCA NepecekatowwumMmncs: aBTOHOMHble KnbepcpeacTsa Mo-
ryT 6bITb KAK 060POHUTENbHBIMMU, TaK U HACTYNaTeNbHbIMU. AHANOTUYHO OBCTOUT AENO U C ynpaBnse-
MbIMUN KubepcpeacTBamMu. PacCMOTPUM aBTOHOMHbIE W YNIpaBAsieMble CPeAcTBa, MOCKOMbKY TeXHNYe-
CKUI acneKT ABNAETCA NEPBUUHbIM.

ABTOHOMHOE HacTynaTenbHOe KN6epCcpencTBO BKAOUAET 3 HEOOXOAUMbIX INeMeHTa. Bo-nepBbix,
J0CTYN, NoJ KOTOPbIM MOHMMAKTCA WHCTPYMEHTbI U METOAbl, C MOMOLLbI0 KOTOPbIX CTOPOHbI KOH-
hnukTa nonyyarT MHopMaLmio. BaXHO OTMETUTb, YTO B pamMKax KnbepnpoCTpaHCTBa pacnpocTpa-
HeH yaaneHHbl JOCTYN, KOTOPbIA He TpebyeT 6MM3KOro KOHTAKTa MeX [y CTOPOHAMM, UTO 3HAUMUTENb-
HO OTNNYAET TPAANLMOHHBIA BOOPYXEHHDbIN KOH(INKT OT KUBEPHETUUECKOTO.

Bo-BTOpbIX, Pa3fMuHble TEXHUUYECKUe YA3BUMOCTU TOW UMK WHON WHAOPMALMOHHON CUCTEMbI,
KOTOpble NO3BONAIOT ee B3/10MaTh 1 MOAYYUTb JOCTYN K UHTepecylolleil nHdopmauun. Caenatb Ku-
Gepcuctemy NonHOCTbIO HeyA3BUMON HEBO3MOXHO. OffHAKO TeXHMUECKas YA3BMMOCTb MOXET BbiTb
0CTaBneHa B MH(OPMALNOHHON CUCTEME HAMEPEHHO U NPEACTaBAATb CO60M «NOBYLIKY» ANA APYroil
CTOPOHbI KNGEPHETNYECKOTO BOOPY)XEHHO0 KOH(INKTA.

I, HaKoHel, B-TPeTbMX, Tak Ha3blBaeMas Mone3Has Harpyska, noj KOTOPON MOHUMAETCA Me-
XaHU3M BO3[eNCTBUA HA MH(OPMALMOHHYIO CUCTEMY NOCNE NPOHUKHOBEHMUS B Hee B pe3ynbTaTe
UCNONb30BAHMUA €€ TEXHNYECKON YA3BUMOCTU. B KauecTBe UNNIOCTPALLMM 3TOTO TEXHUUECKOTO Tep-
MUHA MOXHO OTMETUTb, UTO, HaNpPUMep, B Cyuae KOMNbITEPHOrO BUPYCa MOME3HON Harpy3Kou
ABNSATCA BPeAOHOCHbIE IeNCTBUSA TaKOTO NPOrpamMMHOro o6ecneyueHus, KOTopoe i ABNSETCS Npu-
MEpOM aBTOHOMHOIO HAaCTynaTenbHOr0 KubepcpeacTBa. KomnbloTepHbIe BMPYChl, KaK W3BECTHO,
[eCTBYIOT CAaMOCTOSATENbHO, W BNOMHE BO3MOXHO, UTO B XO[e BOOPYXEHHOT0 KOH(AMKTA B Ki-
6epnpoCTpaHCTBe OfjHA U3 BOIOIOWMX CTOPOH MOXET UCMOMb30BaThb NPOrpaMMHoe obecrneyeHme,
KOTOpO€, B3/10MaB MH(OPMALMOHHYIO CUCTeMy MPOTUBHUKA, OyAeT cobupaTb HEOOXOAUMYHD UH-
thopmaLio 0 NPOTUBHUKE.

YT0 )Xe KaCcaeTcs aBTOHOMHbIX 060POHUTENbHBIX KUOEPCPEACTB, TO NPUHLMN UX PAabOTbl OCHOBAH
Ha UCMNONb30BAHWUM OJHOTO MM HECKOMbKMX BbllleyKa3aHHbIX KOMMNOHEHTOB. Tak, Hanpumep, pabo-
Ta 6paHamayapa (hailpsona) OCHOBAHA Ha NPUHLMME MPOTUBOAEACTBUS HECAHKUMOHNPOBAHHOMY
A0CTYNY B MHOPMALMOHHYIO CUCTEMY, OCHOBAHHOMY HA MCMONb30BAHUM TEXHUUECKUX YA3BUMOCTEN
CUCTEMbI.

YTto e Kacaetcs ynpaBnsiembix Kubepcpeacts, TO TYT BCe Npowe. Tak Kak ynpaBasieT Takum
WHCTPYMEHTOM OMepaTtop, T. €. YenoBek, T0 06bEKTOM NEPBUYHOTO BO3[ENCTBUA OYAET MMEHHO
OH. 31eCb NPUMEHSAIOTCA BCe Te e TPAAULMOHHbIE HACcTynaTenbHble METOAbI N0 NOAKYNY, BepboBKe
1 T.N. 060POHMTENbHBIMM METOAAMU B TAKOM C/lyuae byayT pa3nuyHble MeponpuaTus no npefoTspa-
LEHWI0 TaKNX AeMCTBUI B OTHOLIEHNN OnepaTopa.

Ba)XXHO OTMETUTb, UTO AAHHbIA NOAXO/ He 0CNApPUBAETCA B JOKTPUHE (Lin, 2012). B JOKTPUHE Heko-
TOpble UCCnesoBaTeni UCNOMb3YIOT B OTHOWEHUN KUGEPCPEACTB TEPMUH KKMOEPOPYXME» UK «UH-
topmaumonHoe opyxue» (Talimonchik, 2015; Franklin, 2016; Hathaway et al., 2012; Pool, 2013). B 10 e
Camoe Bpems NOHATME «KUGepopyxme» ABNSETCA 6onee y3KUM, NOITOMY 6onee LenecoobpasHo mc-
NnoNb30BaTb NOHATUE «KNBEpPCpencTBay.

Kakue encTBus B KNGEPNPOCTPAHCTBE MOTYT OCYILECTBAATLCA C UCMNOMb30BAHUEM TaKUX CPEACTB?
Kakue knbeponepauuu CywecTByoT?

Tak, 60NbLINHCTBO AaBTOPOB KnaccuuumpytoT kKnbeponepauum Ha knbepataki U Knbepakcnnya-
Tauuio (Lin, 2012; Schmitt, 2013).
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B cooTBETCTBMM C HOpPMOIA 92 PyKOBOACTBA, KMbepaTaka — 3T0 HacTynaTenbHas unm 060poHuTeNb-
Has KnbeponepaLus, KOTopas, KaK pasyMHO OXMAAETCA, NPUBEAET K NPUYUHEHUIO TPABM UK CMepTU
niofeit, Nn60 K NOBPEeXAEHINI0 UK Pa3pyleHuIo 06bekToB (Schmitt, 2013).

Onpenenexue kubepartakul TaKKe COAEPXUTCA U B HALLMOHANbHO-NPABOBbIX aKTax, Hanpumep
B CT. 2 ®efepanbHoro 3akoHa «0 6e30MacHOCTM KPUTUUECKO MHOPMALMOHHOM MH(PACTPYK-
Typbl Poccuiickoit Gepepauun» ot 26.07.2017 r. N 187-M3: «komnbloTepHas aTaka — LieneHanpas-
NeHHOe BO3JEACTBUE NPOrPaMMHbIX U (MNK) NPOrpaMMHO-annNapaTHbIX CPEACTB HA O06bEKTHI
KpUTUYECKON MH(OPMALMOHHON MHPACTPYKTYPLI, CETU 3NEKTPOCBA3M, MCMONb3yeMble NS Op-
raHu3auun B3aMMOENCTBUA TaKUX 06bEKTOB, B LieNAX HapyweHua u (Mnn) npekpaweHns ux
(YHKUMOHNPOBAHUS 1 (MnK) CO3AaHMA Yrpo3bl 6e30MACHOCTI 06PabaTbiBAEMO TAKUMI 06 bEK-
TamMu UHGOPMaLMN»®,

[laHHOe onpefeneHue, 3aKpenneHHoe B POCCUIACKOM 3aKOHE, SIBNSIETCA 0OLMM, 1 He YUuTbIBAET
cneunduky Knbepatak B YCIOBUAX KNOEPHETUUECKOrO BOOPY)XEHHOTO KOHNuKTa. Moatomy 6onee
LenecoobpasHbimM 6yaeT MCNonb3oBaHMe TePMUHONOTMN PYKOBOACTBA.

Kubepakcnnyatauus, B CBOK ouepefib, — 370 kubeponepauyuu, HanpasneHHble Ha NPOHUKHOBe-
Hue B MH(OPMALMOHHBIE CUCTEMbI NPOTUBHUKA C LieNIbio NOAYYeHNs UHTepecytoLeil uHdopmaLmn
W He HapywwarwLmue nx LenoCTHOCTU U HOPMANbHOTO (PYHKLMOHNPOBAHUA. Kak pasyMHO OTMeuarT
B [OKTPUHE, Nyulan Kubepakcnnyarauus — 310 Ta, KOTOPAsA He3aMeTHA Ans Monb3oBatenei WUH-
(hOPMaLMOHHON CUCTEMbI, B KOTOPYIO OCYLIECTBAACTCA NPOHUKHOBeHMe (Lin, 2012). Mo3tomy ofHUM
U3 NPMMepOB Takon knbeponepawun SBAseTcs KnbeplwnunoHax. Mpu 3Tom B npecce NOpok oTaeNb-
Hble KnbeponepaLum Ha3bliBaKT Knbepatakamu, HECMOTPA Ha TO UTO TakMe Kubeponepawmu ABNAIOT-
€A Knbepakcnyataumei.

Ba)XXHO yuuTbIBATb, UTO MOHATUE KBOOPYKEHHDBIA KOH(AUKT NPUOBPETAET Pa3NMUHOE 3HAUEHNE
B 3aBMCMMOCTM OT €r0 TUNONOrMK. besycnoBHO, MeXAYHAPOAHbIN BOOPYKEHHbIN KOHDANKT 0TNNYa-
€TCs OT HEMEXAYHAPOAHOTO B YaCTW WX NPABOBOTO PerynupoBaHns — 310 6eccnopHbii hakT. Tem
He MeHee MeXAYHAPOAHbIA U HEeMeXAYHAPOAHbI BOOPYKEHHbIA KOH(AMKT ABAAKTCA YaCTHbIMMU
cnyyasmm 6onee 06LEro NOHATUA «BOOPYKEHHBIA KOH(ANKT»,

I1TaK, BOOPYEHHbIN KOH(AMKT B KUOEPNPOCTPAHCTBE — 3TO CUTYALNUS BOOPY)KEHHOO CTONKHO-
BEHWSA U NPOTUBOCTOAHNA NPABUTENbCTBEHHDIX BOOPY)XEHHbIX CUN ABYX 1 6onee rocynapcrs, a Takxe
cUTYauna NpoAOMKMTENIbHOTO BOOPY)XEHHOI0 NPOTUBOCTOAHNA MEXY NPaBUTeNbCTBEHHbIMU BOOPY-
XEHHbIMU CUNAMU 1 OPraHW30BAHHbIMU BOOPYXEHHbIMU TPYNNAMN UMK Xe MeXAy Takumu rpynna-
MW BHYTPU OHOTO FOCYAAPCTBA, YPOBEHb HANPSKEHHOCTI HACMIUA B KOTOPOW NPEBbILAET YPOBEHb
HaNPSXXEHHOCTU B CUTYaLMAX HAPYLEHWA BHYTPEHHEro Mopsaka W BO3HUKHOBEHUS O06CTAHOBKM
BHYTPEHHEl HanpsKeHHOCTH, B KOHTEKCTE KOTOPOM CTOPOHAMM TaKoro MPOTUBOCTOSHUA UCMONb3Y-
I0TCA KN6epPCPeaCTBa C LeNblo OCYLeCTBAEHNS Pa3NMuHbIX KnbeponepaLmnii B OTHOLWEHUM ApYT NPo-
TUB Apyra.

OTmeTUM, UTO LienecoobpasHee UCMOMb30BATh NOHATUE KKUOEPHETUUECKUI BOOPYKEHHbIA KOH-
(hnKT», a He «knbepsolHa». Kak U3BECTHO, Npu pa3paboTke B AanekoM 1949 r. 6bIn MCMONb30-
BaH TEPMUH «BOOPYXEHHbIN KOHDNNKT», a He «BOWHAY, T. K. NepBOe NOHATUE Gonee WMPOKOoe, uem
BTOpOe. Hafio nonaratb, UTO AaHHAsA NOTMKa NPUMEHMMA 1 K KnbepnpocTpaHCTBY. HecmoTpsa Ha no-
FMYHOCTb TAKOI aHANOrNK, MHOTUE UCCIIeA0BATENN UCMIONb3YIOT TEPMIH «KnbepBoitHa» (Zhang, 2012;
Droege, 2012; Schmitt, 2002; Pool, 2013).

Tenepb, ONpeAenuBIIMCb C OCHOBHBIMM NOHATUAMM, Neperfem K NpeaMeTy HaCcToALEN CTaTby.

B (degepanbHblil 3aKOH 0T 26 ntons 2017 . N 187-03 «0 6€30MacHOCTI KPUTUUECKOW UH(OPMALMOHHOK MHGPACTPYKTY-
pbl Poccuiickon Gepepaumun» CobpaHue 3akoHopaatenbcTa Poccuiickon Gepeparian 2017, NO 31, Cratbs 4736.
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Ratione materiae MIT B kubepnpoctpaHcTBe

[ins Hauana onpefenMmcs € O6WMUM NMOHSTMEM BOEHHble [ENCTBUA UMW BOEHHble OMepaLuu.
OTnpaBHOI TOUKOI ANs 3TOrO ABNAETCA CT. 48 [lononHuTenbHOro MpoTokona |, kKoTopas 3akpenuna
06bIYHO-NPABOBYI0 HOPMY, MPUMEHSIEMYIO KaK B MEXAYHAPOAHBIX, TaK U HEMEXAYHAPOAHbIX BOOPY-
eHHbIX KoHnuKTax (Henckaerts & Doswald-Beck, 2006). B cTaTbe 3akpenneHo cneyouiee: «/ns
obecneyeHns YBAKEHUS U 3aWUTbl FPAXAAHCKOTO HACENEHU U FPKAAHCKUX 06DEKTOB CTOPOHDI,
HaxofALeica B KOHDNNKTE, [OMKHDI BCErAa NPOBOAUTb pPa3nnume Mexay rpaxaaHCKumM HaceneHu-
€M 1 KOMBaTaHTaMM, a TaKKe MeXAY rPaXAAHCKMMN 06beKTaMI U BOEHHbIMU 06bEKTAMM U COOTBET-
CTBEHHO HanNPaBNATb CBOM ACUCTBUS TONbKO NPOTUB BOEHHbIX 06BHEKTOBN",

OnpenenanwWyMM AN1A BOEHHbIX AeiicTBUi (onepauuil) ABNAETCA KPUTEPUI HanpasieHHOCTM:
OHU MOTYT 6bITb HANPaBNEHHbI TONbKO NPOTUB BOEHHDIX LieNeN, T. e. NPOTUB KOM6HATAHTOB 1 BOEHHbIX
06beKTOB. TaKoW XapakTep BOEHHbIX ONepaLuii, B TOM YMCe U HanageHni, npeaonpeneneH Takum
MPUHLMNOM MEXAYHAPOAHOr0 rYyMaHUTAPHOrO NPaBsa, Kak NPUHLMUN NPOBEfEHUA pPa3nuuus, KOTo-
pblii NPOHM3bIBAET BCE HOPMbI, Kacatoluecs BONPOCOB BeieH!s BOEHHbIX AeACTBUIA, Kak 06Lero,
TaK U KOHKPeTHOro xapaktepa. Tak, B n. 1 ct. 51 lononHutenbHoro lNpoTtokona | ykasaHo, 4to «rpa-
XAHCKOe HaceneHue 1 OTAeNbHbIE TPa¥aaHCKNe 1L NONb3YITCA 06LLEN 3aWWKUTON OT ONACHOCTEN,
BO3HMKAIOWMX B CBA3M C BOEHHbIMI onepaLusiMu»®. MyHKT 2 faHHOW CTaTbu YKa3blBAET, UTO «rpa-
KOAHCKOE HaceNeHne Kak TakoBOe, a TaKke OTAEeNbHble rPaXAaHCKNe Nuua He JOMKHbI ABNATHCA
06bEKTOM HanafeHNnn»'; a B 1. 3 3aKpenneH 3anpeT HanageHuin HensbuUpaTenbHOro xapakTepa'.

B nn. «b» n. 5 c1. 51 lononHutenbHoro Mpotokona | Hawen oTpaXeHue He TONbKO NPUHLMA Npo-
BeJeHUs pas3nnuus, HO N NPUHLKMN COPa3MEPHOCTU: «B uncne npounx cnegytowue BUAbl Hanage-
HUI CleflyeT cunTaTb HeusbuparenbHbiMu: ...b) HanaaeHne, KOTOpoe, KaK MOXHO OXMAATb, NOMYTHO
noBneyet 3a co60M NOTEPU XNU3HU CPeAN TPAXAAHCKOTO HACeNeHns, paHeHUs FpaxaaHcKux nuL
W ylep6 rpxaaHCKMM 06beKTaM, Uu To U ApYroe BMeCTe, KOTOpble 6biin 6bl Upe3MepHbl N0 OTHO-
WEeHNK K KOHKPETHOMY M HenoCcpeACTBEHHOMY BOEHHOMY MpeuMyLLecTBy, KOTOpoe npeanonaraer-
€A TaKMM 06Pa30M NONYUMTHH'E, ITOT NPUHLMN TECHO CBA3AH C MPUHLMMOM NPOBEAEHNS pasnuuus
1, N0 CYTW, BbITEKAET U3 Hero, Ha UTo YKa3blBalOT B JOKTPUHE (David, 2011).

Mpogomkas paccyxgeHus O NpUHLMUNE NPOBELEHMA pa3nnuunus, OTMETUM, yTo N. 6 CT. 51
NlononHuTenbHoro Npotokona | 3akpenun 3anpet HanaJeHuit Ha rpaxaaHckoe Hacenexue (oTaenb-
HbIX FPAXAAHCKUX NUL) B NOPAAKE Penpeccanuii®, a n. 2 CT. 52 3aKpenus, uto HanafeHus A0mK-
Hbl CTPOr0 OrpaHMYMBaTbLCA BOEHHbIMU 06bEKTaMU®,

11, HakoHeL, n. 1 cT. 57 lononHuTenbHOro MpoToKona | 3aKpenun BbiTeKatoWmin U3 NPUHLMNA Npo-
BeieHNs Pa3nuunua NPUHLMN NPeAoCTOPOXHOCTU: «[p1U NPOBEAEHUM BOEHHBIX ONepaLyit NOCTOsH-
HO NpoABNAETCA 3a60Ta 0 TOM, UTOObI WAAMTL FPAKAAHCKOE HACENeHne, rPAXAAHCKUX NUL, U rpa-
KAAHCKME 06BEKTbIN?,

% [lononHuTenbHblin npotokon (Mpotokon |) K XeHeBCKUM KOHBEHLMAM KaCAIOLLMACA 3aULNTbI KEPTB MeXAYHaPOIHbIX BO-
OpYeHHbIX KOH(DANKTOB CT. 48, ABYCT, 12, 1949, c. 264. [nanee — Xenesckuii npotokon (1)].
5 )eHeBckuit npotokon (1), 265.
% Yewesckuit npotokon (1), 265.
7 YeHeBcKuit npotokon (1), 265.
% YeHeBcKuit npotokon (1), 265.
Y YeneBckuit npotokon (1), 266.
2 )eHeBckuit npotokon (1), 266.
7 )eHeBckuit npotokon (1), 269.
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OTMETUM TaKke, UTO elie OfHUM OrpaHUUMBAIOLIMM BOEHHble AeicTBUS (DAKTOPOM SIBNSETCSH
NPUHLMAN TYMAHHOCTW, KOTOPbIA aHANOTMUHO ABMAETCS OfHUM W3 KIHOUEBbIX MPUHLMMNOB MEXAy-
HapOAHOro rYMaHUTAPHOTO NpPaBa, UTO NPOCIEXUBAETCA B HOPMAX 3TON OTPACTM MEXIYHAPOAHOIO
npasa, BK/MUas Bbllle NpoaHanu3npoBaHHble HOPMbl.

Takum 06pa3oM, BCe BOEHHble AENCTBUS OrpaHMueHbl BblleyKa3aHHbIMI NPUHLMNAMU TYMaH-
HOCTW, NPOBEJEHMUA Pa3NuuKA, COPA3MEPHOCTU U NPEAOCTOPOXHOCTU. YCTAaHOBUB 3TOT OUEBMAHbIN
(hakT, nepenaem Tenepb K NOCTaBAEHHOMY Bbille BONPOCY B OTHOLWEHUM KnbeponepaLuii.

B oTHOLWeEHUM AaHHOro BONPOCa B AOKTPUHE CYLLeCTBYeT 3 TOUKN 3peHus. lepBas ABNAETCA Hau-
6onee noffepKMBaeMoii: 60MbLIMHCTBO UCCNeA0BaTeNe NPUAEPKUBAIOTCA MHEHUSA, UTO HECMOTpA
Ha T0, YTO coflepxaHue HopmM [lononHutenbHoro poTokona |, B YUaCTHOCTK €ro CT. 48 1 cnepyiowwmx
3a Hell CTaTen, CBUAETENbCTBYIOT O BEPXOBEHCTBE B MEX/YHAPOAHOM ryMaHUTapHOM NpaBe NpUHLM-
na 3alLuTbl FPAXAAHCKOrO HaceneHus, TONbKO Te KnbeponepaLmu, KOTopble ABAAIOTCA HanageHnem
(kmbepatakamu), NONAAAIOT NOJ AEACTBUE BbllieYKA3AHHbIX NPUHLMMNOB MITI, B YacTHOCTH, oA Aei-
CTBME NPUHLLMNA NPOBeaeHUs pasnnuua (Schmitt, 2011; Geil & Lahmann, 2012). Tak, M. N. Schmitt
(2011) BbIABMUraET aprymeHT, COMMAcHO KOTOPOMY OMpefieNeHHble BOEHHbIe onepaluin MoryT 6biTh
cneumanbHO HanpaBneHbl NPOTUB TPaXJaHCKOrO HAceNeHus, B YaCTHOCTM, NCUXONOruyeckne one-
pauuu, cnenoBaTeNnbHO, He BCe BOEHHbIE AENCTBUSA B KMOEPNPOCTPAHCTBE GyAyT OrpaHNuMBaTbCA
MPUHLMNOM NPOBEAEHUS pa3nnyma.

[ipyras nosuuuns 6bina BbickasaHa N. Melzer (2011): HayyHble CMopbl B OTHOLWEHUN MOHATUA
«HanageHue» He JalT A0CTaTOUHO YAOBNETBOPMTENbHOTO OTBETA Ha AAaHHbIA BONPOC, NOCKONb-
Ky HOpMbI NpaBa, perynupyouie BeaeHne BOHHbIX [eiCTBUI, TPUMEHSIIOTCA KO BCEM BOEHHbIM
onepauusam, a He TOMbKO K HanafieHNsIM. B 4aCTHOCTM, YUeHbli YKa3bIBAET, UTo NPUMEHEHMe 3a-
KpenneHHbIX HOpMaMK MeXAyHapOAHOIo r'yMaHUTAPHOMO NPaBa Mo OTHOLEHUIO K BOGHHbIM One-
pauuam orpaHuueHuUi K Knbeponepawuam 3aBUCUT He OT KBanUmMKaLum Takon kubeponepauniu
B KauecTBe HanajeHus, a oT TOro, IBNAETCA NN Takas Kubeponepauus YacTblo BOEHHbIX Aei-
CTBMW, KaK 3T0 nogpa3ymesaetcs B MITI. licxoas U3 3T0ro, OH NPUXOAUT K BbIBOAY O TOM, UTO Ki-
6eponepaLmn JOMKHbI NPU3HABATLCA BOEHHbBIMM A€MCTBUAMMN B CNYUANIX, €CTIN OHU HaNpPaBAEeHb
Ha NpPUYMHeHNe yulep6a NPOTUBHOI CTOPOHE, HA NPUUNHEHIE CMEPTY UK YBEUUNA NIOAAM, @ Tak-
Xe Ha pa3pyleHne n NoBpexaeHne pasnnuHbiX 06bEKTOB, MO0 B CUTYALMUAX, KOTAA OHU UMEKT
CBOEI LieNbl0 HEraTUBHOE BANAHIUE HA BOEHHbIA NOTEHLMAN NPoTUBHMUKA. Cef0BaTeNbHO, B Ka-
yecTBe Npumepa Knbeponepawui, ABNAIWNXCA BOEHHbIMM [eACTBUAMU, MOXHO NPUBECTH Ta-
Kne onepawuu, KOTOpble HanpaBneHbl Ha HapyweHne GYHKLMOHUPOBAHUSA NHAOPMALMOHHDBIX
UHGPACTPYKTYP W CeTel, C MOMOLbK KOTOPbIX MPOTUBHUK YNPaBAAET cMCcTeMaM Pa3fnyYHbIX
BOODYXEHNIA, PN 3TOM He TpebyeTcs, UTo6bl TaKUM CETAM W UH(PACTPYKTYpPam 6bin NPUUMHEH
(husnuecknit Bpen.

Ecnu B3aTb 3a ocHoBY noaxod N. Melzer (2011), To M3-NOA NOHATUA «BOEHHbIE AEACTBUA» BbiNa-
[T Knbeponepauum, HanpasneHHble Ha CO0P pa3BefbiBaTeNbHbIX AaHHbIX. Kak M3BeCTHO, pa3Bea-
Ka Takxke ABnAeTca GOpMOIl BOGHHbIX 1ENCTBUIA, NOITOMY AaHHbIA NOAXOA HE OTPAXAET Ty KOHLen-
LI10 BOGHHbIX IENCTBUI, KOTOpas OTPaXXeHa B HOPMaX NpaBa BOOPYXeEHHbIX KOHNNKTOB.

Uto KacaeTca YTBEPWAEHWA O TOM, uTO He Tpebyetcs NMpuuMHeHus Quanueckoro yuiepba,
70 N. Melzer (2011) Bce-Taku He 1enaeT KOHKPETHOTO BbIBOAA, OFPAHUUNBAACh YKa3aHUEM Ha npobne-
My HaxoXaeHus 6anaHca Mexay orpaHuuUTeNbHbIM U pa3peLinTenbHbIM TONKOBAHNEM NpaBa.

MpuHUMas BO BHUMaHUe Lenu Hopm MITI, B COOTBETCTBMU C KOTOPbIMU «MUPHOE TpaxaaHcKoe
HaceneHue NOMKHO OCTaBaTbCA 33 Npefenamii BOEHHbIX AEWCTBUIA, HACKONbKO 3TO BO3MOMHO,
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1 NOMb30BaTbCA 06LEl 3alMTON OT ONACHOCTH, BbITEKalOWe U3 BoeHHbIX AeicTBuity (Sandoz et
al., 1987), nosuumio N. Melzer (2011) MoxHO OXapaKTepu3oBaTb KaK BepHyl. Tem He MeHee B TaKOM
Cnyyae 0CTaHeTCA OTKPbITbIM BOMPOC O TOM, ABAAIOTCA N1 ONepaLyuun, HanpasNeHHble Ha HapyLleHne
(hYHKUMOHNPOBaHNS FPaXaaHCKO MHAPACTPYKTYPbl, BOGHHbIMI AeCTBUAMM.

TpeTbA TOuka 3peHus 6bina BbickasaHa H. H. Dinniss (2012), cornacHo KOTOPOW 3anpeT HanafeHuil
Ha FPAKAAHCKOE HaceneHne n rpawaaHCcKIe 06beKTbl pacnpoCTPAHAETCA He TOMbKO HA HanafjeHus,
Kak TakoBble. OCHOBbIBAACh Ha cofepXaHuu CT. 48, 51 u 57 flononHuTenbHoro Mpotokona |, yueHbli
yKa3blBAET, UTO rpaXaaHCKne NnLa NOMb3yTCA 3aWUTON OT BOEHHBIX ONepaLuii B LLeNoM, BK/oUas
HanageHns; 1 NoTomy NpuHUmMnbl MITI NOAHOCTbIO NPUMEHUMbBI K KMbeponepauusam, B TOM uucne
W K Kubepatakam, KOTopble ABNAIOTCA BOEHHbIMU eNCTBUAMMU, NPU 3TOM KubepaTaku [OMKHbI COOT-
HOCUTBCA C MPUMEHEHNEM TPAAULMOHHON BOOPY)XEHHOI CUNbl, HO He06A3aTeNbHO A0MKHO NPUBO-
JUTb K TAKUM XXe NOCNeACTBMAM.

Kputukya nosuumio H. H. Dinniss (2011), C. Droege (2012) oTmeuaer, uto B Hopmax MIT co-
LEePXUTCA JUXOTOMUA MEXAY BOEHHbIMU OMepaLnaMn U HanageHuAMun, Yero He yuuTbIBaeT Noj-
XoA I.I. XappucoH.

YKa3aHHas AMXOTOMMA HU B KOEM C/yyae He BUAET HA NMPUMEHEHWe K HanageHusam NpuHLmM-
nos MITI — Begb OnpefeneHue HanafeHUs 3aKpPenunu Nulib MOTOMY, UTO OHO ABISETCA OAHOK
13 OCHOBHbIX BOEHHbIX OMepaLuii, T. e. ABNAETCA YaCTHbIM ABMEHUEM O6LLET0 NOHATUS KBOEHHbIE
onepauuuy. Kpome Toro, nosuumsa H. H. Dinniss (2012) nuwHwi pa3 noATBepxaaeT (akKT, uTo NpuH-
uunbl MITI npUMEHAOTCA KO BCeMY KOMMNEKCY BOEHHbIX 1@CTBUI.

BepHemcs K nepBoii Touke 3peHus, BbiaBUHYTOM M. N. Schmitt (2011), cornacHo koTopoi ncuxono-
rnyecKue onepaLum BXoAAT B NOHATUE «BOEHHbIE AeUCTBUS». OTMETUM, UTO B IOKTPUHE 060CHOBAHO
3BYuaT rofl0ca, 4To 37a NO3MLKUA OCHOBAHA Ha HEBEPHOM TONKOBAHMM KOHLENLN BOEHHbIX 1N CTBIIA
(Droege, 2012). HanomHum, uTo, KaK CNPaBeANMBO YKa3biBAIOT B JOKTPUHE (David, 201), MOPabHbIN
AyX Bpara He ABNAETCA BOEHHON Lienbto. CneaoBatenbHO, feNCTBUSA, HanpaBneHHble Ha NOAPbIB MO-
panbHOro gyxa Bpara, B TOM uucne, HanpaB/ieHHble NPOTUB ero rpaxaaHcKkoro HaceneHus, HUKaK
He MOTYT ABNATbCA BOEHHbIMM ONepauyusamm.

Bugmumo, M. N. Schmitt (2011) ocHOBbIBa CBON paccyaeHua Ha Te3nce Y. Yepuunns o Tom, 4to «Mo-
panbHbIA AYX HENPUATENS — TOXE BOEHHbIA 06BEKT». Mbl e 06paTUMCA K PUANYECKO CTOPOHE
BOMPOCA O MOHSATUM BOEHHbIX onepaLuid. Kak oTmeualoT B KOMMeHTapum K cT. 48 lononHUTENbHOIO
MpoTokona |, NoHATUE KBOEHHbIE AEUCTBUAY» OTHOCUTCSA KO «BCEM NEepPenBIDKEHUAM 1 aKTaM, CBSI3aH-
HbIM C BOEHHbIMI 1ACTBUAMM, KOTOPbIE OCYLIECTBAAITCA BOOPYXeHHbIMU cunamu» (Sandoz et al.,
1987). B KOMMeHTapuun K CT. 51 NoA BOEHHbIMKU onepaLuamMn MOHUMAIOTCA «BCe NepeABIKeHunsa n je-
ATENbHOCTb, OCYLIECTBNACMbIE BOOPYKEHHbIMI CUNAaMU B CBA3N C BOEHHbIMU AeiicTBUAMMY (Sandoz
et al., 1987). 1, HakoHeL, B KOMMEHTapuM K CT. 57 N0f BOEHHbIMI 1eNCTBUAMMU NOHUMAIOTCA «Mi06ble
nepeaBuKeHNs, MaHeBPbI 1 N06as fpyras AesTeNbHOCTb, OCYLECTBASEMbIE BOOPYKEHHbIMU CUIAMM
B OTHOWWeHWM 6oeBoil Lenu» (Sandoz et al., 1987).

Takum 06pa3om, NCUXONOrMYecKune onepaLmm, Nponaraxaa, a Takke WNMOHAX He OTHOCATCA K No-
HATUIO «BOEHHbIE AENCTBUAY. TaKke OTMETUM, UTO LieNblo NPUHLMNOB MITI ABASETCA OrpaHuyeHne
BCEro CreKTpa BOEHHbIX Onepauui, BKMouas HanageHus. Mo3Tomy Hafo nonaratb, UTo NPUMEHU-
TeNbHO K KMb6epnpoCTPaHCTBY MOA OrpaHuueHus, Hanaraemble MITI, nonagaioT Bce kubeponepa-
LK, KOTOpble MOTYT 6bITb NPUPABHEHDI K BOEHHbIM AGCTBUAM B LIENIOM, @ HE TOMbKO K Kubepara-
Kam. 3To M ecTb ratione materiae MeXxayHapOAHOrO ryMaHWUTAPHOrO NpaBa B KUGEpPNpOCTPaHCTBeE.
AHaNorMyHoI TOUKN 3peHns NPUAEPXKNBAIOTCA 1 Pa3paboTumki PyKoBOACTBA.
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Ratione temporis MIT] B knbepnpocTpaHcTBe

cxopsa u3 061ien 1. 2 eHeBCKUX KOHBEHLMIA?, HopMbl MITTT K K6epnpoCTPaHCTBY NPUMEHAIOTCS
nM60 C MOMEHTA Hauana BOOPY)XeHHOTo KOH(MNKTA, B KOTOPOM COBepLLAOTCA Knbeponepawyu, 6o
C MOMEHTa Hauana BOOPYXXEeHHOro KOHMIMKTA, OrpaHNYeHHOr0 KnbepnpocTpaHCTBOM, 6e3 npumeHe-
HUSA TPAANLMOHHON BOOPYXEHHON CUAbI. 3Ta COCTaBAAIOLANA BONPOCA O ratione temporis He Bbl3blBa-
eT KaKuX-nuoo TpyaHocTel. CNOXHOCTI BO3HIMKAIOT NPU OTBETE HAa BONPOC 06 OKOHUAHUN NpUMeHe-
HUS TAKMX HOPM K KN6epnpoCTPAHCTBY.

Kak ycTaHOBNEHO CT. 6 YXeHeBCKoi KoHBeHLuN IVZ 1 n. «b» cT. 3 lononHuTtenbHoro Mpotokona 1%,
HOPMbl NpaBa BOOPY)XEHHbIX KOH(NUKTOB NPeKpallaloT CBOe AeWCTBUE NO OKOHUAHMIO BOEHHbIX
peiicteuit. B KommenTapun MKKK yka3aHo, uTo Noji OKOHUAHWEM BOEHHbIX [eNCTBUI NOHMMAETCS,
B TOM uncne, «nocnefuit 3ann» (Pictet, 1958), 3aknioueHne nepemupus, Kanutynauus u 7. . (Pictet,
1958; Sandoz et al., 1987). NpUMEHUTENbHO K KUGEPNPOCTPAHCTBY, MOMEHTOM OKOHYaHUs Creayer
CUNTATb MOMEHT 3aBepLUEeHUs NOCNeAHeN KnbeponepaLui, COBEpLIEHHON B KOHTEKCTE KNAcCUUecKo-
0 UMM KN6EPHETUUECKOTO BOOPYXEHHOr0 KOH(MNNKTA. OfHAKO AaHHbIA BbIBOA BCE-TaKW ABMAETCS
UCKNIOUMTENbHO TEOPETUYECKUM, MOCKOMbKY OTCYTCTBYET COOTBETCTBYIOLLAA NPAKTUKA FOCYAAPCTB.

Bonpocbl Takxe BO3HMKAKOT B OTHOLIEHUM OKOHYAHUA OKKYNaLuu, NneHa n UHTepHupoBaHusa. Yxe
YNOMSHYTbIA NYHKT «b» cT. 3 lononHuTensHoro Mpotokona | yctaHaBnueaet, uto MITl npekpalaet
NPUMEHSATbCA B MOMEHT OKOHUAHUS OKKYNawun®; cT. 5 eHeBckoi KoHBeHLMN |1l CBA3bIBAET OKOH-
yaHu1e npumMeHeHus Hopm MITI ¢ MOMEHTOM OKOHUaHUs nieHa (NonHoe 0CBO6OX/IEHNE BORHHOMNEH-
HbIX 1 WX penaTpuaLmua)®, a cT. 6 XeHeBCKOW KOHBEHLMK IV YKa3biBaeT B 3TOM MNaHe HA MOMEHT
OKOHYAHUA MHTepPHUpPOBaHMA?. Hafo nonaratb, UTO KO BCEM Kubeponepauusm, COBEPLIEHHbIbIM
[0 0603HAUYEHHbIX MOMEHTOB, BYAYT NPUMEHATCA HOpMbl MITI. TeM He MeHee laHHbIN BbIBOJ CHOBA
0CTaeTcA UCKNIOUNTENIbHO TeOPETUYECKUM.

Mpobnema kBanuguKaLyu KubepaTaku B paMKax BOOPY)XEHHOr0 KOHGINKTa

Kubepataku 0OTAMYAIOTCA OT TPAAMLMOHHbLIX HAaMafeHWi Tem, UTO He NpeanonaratT Knaccu-
YeCKOro MPUMEHEHUs BOOPYXEHHOM cunbl (npumeHenmne Hacunus). M. 1 cT. 49 JloNONHUTENbHOrO
MpoTtokona | ycTaHaBNMBAET, UTO NOA HANAAEeHUAMU NMOHUMAKTCA aKTbl HACUINSA B OTHOLEHUN
NPOTUBHMKA, HE3ABMCUMO OT TOFO, COBEPLIAOTCA N OHW NPU HACTYNNEHUN UNK Npu 060pOHE™,
BbIxoAnT, NpUMeHeHne HacunsA He YKa3blBaeT Ha cpefCcTBa HanadeHus. log cpeacTeamu Hanage-
HW NPUHATO NOHMMATb CPEACTBA, UMeloLLMe KHeTuueckuin addekT (Dinstein, 2016; Schmitt, 2011;
Franklin, 2018). BoeHHble feicTBUSA, B Xofe KOTOpPbIX MPUMEHAETCA OpYXue, NpuBoadLLMe K ce-
PbE3HbIM Pa3pyLEeHNAM 1 NOBPEXAEHUAM 06bEKTOB 1 K NPUUMHEHNI0 CMEPTH W YBEUNIA, ABNAIOTCA
HanafeHuAMN, faxe B CNyyae, eCn OTCYTCTBYET NpUMeHeHue u3nueckoin cunbl. Takol BblIBOA

2 YeHeBcKuit npotokon (1), 240.

2 )YKeHeBCKas KOHBEHLWMA O 3alliuTe rPaXaaHCKOr0 HAaceneHna Bo Bpems BOWHbI, CT. 6, ABrycT, 12, 1949, c. 171. [sanee — Yer-
BepTas eHeBCKas KOHBEeHLMA].

% )eneBckuit npotokon (1), 241.

% )KeHeBckuit npotokor (1), 241.

% NlononHuTeNbHbIA npoTokon (Mpotokon I1l) K XeHeBCKNM KOHBEHLMAM KacatloLMinca NPUHATIA [ONONHUTENbHON OTNNUM-
TenbHOM 3MBNeMbI CT. 5, ABryCT, 12, 1949, ¢. 241. [nanee — Xewesckuit npotokon (I11)].

7 YerBepras eHeBCKas KOHBEHLUA, 84.

% YeHeBCcKuit npoTokon (1), 264.
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noATBEPXAAETCA NPaKTUKOWY. MO3TOMY A0CTATOUHO [ONFO€ BPeMA CUNTANOCh, YTO ONpeaensio-
wum dakTopom AnA kBanuduKaLumu BOeHHON onepaLmumn B KauecTBe HanafeHus ABNAETCA He Ha-
CUNbCTBEHHDBIN XapaKTep MCMOMb3YEMbIX B ee Xofe CPeACTB, a CePbE3HOCTb NOCNEACTBUN TaKOA
onepauuu (Schmitt, 2002; Schmitt, 2013). MpusHaTb KMbepaTaku HanaaeHuAMU no cmbicny MIT
J0CTaTOYHO CNOXHO.

B 3TOM KOHTEKCTe HayuHble CMopbl UAYT B OTHOWEHUM KnbepaTak, KOTopble He NPUBOAAT K pas-
PYLIEHNAM 1 NOBPEXAEHUAM 06BEKTOB, K CMEPTAM U PaHEHUSIM NI0AEN, HO NPUBOAAT K HAPYLIEHNIO
HOPManbHOTO (YHKLMOHMPOBAHUA aTaKyeMblX 06bEKTOB 6e3 Kakoro-nmbo (u3nueckoro nospe-
XAEHUS NN pa3pylienns. HeraTuBHoe BANSHME TaKnX knbepatak B (hM3NUeCKOM MPOCTPAHCTBE MO-
KET ObITb MUHUMAJbHBIM C TOUKM 3PEHUS TOTO YPOBHA HACUAMs, KOTOpOe Tpebyetca Ans KBanu-
(huKaLun JesHUs B KaUeCTBe HanmafeHus: Hanpumep, OyfeT NpekpalleHa nogaya 3NeKTpo3Hepruu
UNN Nofjava NUTbEBOI BOAbI, NGO GYAET HapylleHa CUCTeMA BAHKOBCKNUX OHMAMH-NNATEXeN 1 T. .
BO3HMKAET 3aKOHOMepPHbIA BOMPOC: MOYT MU Takue Kubepataku KBanuhuLupoBaTbca B KauecTe
HanageHus no cmbicny Ct. 49 flononHutenbHoro Mpotokona 1?

B JOKTPUHE MOXHO BbIAENUTb IBE OCHOBHbIX TOUKW 3peHMs Ha 3Ty npobnemy. MepBas 6bina Bbl-
ABuHyTa M. N. Schmitt (2002; 2011). OHaKo CneflyeT YuuTbIBaTh, UTO €10 MO3NLMA Npetepnena He-
KOTOpYI0 3BONIOLMIO. B paHHMX paboTax yueHblil 0TMEUan, uto Kubepataka ABNAETCA HanafeHuem
B COOTBETCTBUU CO CT. 49 [lononHuTenbHoro NpoTokona I, ecnn oHa NpUYMHAET CMepTb UMK YBeUbs
NIOAAM, BHE 3aBMCUMOCTM OT TOTO, ABAAIOTCA NN OHU KOMOATAHTAMM UAN TPAXKAAHCKUMU NALLAMM,
60 NPUBOAJUT K MOBPENAEHUAM UMW Pa3pyLIEHUI0 06bEKTOB KaK BOEHHDBIX, TaK U FPawaaHCKuX.
Takum 06pasom, AnA NpuU3HaHMA KubepaTaku HanafeHMeM HeobXO[MMO Hanuune YKasaHHbIX ce-
PbE3HbIX NOCNEACTBUI B (hU3Mueckom mupe. UTo Kacaetcs Knbepatak, KOTOpble NMPUUUHSIOT NNLLIb
BpeMeHHble Heya06CTBa UK HapyLWaKT HopManbHoe (YHKLMOHUPOBaHME aTakyeMoil MHopMaLK-
OHHOIl CUCTEMDbI, HaNaZIGHUEM MO CMbICAY CT. 49 [lononHUTENbHOTO MPOTOKONA | OHN He ABNATCS.

HeckonbKo No3xe yKkasaHHbI aBTOP M3MEHUN CBOW NOAXOA. W Tenepb nof YHUUTOXEHUEM, K KO-
TOpOMY AO/MKHA NPUBOANTL Knbepataka A/is TOro, uTobbl ee MOXHO 6biNo KBanMMMUMPOBaTH B Ka-
yecTBe HamnafeHus, TaKke NMOHUMAET MOCNeACTBUSA, KOTOPble XOTb U He MPUYUHAIOT (IU3NYECKOro
VHUUTOXEHUA (MOBPEXAEHNA), HO «NOMAIOT» MH(OPMALMOHHYIO CUCTEMY, BbIBOAAT €e U3 CTpos,
uTO AeNnaeT HeBO3MOXHbIM HOpMasnbHoe ee (hYHKLMOHMPOBAHME (Schmitt, 2012a; Schmitt, 2012b;
Schmitt, 2014; Schmitt, 2019).

AnbTepHaTUBHAA TOUKa 3peHus 6bina BblABMHYTA K. lépMaHoM. Tak, N0 MHEHUIO YUeHOro, Knbe-
pataku MOTYT ABNATbCA HaNajeHuem, faxe eCnu OTCYTCTBYIOT TPAAULMOHHbIE MOCNeACTBUA Hana-
AeHuiA B huamueckom mupe®. Takol MOAXof, MO CYTW, OCHOBAH Ha M. 2 CT. 52 [loNONHUTENbHOMO
MpoTokona |, cornacHo KOTopoMYy OAHMM W3 CNOCO6OB BO3AEWCTBUS HAa BOEHHbIE 06DBEKTbI, Haps-
Ay C paspyweHuem (NONHOEe M YaCTUYHOE) W 3aXBATOM, ABNAETCA HeWTpanusauma®. Kak otmeua-
eT K. [lépmaH, HeilTpanu3auns BOBCE He 03HAuaeT 6blN NI BbIBEAEH aTaKyeMblil BOEHHbIN 06BEKT
13 CTPOA NOCPEACTBOM Pa3pyLIeHUs, YHUUTOXEHUS UK NOCPEACTBOM Nt060r0 Jpyroro cnocoba®.

Ero onnoHeHt, M.H. LUMUKTT, noHauany BbIpa3un Hecornacue c NpeanoXeHHON Teopuen HelTpa-
nu3aunK, ykasas, uto CT. 52 lononHutenbHoro lMpotokona |, onpeaensiowas BOEHHble 06BEKTDI,

2 Prosecutor v. Tadi¢, Case No. IT-94-1-T, decision on the defence motion for interlocutory appeal on jurisdiction. 120, 124
(Int'L Crim. Trib. For the Former Yugoslavia Oct. 2, 1995).

% Dpérmann, K. (2004). Applicability of the additional protocols to computer network attacks. ICRC. https://www.icrc.org/en/
doc/assets/files/other/applicabilityofihltocna.pdf

S YeneBckuit npotokon (1), 54.
2 Dormann, 2004.
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He UMeeT OTHOLIEHMS K Aeny, MOCKOMbKY CamMa CYWHOCTb BOEHHOT0 06beKTa Npeanonaraer Hanage-
HWe, HO He onpepenseT ero (Schmitt, 2011). Tem He MeHee nocne 3BONIOLMM €ro B3MAAOB OH npu-
HAN TROPUIO, NpeanoXeHHyio K. [IEpmaHom, (Schmitt, 2014).

MOHATL NepBMUHYI0 KpUTMKY no3uumum K. Dormann co ctopotbl M. N. Schmitt moxHo. OHa ocHoBa-
Ha Ha Teopui, CTOPOHHUKN KOTOPOIA OTPULIANN TO, UTO HENTPANN3aLMA MOXET npeanonaraTb Hana-
JIeHIe Ha BOEHHbIM 0OBEKT He C LieNblo ero paspyLueHns Unu NoBpexaeHIs, a C LeNblo HefonyLeHus
€ro MCNoNb30BaHUs NPOTUBHON CTOPOHON (Bothe et al., 1982). Hago nonararb, uTo 3Ta Teopus He 0T-
BEUAET peanbHOMy NONOXeHUIO Aen. MHore 60eBble 33aum JOCTAaTOYHO YACTO 3aKNIOYAOTCA B TOM,
yTO6bI OrpaHNYUTL NPOTUBHUKY AOCTYN K KAKOMY-NU60 BOEHHOMY 06beKTy. OCO6EHHO 3TO KacaeTcs
BOOPYXEHHOTo KOH(MNMKTA B KN6EPNPOCTPAHCTBE. [I0CTaTOUHO NOMbICNTD CEAYIOLLYI0 BO3MOXHYI0
CUTYaLMIO: CUCTEMA NPOTUBOPAKETHON 0BOPOHbI MPOTUBHOM CTOPOHbI MOMXET 6bITb HENTPANnU3oBa-
Ha Ha onpefeneHHoe Bpems BCNeACTBME KubepaTaku, KOTOpas HapywuT ee yHKLMOHMPOBAHME,
HO He NMPUUUHUT Kakoro-nu6o Bpefa ee du3nueckon HGPACTPYKType. B fOKTpUHE HONbIIMHCTBO
nccnenoBatenel NogaepMBatoT Teoputo, BbiaBUHYTYIO K. Dormann (Droege, 2012; Pool, 2013; Kelsey,
2008; Hathaway et al., 2012).

O6patumcs Tenepb K PyKoBOACTBY. B HOpMe 92 3aKpenneHo cneayioliee onpefeneHne Knbepara-
Ku: «Kbepataka — 370 HacTynaTenbHas Uan 060pOHUTENbHAA KnbeponepaLms, KOTOpas, Kak pasym-
HO 0XWAAETCA, NPUBEAET K NPUUMHEHINIO TPABM UM CMEPTY NIOfeN, B0 K NOBPEXAEHNIO UK pas-
pylieHnio 06bekToB» (Schmitt, 2013).

OueBnaHbIM (hakTOM NIBNAETCA TO, UTO [aHHas HOpMa PyKOBOACTBA OTpaaeT TOuKy 3pe-
Hua M. N. Schmitt, uTo He yAUBUTENbHO, T. K. OH ABNSETCA peaakTopom PykoBoacTBa. bonee Toro,
B M. 2 KOMMEHTapus K AaHHON HOPMe MPAMO YKa3aHo, UTO OCHOBOW AN Hee NOCAYKMA M. 1 CT. 49
[lononHutenbHoro lpotokona | (Schmitt, 2013). OgHako nn. 10-13 CBULETeNbCTBYIOT O TOM, UTO pas-
paboTunkn PyKOBOACTBA HE NPULLIAMN K eAMHOMY MHEHUIO OTHOCUTENbHO COAEPXAHNA NOHATUS «MO-
BPeX[eHUe 06bEKTOBY», B UaCTHOCTM, BXOAUT NN B 3TO MOHATUE HapylweHue (QYHKLNOHNPOBAHMS
o6bekTa (Schmitt, 2013).

B cBA3M C 3TUM Heobxoaumo cornacutbes ¢ C. Droege (2012), KoTopas ykasbiBaeT Ha OrpaHnuu-
TeNbHbII XapakTep Teopuin, npeanoxeHHon M.H. LmMuttom. [ecTBUTENbHO, abCYpPAHBIM NpeaCcTaB-
NAeTCA BbIBOJ, COMNACHO KOTOPOMY OGbEKT, BbIBEJEHHbIN U3 CTPOS KUBepaTakol, He ABNAETCA Mo-
BpeXAEeHHbIM. IHbIMK cnoBamu, 6yAeT Nu pasHULA B NOCIEACTBUAX ANA TPAKAAHCKOrO HaceneHus
B Clyyae pa3pyLueHns CeTi IHeProcHabXeHns B pesynbTate 60MOAPAUPOBKN U B CUTYALUM BbIBEE-
HUA ITON CETM U3 CTPOS NOCPEACTBOM KnbepaTakn? Mo Halemy MHeHUI0, NocneacTBus 6yayT ugeH-
TUUYHbBIMU, U MO3TOMY MOXHO NPUATYU K BbIBOAY, UTO KPUTEPUIA HANNumMs U3NYECKOTO NOBPEXAEHNS,
He ABNAETCA naeanbHbIM,

PasymHOW Takxe BbiIrAauT ccbinka C. Droege (2012) Ha MpUHUMN COPa3MEPHOCTH, KO-
TOpbI NpeAnonaraeT Haauuue COMYTCTBYIOUErO yuep6a, HO Takxe npeanonaraer 3awu-
Ty FPa¥AaHCKUX 0OBEKTOB M TPaXAaHCKOTO HAaCeNneHus OoT CayuyailHoro yuiep6a. OueBUAHO,
UTO MOHATUE KYLWep6» OTANYAETCA NO COAEPKAHUIO OT NOHATUA KYHUUTOXEHMe». Nog yiwepoom
B YKa3aHHOM KOHTEKCTe He06X04uMO MOHUMATb NPUUMHEHHBIN Bpef, B pe3ynbTate KOTOPOTo
NOBpPEeX/AEHHbIN 06BEKT TePAET Kakne-n1M60 CBON NonesHble CBOWCTBA. [103TOMY BNOMHE NOMNY-
HO CuNTaTh ylWwep6bom HapylweHne HOPManbHOro YHKLLMOHNPOBAHNA PA3NNUHbIX MHDPACTPYK-
Typ B pesynbrate Kubeparak.

B T0 e camoe BpeMmsi He06XO[MMO NOHMMATb, UTO HApYLIEHe HOPMANbHOTO (YHKLMOHNPOBAHMS
B KMOepnpoCTpaHCTBe — 3T0 AIBNEHNE BPEMEHHOT0 XapakKTepa, MOCKOMbKY NOBPeXAeHHas cuctema
" flaHHble B HEW BCerfa MOryT 6biTb BOCCTAHOBEHDI. 10 3TOM NPUUNHE NOFMUHO KBANNGULMPOBATb
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KnbepaTakm B KauecTBe HanafjeHus faxe B TOM Cyyae, KOrAa OHU NPUBEAN K BPEMEHHOMY Hapy-
LWEHN0 HOPManbHOTO (YHKLMOHMPOBAHUA WH(PACTPYKTYpbl 6€3 ee (hU3MUeCcKoro paspyllieHus
UNN MOBPEXEHMA.

Bbllueyka3aHHble 3aMeyaHus Mo3BONAKT FOBOPUTb O PaClUMPUTENbHOM TONKOBAHWW MOHATMA
«HanafieHne» NpPUMeHUTeNbHO K KWbepnpoCTpaHCTBY. TeM He MeHee, eCin B34Tb 3@ OCHOBY paclum-
PUTENbHbBIA NOAXOA, TO MOXHO NPUIATK K abCypaHOMY BbIBOAY, UTO BCe KubepaTaku, HanpaBneHHble
NPOTUB FpaxAaHCKUX MH(OPMALMOHHBIX CUCTEM, HEOOXOLMMO NpPU3HABATb HAMNAZEHUAMMN MO CMbIC-
ny MITI. B TakOM cnyyae Hanpoub CTUPAETCA rPaHNLLA MeXay KNOePHETUUECKIM YTONOBHbIM NPaBoOM
n MITI. B cBA3M C 3TUM HaJo cornacutbea ¢ C. Droege (2012), Bbicka3aBLueit onaceHue, 4to «npupas-
HUBAHME K HANAJEHUAM TaKuX HapYLEHWIA ... BbIXOAUT 3a rpaHuLpbl npeanonaraemoil ccepbl aen-
CTBUS HOPM BEfIEHIS BOEHHbIX 1eACTBUIY.

M. N. Schmitt (2002; 2011), B cBOtO ouepefnb, B KauecTBe Kputepus, No3BONAKOLLEro OTrPaHNYUTD
Knbepatakm, ABNAOWMNECS HaNAfAeHsamMn no cmbicny MITI, OT aKTOB KM6epnpecTynHoCTH, npeana-
raeT Kputepuit Heyfo6¢TBa. HO UTO CuMTaTh HeyAO6CTBOM? MpeACTaBNACTCS, UTO AAHHbIA KPUTEPUIA
AAB/IAETCA JOCTAaTOYHO PACMbIBYATHIM,

Hago nonaratb, uTo ANA paspeleHus 31O NPO6NEeMbl MOMOXET KOHLENUUs «KpUTUYECKON
NHGPACTpyKTYpbI», NpeanoxeqHas N. Melzer (2011). bonee Toro, AaHHbIA NOAX0A YXEe OTpaXeH
B CYLLECTBYIOLMX AOTOBOPaX N0 MHAOPMALMOHHON 6E30MACHOCTI U HEKOTOPbIX HALMOHAMbHbIX
NpaBoBbiX aKTax (B YAaCTHOCTM, B POCCUICKMX)®. TaK, B COOTBETCTBYIOUIEM COTNALIGHNN Mexay
MpaBuTenbcTBOM Poccuiickoit Gefepauun u MpaButenbctBom Kutainckon HapogHoi Pecny6nmki
NOHATNE «OODBEKTbI KPUTUUECKOW WH(OPMALMOHHOW NHAPACTPYKTYPbI» onpefeneHo Haubonee
NoNHbIM 06pa3oM: «O6BEKTbI KPUTUUECKOW MHAOPMALMOHHON UHAPACTPYKTYPbl — UHGOPMALM-
OHHble CucTembl, NHHOPMALMOHHO-TENEKOMMYHUKALMOHHbIE CETU FOCYAAPCTBEHHbIX OPTraHOB; WH-
(hopmaLnoHHble cucTeMbl, MHHOPMALMOHHO-TENEKOMMYHNKALMOHHbIE CETU N aBTOMATU3NPOBaH-
Hble CUCTEMbI YNIPABNEHNA TEXHONOrMUYECKMMI NPOLieccamu, NpegHa3HaueHHble Ais obecneyeHus
060pOHbI CTpaHbl, 6e30MacHOCTU rOCyAapcTBa M NpPaBOMOPAAKA, a Takke (YHKUUOHMpPYlOWME
B 06/1aCTI 34paBOOXPAHEHMS, TPAHCNOPTA, CBA3M, B KpeaUTHO-hUHAHCOBOK cdepe, B 060POHHO-
NPOMbILWNEHHOM W TOMANBHO-3HEPTeTUUECKOM KOMMIEKcaX, B aTOMHOM, PakeTHO-KOCMUYECKOK
N XMMUYECKOI NPOMbILIAEHHOCTH, B OTPACNAX NPOMbIWLAEHHOCTM C HEMPEPbIBHBIM LUKIOM NPOU3-
BOACTBa»™. BbixoauT, uTO KMbepaTtaka, Hapywarwuas HOpManbHoe (YHKUMOHUPOBAHME MMEH-
HO TaKnx 06bekToB (63 nx GU3MYecKoro paspyweHns), OMKHA CUNTATbCA HANAAEHNEM MO CMbIC-
ny M. Tem He MeHee npu BCEl 0UEBMAHOCTYU BbIBOAA 3[€Ch TaKXKe He0HX0ANMa COOTBETCTBYIOLLASA
NpaKTUKa rocynapcrs.

3 CornaleHune Mexay npaBuTeNbCTBAMI FOCYAAPCTB-UneHOB LUaHXalcKo OpraHM3aLuy COTPYAHMYECTBA O COTPYAHMYE-
cTBe B 06nacT 06ecneyeHus MexayHapoaHOU MHGOPMALMOHHON 6e3onacHocTh oT 16 uioHs 2009 . blonneTeHb Mex-
AYHapoAHbIX forosopos, Mapt 1993-2012, N@ 1, c. 13-21; CornaweHnue mexay MpaButenbctBom Poccuiickoin Deaepauunn
1 MpasutenbcTBoM Pecny6nuku benapycb 0 COTPyAHMYECTBE B 06MaCTU 06eCNeYeHns MexayHapoRHOU MHopmaLm-
OHHOW 6e30macHoCTi 0T 25 fiekabps 2013 r. BlonneTeHb MexayHapoOAHbIX AOroBopoB, Mapt 1993-2015, N@ 7, c. 16-23;
CornaweHue mexpy MpasuTenbctBom Poccuiickoil Oefepauum u Mpasutenbctom Kutaickodt HapopHoi Pecny6nuku
0 COTPYAHUYECTBE B 06NACTU 06eCreUeHns MexayHapoAHON HAOPMALMOHHON Ge3onacHocTh oT 8 mas 2015 r. bron-
NeTeHb MeXAYHapPOAHbIX 4OroBOPOB, MapT 1993-2016, NO 11, c. 82-88; MeaepanbHblii 3aK0H 0T 26 utons 2017 1. N2 187-03
«0 6€30MacHOCTU KPUTMUECKOW MH(OPMALMOHHON MHGpAcTpyKTypbl Poccuitckoin Mepepauun» CobpaHue 3aKOHOAA-
TenbcTBa Poccuiickon Oepepauum 2017, N 31, Cratbs 4736.

% Cornawenue mexay Mpasutenbctsom Poccuiickont Mepepauun 1 MpaBuTenbCTBOM Kutaiickoi HapogHow Pecny6nmku
0 COTPYAHMYECTBE B 06MACTV 06ecneyeHms MeXayHapOAHOIU MH(OPMALMOHHON Ge3onacHocTh oT 8 mas 2015 r. bronne-
TeHb MeXayHapoaHbIX Aorosopos, Mapt 1993-2016, NO 11, c. 82-88.
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BbBoAbI M ANCKyCCHA

B pesynbrare npoBefeHHOro UCCNEfOBaHNSA, BbIO BbIABNEHHO:

1. Mop orpaHNueHNs BOEHHbIX AeNCTBUN, YCTaHOBNEHHbIe HopMamu MITI, nonagakT Bce Kubepo-
nepawum, KoTopble NPUPABHUBATCA K TaKUM BOEHHbIM AeiicTBUAM (ratione materiae).

2. YTo Kacaetca BONpoca o 4eiCTBIN BO BpemeHu HopM MITI B kubepnpoctpaHcTse (ratione tem-
poris), To HauanoM NPUMeHeHMs HOPM He06X0AMMO CUMTATb MOMEHT BOSHUKHOBEHMS BOOPYKEHHOr0
KOH(NNKTA, B paMKax KOTOPOro COBEpLIANTCA Knbeponepawuu, NM60 MOMEHT BOSHUKHOBEHUS BO-
OPYXEHHOT0 KOH(MANKTA, OrPAaHNYEHHOr0 KMGEepnpoCTPAHCTBOM, 63 NPUMEHeHNs TPaAULLMOHHOM
BOOPYXEHHOI cunbl. HanpoTus, Npo6nema oKOHUaHWsA NPUMEHEeHNs TaknX HOPM OCTAeTCs B U3BECT-
HOW CTeMeHN TeOPETUYECKON, MOCKOMbKY OTCYTCTBYET COOTBETCTBYIOLLAS NPAKTMKA rOCYAAPCTB.

3. Kubepataka 6ynet kBanuguunpoBatbca Kak HanageHue no cmbicny MITI B cnyyasx, ecim oHa
NPUBOAMT K TMGENI Niofen, NPUUNHEHNIO UM YBEUNiA, (IU3NYECKOMY PA3PYLIEHNI0 UK NOBPEeX[e-
HNI0 0GHEKTOB, @ TaKXkKe B CUTYALMAX, KOTAA HApyLaeTcs HOPManbHOe PYHKLMOHMPOBaHME 06bEKTOB
KpUTUYECKON MH(OPMALMOHHON MHGPACTPYKTYPbI 63 (U3NUECKOro MX PaspyLieHus Uan nospe-
KAeHus.

He nocnegHioto ponb B BONpocax ratione materiae w ratione temporis MITI B KW6epnpoCcTpaHCTBe,
a TakKe B Bonpoce kBanugukaLm Knbeparakn B kauectse HanageHus no cmbicny MITI urpaet npak-
TWKa rocyAapcTs. bonee Toro, NpakTuka rocyaapcTs Urpaet 6oNbLWYIO PoNb ANA Pa3BUTUA COOTBET-
CTBYIOLNX HOPM ME@XAYHAPOJHOrO Npasa B OTHOWEHUM KM6epnpoCTpaHCTBa B LEIOM, NOITOMY ee
HE0OX0AMMO pa3BMBaT.

MepBoli MbICTbIO MO PeLIeHMI0 BbleyKa3aHHOW NPo6neMbl NPAKTUKM, KOTOPAs NPUXOAUT HA YM,
ABNAETCA NpeanoxeHne o pa3paboTke COOTBETCTBYIOWErO MexfyHapoAHOro gorosopa. OfHako,
BO-MepBbIX, MPOLECC CO3AAHUA MEXAYHAPOJHOr0 AOr0BOPA, KaK U3BECTHO, AOCTATOUHO NMPOAJOMKNA-
TeneH no BpemeHun. ECTb BEPOATHOCTb, UTO pa3paboTka Takoro MexayHapoaHOro A0roBopa MOMET
3aHATb flaXe He rofbl, a filecaTuneTus.

Bo-BTOPbIX, HA CErOAHALIHMIA ieHb OUEBUAHO, UTO He BCe FOCYAAPCTBA NOAAEPKMBAKT UHMLMA-
TMBY Pa3paboTKM W NPUHATUS TaKOTO MEXYHAPOAHOTO OFOBOPA, AOCTATOUHO BCMOMHUTL POCCUIA-
CKMIA NPOeKT KOHBEHLMM 0 MeXAYHAPOAHON NHAOPMALMOHHON 6€30NACHOCTH, HE UMEBLLMIA ycnexa
npu paccmotpernn B OOH. Mo3Tomy, Ha Hal B3NS4, HA AAHHbIA MOMEHT CaMbiM NPUEMIEMbIM pelle-
HWeM 0CTaeTCs pPa3BUTUE COOTBETCTBYIOLLEN NPAKTUKM TOCYAAPCTB.

3akntouenve

I1TaK, KntoueBbIM ABNAETCA BbIBOA O HEOGXOAMMOCTY pa3paboTku NPaKTUKIA FOCYAAPCTB MO BONpPO-
CaM NPeAMETHbIX U BPEMEHHbBIX PAMOK NPUMEHEHIUst HOPM MeXAYHapOAHOTo ryMaHUTAPHOTO NpaBa
B KMGEPNPOCTPAHCTBE, a Takke Mo BOMPOCY NPaBOBOK KBanudukaumun kubepataku. Tem He MeHee
MOMUMO 3TOT0 QUEBUAHOTO BbIBOAA, NPEACTABNAETCS NPABUIbHBIM HE TOMbKO XfAaTb MOMEHTA, KOTa
COOTBETCTBYIOWAA NPAKTUKA BYAET ChOPMUPOBAHA, HO Takke, YTo6bl MEXAYHAPOAHOE COOBLLECTBO
NCMONb30BaNo Apyrne Cnocobbl AN pelweHus AaHHOA Npo6nembl. B UaCTHOCTH, HEOBXOANUMO Bbl-
HeceHWe 370l Npo6nemMbl Ha PACCMOTPEHNE B MEHapHbIe OpraHbl MexAyHapOAHbIX OpraHM3aLuii,
Hanpumep, B feHepanbHyto Accambneto OpraHusauuu O6beanHeHHbIX Hauuii. Mo Hawemy MHeHuto,
Le/blo CO3aHMUA TakoW MPaKTUKN W MEXAyHapOoAHOTo [OroBOPa ABNAETCA He pa3paboTka HOBbIX
HOPM MEXAYHaPOAHOIO ryMaHWTapHOrO NPaBa, KOTOPbIE 3aMEeHAT CYWeCTBYIOULIAE, @ afanTaLns cy-
LECTBYIOLMX HOPM MPUMEHMTENBHO K KUGEPNPOCTPAHCTBY.
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LINPOBU3ALLUSA TOCKOMMAHUN

A.B. CaBocbkuH’, H.A. PoxkoBa

YpanbCkui rocyfapCTBEHHbIM IKOHOMUYECKIIA YHUBEPCUTET,
620144, Poccus, Exatepunbypr, yn. 8 Mapta, 62

AHHOTaUWA

B cTaTbe aHanM3upylTCs NpaBoBble aKTbl, PErynupylolie O6LECTBEHHbIE OTHOWEHUS B cdepe LUdpo-
BOIN TPAHCOPMALLAN FOCYAAPCTBEHHBIX KOPMOPALMIA U KOMMAHMIA C FOCYAApPCTBEHHbIM yuacTuem. Mpu 3Tom
Lebl0 MCCNeNOBaHNs ABNSETCA YCTAHOBMEHWE MPUOPUTETHBIX OPraHM3aLMOHHO-IKOHOMUUECKUX U YNpaB-
NEHYEeCKUX HanpaBneHuin Takoro ped)opmMupoBaHMA 11 UX MPOEKTUPYEMOe COAepxaHue. locTuxeHne Lenei
uccnefoBaHus 06ecneunBaeTc UCMONb30BaHNEM (OPManbHO-IOPUANYECKIX METOAO0B MO3HaHus. Mpexae
BCETO, CTaTbl 06PALLAET BHUMAHUE HA BbIPABOTKY Leneil LUGpoBOi TPAHCHOPMALIN TOCKOMMAHNM HCCTe-
Ays Takue TpaHcopMaumm Kak: cogaHue LeneBoil 6U3HeC-MOfieny, CUCTEMbI Lienielt U KIlUeBbIX MOKa3a-
Teneit 3hdekTuBHOCTI LNdPOBOI TpaHcopmaLuy, ONpefeneHne CTPATernuecknx HanpaBneHni passuTus
untpoBoil TpaHchopMaLMKM 11 FOPU3OHTOB MNAHNPOBAHUS CTpaTernin LMGpPOBOI TpaHcdopmaumu. Mpu 3Tom
OTZAENbHOE BHUMAHME YAeNnseTc pa3paboTke 1 peanu3aluu WHULMATUB MO BHEAPEHMIO LNdPOBBIX PeLleHui
1 uMdpPOBOI MHGPACTPYKTYPbI; PA3BUTUIO MOCTABLLMKOB LNPOBBIX PELIEHNi; OpraHN3aLMOHHbIM Meponpu-
ATUSM B pamkax LncpoBoii TpaHcdopmaLymm; MeponpusiTusim o NPorpaMMHOMY UMMOPTO3aMELLEHNIO; A Tak-
e MeponpusTUsM no obecneyeHmio MHHOPMaLMOHHON 6E30MACHOCTM B pamkax LM(poBoil TpaHcdopmaLuy.
CamoCToATENbHbIM HAMpaBneHueM LdpPoBoi TpaHcdopMaLMu roCKOMNaHUin NPU3HAHO COBEPLIEHCTBOBAHNE
«KauecTBa» WX KapOBOro COCTaBa 1 hOPMIUPOBAHME KyNbTYpPbI LinpoBoIi TpaHcdopmaLuu. ITo noTpe6oBano
060co6neHe Takux HaNpPaBNeHni kak: BbipaboTka Mofeny LMgpoBbIX KOMNETEHLMIA 11 KAAPOBOrO obecneve-
HUA UnPOBOI TPAHCHOPMALLMN TOCKOMMAHMI; OLEHKA MOTPEBHOCTU B Kafpax, 06Mafalolux CnewnanbHoi
KomneTeHuuei; o6yueHune LndpPOBbIM HABbIKAM 1 Pa3BUTHE LNPOBbIX KOMMETEHLMIA COTPYAHUKOB FOCKOMMNA-
HUM; yNpaBneHne COTPYAHUKAMU LU(POBbIX CeLManbHOCTE; NIAHUPOBAHNE U NPOBEAEHUE MepOonpuUsTUil
M0 Pa3BuTUIO LUPOBON KYNBTYPbI M KYNLTYPbI MHOPMALMOHHOI 6E30MACHOCTM TOCKOMNAHMIA. B 3aBepLeHun
[enaeTcs BbIBOA 06 YHUBEPCANbHOCTM NPeAnaraemMbix HanpasneHuid LMPOBM3aLUN TOCKOMNAHMIA 1 UX NpUMe-
HUMOCTI K AeAATENbHOCTY MHbIX OPraHu3aLMit (Npexae BCero YacTHbix).

Knioyesble cosa

uncposmsaums, Lucposas TpaHchopmaLms, rocyaapcTBEHHAsA KOMNAHMUS, FOCYAAPCTBEHHAA KOPMOpaLMS,
AOPOXHas KapTa, undposas NHGPACTPYKTYpa, utpoBas 6€30MacHOCTb

KoHdpnukr untepecos ABTOpbI CO06LAOT 06 OTCYTCTBIUM KOH(IMKTA UHTEPECOB.
(QuHaHcupoBaHue lccnenoBaHne He MMENO CMOHCOPCKOW MOAREPKKN.

[Anga uuTnpoBaHus CaBocbkuH, A. B., Poxkosa, H. A. (2021). Linchposusaums rockomnaxui. Lugpo-
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DIGITALIZATION OF STATE COMPANIES

Alexander V. Savoskin’, Natalia A. Rozhkova

Ural State Economic University,
62, str. March 8, Yekaterinburg, Russia, 620144

Abstract

The article analyzes the legal acts that regulate public relations regarding the digital transformation of state
corporations and companies with state participation. The economic and managerial directions of reform of the
highest priority are established. The article describes the goals of the digital transformation of a state-owned
company, including: creating a target business model, a system of goals and key performance indicators of
digital transformation, and determining a digital transformation strategy. Special attention is paid to the deve-
lopment and implementation of initiatives for the implementation of digital infrastructure; the development of
digital solutions providers; organizational activities within the framework of digital transformation; measures
for programmed import substitution; and measures to ensure information security within the framework of
digital transformation. Considering independent directions the digital transformation of state-owned compa-
nies can take, one such is the improvement of the “quality” of the staff and the formation of a culture of digital
transformation. The article highlights such areas of work as: the creation of a model of digital competencies and
the staffing of digital transformation within a state company; an assessment of the need for employees with
special competence; teaching digital skills; the development of employees’ digital competencies within a state
company; digital workforce management; and planning and holding an event to develop digital culture and the
information security culture of a state company. In conclusion, it is determined that the proposed areas of the
digitalization of state-owned companies are universal. It is suggested that these recommendations be used in
relation to other organizations (primarily private).

Keywords

digitalization, digital transformation, state-owned company, state-owned corporation, road map, digital
infrastructure, digital security
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Beeaenue

Mpe3ngeHTom PO B Ykase ot 21 utonst 2020 . NO 474 «O HaLMOHANbHBIX LLeNsiX pa3BuTUs Poccuitckoi
(®epepauuu Ha nepuog Ao 2030 roa» nocraBneHa 3afava k 2030 rogy «obecneunTb LUMGPOBYIO TpaHC-
thopmaumio». HoBas HalMOHaNbHas Lenb pa3BuTUS Poccui NpuULia Ha CMEHY paHee YCTaHOBNEHHO
Lienu «obecneyeHus YCKOPEHHOro BHeapeHNs LndpoBbIX TEXHONOMI B IKOHOMMKE W cOLManbHON che-
pe» (Vkas Mpe3ungenTta PO o1 07.05.2018 N 204 «O HaLLMOHANbHbIX LENAX U CTPATErnuecknx 3afadax pas-
BuTIA Poccuitckor Gepepauni Ha nepuog 1o 2024 roga»). He TPYAHO 3aMeTUTb, UTO B HaCTOALLLEe Bpema
3a/laua nocraBneHa bonee uem WMPOKO. Bmecte ¢ Tem no cnpaeannBomy 3amevanuto Williams et al.
(2018), umMeHHO B LMPOBU3ALMM IKOHOMUYECKUX OTHOLIEHIA HAGMIONAETCA HAMBOMbLIMA NPOrpecc
(4T0 B LIENOM BMOMHE 3aKOHOMEPHO, TaK KaK M3HAUA/bHO AKLIEHT BbiN CAenaH Ha ty cdepy).

be3ycnoBHo, pelleHMe rPaHAMO3HON 3afaul, MOCTABNEHHOW [MaBOW rOCYAapCTBa, NoTpeby-
eT 60/blNX YyCUIKil B cambix pasHbix cepax xusHu (Karasev et al., 2019). He ctass nepepn co6oit
Lenu onpeaeneHns n packpbiTUA BCex HanpaBneHnin uucposon TpaHchopmauum B Poccun, xoTe-
nocb 6bl 06paTUTb BHMMaHWe Ha NepcnekTuBbl LUMGPOBNU3ALMM TOCYAAPCTBEHHBIX KOpnopauui
N KOMMAHWIA C TOCYAAPCTBEHHbIM yuacTuem (nanee rockomnanum). Takue cy6beKTbl rPawaaHCKUX
OTHOLIEHNI Hanbonee noaBepKeHbl HOPMATUBHOMY BO3/JEACTBMI0 rocyaapcTaa (Kak CBoero yupe-
AUTENs) W KaK pa3 OHU ABNAIOTCA MPUMEPOM UM(POBU3ALMM ANA MHBIX OpraHu3auui (npexae
BCEr0 YacTHbIX). KpOME TOro UMEHHO rOCKOMMNAHNM 3a4acTylo CO3AAI0T HeobXoaNMY UH(PACTPYK-
Typy undpposm3auum (Alvarez Royo-Villanova, 2020). Hanpumep, nunoTHblii npoekT C6epbarka PO,
€ 2018 roaa ocywecTBAsAWNIA C6Op 6MOMETPUUECKNX AaHHbIX. Bonee Toro, rOCKOMNAHUN MOTYT UC-
Nnonb30BaTh LENeBOE rocyfapCcTBEHHOE (IMHAHCUPOBaHNe ANS BHEAPEHUSA HOBbIX 3NEKTPOHHbIX TeX-
HOMOr A M CPEACTB B OpraHi3aLio CBOEN AesATeNbHOCTH.

BMmecTe ¢ Tem nepea rockomMnaHusMi B POCCn CTOUT HETPUBUANbHBIN BOMPOC, UTO 03HAUAET «Luch-
poBas TpaHcopMaLusa» W B UeM OHA AOMKHA BblpaXaTbca? CNOXHOCTb OTBETA HA 3TOT BOMPOC 3a-
KNiouaetcs B BYX 06CTOATeNbCTBAX. Bo-nepBbiX, B PO 0TCYTCTBYET KOMNNEKCHBIN (hefepanbHblil 3aKOH,
KoTopbliA 6bl onpenensn HanpaeneHns uudpoBon TpaHcdopmaLuy, ee 3Tanbl, OTBETCTBEHHDBIX ML,
UCTOUHMKN (DMHAHCUPOBAHUS WM XOTA Gbl NeranM30Ban UCNONb3yeMblid MOHATUAHBIA annapart. Bo-
BTOPbIX, CErofiHs BONPOChI LdpPOBU3aLMN PEryNnpyOTCA KpainHe GOMblUMM YNCMOM Pa3pO3HEHHbIX
aKTOB, MHOTIE U3 KOTOPbIX BOOOLLE He BXOAAT B TPAAULMOHHYIO Ans Poccun cuctemy MCTOUHUKOB npa-
Ba. Hanpumep, 3HaUUTENbHbIA MACCUB MONOXEHN COAEPXKMUT HaLMOHabHAA nporpamma «Lindposas
JKOHOMUKA Poccuiickoit Denepauumny, YTBEPXKAEHHAA NPOTOKONOM 3acefaHus Mpesuanyma CoBeta
npu Mpe3ungeHTe Poccuiickoit Genepauyum No CTPaTernueckoMy pasBUTH0 U HaLMOHAMbHBIM NPOEKTaM
OT 4 uioHs 2019 1. N2 7. BmecTe ¢ Tem cam CoBeT npu Mpe3uaente Poccuiickoi Qegepauuu no crpare-
rMYeCKOMY Pa3BUTUIO U HALMOHANbHBIM NPOEKTAM He ABMAETCA OPraHoM BACTU U LOpUANYecKas cuna
€ro pelennii HesicHa (4To, KCTaTi, NOATBEPXKAETCA 1 (HOPMON aKTa — NPOTOKON).

Takum 06pa3oM, LensaMN HacTosien Ny6nuKkaLuun ABNAETCS YsCHEHUe NpaBoro nons uudpo-
BOW TpaHchopMaLmu, To eCTb Tex akToB, KOTOpbIe UTO-N160 onpenenaioT B cepe UMdpoBM3aLmMm
(Npexae BCero rocKOMnaHuin), a TakKe HanpasneHuin UMGPOBU3ALMKA TOCKOMNAHWMIA. Jlymaetcs,
UTO B COBPEMEHHDbIX YCNIOBUAX TaKOW NepeyeHb cam no cebe 06NnafaeT LeHHOCTbIO.

Mbl npegnaraem BKAKOUNTD ClefyoLne aKTbl:

1. Yka3 Mpe3upeHTa Poccuiickonn Geaepaumm ot 9 mas 2017 1. N© 203 «O cTpaTerum pasBuTUS UH-
thopmaumoHHoro obuwectsa Poccuitckorn Pegepauyn Ha 2017-2030 rofbi» U NPUHATBLIE B €0 pa3BUTHE
nepeyuHu nopyyenuii NMpesngenta Poccuiickoit eaepanin ot 24 sHeaps 2020 r. N2 Mp-113 v o1 3 uions
2020 r. N@ Mp-1068.
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2. HaumoHanbHas nporpamma «LluchpoBas 3KoHOMUKA Poccuitckoin Deaepaumumny, yTBepxaeHHas
NPOTOKONOM 3acefiaHuns npesuguyma Coseta npu Mpesngente Poccuiickoint Gepepauyum No cTpateru-
YecKoMy pa3BUTUIO U HALIMOHANbHbIM NpOeKTaM OT 4 uoHA 2019 . N2 7.

3. Macnopt thefepanbHoro npoekta «LLdpoBbie TEXHONOMUIUY, YTBEPXKAEHHDBI NPOTOKONOM 3a-
cenaHus npesuanyma MpaBUTeNnbCTBEHHOM KOMMCCUM MO LMGPOBOMY Pa3BMTUIO, UCMOMb30BAHUIO
WH(OPMALMOHHBIX TEXHONOTUA ANA YNYULEHNA KAYeCTBa XM3HU W YCIIOBUI BeAEHUA NpeanpuHu-
MaTenbCKON AeATeNbHOCTY OT 28 Mas 2019 T. N@ 9.

4. Macnopt deaepanbHoro npoekta «MHGOPMaLMOHHAsA 6e30MacHOCTbY, YTBEPXAEHHbIA Npo-
TOKONOM 3acefiaHua npesuanyma MpaBuTeNbCTBEHHON KOMUCCUM MO LU(POBOMY Pa3BUTMIO, UC-
MOMb30BAHMI0 NH(OPMALLMOHHBIX TEXHONOTNI ANA YNYULIEHNSA KAUECTBA XU3HU 1 YCNOBUIA BEfEHUS
npeanpUHUMATENbCKOI eATeNbHOCTI OT 28 Masi 2019 1. N2 9.

5. Macnopt degepanbHoro npoekTa «Kaapbl ANs LMGPOBOI IKOHOMUKIY, YTBEPKAEHHDIA NPO-
TOKONOM 3acefiaHua npesuanyma MpaBuTeNbCTBEHHON KOMUCCUM MO LU(POBOMY Pa3BUTMIO, UC-
NOMb30BaHMI0 NH(OPMALLMOHHBIX TEXHONOTNI ANA YNYULIEHNSA KAUECTBA XNU3HU 1 YCNOBUIA BEfEHUS
npeanpUHUMATENbCKOI eATENbHOCTI OT 28 Mas 2019 1. N2 9.

6. MoctaHoBneHue MpaBuTenbcTa Poccuitckoit Gepepaumu ot 15 anpens 2014 . NO 313 «06 yTBep-
¥OEeHUM rocyaapcTBeHHON Nporpammbl Poccuiickoit Oegepaumu “NHGOpMaLMOHHOE 061LeCTBO" Y.

7. MoctaHosneHue MpaButenbcrea Poccuiickon Pepepaumn ot 2 Mapta 2019 . NO 234 «O cucteme
ynpaBneHus peanu3aluel HauuoHanbHo nporpammbl «Linchpoas 3koHoMUKa Poccuitckoid Deepalymny.

8. MoctaHoBneHune MpaButenocrsa Poccuiickon Pepepauun ot 10 uona 2019 r. N 878 «O me-
pax CTUMYNUPOBAHUS MPOWU3BOACTBA PafM0INEKTPOHHOM NPOAYKLMIA HA TeppuTOpumu POCCIACKOM
(Mepnepauyun npu OCYLECTBNEHUN 3aKYNOK TOBAPOB, paboT, ycnyr Ans obecneyeHns rocyaapcrBeH-
HBIX 1 MYHULMNANBHbIX HYXA, O BHECEHUI U3MEHEHWIA B NOCTaHOBNEHMe [paBuTenbCTBa Poccuiickoit
Oepepauun o1 16 ceHTAbps 2016 . NO 925 U NpU3HAHWUN YTPATUBLINMK CUNY HEKOTOPbIX aKTOB
Mpasutenbctea Poccuitckon Meaepanuny.

9. MoctaHoeneHne [MpasutenbctBa Poccuiickoir Mepepauun oT 16 Hosbpa 2015 . NO 1236
«06 ycTaHOBMEHMM 3anpeTa Ha A0NYCK NPOrPamMMHOro obecneyeHmns, NPOUCXOAALLEro U3 MHOCTPAH-
HbIX rOCYAAPCTB, ANS Lenen 0CyLWeCcTBAeHNS 3aKynoK Ans o6ecneueHns rocyaapcTBEHHbIX U MyHU-
LMNAnbHbIX HYXA» U Apyrue.

MaBHbIM HEOCTAaTKOM 3aKOHOAATENbHOIO PerynmpoBaHus ABNAETCA NPo6en UMEHHO B 3aKOHO-
[aTenbHOM, 3 He NOoA33aKOHHOM MPABOBOM PErynupoBaHMM, MOCKOMbKY CMELManbHbIA akT BbiCwe-
ro YpoBHA 0 LM(POBOK TPaHChopMaLmMmu B POCCUN He NPUHAT HA HACTOALMA MOMEHT. Ewle ofHON
npo6nemoit siBNseTca PparmeHTapHOCTb NPABOBOMO PErynupoBaHus LngpoBru3aLmuim.

BmecTe C TeM aHanu3 NpuUBEAEHHbIX Bbille AKTOB (M HEKOTOPbIX APYriX) NO3BOMAET BbIAEUTH
cnepyiolLMe HanpaeneHus LudpoBom TpPAHCHOPMALMN FOCYAAPCTBEHHBIX KOPNOPALLMIA U KOMNAHMIA
C roCyAapCTBEHHbIM yyacTuem:

1. AHanu3 TeKylero CoCTOSHUA 1 NepCneKkTUBbI LUGPOBON TPAHCHOPMALLN TOCKOMMAHIN,

2. BblpaboTka uenei uuchpoBoil TPAHCHOpMALLMIA TOCKOMMAHIM,

3. Pa3paboTka JOPOXHOM KapTbl UMPOBON TPAHCHOPMALLMM FOCKOMMAHUMN.

4, CoBepLIEHCTBOBAHNE «KauyeCTBa» KafpoBOro COCTaBa roCKOMNAHUK 1 OpMUPOBAHIE KYIbTY-
pbl LudpoBoN TpaHchopmaLmm.

be3ycnoBHo, npepnaraembli MOAXOA SBNAETCA O0O0GLEHHbIM W MPUMEPHBIM, HO OH MO3BOMUT
KOMMEKCHO NPenCcTaBUTb OTBET HA BOMPOC, UTO KOHKPETHO HEOHX0AMMO CAeNnaTb, U B U3BECTHON Mepe
OTBETUTb HA BOMPOC — B KAKOM NOPsAKE NPOBOAUTDL 3MeHeHMs. [lanee, ncnonb3ys hopmanbHO-topu-
ANYECKNin NPaBOBOI METOA UCCNEA0BAHNSA, TPOAHANN3UPYEM KKL0e HanpaBneHne OTAENbHO.
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AHanu3 TEKyWLero COCTOAHNA FOCKOMNaHMiA M NepeneKTMB X LudpoBoi TpaHchopmMaLuu

370 HanpaBneHue UndpoBoiA TpaHchopmaLyUK NpeanonaraeT NPoBeAeHUe aHaNUTUKN LUMdpo-
BOW TPaHChopMaLLMM OTPACAM, OLEHKY LUMpPOBON 3PeNoCTU rOCKOMNaHNK, NCCNef0BaHuE Kiloue-
BbIX BbI30BOB 1 BO3MOXHOCTEN AN UMGPOBON TpaHchopMaLmm, a Takke PUCKOB 1 yrpo3 nHdopMa-
LINOHHON 6€30MacHOCTM B Xoe peanu3auni undpoBol TpaHchopMaLmMm, B pa3nnuHblX, B TOM yucne
upe3BbluaiiHbix ycnosusx (Frolov & Bosenko, 2020).

Mpw 3TOM CNOXHOCTb aHaNN3a 3aKNOYaAeTCs B TOM, UTO TOCYAAPCTBEHHAs KOpNopaLms, C OAHOK
CTOPOHbI, peanu3yeT NocTaBNeHHbIe Nepef Hell COLUMANbHO-3KOHOMUYECKIUE 3HauMMble ANA obLie-
CTBA LieNK, HO C APYroM, [eNCTBYET U KaK X03ANCTBYIOWNA CY6bEKT — OCYLLECTBAACT NpeanpuHuMa-
TeNbCKYI0 1eATENbHOCTb, NOMYYaeT NPUObLINb, NUHBECTUPYET CPE/ACTBA.

OTmMeTUM, uTO aHanu3 uMdpoBoil TpaHchopMaLyMmu OTPacu NpeanonaraeT MCCNefoBaHue:
= U3MeHEeHWA B NOBeAEeHNN NoTpebutenen;
= U3MeHEeHW B 6U3HEC-MOeNsX UTPOKOB OTPaC/K;
= NOSBNEHNE HOBbIX OHNANH-NNATOPM 1 LNGPOBbIX IKOCUCTEM;
= U3MeHEeHU B TEXHONOTNYECKNX BEKTOpax LucpoBor TpaHcdopmauuu;
= U3MEHEeHWIA B KAaUecTBe BHElWHNX YCNoBuiA Ans undpoBoi TpaHcdopmatmun (Hanpumep, ycnosus

(hMHAHCUPOBAHWA, Mepbl FOCYAAPCTBEHHOI NOAAEPKKN, 06pa30BaTeNbHbIE MPOrpamMmbl).

OueHKa U poBOM 3penocTy NPeayCMaTpPUBAET aHaN |3 KNOUeBbIX HanpaBneHN A LNdPOBON TpaHC-
(hopmaLmMm 1 KNIoUeBbIX 3NeMEHTOB 6a30BbIX KOPNOpPaTUBHbLIX YCIOBMIA ANnA LudpoBoii TpaHchop-
maumumn. OueHKa uMpoBON 3PENOCTU TaKKe BKIOUAET TeKylWMiA YPOBEHb UCMONb30BAHNSA COBpe-
MeHHbIX LMGPOBbIX TEXHONOMMI 1 NPOrpamMMHOro obecneueHns ans undpoBoi TpaHcopmauuu,
a TaKKe HOBeWLMX OCTYKEHNI B 06nacTu nepeaauu aaHHbIx (Tadayoni et al., 2018).

Onpenenexue KnUeBblX BbI30BOB W BO3MOXHOCTEHA, CO3AaHHbIX LM(POBOK TpaHchopmavmeil
ANA NOBbILEHNA KOHKYPEHTOCNOCOBHOCTU 11 Pa3BUTUS FOCKOMNAHNN KpanHe XenaTenbHo. KnioueBble
BbI30Bbl 11 BO3MOXHOCTW YUUTbIBAIOT U3MEHEHWSA, KOTOpble NPOUCXOAAT B OTPACiM 3a CUeT uucpo-
BOW TpaHcopMaLmMy 11 BAUAKOT Ha NO3ULMM TOCKOMMAHUN Ha pbiHKe. KntoueBble BbI30BbI M BO3MOX-
HOCTM Ans uMcPoBOIA TpaHChoPMaLN TOCKOMMAHIUK BKIOUAIOT TAKKE TEKYLNA YPOBEHDb W NOTEHLM-
an pocta uudpoBoii 3penocTit FOCKOMNAHNN OTHOCUTENbHO NYULIMX POCCUACKUX U MEXAYHAPOAHBIX
NPaKTUK 1 pelieHnit udpoBoi TpaHchopMaLn, Kak 061X NS BCeX 0TPACNen, Tak i cneuudnyHbIX
ANA 0TPAcnu. KnioueBble BbI30BbI U BO3MOXHOCTU fOMKHBI (HOPMUPOBATD JOCTATOUHYIO 06OCHOBbIBA-
loutyto 6a3y ans Bbib6opa CTpaTernueckux HanpasneHuin U poBoil TpaHcdopmaLui.

Onpenenexne pUCKoB 1 yrpo3 MHGOPMALIMOHHON HE30NACHOCTY, KOTOPbIE MOTYT BO3HUKHYTD B X0Ofie pe-
anu3auuu uudposoi TpaHcdopMaLymn Npn BHEAPEHUI B €ATENBHOCTb FTOCKOMMAHMI COBPEMEHHbIX Lnd-
POBbIX TEXHONOTIA, CETO/HS, YBbI, ABNACTCA HEO6XOAMMOCTbI0. Kak oTMeuatot Falch u Henten (2018), npu pe-
anu3auum uhposoil TpaHChopMaLLMKM FOCKOMNAHUAMM NPEACTOUT onpeaenexue puckos (yuep6a) v yrpo3
UHOPMALMOHHON 6€30MaCHOCTI, CBA3aHHbIX C BHEAPEHNEM COBPEMEHHbIX CUCTEM CBA3N.

Mpv peanu3aumm LUPOBO TPAHCHOPMALLAN FTOCKOMMAHNAM HAZNEXNT OLEHUTb pUckK (yuiep6a)
1 yrpo3bl HGOPMaLMOHHON 6€30MaCHOCTI, peanu3aLus KOTOPbIX MOXET NPUBECTU K HEraTUBHbIM
nocneacTBUAM ANs AeATENbHOCTI FOCKOMMAHWUIA, B TOM YMCMe K HapyleHuo (YHKLMOHUPOBaHNUS
1 yTeuke 3awuwaemon nHdopmauui. Mpm oLeHKe PUCKOB 1 Yrpo3 MHGOPMALMOHHON 6e30NaCHOCTH
AOMKEH YUNTbIBATLCSA TEKYLLMIA YPOBEHb MCMONb30BaAHUSA COBPEMEHHbIX LIMPOBbIX TEXHONOTNN.

PUCKN 1 yrpo3bl MHGOPMALMOHHON 6e30NaCcHOCTH [OMKHbI hOPMUPOBATH AOCTATOUHYH 060CHO-
BbIBaIOLLYI0 6a3y AN Bbi6OPA NPaBOBbIX, OPraHU3aLMOHHDBIX U TEXHUUECKNX Mep No 06ecneyeHuio
UHOPMALMOHHON BE30NACHOCTY B X0e peanu3aLun L poson TpaHcdopmaLui.
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[N rocKoMnaHui, SBNAKOWMXCA CY6beKTaMU KpUTMYECKON WHAOPMALMOHHOW MHAPACTPYKTY-
pbl Poccuiickoit Gepepawun, onpefeneHue pUckoB U yrpo3 HHOPMaLMOHHOI 6e30MacHOCTI fOMXK-
HO OCYLECTBAATLCS B COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccuiickonn Mefepaumu o 6e3onacHoCTy
KpUTMUYeCKoi nHopMaLMOHHOI MHAPaCcTPYKTYpbI Poccuiickon Mepepaumi.

Bbipabotka Lienei uudposoii TpaHchopMaLLMM TOCKOMNAHNK

370 HanpasneHue LNdPoBOI TpaHChopPMaLIMKM MOXKET BKMIOUATh B CE6s Takue HanpaBneHus pa-
60Tbl KaK: C03AaHue LeneBorn 6M3Hec-Moaeni, CUCTeMbl LN 1 KIKUeBbIX Nokasatenen 3hdeKTus-
HoOCTN UM pOBOI TpaHCopMaL; onpeneneHne CTpaTernueckux HanpaBneHuid passuTua uudpo-
BOW TpaHCOpPMaLN 11 TOPU3OHTOB NNAHMPOBaHUS CTpaTerun LMdpoBoil TpaHchopmaLmm.

Ecnu onupaTbcs Ha [OCTUKEHUS IKOHOMUUECKOI TEOPUN U CYLLECTBYIOLLEE NPABOBOE Perynnpo-
BaHue, Lienepas 6U3Hec-MofleNb A0MKHA BKKOUATb ONMCAHUE LieNeBon BU3HeC-Mofenn rockomna-
HUM B KOHTEKCTE LdpOBOIA TpaHcopmaLum (M HECKONbKIUX 6U3HeC-MOfeNneid, eciiu NNaHupyeTcs
ncnonb3osaHue 6onee ofHoi moaenu). Mpu BbIGOpe LENEBOW BU3HEC-MOAENN YUNTHIBAETCA TeKy-
Liee COCTOSHME M NepcnekTuBbl LdpPoBOI TpaHChopMaLuKU 0Tpacnu, ypoBeHb LUMPOBON roTOB-
HOCTY (3penocTi) rocKOMNaHNK, KNoueBble BO3MOXHOCTU U BbI30BbI 1A LU(POBOI TPaHC(hopMa-
LM FOCKOMMNAHMN.

Lienu wucposon TpaHchopmaLym [OMKHbI:
= ObITb OPMEHTUPOBAHbI HA NOBbILEHNE KOHKYPEHTOCMOCOOHOCTN FOCKOMNAHNN;
= OTBEUATb KPUTEPUIO IKOHOMUUECKON IDEKTUBHOCTM U BKIOUATb OLIEHKY BKNaaa UMGPOBOI TPaHC-

thopmaLyn B poCT NpUBBLINK UAN APYroro aHaNorMYHOTo NoKasaTens roCKOMMaHum, a TaKKe OLEHKY

Heo6X0aNMbIX MHBECTULMIA B LIMCPOBYIO TPAHCOPMALINIO 1 OLIEHKY X OKYNaeMocTy;

= 6bITb HanpasneHbl (cornacHo cdepe AeATeNbHOCTI FOCKOMMAHNN) Ha AOCTUXEHUE «LUdpPOBOI
3PeNoCTi» KNoueBblX 0TPACNen IKOHOMUKN U COLMANbHOI cepbl, B TOM UMCne 3ApaBoOOXpaHe-
HUA 1 06pa30BaHus, a TaKke roCyAapCTBEHHOTO YNpaBieHNs B COOTBETCTBUM C Yka3om Mpe3u-

AeHTa Poccuinckoin Oefepaumu ot 21 nions 2020 . NO 474,

KaX o/ roCKOMNaHUU XenaTenbHo 1eKOMNO3MpOBaTb CUCTEMY KNIOUEBbIX NoKa3aTenei hdek-
TUBHOCTU LM(POBOI TPAHCHOPMALLMN, BKNIOUMB B Hee Tpu ypoBHS: (1) BKNaj uudposoi TpaHchop-
MaLuMu B CTpaTernyeckue Lienu rockoMnanum (BKnouas yBenuyeHne npubbing Uan aHanoruuHoro
noka3sarens, yBennyeHue BbIPYUKI U aHaNOTMYHOrO NOKa3aTeNs, CHKEHIUE 3aTpaT U1 aHanoruy-
Horo nokasatens); (2) uucposas TpaHChOPMaLUMA KMoueBbiX chep AeATENbHOCTU FOCKOMNAHUN —
B3aUMO/eNCTBME C NOTPebUTENAMM, pa3paboTKa U IKCMNyatauus NPoayKToB (AN NpUMEeHUMbIX
oTpacneit), onepauuu M LEMOYKN MOCTaBOK, nopdepxusaioume yHKumu (ynpasneHue Kagpa-
MU, ynpaBneHne UHaHCamm, ynpasneHne 3akynkamu, ynpasnexue 3naHuamin n oducamu v np.);
(3) obecneuenne 6a30BbIX KOPNOPATUBHBIX YCNOBUIA ANA LMGPOBON TpaHChopMaLmmn — uudpoBsas
WHGPACTPYKTYpa 1 CMCTEMA YNpaBieHns AaHHbIMU, Kafapbl, KOMNETEHLMM 1 KyNbTypa Ana uudpo-
BOW TpaHcdopmaLn, Moaenb ynpasneHus Ludposor TpaHcdopmaumen.

LieneBble 3HaUeHUs KNioueBbIX NoKa3atenei 3dekTMBHOCTU UMPOBON TpaHCHOPMALIMM AOMK-
Hbl PaCcCUMTBIBATLCA HA OCHOBAHMM TEKYLNX NMOKa3aTeNnel roCKOMNaHnu, ee CTpaTernyeckux Lenen,
0TPACEBbIX 1 KPOCC-0TPACNeBbIX CONOCTaBNEHUI («BEHUMAPKOBY).

fockoMnaHWsM CnefyeT BblbUpaThb CTpaTernyeckne HanpasneHus LUcpoBon TpaHcdopmawmm
Ha 6a3e UHTErpanbHOM OLEHKMN N0 KPUTEPUSIM NOTEHLMaNa BKNaJa HanpaBneHus B JOCTXEHNe CTpa-
TErMyecKux Lenen rockoMnaHum u YpoBHSA FOTOBHOCTM FOCKOMMNAHNN K uudpoBon TpaHchopmaumm
HanpaBneHus. B nepeueHb HanpasneHnin LM poBoi TpaHChOPMaLN FOCKOMNAHNUN PeKoMeHayeTCs
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BKNI0YATb, HO, HE OTPaHUMBASAC, HOBYI 6U3HEC-Mo/eNb (HeCKONbKMX 6U3Hec-Mofeneit) u/unu pas-
BUTWE [ONONHUTENbHbIX MCTOUHMKOB [JOXOA0B, HOBbIE LM(POBbIE NPOAYKTLI U YCIYrK, yNpaBnexne
B3aWMOOTHOLIEHMAMM C NOTPebUTENsMU, NPOEKTUPOBAHUE U UHXUHUPUHT, CEPBUCHOE 0BCTYXNBA-
Hue, 3hheKTMBHOCTb OMepaLuii, ynpaBneHe Lenoukamu nocTaBokK, ynpasneHne Kaapami, ynpas-
neHne uUHaHCcaMu, ynpaBneHne 3akynkamu. AN 3alwuTbl MHAOPMaLMK, NOANEXALled 3aliuTe
B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickon Mefepauni, HEOHXO[MMO MCMONb30BaTb CepTU-
tuumposanHbie OCH Poccun cpeacTsa Kpuntorpatnueckoin 3awutbl nHdopmauum (6onee noapob-
HO M. MocTaHoBneHue Mpasutenbcrea PO o1 30.06.2020 N 963 «0 peanusaLun nuao0THONO NPOeKTa
Mo UCMOMb30BAHNI0 POCCUICKNX KpUNTOrpadnueckmx anropuTMoB U CPeACcTB WNGPOBaHNS B rocy-
[APCTBEHHbIX MH(OPMALMOHHDIX CUCTEMAXY).

Mpyu NNaHUPOBaHUK CTpaTernu UUcpoBON TpaHcopmaLn PeKoMEeHAYETCs BblAensTb TpU ropu-
30HTa NNAHUPOBAHNA: KPATKOCPOUHBIA — NpUMepHO 12 MecaLes (Lienesble 3HaueHUus AN KoueBbix
nokasarener 3 deKTUBHOCTM YCTaHABNMBAIOTCA C A€Tanu3aluert No BpeMeH Ha rof, ANs KMoueBbiX
nokasatenei 3heKTUBHOCTI N0 MMNOPTO3aMELLEHMIO YCTaHABNMBAIOTCA HA ©XXEKBAPTaNbHON OCHOBE);
CPenHEecPOUHbIA rOPU3OHT — 3-5 neT (LieneBble 3HaueHus ANs KIloueBbiX NoKasarenei M eKTUBHOCTI
ONPe/eNAKTCA TaKKe C AeTanu3alyueil o BPeMEHN Ha Kaabli rof); A0NTOCPOUHbIA Fopu3oHT — 10 ner.

Kawablii cnepyowuin ropusoHT JO/MKEH Pa3BUBaTh U PacluMPsATb KloueBble pesynbratbl U Npuo-
puUTeTHble HanpaBneHus unudpoBoii TpaHchopMaLMu NpeablayLLEro ropyU3oHTa.

Pa3paboTka J0poXHoi KapTbl LdPOBOA TPaHCHOPMALMK FOCKOMNAHMH

310 HanpasneHue LMPOBOK TPAHCHOPMaLLMM NPEANONAraeT CedylolLMe HanpaBneHns pa3BUTUS:
= pa3paboTKa 1 peann3alus MHULMATUB MO BHEAPEHUIO LNdPOBbIX pPelleHid, o pa3BuTUIo Uud-

poBOWN UHPACTPYKTYPbI;
= pa3BUTME NOCTABLINKOB LNGPOBLIX PeLIeHNN;
= OpraHM3alOHHbIE MepONpPUATUS B paMKax LU poBoK TpaHcdopmaLmu;
= MeponpuATUS N0 NPOrpaMMHOMY MMMNOPTO3aMELLEHUID;
= MeponpuaATUs no obecneyeHnio UHOPMALLMOHHOW 6E30MaCHOCTI B pamKax LudpoBoiA TpaHc-

thopmanum.

Mpu NNaHUPOBAHWUN BHEAPEHUA LNGPOBbIX PelleHnn cneayeT yKa3biBaTb MOMHbIA NepeueHb
WHULMATIB MO HanpaBAeHUAM LndpoBoi TpaHcdopMaLyu, BKNoUas BHEAPEHUE HOBbIX GU3HEC-MO-
Aenei n pa3BuUTIe AONONHUTENbHBIX UCTOUHUKOB JOXO/0B, B3aMMOAEHCTBIE C NOTpedUTeNnsmu, one-
paLuy 1 LLeNoyKN NoCTaBoK, noaaepkusaolme GyHkuumu (ynpasnexune kagpamu, ynpasnexue gu-
HaHcamu, ynpasneHne 3akynkamu, aAMUHUCTPATUBHO-XO3ANCTBEHHbIN OTAEN, PUANYECKYIO CYKOY
W T. 1.), @ TaKXKe N0 6U3HeC-HanpaBneHnsm u NoapasaeneHusam rockomnaHui.

XenatenbHo 0nucbIBaTb NPUMEHAIEMbIE NOAXOAbI M0 BbI6GOPY MHMLMATKB. MK 3TOM TUMOBOM Nop-
X0/l BK/I0UaeT (JOPMMPOBaAHME MOMHOMO CMIMCKA WHULMATUB (HA OCHOBAHMM OTPACNEBbIX MPAKTHK,
NPUMEHMMOTO OMbiTa APYruX OTPacnei, NPeANnoXKeHin 0T NOCTABLIMKOB 1 Np.) U OT6OP UHULNATMB
AnA BHeapeHus (Hanpumep, COOTBETCTBUE UM(POBON CTpaTervv PasBUTUA FOCKOMMNAHWM, HaU-
60MbLNIA 3DDEKT ANA FOCKOMNAHUN, FTOTOBHOCTb UHAPACTPYKTYPbI 1 Ap.).

PekoMeHAyeTCA AN KaXoN MHULMATMBLI JaBaTh KPaTKOe ONMUCaHue, BKoYas onucaHme pella-
emoli 6u3Hec-3aaum, onncaHue BHeApAEMOro pelieHus (Mcnonb3yemble LM(POBbIE TEXHONOTMMN),
onucaHue 5-10 KnoueBbIX BEX peanu3alui WHNLNATUBbI M ONPeRenaTb CPOKI AOCTUMEHNS KaKOM
BEXM, ONpeaensTb OTBETCTBEHHOE NofpasjeneHue, Apyrue noapasaeneHns ronoBHON KOMNAHMK
11 0TENbHble I0UepHME 1 3aBUCUMble 06LLECTBA.
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WHuumaTvebl no pasBuTuio LM PoBOI MHAPACTPYKTYPbI AOMKHBI BKMIOUATb ONMcaHue Tpe6oBa-
HUi K UT-uHpacTpykType, UT-apxutekType, cucteme ynpaBneHns faHHbIMIU FOCKOMMAHIUK, CUCTEME
NHGOPMALMOHHON 6E30MaCHOCT U MHCTPYMEHTaM Pa3paboTku undpoBbIX peleHni (xpaHenue
Koga, 6ubnuoTekn paspaboTku 1 T. Nn.). Ha ocHOBaHMN Tpe6oBaHUi K LM(POBOI UHGDPACTPYKTYpe
1 aHanM3a ee TeKyLero COCTOAHNA POPMUPYETCA NepeyeHb UHULMATUB NO ee Pa3BUTHIO C KpaTKuM
OMUCAHMEM KKAOW MHULMATMBDI (BKMIOUAs 5-10 KNIOUEBbIX BEX Peann3aLnn MHULNAATUBLI U CPOKM
LOCTIDKEHNS KXW BEXW, COfepXaHue paboT, OTBETCTBEHHOE NofpasaeneHue, onepaLnonHbie K3,
3aTparb).

MHMuMaTMBbl MO pasBUTUIO MOCTABLLMKOB LMDPOBLIX PeLIeHIA JOMKHbI BKIKUATL onpeaene-
H1e pecypcoB, KoTopble BYAYT 3aeNCTBOBaHbI NPK Pa3paboTKe U BHEAPEHUN LNGPOBbIX peleHnit
(cobCTBEHHDBIE peCcYpPCbl UK BHElHUE NOCTABLLMKIA); OLEHKY 06bemMa paboT 419 BHEWHUX NOCTaBn-
KOB; YCTaHOB/NEHME MOAXOA0B K paboTe ¢ NocTaBLyyKamu (fonrocpouHas paboTa ¢ orpaHUUEHHbIM
UNCNOM NOCTABLLMKOB U Pa3BUTIE UX KOMMETEHLMIA UMW BbIGOP NOCTABLLMKA NOA KAXKAYIO 3afauy U T.
.); NPOrpamMmbl 1 MOPAAOK PaboTbl CO CTApTan-npoeKTamMu; nepeyeHb MHULMATUB N0 PA3BUTMIO MO-
CTaBLYKOB C KPATKNM OMMCAHMEM KOO MHULMATUBDI (BKNoUas 5-10 KloueBbiX BeX pean1saumm
NHULMATMBbI M CPOKY JOCTUKEHNA KOOI BEXM, OTBETCTBEHHOE NofpasfeneHue).

Mo MHeHuto Parfenova (2019), opraHn3aLMoHHble MePONPUATAS B PamKkax LintpoBoi TpaHchop-
MALN LOMKHbBI BKNKOUATb NNAHMpPYeMble N3MEHEHUS B OPraHN3aLMOHHOM CTPYKTYpPe rOCKOMMAHNN
B CBA3U C LMPOBON TpaHChopmaLueid, Co3faHne LEHTPOB LUGpPOBbIX KOMNETEHLMI, CO3faHNe
JIOMKHOCTI pyKoBoauTens Luudposoi Tpakcdopmaumeit (PLT, CDO/CDTO (Chief Digital Officer/Chief
Digital Transformation Officer)), dopmuposanne ero nogpasgenenus (oduca undpoBoit TPaHC-
(hopmaumu), onncaHne YHKUMIA, AOMKHOCTHIX 06A3aHHOCTEA M MOMHOMOUMIA. Mpu 3TOM Xena-
TeNbHO pa3padaTbiBaTb U YTBEPHAATb NEpeUeHb OPraHN3aLUOHHBIX MEPONPUATII B pamKax Lud-
POBOJ TPAHC(OPMALMI C KPaTKUM OMUCAHMEM KaXIOro mMeponpuaTus (Bknouas 5-10 KnoueBbix
BeX peanu3aLum MeponpuaTIA 1 CPOKM OCTUKEHNS KAXIOI BEXM, OTBETCTBEHHOE NOAPa3aeNeHue).

MeponpusTisi N0 UMNOPTO3aMeLLEHUI0 SIBNSIOTCA 06A3aTeNIbHOM YacTblo CTpaTerun uudposu-
3auun 060K rocKoMNaHuK, BKNKOUYAKOT NepeyeHb MepONPUSTIIA, HANpPaBNEHHbIX Ha obecneyueHne
nepexofia roCKOMNAHNUN HA NPenMyLLecTBEHHO UCMOMb30BaHWE POCCUICKOTO MPOTPAMMHOr0 06ec-
MeueHna 1 Paano3NeKTPOHHOM NPOAYKLUMM poccuitckoro npoucxoxaerus. Kirdina (2012) takke or-
MEUAET, UTO FOCKOMNAHMAM 063aTeNbHbl U MePONPUATUS N0 06ecneyeHnio MHHOpMALMOHHON 6e3-
OMACHOCTY B pamkax LchpoBOI TPAHCOPMALLMK, KOTOPbIE BKIKOUAIOT MEPONPUATUS, HANPaBNEeHHble
Ha peann3alLnio NPaBOBbIX, OPraHN3aLNOHHDBIX, TEXHUYECKIMX M MHBIX Mep obecneueHns nHdopma-
LIMOHHOIA 6€30MacHOCTM. MpK 3TOM BbI6OP NPABOBbIX, OPraHN3ALUOHHDBIX, TEXHUUECKNX U UHBIX Mep
obecneueHns MHGHOPMALMOHHON 6e30MacHOCTI AOMKEH 6bITb HANPaBNEeH Ha NPeoTBPALLEHNe He-
raTUBHbIX NOCNEACTBUA ANs AeATENbHOCTM FOCKOMNAHWIA, B TOM YiCie NpefoTBpalleHre Hapyle-
HUSA DYHKLUNOHNPOBAHNA MHAOPMALMOHHON MHAPACTPYKTYPbl FOCKOMMAHUIA U YTEUKM 3aLMILAEMON
UH(opMaLUN.

[OCKOMNAHNUAM HA YPOBHe NOKanbHbIX MPaBOBbIX aKTOB MPEANMCAHO YCTaHABAWBATb nepe-
YeHb MepONpUATUN, HaNpaBNeHHbIX Ha peanu3aunio NPaBOBbIX, OPraHU3aALMOHHbIX, TEXHUYECKNX
1 VHbIX Mep o6ecneyeHns HPOPMALMOHHON 6E30MACHOCTN B pamKax L poBoK TpaHChopmaL i
C KpaTKuUM OMMCAHMEM KAAOro Meponpuatus (BKNiouas KNiueBble BEX peanusaumn Meponpus-
TS 11 CPOKM JOCTVDKEHNA KAXKOW BEXW, OTBETCTBEHHOE NojipasfeneHue). Mpu 3TOM OTBETCTBEHHbIM
nofpasfeneHnem 3a peann3aLnio MeponpusaTuii No obecneyeHnio NHPOPMALMOHHON 6e30MaACHO-
CTW B pamKax LhpoBoil TpaHcdopmaLn ABNSETCA NofpasaeneHne no MHGopMaLMoHHoN 6e3onac-
HOCTM FTOCKOMNAHMWIA.
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QNS rOCKOMNaHWi, ABNSAIOWMXCS CY6beKTaMu KpUTUUECKOW UHGOPMALMOHHOW WHQPACTPYK-
Typbl Poccuiickorn QDegepauui, peannsauus MeponpuaTMA no obecneyeHuto MHGOPMaLMOH-
HOi 6€30MacHOCTM B pamKax LWUcPoBOM TpaHChopMaUMM OCYLECTBASETCA B COOTBETCTBUM
C 3aKoHoAaTenbcTBoM Poccuiickon Menepauuu 0 6€30MaCHOCTM KPUTUUECKO WH(OPMALMOHHOM
UHdpacTpykTypbl Poccuiickoin GepepaLum.

CoBepLIeHCTBOBAHUE «KAYecTBa» KaApoBOro COCTaBa roCKOMNaHUM
1 GpopMUPOBaHKE KYNLTYPbI LMdPOBOIE TpaHChOpPMaLLMK

370 HanpaBneHne LMdpoBoil TpaHChopMaLLMK BKIKOUAET B Ce6S AeATENbHOCTb N0 TakUM Hanpas-
NeHUAM Kak:
= BbIpaboTKa Modenu UMGpPOBbIX KOMNETEHLMA U KapoBoOro obecneueHus uudpoBoi TpaHcdop-

MaLyu rOCKOMNaHUK;
= OLEHKa NOTPeBHOCTN B Kaapax, 06Nafatolmx cneLmuanbHoil KoMneTeHUueNn;
= 06yueHue undpoBbIM HaBbIKaM 1 pa3BUTHE LMGPOBLIX KOMMETEHLMIA COTPYAHNKOB FOCKOMMAHUM;
= yNpaBneHue cOTpyaHUKaMM LndpoBbIX CNeLmranbHoCTel;
= NNaHUPOBaHME 1 NPOBEJEHNE MEPONPUATIA NO PA3BUTHMIO LMEIPOBON KYNbTYPbI U KYNbTYPbl MH-

(hopMaLLMOHHOI 6E30MaCHOCTI TOCKOMMNAHNN.

MogenupoBaHue UMGPOBLIX KOMMNETEHLMA W KAAPOBOro obecneueHns umdpoBoi TpaHcdopma-
LMK TOCKOMNAHWUN BKIIOUAET B cebs: onucaHue mogeny UndpoBbix KOMAETEHUMA (MU MHNLMATUBDI
M0 BHEAPEHUI0 MOAENU LM(POBbIX KOMMNETEHLMIA); Nnepevyucnenne cneumanbHoCTelt, BOCTPe6OBaH-
HbIX B YCNOBUSX LM(POBOI IKOHOMMKM, C UX OMMCAHUEM B TEPMUHAX MOAENU LUGPOBbIX KOMMETEH-
Li; pacyet noTpe6bHOCTM B KaApax Ha OCHOBaHMW NOPTdeNns MHULMATUB LcpoBON TPaHcdopmaLmm
C YUeToOM CTPATErii KOMMAHNM MO BbIGOPY NOCTABLMKOB LUGPOBDIX PELIEHWIA UMK BHEAPEHUIO LUdpo-
BbIX eLeHmit COBCTBEHHbIMU Cunamm («COPCUHI-MOZENN»); NPUBNEUEHINe KaAPOB ANA peann3auum me-
poNpUATMIA N0 UPOBON TpaHCchopMaLWK roCKoMNaHK (HaeM, pa3BuTMe COBCTBEHHBIX KaJPOB 1 np.).

06yueHune undpoBbIM HaBbIKaM 1 Pa3BUTHE LM POBbIX KOMMNETEHLMIA COTPYAHMKOB FOCKOMMAHU
npegnonaraer pa3paboTky 06pa3oBaTeNbHbIX MPOrPaMMm W OLEHKY UMCIEHHOCTU COTPYAHMKOB roc-
KOMNAHUN AN NPOXOXAEHUA 06YUeHU KOMMNETEHLMAM U TEXHONOTUSM, BOCTPe6OBaHHbIM B YC/O-
BUSAX LM(POBOIA IKOHOMMKN.

O6pasoBaresibHble nporpammbl (Kypcbl) rOCKOMNaHMM MOTYT MPOBOAUTLCA C WCMONb30BAHM-
€M COOCTBEHHbIX PecypcoB roCKOMMaHUM UMK Ha 6a3e CTOPOHHUX 06PA30BaTENbHbLIX YUpeXAeHUI.
[ins pyKoBoauTeNel roCKoMNaHu1 xenatenbHo NpeaycMaTpuBaTh OTAENbHbIE NPOrpaMMbl 06YUeHus.

Kak cnpasennueo otmeuatot Kolychev et al. (2019), B nepeueHb KOMNETEHLNI 1 TEXHONOTWIA, KO-
TOpbIM 06YUaeTCs NePCoHan, [OMKHbI BXOAUTb 3HAHUSA U HaBbIKN B 061aCTh MHGOPMALNOHHON 6e3-
onacHocTu. MepeueHb 3HaHN 1 HABbIKOB B 06M1aCTI MH(OPMALMOHHON 6E30NACHOCTU ONKEH BbITb
COrNacoBaH C MepoNPUATUAMI NO 0becreueHnto MHAOPMALMOHHOK 6€30MaCHOCTH.

OTeNbHOTO BHUMAHUA 3aCNYXUBAET YNpaBneHue COTPYAHUKaMU LUGPOBBIX CeLManbHoOCTel:
0COBEHHOCTM HaliMa MepcoHana; co3faHue ycnosuii pabotbl (Hanpumep, 0cobblit rpadnK PadoThl
1 yCnoBusA paboTbl B 0MCe); yUeT 0COBEHHOCTe! NNaHNPOBaHUA Kapbepbl (Hanpumep, 3KCnepTHble
KapbepHble TPAeKTOpUN); YUeT 0COBEHHOCTe MOTUBALMK (HanpuMep, ycunexue CBA3M BO3Harpa-
HAEHUA COTPYIHNKOB FOCKOMNAHUM C Pe3ynbTatamii UHULMATUB LdPOBOI TpaHcdopmaLym); 0co-
GEHHOCTM NPOrpamm pa3BUTMSA HaBbIKOB U Apyrue (aKTopbl.

MnaHupoBaHue 1 NPoBeAeHNe MeponpUSTAA N0 Pa3BUTHIO LNGPOBON KYNbTYPbl I KYNbTYPbl UH-
(hopMaLMOHHOI 6€30MacHOCTI FOCKOMNAHUK BKMIOUAeT B Ce6sl Takie WHULMATUBDI, KaK BHEApeHMe
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KNIMEHTOOPUEHTUPOBAHHbIX NOAXOA0B B PaboTe, NpakTUK paboTbl B YCIOBUAX NOCTOSHHO MEHAOLLMX-
ca Tpe6oBaHuii (aHrn. agile) n An3aitH-MbllwNeHWs, BHeAPEHUE NPOAYKTOOPUEHTUPOBAHHOO NOAX0AA
B pa6oTe, CepBMCOB 06PaTHON CBA3M AN COTPYAHMKOB FOCKOMMNAHUM, @ TakXKe COBNIOAEeHINS OpraHn3a-
LIMOHHDBIX Mep 3aLuTbl MHopMaLyK 1 TpeboBaHIil 3aKoHOAaTeNbCTBA Poccuiickoi Meaepalii, B TOM
umMcne B YacTy UCMONb30BaHNS CePTUGULMPOBAHHBIX CPEACTB 3aLUTbI MHGIOPMALMK.

3akntoyenve

MpousBeas hopmanbHO-OPUANYECKNI aHaNK3 HOPMATUBHBIX aKTOB B cdhepe LuthpoBON TPaHC-
(hopmauym rockomnanuii, Gubin (2020), npeanaraer mogenb ynpasneHYecKoro npoLecca — no3ran-
HOro BHeApeHus uMdpoBU3aLMN B feATeNbHOCTb HEKOMMEpPUECKON OpraHu3aLuu, KoTopblii B pe-
3ynbTaTe CMOXET NOBbICUTb €€ IKOHOMMYECKYI0 NNKBULHOCTD.

JlaHHas mMofenb COCTOMT U3 YeTblpex OCHOBHbIX 3TaMOB: aHaNM3a TEKYWEro COCTOSHUSA U nep-
CnekTUBbl LUcpoBoN TpaHcdopmaLun rockomnaHuu; BbipaboTku Lenel uudpoBoid TpaHchop-
MaLMn TOCKOMMaHWUK; Pa3paboTKi AOPOXHON KapTbl LUdpPOBOK TPaHChopMaLyMi rocKoMNaHuy;
COBEpLUIEHCTBOBAHMM «KAaueCTBa» KapOBOr0 COCTaBa rOCKOMMNAHMM U (DOPMMPOBAHME KyNbTypbl
undpoBoi TpaHcdopmaLmu.

bason thopmupoBaHns ONTUMANbHOI Moaeny LudpoBoil TpaHcdopMaLMn OpraHn3aLum ABseT-
€A NPOBE/EeHNE AHANNTUYECKMX MEPONPUATUIA N0 UCCNEAOBAHMIO ANHAMUKI CNPOCA U NPEANOXeHMS
C NOSIBNEHMEM HOBbIX OHMANH-NNATOPM U LUDPOBBIX IKOCUCTEM, U3MEHEHUA B TEXHONOTNYECKMX
BeKTOpax LudpoBoii TpaHChopMaLMyu, U3MEHEHUS B KAuecTBe BHEWHWX ycnoBun Ans uudpo-
BOW TpaHcdopmaLyi. NMpu 3ToM BaxXHbIM HanpaBAeHUEM BbICTYNAET OLEHKA PUCKOB M Yrpo3 uHdop-
MaLMOHHOM 6e30MacHOCTH, KoTopasi No3BONUT CHOPMMPOBATL ONTUMANBHYIO 6a3y Ans Bbibopa npa-
BOBbIX, OPraHM3aLMOHHbIX 1 TEXHUUECKUX Mep No obecreueHnto MHOPMALMOHHON 6e30MacHOCTH
B XOfie peanu3aumuu uucpoBoil TpaHcopmaLum.

Mpwn 3TOM BbIGOP NPABOBbIX, OPraHN3aLMOHHbIX, TEXHUUECKUX 11 UHBIX Mep o6ecneyeHns UHgop-
MaLMOHHOM 6€30MaCHOCT AOMKEH 6bITb HANpPaBNEeH Ha NPeAOTBPALLEHUE HEraTUBHbIX NOCNeACTBUN
ANS [eATeNbHOCTI FOCKOMNAHMWIA, B TOM uucne NPefoTBpalleHne HapylleHns QyHKLMOHIPOBAHMS
NH(OPMALMOHHON MHGPACTPYKTYPbI FOCKOMMAHUIA U YTEUK 3aLMLLAeMOl MHAOpMaLmN.

Ha OCHOBaHMM BbILIEU3NOXEHHOO CNedyeT CAenaTb BbIBOA 06 0C060i IOPUANUECKOI NPHpo-
fie TOCKOMNAHMWIA, KOTOPasA COBMELLAET B cebe NMPU3HAKN IOPUANYECKOTO NULA C TOCYAAPCTBEHHbIM
yuacTueM, HO No CBOEA 3KOHOMUYECKOW CYTH, NPEACTaBnAeT uHylo (opmy cobcTBeHHOCTH (rocy-
[lAPCTBEHHO-YACTHYI0). TO eCTb, PaKTUUECKM, FOCYAAPCTBEHHBIE KOPMOPALMK JOMKHbI 1eACTBOBATH
HapaBHe C OCTaNbHbIMM YUACTHUKAMI PbIHKA 11 HE MOTYT UMETb KakuX-1n60o NPUBUAETNi, 33 NCKNI0-
ueHMeM NPUBMAErUNA, NPeAYCMOTPEHHDIX B LEIOM AN HEKOMMepUecKnx opraHuzaumui. C apyroi
CTOPOHbI, C NO3MLMM NPABOBOMO PerynupoBanna (Hanuume oTaenbHbIX (heaepanbHbIX 3aKOHOB, pe-
MaMEHTUPYIOWMX UX [eATeNbHOCTD), FOCKOMNAHUN 6e3yCNIOBHO CTAHOBATCA 6oNee «HarNAAHbIMUY
ANS NOHUMAHUA TOCYAAPCTBEHHOM KOHLENLMN BHeapeHns undpoBoil TpaHchopmaLmm.
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This essay reviews three books on business and society development in the context of industri-
alization and digitalization. The books are: Digital Strategies in a Global Market — Navigating the
Fourth Industrial Revolution (Natalia Konina ed., 2021)', Technology and Business Strategy — Digital
Uncertainty and Digital Solutions (Igor Stepnov ed., 2021)%, and Post-Industrial Society: The Choice
between Innovation and Tradition (Julia Kovalchuk ed., 2020).3

' Konina, N. (Ed.). (2021). Digital strategies in a global market — Navigating the fourth industrial revolution. Palgrave

2 Stepnov, I. (Ed.). (2021). Technology and business strategy — Digital uncertainty and digital solutions. Palgrave Macmillan.
https://doi.org/10.1007/978-3-030-63974-7

3 Kovalchuk, ). (Ed.). (2021). Post-Industrial society: The choice between innovation and tradition. Palgrave Macmillan.
https://doi.org/101007/978-3-030-59739-9


https://doi.org/10.1007/978-3-030-58267-8
https://crossmark.crossref.org/dialog/?doi=10.38044/2686-9136-2021-2-1-94-96&domain=pdf&date_stamp=2021-03-31

Liucdposoe npaso. Tom 2, N° 1, 2021, c. 94-96
C. Ay | Bce undpoBoe: rOTOBHOCTb K HEM36EXHbIM NepemMeHam

The authors of the book Digital Strategies in a Global Market — Navigating the Fourth Industrial
Revolution (2021) research digital strategy as part of Corporate Business strategy. Digital strategy
is characterized by the alignment of digital and business strategy and application of digital tech-
nologies and instruments to existing business activity along with the enablement of new digital
capabilities to the core business. The authors research the different aspects of the creation and
implementation of digital strategy, including digital strategic transformation, employing digital tools
for innovations and new products research, sales reconfiguration and improvement, and firm digital
technology architectures and processes.

It is stated that digital transformation is the central focal point behind the strategically driven
process of changing a business in the face of new factors arising in the digital economy: changes
can be planned through the introduction of a digital culture, the principles of customer-centricity,
systematic work with innovations, adapting business models, the widespread use of data, and the
development of competencies.

The authors of the book conduct systemic research into different aspect of digital strategy from
the positions of business, as well as management and economy. This allows them to develop a com-
prehensive meta-scientific concept which states that digital strategy has vital significance for all sec-
tors of economic activity. It is highly valuable that the authors propose scientific recommendations
and a practical guide for various sectors of economy regarding the strategic adoption of digital tools,
with emphasis on the role of digital marketing. The book also evaluates the opportunities and chal-
lenges of implementing digital strategy in the directions of more sustainable development and of
the knowledge economy. The findings are convincing, concluding that managers should adapt their
business strategy to a new digital reality. This mainly results in the digital adaptation of marketing,
processes, and operations management.

This book can help readers to rethink how people, data, and processes interact, enabling com-
panies to become more valuable to customers and gain a competitive edge in the digital-oriented
world; it thus should appeal to those who are interested in digital strategies performance in global
markets.

The book Technology and Business Strategy — Digital Uncertainty and Digital Solutions (2021)
covers various aspects of the implementation of global technological leadership in the context of
public policy in different countries, as well as individual companies and corporations. The book con-
tains the results of a study into the transformation of competition in global markets, as well as the
practical aspects of honing a competitive advantage in most markets (both known and emerging) for
technologies, products, and services, including virtual and augmented reality, artificial intelligence,
and others. The authors researched and systematized the principles and laws of the digital economy,
the technological basis of future economic relations in the digital economy, changes in the structure
of business models due to the widespread use of the platform approach, changes in the forms and
content of corporate governance, the development of forms and methods of state regulation of digi-
tal manifestations, and changes in legislation and the financial sector.

It is useful that the book focuses on the uncertainty of future technologies, justifying the deve-
lopment not only of growth strategies but of also adaptation strategies; it also takes into account
the risks and consequences of technological jumps. In addition, the book provides a comprehensive
overview of the opportunities and challenges associated with developing global technology leader-
ship strategies and would be an excellent resource both for researchers and for representatives
of high-tech businesses interested in new competitive strategies in the emerging system of global
technological leadership.
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The book Post-Industrial Society: The Choice between Innovation and Tradition (2020) presents
the results of research into the formation and functioning of post-industrial development institu-
tions: development funds or banks in developed countries (USA, France, Norway, etc.) and deve-
loping countries (China, Russia, UAE, Indonesia, Vietnam, Kazakhstan, etc.). It is pointed out that,
for all advanced and emerging economies that are simultaneously at the start of a breakthrough to
a new technological order, a strategy for achieving target results should be reasonably chosen. This
can be a strategy of reindustrialization based on the growth of industrial production (tradition), or
a fundamentally innovative strategy of new industrialization (innovation).

Combining the work of recognized scientists and specialists in various academic fields, this book
provides a comprehensive understanding of the aspects of post-industrial development, high-
lighting the driving forces and limitations, strategies, sources of funding, tools, and technologies for
implementation. This book is pertinent to those readers who are interested in the specifics of imple-
menting strategies for technological improvement in industry and the service sector in developed
and developing countries.

As a result, the books under review represent comprehensive studies of the influence of new
progressive technologies on business and society, including the formation of post-industrial society
and digital economy. Moreover, their scientific and practical nature ensures their high theoretical
and empirical value. These books indeed have made a valuable contribution to the fields of econo-
mics and management.
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