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AIMS AND SCOPE

The purpose of the Digital Law Journal is to provide a theoretical understanding of the laws that arise in Law and Economics
in the digital environment, as well as to create a platform for finding the most suitable version of their legal regulation. This
aim is especially vital for the Russian legal community, following the development of the digital economy in our country. The
rest of the world has faced the same challenge, more or less successfully; an extensive practice of digital economy regulation
has been developed, which provides good material for conducting comparative research on this issue. Theoretically, “Digital
Law” is based on “Internet Law", formed in English-language scientific literature, which a number of researchers consider as
a separate branch of Law.

The journal establishes the following objectives:

= Publication of research in the field of digital law and digital economy in order to intensify international scientific interac-
tion and cooperation within the scientific community of experts.

= Meeting the information needs of professional specialists, government officials, representatives of public associations,
and other citizens and organizations; this concerns assessment (scientific and legal) of modern approaches to the legal
regulation of the digital economy.

= Dissemination of the achievements of current legal and economic science, and the improvement of professional rela-
tionships and scientific cooperative interaction between researchers and research groups in both Russia and foreign
countries.

The journal publishes manuscripts in the following fields of developments and challenges facing legal regulation of the digital
economy:

1. Legal provision of information security and the formation of a unified digital environment of trust (identification of sub-
jects in the digital space, legally significant information exchange, etc.).
Regulatory support for electronic civil turnover; comprehensive legal research of data in the context of digital technology
development, including personal data, public data, and “Big Data”".
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Legal support for data collection, storage, and processing.
Regulatory support for the introduction and use of innovative technologies in the financial market (cryptocurrencies,
blockchain, etc.).
Regulatory incentives for the improvement of the digital economy; legal regulation of contractual relations arising in con-
nection with the development of digital technologies; network contracts (smart contracts); legal regulation of E-Commerce.
6. The formation of legal conditions in the field of legal proceedings and notaries according to the development of the digital
economy.
Legal provision of digital interaction between the private sector and the state; a definition of the “digital objects” of
taxation and legal regime development for the taxation of business activities in the field of digital technologies; a digital
budget; a comprehensive study of the legal conditions for using the results of intellectual activity in the digital economy;
and digital economy and antitrust regulation.
. Legal regulation of the digital economy in the context of integration processes.
. Comprehensive research of legal and ethical aspects related to the development and application of artificial intelligence
and robotics systems.
10. Changing approaches to training and retraining of legal personnel in the context of digital technology development; new
requirements for the skills of lawyers.
The Journal has been included in the index of the Higher Attestation Commission (VAK) of the Ministry of Education and
Science of the Russian Federation. The subject of the journal corresponds to the group of specialties “Legal Sciences” and
“Economic Sciences”.

The journal publishes manuscripts in Russian and English.
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LLNOPOBOE NPABO
LIEJTU U 3A1AYM

Llenb 3neKTPOHHOrO XypHana «Llndposoe npaso» (Digital Law Journal) — co3panne AMCKYCCMOHHOM NNOWAAKM ANA OCMbIC-
NIeHUA B HAYYHO-NPAKTUYECKOI NNOCKOCTH Nieranu3auum uupoBbIX TEXHONOTMIA, 0COBEHHOCTEI 1 NEPCNEKTUB X BHEAPEHUS
B HOpMaTUBHO-NpaBoBOe nofe. 0CO6EHHO OCTPO 3Ta 3ajaua CTOUT Neped POCCUICKUM COOGLLECTBOM NPABOBEOB B CBS3M
C pa3BuTHEM LUdPOBOI IKOHOMUKM B Hawen cTpaHe. C 3TOM e 3afauelt CTanKMBAETCA M OCTaNbHOI MUP, pewas eé 6onee
UM MeHee ycnewHo. B mupe chopmmpoBanach 06WwMpHan NPaKTUKa HOPMATUBHOTO PErynMpPoBaHUs LMGPOBOI IKOHOMUKM,
OHa €T XOpowWNi MaTepuan Ana NPOBEAEHUs CPABHUTENbHbIX UCCNEAOBAHNA NO 3TOM Npo6nematuke. B Teopetuyeckom
nnaHe uudposoe NpaBo onupaetcs Ha CHOPMMPOBABLIEECA B AHIMOA3bIYHON HAYUYHON NTUTEPATYpe aKaJeMUueckoe Hanpas-
NEeHNe KNHTEPHET-NPaBO», KOTOPOE PAA UCCNefoBaTeNel PacCMATPUBALOT Kak OTAEMbHYH 0TPAC/b NpaBa.

3aayamu xypHana aBnswTCS:

= [y6nukauus uccnegosaHmii B 06nactv LMpoBoro npasa 1 LuGpoBoi IKOHOMUKM C LIENbI0 HTEHCUDUKALMN MEXAYHA-
POAHOIO HAYYHOrO B3aMMOLEICTBUS U COTPYAHUYECTBA B PaMKax HAy4HOr0 COOBLLECTBA IKCNEPTOB.

= YnoBneTBOpeHne MH(OPMALMOHHBIX NOTPEOHOCTEN CNEeLManucToB-NPodeccuoHanos, LOMKHOCTHBIX UL, OPraHOB rocy-
[ApCTBEHHOI BNACTY, NPeACTaBUTENeid 06LLECTBEHHbIX 0O BEAMHEHNN, MHbIX FPXAAH U OpraHM3aLMil B HAy4HO-NPaBO-
BOIA OLIEHKe COBPEMEHHBIX MOAXOA0B K NPAaBOBOMY PErynMpoBaHuio LUGPOBOK IKOHOMUKI.

= PacnpocTpaHeHne JOCTUXEHWA aKTyanbHOW HPURNYECKOM W IKOHOMUUECKOW MbICAW, Pa3BUTUE NPOdECcCMOHANbHBIX
CBSI3eM W HAYYHOTO KOONEPaTUBHOMO B3AUMOAENCTBUA MEXAY UCCNeA0BaTeNSMI U UCCIeA0BATENbCKUMM Fpynnamm Poc-
CUM 1 33pYBEXHDIX rOCyAAPCTB.

B ypHane ny6nukyloTca pyKonucu no CnefyiowMm HanpaBneHuAM pa3BuTus v 3afayam, CTOSLMUM nepes HOPMaTUBHBIM pe-

rynupoBaHnem LuchpoBOM IKOHOMUKIA.

1. HopmarnBHoe o6ecneueHmne MHOPMALMOHHOI 6e30MacHOCTH, (hOpMMPOBAHME eANHOI LMdPOBOIE Cpeabl AoBepus (MaeH-
TUMKaums Cy6beKTOB B LM(POBOM NPOCTPAHCTBE, OBMEH OPUANUECKI 3HAUNMOI MHGOPMALMEN MEXAY HAMM U T. A.).
HopmatusHoe obecneueHne 3neKTPOHHOMO rPawAaHCKoro 060poTa; KOMMNEKCHbIE NPaBOBbIe MCCNef0BaHNsA 060poTa
LaHHBIX B YCNOBUSAX Pa3BUTUA LMGPOBLIX TEXHONOMNI, B TOM YNCNe NEPCOHANbHBIX AAHHbIX, 0BLWEAOCTYNHBIX AAHHbIX,
Big Data.

HopmaTusHoe obecneyeHne ycnoBui Ans copa, XxpaHeHns U 06paboTkM AHHBIX.

HopmarueHoe o6ecrneyeHine BHEAPEHUS U UCMOJb30BAHNSA NHHOBALMOHHDIX TEXHOMOTMIA HA (DUHAHCOBOM pbiHKe (Kpun-

TOBAIIOThI, GNOKYENH 1 Ap.).

HopmaTuBHOe CTUMYNMUPOBaHWe Pa3BuTUS LUGPOBOI IKOHOMMKM; NPABOBOE PErynMpoBaHue fOrOBOPHBIX OTHOLEHWIA,

BO3HUKAIOWYX B CBA3M C Pa3BUTUEM LMDPOBLIX TEXHONOTMIA. CeTeBble AOTOBOPbI (CMAPT-KOHTPaKTLI). MpaBoBoe perynu-

POBaHUe 3NeKTPOHHON TOProBNN.

. DopmupoBaHMe NPaBoBbIX YCNOBUN B Chepe CyAO0NPOU3BOACTBA M HOTApMaTa B CBA3N C Pa3BUTIEM LUGPOBON IKOHOMUKM.

O6ecneyeHne HOPMATUBHOTO PerynupoBaHns LUGPOBOro B3aNMOAENCTBUA NPeANPUHUMATENbCKOTO CO0BLLECTBA 1 To-

CyAapcTea; onpepenexne «uugpoBbix 06HEKTOB» HANOTOB U pa3paboTka NPaBOBOMO PeXUMa Hanoroo6oKeHUs npea-

NPUHUMATENbCKON AEATENbHOCTU B chepe LUMdpOoBbIX TexHONOrMIA. LIGpoBOI BIOAKET; KOMNIEKCHOE MCCNefoBaHue

NPaBOBbIX YCNOBUI UCMONb30BAHNA PE3YNbLTATOB MHTENNEKTYaNnbHON AEATENbHOCTI B YCNOBUAX LUGPOBOI IKOHOMUKY.

LincdpoBas IKOHOMUKA 1 AHTUMOHOMOMbHOE PerynupoBaHue.

HopmaTuBHOe perynupoBaHue LndpoBoil IKOHOMUKOI B KOHTEKCTE MHTETPALMOHHBIX NPOLECCOB.

KomnnekcHble MccnefoBaHNs NpaBoBbIX 1 3TUYECKNX aCMEeKTOB, CBA3AHHDBIX C Pa3paboTKoN 1 NPUMEHEHMEM CUCTEM CKYC-

CTBEHHOTO WHTENNEKTA U POHOTOTEXHUKM.

10. i3meHeHne NOAXOA0B K NOAFOTOBKE M NEPEnoAroToBKe PUANYECKNX KafPOB B YCIOBUSAX Pa3BUTUA LNGPOBbIX TEXHONO-
ruit. HoBble Tpe60BaHMA K HaBbIKaM M KBanuuKaLmum 1opucTos.

XypHan BK/IoueH B nepeyeHb BAK no cnedyiowmm cneunanbHocTam: 5.1.1. TeopeTuko-nctopuueckne npaBosbie Hayku (lopu-

ANyeckue Hayku), 51.3. YacTHo-npasoBbie (LuBuIMCTUUECKME) HAYKM (IoprANUEcKme HayKu), 5.1.5. MexayHapoaHO-NpaBoBbie

Hayku (lopuanueckue Haykm), 5.2.3. PernoHanbHas v 0Tpacnesasn 3KOHOMUKA (IKOHOMUUECKUe Haykn), 5.2.4. uHaHcbl (3Ko-

HOMUUECKNE HayK).

B ypHane ny6nukyloTcs pyKonucu Ha pycckom 1 aHMUACKOM SI3bIKaX.

YYPEQIUTESTb, U3LATESIb:

NHo3emues Makcum liropesuy
119454, Poccus, MockBa, npocn. BepHaackoro, 76
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Ot pepakumm

LinchpoBM3aLMaA OKa3blBAET BAUAHME Ha CYLIECTBYIOLLYI0 CMCTEMY NPaBa. B JOKTPUHE Bce yalle
o6CyxaaeTca BONPOC O TOM, uTo LUM(POBM3ALMA NPUBEIET K NepeoCMbiCNeHN0 eneHns npasa
Ha YacTHoe 1 Ny6nuuHoe. bonee TOro, CAbILWHBI MPU3bIBbI 06BABUTL UCKYCCTBEHHBIN UHTENNEKT (aa-
nee — UI) cy6bektom npasa. «Lludposoit» pesu3nn NofBeprnuch Takue, Kasanoch 6bl, HeM3MeHHbIe
0Tpacnu, Kak AuddamalMoHHOE U HAacNeACTBEHHOe NpaBo. Penakumsa )ypHana «Llncposoe npaBo»
(Digital Law Journal) o6cyauna Bbi30Bbl, KOTOPbIE CTABUT Nepe KPUANYECKM CO0BLLECTBOM Ld-
poBu3aums, ¢ TatbAHo CepreeBHOM fLEHKO.

flyenxo TambAHa CepaeeeHa — pyKOBOAUTENb fienapTamMeHTa yacTHOro npasa HaunuoHanbHOro
uccnenoBaTenbcKoro yHUBepcuTeta «Bbiclias WKONa IKOHOMUKMY, JOKTOP OPUANYECKUX HAYK, [0-
LeHT. OKOHUMNA lpuaNYecKUn dakynbTeT POCTOBCKOMO rocyaapCcTBEHHOTO YHUBepCUTeTa B 1999 T.
B 2001 r. ycnewHo 3awuTuna KaHAUAATCKYIO auccepraumio Ha Temy: «llKkaHa Kak npaBoBas karte-
ropua B rpaxgaHckom npase». B 2016 . B lucceptaumoHHOM coBeTe MOCKOBCKOIO rocyaapCcTBeH-
HOro yHusepcuteta um. M.B. /lomoHOCOBa yCnewHo 3almnTIa JOKTOPCKYI0 ANCCEPTaLMI0 HA TeMy:
«Tpa¥aaHCKo-NpaBoBas 0XpaHa Ny6NNUHbIX HTEPECOBY (HAayUHbI KOHCYNbTAHT JOKTOP lOpuanye-
CKIX HayK, npodeccop, 3acnyxeHHbli aeatenb Hayku Poccuitckont Geaepauuu E.A. CyxaHoB). B cde-
Py HayuHbIX HTepecoB TaTbsiHbI CepreeBHbI BXOAAT Npo6neMbl Hacne[oBaHus LU poBbIX aKTUBOB;
3alLMTa HeMaTepUanbHbIX 6AAr U MNUHBIX HEMMYLECTBEHHbIX NPAB B UHTEPHETE; OXpPaHa npas MHBe-
CTOPOB B KpayAdaHanHre.
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- TambsHa CepzeeeHa, 8 nocnedHee epems 8 0OKMpPUHe 60306HOBUUCH CNOPbI OMHOCUMEbHO
deneHus npaea Ha ompacnu’. He mocneoHiolo ponb 8 3MoM Cbiepano pazeumue yughpoebix mexHo-
noauii. Mo)tHo nu 2060pumb 0 MOM, Ymo cetiyac Mbl Habniodaem GhopmuposaHue Hoeoli ompacnu
npaea — yucgpoeozo npaea?

- JTio6oe feneHne NpaBa BCErAa YCIOBHO U NPeciedyeT Npexae BCEro HayuHble 1 06pa3oBaTenb-
Hble Lenu. B3ATb, K NpUMepy, Knaccuueckoe pasrpaHiuueHne YacTHoro U Ny6auuHoro npaea, no no-
BOAY OCHOBAHMI KOTOPOTO B HayKe CyLIeCTBYET MHOXECTBO TeOpuid. Ho Aaxe YnbnuaH, Ha KOTOporo
B 3TOM C/lyuae NPUHATO CCbINATbCSA, FOBOPUT NNLLb O CTPYKTYPUPOBAHMM YUEBHBIX AUCLMMINNH, O TOM,
YTO «U3y4eHue NpaBa PacrafaeTca Ha Ba NONOXeHUa: Ny6nnuHoe U yacTHoe (Npaso)»?, a BOBCe
He 0 (haKTUUeCKOM pa3rpaHUUeHNN NpaBa Ha Ny6aNUHOE 1 YacTHOE. M 3T0 NTOTMUHO, NOCKONbKY PUM-
CKO€ YaCTHOE NMPaBO OXPAHSANO HE TObKO YaCTHbIE, HO W NY6ANYHbIE MHTEPECDI.

QueBMAHO, COBPEMEHHOE JieNleHne NpaBa Ha 0Tpacnu NpecieayeT Ty Xe Lefb, NOCKONbKY CUCTe-
Ma HaLMOHANbHOMO NpaBa efMHA W NMOAUMHSETCA O6LWMUM NPUHLMNAM. B 0Tpacnsx yacTHOro npasa
AOBONbHO MHOTO MY6/IMUHO-NPABOBbIX MO CBOEI NPUPOAE HOPM; B NY6NUUYHOM NpaBe BCTPEYATCS
YacTHONPaBOBble HOPMbI. O6LECTBEHHbIE OTHOLEHUS MOTYT COCTaBAATL NMPEAMET pPerynnpoBaHus
OAHOBPEMEHHO YaCTHOTO U NY6NUYHOTO NPaBa.

MpeaBocxuias Baw BONpoC O HEaKTyanbHOCTHM BbIAENEHUA OTpaCien Mo KpUTepUAM npeameTa
W MEeToAa, OTMEUy, UTo OT HEero, Ha MOW B3IMNAf, OTKA3aTbCA Ceiluac HeBO3MOXHO. Vcnonb3oBaHme
AaHHbIX KpUTEpPUEB HeOBXOAUMO ANS MOHMMAHWS CheunduKM CBA3AHHBIX Mexay Co6oil HopM.
COXpaHAIOT 3TN KPUTEPUI U CBOE NPAKTMUECKOE 3HAUEHMe.

{1 He BiXy CneLMdMKN NpeameTa u MeToAa y M poBoro npaea. BO3MOXHO, OHa NoABMTCA B Gyay-
LLEM, M Mbl CMOXEM C YBEPEHHOCTbIO FOBOPUTb O CAMOCTOATENILHOM XapakTepe 0Tpacny uudpoBoro
npasa. 10Ka e ero coCTaBASIOT Ny6IMUHO-NPABOBbIE M YACTHONPABOBbIE HOPMbI, KOTOPbIE NPU UX
NPMMEHEHU He YTPauuBalOT CBOEN NPUPOAbI, (YYHKLUMOHANBHOMO Ha3HAUeHUs U 0CobeHHOCTeN
Npu BO3AENCTBUN HA CKNafblBalomMecs B LMPoBON CPefie OTHOLIEHNUS.

- B 00Holi u3 ceoux cmameir’ Bol 3ampazueaeme npo6nemy mak Ha3bieaemoli yucghpoeoii udex-
muyHocmu, Komopas obecneyueaem Kaxdomy 4Yenoeexy UCMUHHOe CyujecmeoeaHue 6 yughpo-
ebix cucmemax. He mpe6yemca nu, Ha Baw 632190, nepeocmbiC/ieHue mpaduyUuoOHHbIX Kame20puii
«npaesocy6beKkmHOCMb», «NpPaeocnoco6HoCMb» 6 KoHmekcme yughpoeusayuu? Bedb 8 dokmpuHe
ece yauje CnbIWHbI MPU3bI6bl NPU3HAMD, K IPUMepY, 8 Kayecmee Cy6beKma npaea UCKYCCMeeHHbIi
uimennexm?

- Korga mbl roBopum 06 UAEHTUUHOCTH YeNoBeKa, Mbl UMeeM B BUAY NPeX[e BCero pasHble aTpu-
OYTbl €ro MINYHOCTU: MMS, U306 paXeHue, ronoc 1 Apyriue HematepuanbHble 6nara, KOTopble, C OHON
CTOPOHbI, MHANBUAYANNU3MPYIOT YENOBEKA, a C APYrON — MOTYT GbiTb 06BEKTAMMU UMYILLECTBEHHOTO
obopora.

1 (Cm., Hanpumep: PoxkoBa, M.A. (2020). fiBnsieTca i uudPOBOE NPABO OTPACbIO NPABA W HYKHO T OKUAATH NOABIEHNSA
Linchposoro Kogekca? Xosalicmeo u npaso, (4), 3-13; TananuHa, 3.B. (2021). CpasHUTeNbHOE LNGPOBOE NPaBO: CTAHOBNE-
Hite 1 nepcnexTUBbL. XypHan poccutickozo npasa, 25(9), 18-32. https://doi.org/10.12737/jr.2021:108

2 KodhaHos, /1.1. (ot8. pen., nep.) (2002). Auzecms! Ocmunuata (1. 1). CratyT.

3 fuenko, T.C. (2022). Mpeaynpexaenne npasoHapyweHunit B undpoBoi Cpefe: rpaxaaHCKo-NPaBoBoiA acnekT. Poccutickas

tocmuyus, (5), 71-74.
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B uudpoBoil (BUPTYanbHOIA) cpefie CofepwaHne UAEHTUYHOCTY YenoBeka NpuobpeTaer cneuu-
(huKy, KOTOPYIO COBpPEMEHHOE NpPaBo, K COMANEHNI0, He yunTbiBaeT. [103TOMY BO3HMKAIOT Npobnembl,
CBA3aHHble, Hanpumep, C YCTaHOBAEHMEM NUYHOCTM AHOHWMHbIX YYACTHUKOB BMPTyanbHOro npo-
CTPAHCTBA, UX WAEHTU(NKALMENR U ayTeHTUDUKaLMER, Neranu3aumneil caenok ¢ HUKHelMamm, KoTo-
pble M0 CBOEN NPUPOAe NPeACTABASAOT CO60I NCEBAOHMMbI U MO3TOMY B CUMY AENCTBYIOWErO pe-
rYyNMPOBaHNs ABNAIOTCA HEOTUYKAAEMbIMI OT UX HOCUTENEel 06bEKTaMK, C NPU3HAHNEM NPAaBOBOIO
CTaTyca aBatapa kak alter ego msnueckoro nuua B CeTu, U MHOTUE Apyrue.

PelweHune 3TMX Npobnem, B TOM UMCe Ha 3aKOHO[ATENIbHOM YPOBHe, TPeBYeT yueta cneundmki
UNpPoBOK Cpefibl, HO He 03HAUAET, UTO HY)XXHO NepecMaTpuBaTh TPAAULIMOHHbIE NPABOBbIE KaTe-
ropuu. VI3MeHATCA Nn NOHATUA «Cy6bEKT NpaBa» UK «NPaBOCYObLEKTHOCTbY, €CAN COCTaB CYObEK-
TOB bYyAeT pacwupeH, Hanpumep, 3a cuet UA? Uctopus ¢ npusHaHuem NpPaBoCy6bEKTHOCTU IOPUAN-
YeCKMX UL, NO3BONSAET AaTb Ha 3TOT BONPOC OTPULATENbHBIN OTBET. [lpyroe Aeno, uto 3akpenneHne
3a N cTatyca cybbekTa noTpebyeT Takoro perynnpoBaHns pexuma ero yHKLUMOHNPOBaHMS, KOTO-
poe 0TBeYano 6bl 06LLEeMy Ha3HAUEHNIO KaTeropun cybbekTa npasa.

B atoi cBsi3u npaB npocdeccop E.A. CyxaHOB, KOTOPbII NoNaraet, uto ycnosuem npusHanua U
B KauecTse cy6beKTa npasa AOMKHO CTaTb HadeneHue ero umylectsom. OgHaKo B 3Tom cnyyae UK,
KOTOpbIN «06MTaeT» B LMPOBOM NPOCTPAHCTBE, NPUOBPETET LieNblil Psif NPENUMYILECTB Nepes Niofb-
MU, NOCKOMbKY, Hanpumep, TOPrys Ha Gupixe, 3akntouas pasHoOro poda CAeNKK, OH CMOXET UCMONb-
30BaTb OFPOMHbIA MAcCUB WHQOPMALMK, KOTOPAs HeAOCTYMHA GONbLWNHCTBY APYIUX YUaCTHUKOB
060poTa. Pa3ymeetcs, B CBA3N C NPU3HaHUEM NPABOCYObeKTHOCTM U MOTyT BOSHUKHYTL NPo6aembl
U 3TMYecKoro Tonka. fotomy, npexae yem NPUHMUMATb TaKoe pelleHune, HYXHO MPOCUYNTATb PUCKU
W CO3AaTb CUCTEMY UX NPEeAYNpexaeHuns B CBA3M ¢ yuactuem U B uMyLLeCTBEHHOM 060pOTE.

- B nutepatype no Teopuu npaBa HepPeAKO BbICKA3bIBAaeTCA rMNoTe3a, COMMAacHO KOTOPOil He-
raTMBHON uepToil YU(POBU3ALMM ABNAETCA NOABNEHUE HOBbIX LEHHOCTHBIX (aKCHONOrMYecKmx)
YCTaHOBOK, 4TO MPUBOAMT K (hOPMUPOBaHMI0 0CO60r0 (ualye HEraTUBHOTO) OTHOWEHUSA K NPaBy
(dpopmupyetca HepoBepue K 3aKOHy, NPaBOBOE CO3HAHME NMOPAKAETCA NPABOBBIM HUTNNU3MOM).
Han6onee ApKo 3Ty npo6nemy MOXHO NPONANIOCTPUPOBATL HA MPUMEpPe KONNM3NIA NO3UTHBHOIO
3aKOHA M NONb30BATENbCKUX COMMALIEHNI. [inA CY6bEKTOB MHTEPHET-OTHOLIEHNIA BaKHelllee 3Ha-
YeHue Np1o6peTaioT MMEHHO NONb30BaTENbCKUE COMMALIEHNS, TOTAA Kak NO3UTUBHOE NPaBO 0CTa-
etca B TeHu. Kak, no Bauwemy MHeHuI0, MOXXHO NPeOAONETb YKa3aHHyIo npo6nemy?

- [leiCTBUTENbHO, CErOAIHA OUEBUAHBIM CTAHOBUTCA BMELIATENbCTBO KPYMHbIX WHTEPHET-KOMNaA-
HUR B chepbl, KOTOpbIe TPAAULMOHHO PEryNnpyTCA MMNEPATUBHbIMU HOPMAMMU HALMOHANBHOTO
3aKOHO/ATeNbCTBA. Hanbonee Apkui npumep — pa3paboTaHHbIit Accoupaumnen UHTEpPHET-Komna-
HWA MOAIENbHbIA IOKYMEHT 0 JOCTYNe K OTAEMbHbIM BUAAM LU(POBLIX aKTUBOB B CBA3N CO CMEPTbI
nx Bnagenbua — Privacy Expectation Afterlife and Choices Act (PEAC). DaKTUUECKM 3TOT JOKYMEHT pe-
rynupyeT HacnefcTBeHHble OTHOWEHUA B BUPTYaNnbHOW Cpeae, NOCKOMbKY YCTAHABMMBAET PEXUM
A0CTYNa K YYeTHON 3anucit ymepliero nuua, B TOM YUCNe B CBA3N C HEO6X0AUMOCTbIO ynpaBne-
HWA UMyLLECTBOM Hacneaoaatens. Ele oguH npumep — Koraa B NONb30BATENbCKUX COMMALIEHUAX
OTAENbHbIX NHTEPHET-PECYPCOB B KAueCTBe YCNOBMA ONpefeneHns puanueckon cyabbbl Luudpo-
BbIX aKTUBOB Ha CNyyail CMepTW NPeayCMaTPUBAETCA COCTABNEHME 3NEKTPOHHOMO 3aBELIaHNs, KO-
TOpOe 3anpeLeHo POCCUICKIM 3aKOHOAATeNbCTBOM (M. 1 T. 1124 TK PO). B 3701 CBA3N BO3HMKAET

“  NetChoice (2015, July 20). Privacy Expectation Afterlife and Choices Act (PEAC). https://www.fiduciarylawblog.com/wp-
content/uploads/2015/07/PEAC.pdf
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napafoKcanbHas CUTyaLUuA: COCTaBNeHWe TAaKOro 3aBellaHuA HapyLWaeT 3aKOoH, HO AN 3aBelate-
NSl ABNAETCA AMHCTBEHHbIM CNOCOBOM NPEOfoNeTb OrpaHMUeHUs NONb30BATENbCKUX COMNALIEHUIA
B ceTh NHTepHert.

Ho npuBOAUT NN KONAM3MA NO3UTUBHOIO NPABA M NONb30BATENbCKNX COMNALIEHNI K HOPMUPOBa-
HUIO HEraTUBHOTO OTHOLIEHUA K NPaBy, HefoBepusa K Hemy? [lymato, uTo Her.

B 60nblMHCTBE CNyyaes NoAN He 0CO3HAKOT NogobHble konnusuu. Mpobnema 3aknoyaetcs B gpy-
rom. Jllogu He Bcerga 3HaIOT COAepwaHWe HOPM HALWMOHANbHOTO 3aKOHOAATENbCTBA, HO BbIHYX[e-
Hbl 3HAKOMUTBCA C NONb30BaTENbCKUMU COTMALIEHNAMU, NTOCKONbKY 6€3 COOTBETCTBYIOLIEN OTMETKM
06 03HaKOM/IEHUM HEBO3MOXHO NOAYUNTb JOCTYN K MHTEPHET-pecypcam.

Kpome TOro, MOCKONbKY CyleCTBEHHAs YacTb XM3HM YeNoBeka NPOXOAUT B LUGPOBON Cpege,
OH BbIHYX/EH NOAYMHATLCA TeM NpaBuiaMm, KOTOpble YCTAHABAMBAKOTCA NOMb30BATENbCKUMU CO-
rnaiweHusMu (NpocTo NoToMy, UTO OT 3TOTO 3auacTylo 3aBUCAT €ro 3apaboTok, obLEeHNne U AOCYT).
Hecobniogexne 3Tux npaBun NErko KOHTPONMPOBATb C MOMOLLbKO TEXHUUECKUX CPedcTB, a NOTOM
NPUMEHATb K HAapYWUTEeN0 CAHKLWK, BNNOTb 40 OTAYYEHUA ero oT foCTyna K pecypcy. 06ecneuntb
MOAOBHBIN TOTANbHbIA KOHTPO/b 33 COOMIOAEHNEM CBOETO 3aKOHOAATENbCTBA HE CNOCOGHO CEroAHs
HW O HO rocynapcTBo.

OueBMAHO, ANA NOHOro rocyaapcTea ABNAETCA Npo6nemMoil NPUOPUTET, KOTOPbIN Cy6BEKT OTAa-
€T 110/1b30BaTe/IbCKOMY COrNalleHnio nepes 3aKOHOM. fl AyMato, 4To eCN UHTEPHET-KOMNAHUA xe-
NnaeT eiCTBOBATH Ha ONPEfENEHHON TEPPUTOPUN, OHA AOMKHA HEYKOCHUTENBHO COBMOAATD HALM-
OHanbHOE 3aKoHOAaTeNnbCTBO. U 310 TpeboBaHMe JOMKHO 6bITb 3aKpenneHo B 3aKoHe. Kpome Toro,
BbIpabOTKA pasHbIMM CTPAHAMM YHUULNPOBAHHBIX NPABUA B OTHOWEHWUN UHTEPHET-KOMNAHUI
NO3BONNT 06ECMNEUNTb COOTBETCTBUE WX MOMb30BATENbCKUX COTNALIEHN JEHCTBYIOLEMY 3aKOHO-
[aTenbCray.

- Kamercs, Bol 66111 0gHOI U3 NepBbIX, KTO YKa3an Ha TPYAHOCTH, KOTOPbIe UCTIbITBIBAET POCCHil-
CKOe HaCneaCcTBeHHOe NPaBo B CBA3M C nossneHuem umgposbix npas°. Kakue npo6nembl Ha cero-
[AHA TaK U He peweHbl B 310ii chepe? M uTo 6b1 Bbl MOIIN NOCOBETOBATH /A UX NPEOAONEHNA?

- Tpexgae BCero OTCYTCTBYET ONpeAeNneHHOCTb B COCTaBe MPaB, BKMIOUAEMbIX B HACNEACTBEH-
HYI0 Maccy, NOCKOMbKY COrNacHO CT. 128 1 1411 TK PO wucpoBbIMI NPU3HAIOTCA Ha3BaHHbIE B TAKOM
KauecTBe B 3aKOHe 06513aTeNbCTBEHHBIE W UHblE UMYLLECTBEHHDBIE NPaBa, OAHAKO 3TW NpaBa He KOH-
KpeTu3upoBaHbl. QUeBUAHO, UX COCTAB JOMKEH GbITb YTOUHEH.

Kpome Toro, He pelueHa npobnema obecneyenns 40CTyna HacneaHUKoB K koay (noruuy, naponio,
KPUNTOKOLWENbKY ¥ T.N.), €CIN HaCNe0AaTeNb He OCTABU HUKAKOI MH(OpPMALN. B 3TOR cuTyauum
nonyunThb LNQpOBbIE NPaBa No HACNEACTBY NPAKTUUECKN HEBO3MOXHO.

3a py6bexom NpeanpUHUMAIOTCA HEKOTOpble MOMbITKM pewuTb 3Ty npobnemy. Hanpumep,
B CLIA pa3paboTaH EfMHOOGpa3HbI 3aKOH O AoCTyne (hUAYLMAPOB K 3NMEKTPOHHLIM aKTMBAM
(Uniform Fiduciary Access to Digital Assets Act (FADA)), KOTOpbliA npeaycMaTpuBaeT npaso Bnagenb-
LieB LnpOoBbIX AKTUBOB NepeaaBaTh UX XPAHUTENAM MH(OPMALLMIO O NNLAX, KOTOPbIE BNPaBe nony-
yaTb AONYCK K AAHHBIM aKTMBaM. MpaBaa, peub NOKa MAET NULb 06 aKKayHTaX B COLMANbHBIX CETAX,
NNATEXHBIX CUCTEMAX U CIYKOAX INEKTPOHHON NouTbI. CXx0xXMM 06pa3om B Huaepnanaax Accoumanms
HOTapuUycoB NoAAep)ana pa3paboTky LMhPOBOro XPaHWIMLLA, B KOTOPOM KIMEHTbI CMOTYT XpaHUTb
CBOM LM(POBbLIE lAHHbIE, BKKOUASA KOAbI AOCTYMNA.

5 flueHko, T.C. (2019). Hacnenosanue uudpoBbix Npas. HacnedcmeenHoe npaeo, (2), 11-14.
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Bo3moxHo, DefiepanbHas HoOTapuanbHas nanata morna 6ol B 6yayLem co34aTb NOJ06HOE XpaHUIu-
Lie, B KOTOPOM MOXHO 6bln10 6bl N0 XeNaHWI0 HacneaoaaTens pasmeLLarb MHGOPMALMIO O LUGPOBbIX
aKTMBaX W KoAax fOCTYNa K HiM. MoKa e cucTema 060poTa LdpoBbIX NPaB TakoBa, UTO Mbl HE MOXEM
YCTaHOBMTb NPUHAANEXHOCTb LM(POBOro NpaBa rpax/aaHuHy, ecin Takas MHopMaLus OTCYTCTBYET.

He pelweHa n npobnema HacnefoBaHNUA akKkayHTOB. ITO CBA3AHO C TeM, UTO UX NPaBOBas NpUpoaa
Nnoka He onpeeneHa. U B 310l CBA3N BO3HMKAET 3aKOHOMEPHbIA BONPOC: €CAU UHTEPHET-aKKayHT
ACCOLMMPYETCA € TMUHOCTDIO ero BNafenbLa, 061afaeT UMyLWECTBEHHOM LL@HHOCTbIO KaK AN1sl CaMoro
BNajenbLa, TaK W ANA ero HacnefHMKOB, TO NoYeMy 6bl He pa3pewnTb 060POT aKKAYHTOB, B TOM UNC-
fe ux HacnepoBaHue? B 3apy6exHbix CTpaHax OHO pa3pelueHo. HacnegHMKM 3apabatbiBaloT 6onbline
CYMMbl Ha MCMONb30BAHUM AKKAYHTOB yMEPLIMX 3HAMEHUTOCTEN: NEeBLOB, akTepPoB, My3blKAHTOB.
Hanpumep, no aaHHbIM Forbes, Ha ncnonb3oBaHNK akkayHToB Maikna [IKeKCOHa B CoLanbHbIX ce-
TAx B 2020 I. ero HacneAHMKN 3apaboTany 6onee 40 MAH Aonn.5 OUeBMAHO, HET HUKAKUX NPENATCTBUI
K TOMY, 4TO6bI Nerann30BaTh akkayHTbl B COLMANbHBIX CETAX B KAUECTBE 06HEKTOB MPAXAAHCKMX NpaB
1 B Poccuu, paspeLnTb CAeNKU C HUMU U UX HaCnefoBaHKe.

- AHOHMMHOCTb B WHTEpHeTe CO3AaeT NNOAOPOAHYI0 NOYBY ANSA BCEBO3MONHDBIX HApYLEHW,
B TOM 4KCNe NOCATaoLMX HA YecTb U AOCTOMHCTBO NMYHOCTY. [ina Poccun 3ta npo6nema Hanbonee
aKTyanbHa, TaK KaK cuctema mep 3aluThl rPpaKAaH, nocTpapaswmx ot audiamauyn B Cetn, Hepo-
cTatouHo 3hdexTuHa. CywecTByeT nu, Ha Baw B3rmsg, Han6onee ONTUMANbHbIH MEXaHU3M 60pb-
6bi ¢ gudpchamaneit aHOHMMHBIX NONb30BaTENEN?

- [leiicTBUTENbHO, MCNonb3yemble B Poccun noaxopbl K 6opbbe ¢ Auddamauneri 8 UHTepHeTe
HenoCTaTouHO 3PEKTUBHBI. ECIN NUUHOCTD AHOHUMHOTO HApPYLWWTENs, KOTOPbIN PAacNpOCTPaHMN
B CETM NOPOYUALLYIO YeCTb, LOCTOMHCTBO MM JENOBYI0 PENyTALLMI0 rPpaXaaHNHA UH(OPMaLWI0, YCTa-
HOBUTb HEBO3MOXHO, TO Haka3blBaTb HUKOMO He 6YyAyT. Kak noscHun KoHCTUTyumoHHbI Cyn PO
B MocTaHoBneHnm 0T 9 uions 2013 1. N 18-M «Mo feny 0 NpoBepKe KOHCTUTYLIMOHHOCTM NMONOXEHNN
NYHKTOB 1,5 1 6 cTaTby 152 MpaxaaHCKOro kogekca Poccuitckoit Mefepauum B CBA3M C ano6oi rpa-
paaHuHa E.B. KpbinoBa», WHTEpPHET-NpoBaifepbl, BAAeNnbLbl AOMEHHbIX UMEH W fpyrue Cy6beKTbl
B Clyyae, ecn nopoualLne ceegeHns 6bian pacnpocTpaHeHbl Ha NPUHAANexXalem um pecypce, ot-
BETCTBEHHOCTM HE HECyT, KpOMe C/lyuaeB, KOraa Takoil pecypc 3aperncTpupoBaH B Kauectse cpef-
CTBA MACCOBOM MH(hopMaLumn. KOHCTUTYLMOHHBIA Cya PO 06BACHUN UCKNIOUEHUE OTBETCTBEHHOCTM
yKa3aHHbIX ML 33 AUD(HaMALMOHHBIA KOHTEHT, Pa3MELLEHHbI aHOHUMHBIMI MONb30BATENAMY,
06LMM NPUHLMNOM IOPUANYECKON OTBETCTBEHHOCTM 3@ BUHY. [lyMaeTcs, uto Nof06HOE NONoXeHNe
BeCbMa HEOAHO3HAUHO, MOCKO/bKY 3aUacTyio BAAAENbLbl CANTOB Pa3MELLAloT peKnamy Ha NpuHag-
NeXalmux UM pecypcax, uto MOXET CBUAETENbCTBOBATb 06 OCYILECTBNEHUM NPeANPUHUMATENbCKOM
[eATeNbHOCTY, CNefoBaTeNnbHo, 06 0TBETCTBEHHOCTU 6€3 BUHBI.

Kak MHe KaeTcs, B HEKOTOPbIX CTPAHaX CYLIeCTBYET ONTUMANbHbI MeXxaHu3M 60pbbbl ¢ and-
(hamaumein aHOHMMHbIX nonb3oBatenei. K npumepy, B BenukobputaHum, eCiu aHOHUMHbBIA NOMb-
30BaTenb, KOTOPbIA PacnpoCcTpaHun nopouale ceedeHus B ceTu VIHTepHeT, He OGHapyxeH,
K OTBETCTBEHHOCTU BYAeT npusneyeH MHPOPMALMOHHBIA NoCpenHNK. CUMTAETCS, UTO TaKON NOAXOA
06eCneunBaeT peanbHyIo 3alLuTy MHTEPeCcoB NoTepneBLLEro, NOCKOMbKY, KpOMe BCEro npouero, 3o
no6yxaaeT BNajenbLes CAnToB NOMOraThb CyAy B MAEHTU(MKALMM aHOHUMHBIX NOMb30BaTENEH.

¢ borarbipes, T. (2020, Hoa6pb 13). Forbes Hazean ymepuwiux 3HameHumocmeli ¢ cambimu ebicokumu doxodamu. Forbes.
https://www.forbes.ru/newsroom/biznes/413747-forbes-nazval-umershih-znamenitostey-s-samymi-vysokimi-dohodami
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Kpome TOro, rocyaapcrsam BaXKHO [OrOBOPUTLCA W yHI/ICII)I/ILI,MpOBaTb OTBETCTBEHHOCTb 3a ﬂl/l(fb-
CII)aMaLI,I/IOHHOE noeefeHne aHOHUMHbIX nonb3oBaTtenen B CeTh WNHTepHeT, 4To NO3BOAUT CO3AaTb
AeﬁCTBEHHbIﬁ MeXaHU3M npepynpexaeHna HapylweHua, He3aBUCUMO OT MeCTa ero coseplueHua
WK CTpaHbl NPOXNBAHWA NoTepnesLlero u npaBoOHapylwuTens.

- B 3aKnoueHne xotenocb 6bl 3a4aTb BONPOC, 06pawieHHblid B 6yayuiee: KakoB Baw nporHos
o NoBoay mecTa 1 3HaueHus npasa B XXII B.2

Kak MHe KaweTcsi, MUp Pa3BUBAETCSA, a NCUXONOTUA YeNOBEKa OCTAETC HeM3MEHHON U Tpebyet
OT 3TOr0 MMPa YNOPSAOUYEHHOCTU U CTabUNbHOCTU. ObecneunTb JaHHYK NOTPEOHOCTb MOXET TOMbKO
npaBo, GYHKUMOHANbHOE Ha3HAUYEHMUE KOTOPOTO NO 3TON NPUUMHE OCTAHETCS Heu3MeHHbIM 1 B XXII B.
YT06bI HN MEHANOCD, KaKie 6bl HOBbIE TEXHONOTUW HI NOABAANNCH, Mbl OCTAEMCA NOAbMU, NA KOTO-
pbiX BaXeH nopagok!
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Abstract

Satellites are increasingly used for remote sensing, aiding in disaster management, however they also raise privacy
concerns. Despite the existence of international instruments such as the Outer Space Treaty, Principles Relating
to Remote Sensing of the Earth from Outer Space and International Charter Space and Major Disasters, there are

no specific rules addressing satellite misuse leading to privacy breaches during natural disasters. This article ex-
amines the existing legal frameworks for satellite regulation and privacy in Australia and Indonesia, two disaster-
prone countries, with the aim of determining their adequacy for addressing privacy concerns arising from satellite

use during natural disasters. By conducting a comparative analysis of both legal frameworks vis-a-vis relevant
international law, this article highlights the gaps that affect their applicability and effectiveness. It finds that inter-
national rules on the use of satellites for remote sensing activities generally lack binding force, and do not address

the issue of privacy breaches resulting from satellite misuse. Both countries also lack specific legal frameworks

addressing privacy breaches caused by satellite misuse during disasters. It recommends that in the absence of
unequivocal and specific provisions under international law, both countries could review and rely on their national

legal frameworks to address potential privacy issues due to advancing remote sensing capabilities. The provision

of Article VI of the Outer Space Treaty requires states to authorise and ensure continued supervision of activities of
non-governmental entities in outer space. This provision could be relied on to impose, through the instrumentality

of domestic laws, restrictions, or conditions on space activities, including privacy provisions. Existing space legisla-
tion requiring liability insurance could also be extended to include privacy provisions.
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KOH®UAEHUMANBHOCTD B 3M0XY
JUCTAHUMOHHOIO 30HAUPOBAHUA
CTUXMUHBIX BEACTBUN

B ABCTPANIUN U UHAOHE3WUK

T. NaBanb', M. [hxekcoH, E. leopruapec

Yuusepcutet boug
4226, ABcTpanus, KBuHcneng, Po6una, l0HuBepcuty fipaits, 14

AHHOTaUWA

CnyTHUKK BCE Yallle UCMIONb3YIOTCA AN AUCTAHLNOHHOTO 30HANPOBAHNSA 3eMIU BO BPEMS CTUXMIHbIX 6eACTBU,
UTO BbI3bIBAET TPEBOTY B OTHOLIEHNM HAPYLIEHNA KOH(DUAEHLMANBHOCTA JAaHHbIX YACTHbIX NiLL. HecMoTps Ha cy-
1IECTBOBAHME MEXAYHAPOAHbIX IOKYMEHTOB, Takux Kak [Jo2060p 0 kocmoce, [IpuHyunbl, Kacaowuecs OUcmax-
YUOHHO20 30HAUPOBAHUSA 3eMau U3 KOCMUYEcKo2o Mpocmpascmea, W MexdyHapodHas xapmus no KocMmocy
U KpYMHbIM KAMAcmpogham, He CyuwecTBYET KOHKPETHbIX MPaBUA, KACAIOWMXCA HeNpaBoMEPHOro UCNoNb30Ba-
HUA CNYTHUKOB, BEAYLETO K HApYIIEHU0 KOH(UACHLMANbHOCTU. B HACTOALEN CTaTbe PacCMaTpUBAETCA Cylie-
CTBYIOLLEE NPABOBOE PerynupoBaH1e UCMONb30BAHUA CMYTHUKOB U KOH(MNUAEHLUMANbHOCTI AaHHbIX B ABCTpa-
nun U NHAOHE3Mu, CTpaHax, 4acto NofBepraeMbiX CTUXUIHbIM 6EACTBUAM, C LieNbI0 ONPEeeNeHns roTOBHOCTH
NpaBonopaKka paspelarb BONPOCh KOH(MUAEHLUMANbHOCTU AaHHbIX. OCPEACTBOM MPOBENEHNA CPABHUTEND-
HOTO aHajn3a 060MX NPaBONOPSAAKOB U MEXAYHAPOAHOMO MpaBa B CTaTbe MOAYEPKUBAIOTCA CYUIECTBYIOWME
npasoBble NPO6ebl, KOTOpble BANAKT Ha NPUMEHUMOCTb U 3(EKTUBHOCTb AeCTBMA HOPM. ABTOpbI Nofara-
10T, UTO HOPMbI MEXAYHAPOAHOrO NPaBa Mo UCMO/b30BAHUI0 CMYTHUKOB ANA ANCTAHLIMOHHOO 30HANPOBAHMUS,
KaK Mpasuno, He MMeIOT 06A3aTeNbHON CUMbl M HE KACAloTCA NPO6IEeMbl HAapYIIEHUs KOH(UAEHLMANbHOCTH.
B 06eux CTpaHax Takwe OTCYTCTBYIOT KOHKPETHbIE NPaBOBbIE HOPMbI AN1A YCTPAHEHNA HAPYLIEHUIA KOH(DUAEH-
LIMaNbHOCTH, BbI3BAHHbIX HEMPABU/bHBIM MCMONb30BAHMEM CMYTHUKOB BO BpeMs CTUXMItHbIX 6eacTBuiA. B ycno-
BMAX OTCYTCTBUA HEBYCMbICIEHHbIX U KOHKPETHbIX HOPM MEX[YHapOAHOTO NPaBa aBTOPbI CUMTANOT, UTO CTPa-
Hbl MOMIK 6bl NONAraThCA HA HALMOHANBHOE NPaBO, BO3MOXHO, YaCTUYHO NEPECMOTPEB HEKOTOPLIE €70 HOPMbI,
NS peleHns NoTeHLMaNbHbIX NPO67eM KOHDUAEHLUMANBHOCTY B CBA3M C Pa3BUTUEM BO3MOXKHOCTEN AUCTAHLM-
OHHOTO 30HAMPOBAHNA. YCTAHOBNEHUE HALMOHANbHBIX YCIOBMIA U OTPAHUUEHNI HA OCYLECTBAGHIUE KOCMUYe-
CKOW [1eATeNbHOCTY, BKAIOYAs MOMOXEHNA 0 KOHMUACHLNATIbHOCTI, MOXHO 6bI10 6bl 060CHOBATb NPUMEHEHN-
em cTatbu VI [loroBopa 0 KoCMoce, TpebyIolieid OT roCYapCTB CaHKLMOHNPOBATL U 06€CNeUnBaTh HeNPepblBHbII
Ha/130p 3a eATe/IbHOCTbIO HeMPABUTENbCTBEHHBIX OPraHU3aLyii B KOCMUYECKOM NpoCcTpaHcTee. CywiecTayioliee
KOCMUYECKOe 3aKOHO/IATe/IbCTBO O CTPAXOBAHNM OTBETCTBEHHOCTM TAKKE MOXHO 6blI/I0 6bl PaCLIMPUT, BKNIOUMB
B HEr0 NONOXEHUS 0 HeMPUKOCHOBEHHOCTY YaCTHON XU3HU.

Knioyesble cnosa

KOHdJI/I).lEHU,I/IafIbHOCTb NaHHbIX, npasosoﬂ PeXxum, CTUXMIHbIE 6€CTBUSA, AUCTAHLMOHHOE 30HAUpoBaHue,
HenpaBoMepHOe UCnonb3oBaHKe CNYTHUKOB

KoHdpnukT untepecos ABTOpbI CO06LAIOT 06 OTCYTCTBMM KOH(IMKTA NHTEPECOB.
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Introduction

In November 2022, an earthquake hit Cianjur, West Java, Indonesia, resulting in the death of at
least 600 people and causing extensive damage. In a similar vein, several parts of South Australia
were affected by a devastating flooding of the River Murray between December 2022 and January
2023, leading to human displacements and significant damage to properties and infrastructure.?

Indonesia is located within the ring of fire, a path along the Pacific Ocean that experiences fre-
quent seismic activities leading to earthquakes, volcanic eruptions, and tsunamis (Hakim & Lee,
2020). Consequently, the country is prone to natural disasters, with over 2000 occurrences reported
yearly since 2016.> Australia on the other hand, has a diverse climate marked by temperature and
rainfall variations throughout the year. Significant parts of the country transition between dry and
hot conditions characterised by droughts and heatwaves to moist and cooler conditions that often
result in flooding.* This climate variability is linked to several natural disasters such as bushfires,
floods, and heatwaves (Boon, 2013).

During natural disasters, satellites® play a vital role in providing essential data and services.®
They are used in search and rescue efforts to locate individuals who may be stranded or missing,

1 Statista Research Department. (2023, January 17). Number of fatalities due to natural disasters in Indonesia 2016-2022.

2 Some have suggested that this might be the most significant natural disaster in the history of South Australia. See
Richards, S. (2023, January 16). River Murray flood “most significant” natural disaster in SA history. InDaily. https://indaily.
com.au/news/2023/01/16/river-murray-flood-most-significant-natural-disaster-in-sa-history/

“  Royal Commission into National Natural Disaster Arrangements. (2020). Royal Commission into National Natural Disaster
Arrangements — report. https://naturaldisaster.royalcommission.gov.au/system/files/2020-11/Royal%20Commission %20

5 The earthquakes that occurred in certain areas of Turkey and Syria on 6 February 2023 serve as a clear indication of
the crucial role of satellites during natural disasters. The activation of the International Charter on Space and Major
Disasters facilitated the provision of satellite data (such as images and maps of the impacted areas) to assist in the
rescue and recovery operations. See Office for Outer Space Affairs UN-SPIDER. (2023, February 7). Earthquake in Turkey
and Syria—International Charter and Copernicus active. United Nations. https://www.un-spider.org/news-and-events/

& Bronner, E. (2023, February 7). Earthquake in Turkey and Syria: How satellites can help rescue efforts. The Conversation.
https://theconversation.com/earthquake-in-turkey-and-syria-how-satellites-can-help-rescue-efforts-199357
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thereby minimising the disaster's impact.” Recently, satellite loT (Internet of Things), in the form of
hundreds or thousands of sensors placed on satellites launched into orbit, is being used as early
warning systems to monitor natural disasters such as hurricanes, tornadoes, and earthquakes, and
providing critical information to communities at risk.® Governments often process the data col-
lected through remote sensing to take necessary actions to detect and mitigate the effects of these
natural disasters.’

According to Moran (2017), remote sensing involves ‘identifying, observing, and measuring
an object without coming into direct contact with it In other words, it is a means of observing
the Earth’s surface from space (Nafis et al., 2021). Earth observation satellites launched into
orbit carry remote sensors capable of detecting, observing, and collecting information about
the Earth’s surface and other planetary bodies using various means including satellite imaging
(Tronchetti, 2015). This is particularly important as terrestrial communication limitations during
natural disasters make the use of satellite technology for emergency communications critical
(Page & Besco, 2021). Both private entities and governments are increasingly building or plan-
ning to build constellations of Earth observation satellites to conduct remote sensing activi-
ties In 2008, there were only 150 Earth observation satellites in orbit (Tatem et al., 2008). As
of 2022, there are over 1,000 Earth observation satellites occupying different orbits.? The cost
of launching imaging satellites as well as procuring high-resolution satellite images capable of
remote sensing is constantly decreasing.”

Historically, Earth observation satellites were placed in the geosynchronous equatorial orbit
(GEO), which is about 36,000 km above Earth’s surface Due to the distance from Earth, images cap-
tured from GEO were of low quality (Emery & Camps, 2017). However, with the continuous advance-
ments in technology, Earth observation satellites are now being placed in the low Earth orbit (LEO),
which is much closer to Earth’s surface (Emery & Camps, 2017). This allows for higher spatial resolu-
tion images to be captured, as the closer a satellite is to Earth’s surface, the better the resolution of
the images that can be captured (Emery & Camps, 2017). This has led to diverge opinions as to how
different countries view remote sensing activities. Countries that actively engage in remote sensing
believe that collection and dissemination of satellite data have significant international benefits
(Mosteshar, 2016). Others, especially developing countries, hold the view that the use of satellites

7 Fair Tech Institute. (2020). The Role of Satellite Communications in Disaster Management. https://accesspartnership.com/

& Inmarsat. (2021, April 22). Satellite-based monitoring to reduce impact of natural disasters. [Press Release].
https://www.inmarsat.com/en/news/latest-news/government/2021/satellite-monitoring-impact-natural-disasters.html

" These satellites are equipped with advanced high precision sensors capable of capturing and processing high-definition
images of the Earth’s surface. See Beam, C. (2019, June 26). Soon, satellites will be able to watch you everywhere all
the time: Can privacy survive? MIT Technology Review. https://www.technologyreview.com/2019/06/26/102931/satellites-
threaten-privacy/

B Chow, D. (2022, April 9). To cheaply go: How falling launch costs fueled a thriving economy in orbit. NBC News.
https://www.nbcnews.com/science/space/space-launch-costs-growing-business-industry-rcna23488
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by sensing countries which extends to obtaining data about the territory and natural resources of
another State violates their sovereignty, and such activities should require the prior consent of the
Sensed state (Mosteshar, 2016).

Thus, despite the immense benefits of remote sensing activities carried out using satellites, they
are also prone to misuse, particularly during natural disasters. With the constant advancements in
remote sensing capabilities (Ito, 2011; Sitanggang, 2018), the potential for the misuse of satellites
resulting in privacy breaches have increased. Misuse can occur when monitoring places, objects, or
people without prior notification or authorisation. Any information collected through satellite imag-
ing can be misused through the improper dissemination of data or reaching false conclusions based
on wrong data interpretation.®

Consequently, satellites’ misuse can result in privacy breaches when collecting data through re-
mote sensing activities. Singh et al. (2012) highlight concerns about the commercialisation of remote
sensing using satellite imagery and the potential for abuse. Santos and Rapp (2019) argue that as
low-cost commercial satellite systems become operational, high-resolution imagery will become a
regular part of end-user products and information services. Accordingly, advancements in the reso-
lution capacity of remote satellite technology will inevitably raise debates on the infringement of
citizens' privacy, as monitoring can now be done from continents away without the need for installed
cameras’® Singh et al. (2012) further suggest that ‘the rapidly improving resolution capacity cou-
pled with the growth in nanotechnology could enable live recording instead of imagery in the near
future and we are left to imagination to perceive the threat posed by unfettered usage of remote
sensing satellites.

Although there are international frameworks such as the Remote Sensing Principles” and Disasters
Charter;® as discussed later, they are generally not legally binding and do not provide specific rules
for addressing privacy breaches that occur during satellite-based remote sensing activities, particu-
larly in natural disasters situations (de Beer, 2020; Sitanggang, 2018).

Consequently, this article, which consists of two parts, focuses on the intersection of privacy pro-
tection and satellite use during natural disasters. The first part clarifies the specificity of collecting
and processing personal data during natural disasters by distinguishing it from general electronic
surveillance. It discusses the unique challenges posed by disaster situations such as the urgency and
necessity of data collection, the potential for large scale data breaches, and the increased vulner-
ability of affected individuals. An analysis of how the circumstances of natural disasters can impact
privacy rights, including issues of consent, data security, data retention, and the potential for re-
identification of anonymised data is also undertaken.

The second part provides a comparative analysis of the relevant provisions of Australian
and Indonesian law pertaining to use of satellite, particularly for remote sensing, and privacy

5 Beam, C. (2019, June 26). Soon, satellites will be able to watch you everywhere all the time: Can privacy survive? MIT
Technology Review. https://www.technologyreview.com/2019/06/26/102931/satellites-threaten-privacy/

% Between 2007 and 2017, India launched CARTOSAT-2, a series of remote sensing satellites with spatial resolution of less
than a meter. To illustrate the extent of these sort of resolution capabilities, the satellite imagery collected by these
satellites are capable of being used to detect the model and make of a car on Earth. See (Singh, 2012).

7 The Principles Relating to Remote Sensing of the Earth from Outer Space, UN GA Res 41/65 — adopted on 3 December 1986.
See generally the different principles, especially Principle | that defines raw data, processed data and analysed data,
Principle XI that envisages that ‘Remote sensing shall promote the protection of mankind from natural disasters.

®  Charter on Cooperation to Achieve the Coordinated Use of Space Facilities in the Event of Natural or Technological

Disasters, opened for signature 20 October 2000.
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considerations during natural disasters. It also analyses relevant international instruments related
to remote sensing, natural disasters, and privacy, evaluating their applicability and effectiveness in
addressing privacy issues arising from the use of satellites for remote sensing during natural dis-
asters. Through this, gaps are identified in the existing legal frameworks and suggestions proffered
for potential improvements that can be explored to address the specific privacy issues arising from
advancing remote sensing capabilities.

Part | — Handling of personal data during natural disasters

Contrasting personal data collection during natural disaster and surveillance

To better understand the focus of this article on privacy implications arising from collection and
processing of personal data using remote sensing capabilities during natural disasters, an appropri-
ate starting point would be to distinguish this process from general electronic surveillance.

The first differentiating factor pertains to the purpose of data collection. During natural disasters,
data is typically collected for emergency management, disaster relief, and recovery activities (Yu et
al., 2018). In contrast, electronic surveillance is often carried out for national security, economic sta-
bility, or other social benefits.?? Consequently, the legal implications and law governing both activi-
ties differ considerably. Where they exist, legal frameworks relating to data collection and processing
during natural disasters are generally designed to ensure the safety and well-being of individuals.”
These frameworks, such as the provision of Part VIA of the Privacy Act (Cth) discussed later, may
specify the types of data that can be collected, the purposes for which it can be used, and the spe-
cific safeguards required to protect privacy and data security. They may also include provisions for
securing and preventing unauthorised access and misuse of the collected data. On the other hand,
electronic surveillance is often governed by wiretapping statutes that regulate the interception of
electronic communications for law enforcement or national security purposes (National Research
Council, 1996). These laws, such as the Telecommunications (Interception and Access) Act 1979 (Cth),
are typically employed for intercepting and retaining communications data, especially during intel-
ligence operations.

Another important distinction between data collection during natural disasters and surveil-
lance is the impact on privacy. During natural disasters, data collection and processing may
involve accessing social media posts, health records, and other personal information (Kuner &
Marelli, 2020). As earlier alluded to, this is primarily done to provide emergency services and
support, rather than for surveillance purposes. However, general electronic surveillance can sig-
nificantly impact a broad spectrum of rights, including privacy. Some argue that surveillance is
inherently harmful, as Quentin Skinner explains: “I think it is very important that the mere fact of
there being surveillance takes away liberty... it is true that my privacy has been violated if some-
one is reading my emails without my knowledge... my liberty is also being violated, not merely by

P While the emphasis for potential misuse of satellites in this article pertain to privacy breaches in the context of natural
disasters, it should be noted that the misuse of satellites also applies in other contexts.

2 Lee, NT., & Chin, C. (2022). Police surveillance and facial recognition: Why data privacy is imperative for communities of
color. Brooklings. https://www.brookings.edu/articles/police-surveillance-and-facial-recognition-why-data-privacy-is-

2 United Nations Office for Disaster Risk Reduction. (2015). Sendai Framework for Disaster Risk Reduction 2015-2030. United
Nations. https://www.undrr.org/quick/11409
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the fact that someone is reading my emails but also by the fact that someone has the power to do
so should they choose”.?

Challenges of data collection in relation to privacy during natural disasters

Despite the primarily beneficial nature of data collection during natural disasters, there are
unique challenges and considerations related to privacy.

One such challenge is the urgency and necessity of data collection. During natural disasters, there
is often an urgent need to gather data to support emergency management, particularly in order to
deliver health services, relief materials, and carry out recovery activities (Kuner & Marelli, 2020). For
example, the activation of the Disaster Charter is available year-round, and activations typically oc-
cur within 10 days of a disaster.? Member agencies prioritise providing satellite data to requesting
countries as quickly as possible to aid in disaster management and recovery. Therefore, obtaining
informed consent from disaster victims becomes impractical in many cases. This impacts one of
the salient principles of data protection — consent as a lawful basis for processing personal data.
In distressing situations, it is questionable to consider any ‘consent’ given by someone in need of
humanitarian assistance as truly ‘freely’ given (Kuner & Marelli, 2020). Moreover, during natural dis-
asters, individuals are more likely to share personal information in exchange for emergency support
(Sheinidashtegol et al., 2019), which increases their vulnerability and the risk of privacy breaches.
Individuals affected by natural disasters may be unaware of how their personal data is collected,
processed, or used, potentially breaching the provisions of some data privacy legislation (Privacy
Act 1988 (Cth), APPs 3, 6, 11).

Another challenge relates to data retention. A common requirement during data collection
and processing is the obligation to delete or anonymise data once the purpose for which it was
collected has been served. However, during a natural disaster event, there might be a need for
data to be retained longer than would be necessary in a non-emergency situation (Sanfilippo et
al., 2020). The risk of privacy breaches, therefore, heightens especially if the data is not securely
stored and is subsequently accessed by unauthorised persons. While data minimisation, which
involves collecting only the minimum amount of personal data necessary for a specific purpose, is
considered a useful strategy (Qu et al., 2019), it does not completely eliminate the risk associated
with privacy breaches.

Furthermore, there remains an associated risk of data breaches, including cyber-attacks on data
collected during natural disasters. Anonymisation is often proposed as a preventive measure to pro-
tect individuals’ privacy by removing personally identifiable information from datasets (Nishara &
Pandey, 2015). In the context of natural disasters, the expectation is that once data is anonymised,
the personal information of individuals is safeguarded while allowing for data collection and analy-
sis. However, the risk of re-identifying anonymised data is not completely eliminated, especially
when such data is combined with other datasets.

2 Marshall, R., & Skinner, Q. (2013, July 26). Liberty, liberalism and surveillance: A historic overview. OpenDemocracy.
https://www.opendemocracy.net/en/opendemocracyuk/liberty-liberalism-and-surveillance-historic-overview/

Z  Office of Outer Space Affairs. (n.d.). International Charter Space and Major Disasters. United Nations. Retrieved June 7,
2023. https://www.un-spider.org/international-charter-space-and-major-disasters

% Tyrrell, J. (2023, February 2). Re-identification risks: Can data ever be fully anonymized? T_HQ: Technology and business.
https://techhg.com/2023/02/re-identification-risks-can-data-ever-be-fully-anonymized/
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Part Il — National and International legal regime on remote sensing, natural disasters
and privacy

Resulting from the analysis in the previous part, it becomes important to probe the question of
whether there exist adequate provisions, generally under international law, and specifically under
Australian and Indonesian law to address the potential for privacy breaches that may arise when
carrying out remote sensing activities during natural disasters.

Landscape of national Legal framework for the regulation of LEO satellites

The advancement in satellite technology is facilitating the deployment of constellations of sat-
ellites in the low earth orbit (LEO). These satellites are used for various purposes, including for
remote sensing. It therefore becomes important to commence the discussion in this section with an
overview of the current legal framework in Australia and Indonesia which relates to the regulation
of LEO satellites.

Australia

In Australia, space activities are primarily regulated pursuant to the Space Act® and the
Telecommunications Act It is a State Party to all the major international treaties governing
space, including the Outer Space Treaty.? The Australian Space Agency (ASA) regulates Australian
space activities, while the Australian Communications and Media Authority (ACMA) regulates
communications and media services. ACMA also serves as the Australian administration for the
International Telecommunications Union’s international process of managing frequencies for satel-
lite communications.?

Under Section 42 of the Telecommunications Act, a carrier license is required for any person who
uses a network unit to supply a carriage service to the public. A network unit includes a designated
radiocommunications facility that uses different means, including satellites, to supply carriage ser-
vices between different points in Australia. If such operator requires the use of radio frequency spec-
trum, a radiocommunications licence must be granted,” as well as other necessary authorisations to
set up and operate a satellite network.®

Section 18 of the Space Act contains regulatory and licensing provisions relating to launch facili-
ties, launching, and returning of space objects (which encompasses satellites),”" as well as liability
for damage by space objects. By virtue of Sections 11, 12, 15, 18 and 28 of the Space Act, a licence is

% Space (Launches and Returns) Act, 2018 (Cth).

% Telecommunications Act, 1997 (Cth).

Z Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space, including the Moon and
Other Celestial Bodies (GA Res 2222 (XXI), annex) — adopted on 19 December 1966, opened for signature on 27 January
1967, entered into force on 10 October 1967.

% Australian Communications and Media Authority. (2012). Australian procedures for the coordination and notification
of satellite systems. Australian Government. https://www.acma.gov.au/sites/default/files/2019-11/aust_procedures-

»  See generally Chapter 3 of the Radiocommunications Act, 1992 (Cth).

% Australian Communications and Media Authority. (n.d.). Set up and operate a new satellite network. Retrieved June 7, 2023.
https://www.acma.gov.au/set-and-operate-new-satellite-network

3 Although satellites are not explicitly mentioned under the Space Act, Section 8 defines ‘space objects’ to mean ‘any
object the whole or a part of which is to go into or come back from an area beyond the distance of 100 km above mean

sea level. This definition captures satellites within its scope.
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generally required to operate a launch facility in Australia, and a launch permit is required to launch
and return a space object from and to a facility or area in Australia. Australian nationals require an
overseas payload permit and return authorisation to launch and return space objects respectively
from and to a place outside Australia pursuant to Sections 14, 15A, 46B, and 46L of the Space Act.
Since satellites fall under the definition of space objects, the regulatory and licensing provisions
under the Space Act also apply.

As part of the licensing process, Section 22, 56, and 102 of the Space (Launches and Returns)
(General) Rules requires an applicant to submit a technology security plan that includes procedures
for preventing unauthorised access to the technology and ensuring cybersecurity. However, while
the plan requires that the cybersecurity of the technology used in relation to the launch and return
of a space object be safeguarded, it does not stipulate any standards for safeguarding these space
objects against cyberattacks during launch and return. This is particularly concerning since remote
sensing satellites launched into orbit can capture high-resolution images of Earth’s surface, includ-
ing information that can be used to identify individuals (Singh et al., 2012). As would be discussed
in the later part of this article, the Privacy Act? requires personal information to be safeguarded
against potential unauthorised use, loss, disclosure, alteration, or access.

Although the above provisions of the Space (Launches and Returns) (General) Rules relate to
safeguards during launch and return of satellites, it is nonetheless useful to highlight the connec-
tion with the Privacy Act as explained above. To put in context, there have been instances when
sensitive satellite infrastructure of the Australian government or private entities have been subject
to sophisticated cyber-attacks (Verco, 2021). For instance, between 2015 and 2016, the systems of
the Australian Bureau of Meteorology were subjected to cyber-attacks.® Besser & Sturmer (2016)
suggest that the true targets for this attack may have been the defence assets linked to the Bureau
of Meteorology and its ‘vast data collection capabilities.* It is evident that satellites are becoming
increasingly susceptible to cyberattacks that can lead to privacy breaches, and with the increasing
participation of governments, private entities, and individuals in space activities, it becomes impor-
tant that these satellites are adequately protected from cyber-attacks (Housen-Couriel, 2016).

Indonesia

Indonesia, as a State Party to the Outer Space Treaty, has an obligation to regulate space activities
within its territory (von der Dunk, 2002). To meet this obligation, Indonesia has specific frameworks
for regulating space activities and the use of satellites for communications services. The primary
laws in this regard are the Law on Telecommunication® and the Space Law.*

Telecommunications is defined under Article 8 of the Law on Telecommunication as ‘any emission,
transmission, and/or reception of information in the forms of signs, signals, writings, images, voice
and sound through wire, optic, radio, or other electromagnetic systems. This definition is broad

# Privacy Act 1988 (Cth).
% Uhlmann, C. (2015, December 2). China blamed for “massive” cyber attack on Bureau of Meteorology computer. ABC News.
https://www.abc.net.au/news/2015-12-02/china-blamed-for-cyber-attack-on-bureau-of-meteorology /6993278

% Law No. 36 of 1999 on Telecommunication.
% Law No 21 of 2013 Concerning Space Activities.
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enough to cover different mediums of transmission, including satellites and the different uses they
can be put to.

Due to its unique geography (Nafis et al., 2021), Indonesia’s telecommunications system relies
heavily on communications satellites (Sastrawidjaja & Suryanegara, 2018), which transmit and re-
ceive information through radio frequencies (Sitanggang, 2018). Communications satellites are
essential to many services including remote sensing activities, mobile communication services,
broadcasting, disaster management, and weather forecasting (Supancana, 2006). Whilst Indonesia
uses foreign satellites, it also has its own system of communications satellites (Nafis et al., 2021)
currently made up of nine (9) satellites.” Pursuant to Article 33 of the Law on Telecommunication,
the use of radio frequency spectrum and satellite orbit is a licensable telecommunication
undertaking.

Furthermore, Article 6 of the Law on Telecommunication empowers the Minister of Communications
and Informatics to regulate telecommunications in Indonesia, including the use of satellites for com-
munications services. While the National Institute of Aeronautics and Space (LAPAN) has been car-
rying out supervisory functions over all space activities in Indonesia pursuant to Article 38(4) of the
Space Law. Despite not being specifically mentioned under the Space Law, LAPAN has been under-
taking that responsibility as the existing national space agency since its establishment in 1963.3
However, with the creation of the National Research and Innovation Agency (BRIN), LAPAN's role as
the country’s space agency is being transferred to BRIN (Nugraha et al., 2022). A thorough reading of
Article 1and 5 reflects that the Space Law applies to all space activities occurring within the territory
or jurisdiction of Indonesia, all space activities occurring on behalf of or otherwise attributable to
Indonesia, or space activities conducted by Indonesian citizens or Indonesian legal entities with a
license to undertake space activities.

To regulate space activities, Article 41 and 42 of the Space Law requires entities to obtain a li-
cense before engaging in space activities. Additionally, Article 71 of the Space Law mandates that
all space objects, including satellites, must be registered with the Indonesian government, provid-
ing sufficient information on their orbital parameters, function, purpose, and launching entity. It
clarifies that registration is necessary to ensure open information and must be published and easily
accessible. Operators of space activities are prohibited from placing, orbiting, or operating nuclear
weapons or other weapons of mass destruction (Supancana, 2015). Furthermore, operators must
ensure the protection and preservation of the environment, including any activities that may con-
taminate Earth’s environment (Froehlich & Seffinga, 2018). Indonesia recognises the involvement of
private entities in the space segment, and the Space Law aims to ensure that all space activities,
including commercialisation, are carried out in an orderly manner and for the benefit of humankind
(Froehlich & Seffinga, 2018).

International Legal framework related to use of LEQ satellites for remote sensing
during natural disasters

The use of outer space for various activities, including remote sensing using satellites, increased
significantly after the end of the Cold War (Zunnuraeni et al., 2020). To guide the carrying out of these

¥ Mulyadi. (2016, September 6). Indonesian Satellite Service Regulatory Framework. ITU International Satellite Symposium
2016, Bali. https://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/ Documents/Events/2016/Sep-1SS2016/Presen-

3 Mardianis. (2014, March 24). The Indonesian Space Act NO. 21/2013. Fifty-third session of UNCOPUOS Legal Subcommittee,
Vienna. https://www.unoosa.org/pdf/pres/lsc2014/tech-02E.pdf
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activities, the Remote Sensing Principles® were passed in 1986 as a resolution of the United Nations
General Assembly (Gummadi & Gupta, 2022). The Principles were adopted as a compromise between
the conflicting views of sensed States and sensing States (Mosteshar, 2016). While sensing States
believe that the data collected during remote sensing are of immense international benefits, most
sensed States believe that such activities impede on their territorial sovereignty (Mosteshar, 2016).

In relation to natural disasters, Principle XI of the Remote Sensing Principles provides that ‘re-
mote sensing shall promote the protection of mankind from natural disasters. According to Dodge
(2014), this Principle is the ‘clearest statement in international law that space-based Earth observa-
tion is to be used to protect human life from the effects of natural disasters. However, its provisions
only serve as principles and are not legally binding on States, even if those States voted in favour
of them and agreed to them (von der Dunk, 2002). Furthermore, it failed to clearly address issues
such as liability and privacy considerations when conducting remote sensing. It also falls short in
ensuring satellite data obtained during remote sensing comply with privacy laws under national
and international laws (Gummadi & Gupta, 2022), which is relevant in the context of remote sensing
during natural disasters.

The Disaster Charter is another framework established to provide guidelines for use of remote
sensing technology during natural disasters. The Disaster Charter was created in 1999 by the Centre
National D'Etudes Spatiales®® and the European Space Agency during the Unispace Il conference
held in Austria, but officially came into operation on 20 October 2000 after the Canadian Space
Agency joined.” Currently, it consists of 177-member space agencies who jointly provide free satel-
lite imagery over the disaster areas as soon as the charter is activated.? It serves as a framework
through which its members collaborate to respond to major natural disasters around the world using
satellites. These member space agencies provide fast access to satellite data to aid disaster manage-
ment as soon as it is triggered by any of the authorised users.”?

One main distinction between the Remote Sensing Principles and the Disaster Charter is that
while parties to the former are States, members of the latter are space agencies and space sys-
tems operators which include private entities (Mosteshar, 2016). Accordingly, it fosters collaboration
among space agencies, to share their space facilities in managing major natural or man-made disas-
ters (Mosteshar, 2016). This cooperation ensures that necessary assistance, through the provision of

¥ The Remote Sensing Principles comprise 15 non-binding but politically relevant principles that guide how UN member
states conduct remote sensing activities. It defines what remote sensing is and attempts to establish a legal framework
prescribing how collection and dissemination of remote sensing data should be carried out while also restating general
principles of international law contained under the Outer Space Treaty. See (Gummadi & Gupta, 2022).

“ The French national space agency.

@ Bally, P, Boubila, F, Viel, M., Jutz, S., Cheli, S., & Briggs, S. (2010). In Action Around the World: The International
Charter ‘Space and Major Disasters’ (Bulletin No. 143). European Space Agency. https://earth.esa.int/eogateway/

2 Bronner, E. (2023, February 7). Earthquake in Turkey and Syria: How satellites can help rescue efforts. The Conversation.
https://theconversation.com/earthquake-in-turkey-and-syria-how-satellites-can-help-rescue-efforts-199357

3 Registration to become an authorised user is open to the disaster management authorities of all countries in the world,
provided they meet the prescribed criteria stipulated under the Charter. As of February 2022, national users from 67 coun-
tries have been designated authorised users. In addition, 15 international organisations, including the United Nations
Office of Outer Space Affairs (UNOOSA), can trigger the Charter system, thereby ensuring all countries of the world can
benefit from the Charter, regardless of their registration status. See The International Charter Space and Major Disasters
Executive Secretariat. (n.d.). How to become an authorised user. Retrieved June 7,2023. https://disasterscharter.org/web/
guest/how-to-register-as-a-user
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satellite data collected, is extended to countries or communities that are exposed to an imminent
risk, or that have already been affected by such disasters (Mosteshar, 2016).

Since 2000, the Disaster Charter has been activated 798 times in 131 countries (Mosteshar, 2016)*.
However, it is a voluntary agreement among its members and is not legally binding (Zollner, 2018). Like
the Remote Sensing Principles, it does not create any obligations but serves as a mechanism to provide
information and other assistance (Mosteshar, 2016). While the Disaster Charter aims to facilitate the
exchange of satellite data between space agencies and disaster management organisations to support
response and recovery efforts (Zollner, 2018), it does not address issues regarding the use of satellites
that may result in privacy breaches. Arising from the shortcomings of these international frameworks,
the next section will examine the international law regime concerning privacy, after which an evalua-
tion of the national legislation in Australia and Indonesia that deal with data privacy will be carried out.

Legal framework on data privacy

As noted previously, satellites play a vital role in supporting rescue and recovery efforts during
natural disasters. Nevertheless, it is also important to ensure privacy rights are protected while us-
ing satellites to collect data, especially when the data collected can potentially be used to identify
individuals. Satellite technologies gather different types of data, and as technology advances, it
is not far-fetched that information capable of being used to identify individuals can be obtained
during remote sensing activities. User identity has been identified as one of the important areas of
concerns while discussing different countries approaches to remote sensing regulation (Mosteshar,
2016). In light of this, it is essential to ensure that privacy considerations are not overlooked when
examining issues of satellite sensed data under national legislation.* Therefore, it is important, in
this context, to assess the existing legal frameworks pertaining to data privacy first under interna-
tional law, and then under Australian and Indonesian law.

International law regime related to data privacy

The characteristics of remote sensing make it probable that technologies used to carry out these
activities would have privacy ramifications. The applicability of privacy law in this context stems
from the understanding that while the sensing activity itself takes place in space through Earth
observation satellites, the information gathered by these satellites relate to activities and informa-
tion on Earth (Freeland & Ireland-Piper, 2022). Thus, an Earth observation satellite used in obtaining
satellite imagery of areas where a natural disaster has occurred would essentially be capturing data
relating to the disaster areas, and not ‘space’ data. This presents an opportunity to examine these
activities within the framework of existing international law to assess how effectively they address
privacy concerns during remote sensing.

In this respect, the Universal Declaration of Human Rights (UDHR),* International Covenant on
Civil and Political Rights (ICCPR)7 and the International Covenant on Economic Social and Cultural

“  See also The International Charter Space and Major Disasters Executive Secretariat. (n.d.). How to become an authorised
user. Retrieved June 7, 2023. https://disasterscharter.org/web/guest/how-to-register-as-a-user

% Universal Declaration of Human Rights, GA Res 217A (1ll), UN Doc A/RES/217(111) (10 December 1948)
7 International Covenant on Civil and Political Rights, UN GA Res 2200A (XXI) — adopted 16 December 1966, opened for
signature 19 December 1966, entered into force 23 March 1976.
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Rights (ICESCR)® are three key international covenants that form the basis of human rights provi-
sions in various international, regional, and national legal frameworks.

Interestingly, the proximity in the dates the ICCPR and ICESCR were adopted (16 December 1966)
and when the first major international treaty governing space — Outer Space Treaty — was adopted
(19 December 1966) cannot be seen as a mere coincidence. Reflecting on the provisions of Article
1l of the Outer Space Treaty shows that its intention is to be read in consonance with other inter-
national law. Specifically, it provides that ‘State Parties to the Treaty shall carry on activities in the
exploration and use of outer space... in accordance with international law...in the interest of main-
taining international peace and security and promoting international co-operation and understand-
ing. The inclusion of the phrase ‘in accordance with international law’ in this provision, as well as in
Article I, can be interpreted as a deliberate consideration of existing international law such as UDHR
as well as concurrent negotiations that were being carried out in respect of other international legal
framework, such as the ICCPR, at that time.

Furthermore, the provision of Article Il of the Outer Space Treaty, when read in conjunction with
Articles I and I, establishes a dual concept. Firstly, it guarantees the freedom of every country to
engage in exploration activities in outer space. Secondly, it prohibits any nation from asserting ter-
ritorial sovereignty over any part of outer space. As remote sensing is an activity conducted from
outer space, it falls within the scope of the aforementioned freedom (von der Dunk, 2013: 2). This
is further buttressed by the right to freedom to seek, receive, and impart information through any
media or frontier, pursuant to the provisions of the UDHR and ICCPR.* Since remote sensing is used
to seek and receive information about activities taking place on the Earth’s surface, it aligns with
these rights.

The right to privacy, guaranteed under the UDHR and ICCPR, is a competing right that should be
considered in the context of remote sensing. Article 12 of the UDHR states that ‘no one shall be sub-
jected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon
his honour or reputation.’ A similar provision is found in Article 17 of the ICCPR. However, these pri-
vacy provisions are drafted in broad terms and do not specifically address the privacy concerns that
may arise from remote sensing activities. Additionally, while Greenwood et al. (2017)° argues that
data privacy during humanitarian crises should align with international human rights and humani-
tarian law and standards, there is no established internationally recognised humanitarian standard
for data privacy in such situations.” Consequently, these instruments do not sufficiently accommo-
date or regulate data privacy issues in the context of remote sensing during natural disasters.

On one hand, the Outer Space Treaty grants each nation the freedom to conduct activities in
outer space, a freedom extended to the freedom to seek, receive, and impact information through
any frontier (in this case, remote sensing) under Article 19 of both the UDHR and ICCPR. This freedom
is not subject to territorial jurisdiction in outer space. On the other hand, the UDHR and ICCPR guar-
antee individuals' right to privacy. These two perspectives create a potential conflict that requires a
balancing act, one that is not clearly addressed under international human rights law.

8 International Covenant on Economic, Social and Cultural Rights, UN GA Res 2200A (XXI) — adopted 16 December 1966,
opened for signature 19 December 1966, entered into force 3 January 1976.

“  Article 19 UDHR and Article 19 ICCPR.

% Greenwood, F.,, Howarth, C., Poole, D. E., Raymond, N. A., & Scarnecchia, D. P. (2017). The signal code: A human rights ap-
proach to information during crisis. Harvard Humanitarian Initiative. https://hhi.harvard.edu/sites/hwpi.harvard.edu/
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It is worth noting that the Outer Space Treaty lacks specific rules or guidance on how the freedom
to conduct activities in outer space may be limited, particularly regarding potential privacy concerns
that may arise during remote sensing. Some argue that this lack of specificity could be attributed
to the fact that privacy concerns resulting from remote sensing were not prominent when the Outer
Space Treaty was adopted, as high-resolution remote sensing technology did not exist at that time
(von der Dunk, 2013: 7). Moreover, the primary focus of the United Nations at that time was to create
guiding rules for the exploration of outer space for peaceful purposes, and for the benefit of every
nation, in an era when the two major space faring nations — US and USSR — were increasingly devel-
oping their space technology capabilities (Freeland and Pacujlic, 2018).

As a result, von der Dunk (2013) suggests that in the absence of any general international law
agreements or customary international law addressing privacy concerns, which could be incorporat-
ed into the scope of the Outer Space Treaty under Article Ill, it is the responsibility of individual coun-
tries to establish safeguards within their national laws to limit the seemingly unfettered freedom to
conduct remote sensing activities that the Outer Space Treaty or any other international law has not
limited, in light of privacy concerns. This is so as Article VI of the Outer Space Treaty imposes inter-
national responsibility on individual countries for their own outer space activities, as well as those
of non-governmental entities under their jurisdiction. Accordingly, countries have the authority to
regulate private space activities, including the power to prohibit them altogether or require compli-
ance with specific national laws protecting privacy of individuals and entities (von der Dunk, 2013).

With this in mind, the next section examines the legal framework on data privacy in Australia and
Indonesia to assess the adequacy of these laws in addressing privacy concerns arising from remote
sensing activities.

Legal framework on data privacy in Australia and Indonesia

Australia

The main data privacy framework in Australia is the Privacy Act.”> One of its objects under Section
2A is ‘to provide the basis for nationally consistent regulation of privacy and the handling of per-
sonal information. Personal information is defined in Section 6 as ‘information or an opinion about
an identified individual, or an individual who is reasonably identifiable, whether the information or
opinion is true or not; and whether the information or opinion is recorded in a material form or not.
Georgiades (2020) opines that the scope of the Privacy Act applies to personal information recorded
and captured digitally.

As has been previously discussed, during a natural disaster, personal information collected by
satellites can result in misuse. For example, satellites can capture very high-resolution images when
used for remote sensing (Kaku, 2019). The capturing of such images has potential ramifications
for people’s privacy because such images can include information that can identify an individual.
Consequently, the processing of the information captured would need to comply with the Privacy Act
as it falls within the scope of collecting, storing, and monitoring of data. Although the Act does not
explicitly mention satellites, it applies to data collected by various means, which includes satellites.

2 Privacy Act, 1988 (Cth). Australia currently lacks a legal framework specifically regulating the use of remote sensing tech-
nology to prevent data privacy breaches. Nonetheless, it is important to examine the existing data privacy framework, to
determine if they are adequate in preventing misuse during natural disasters. See The University of Adelaide. (2019). Laws
applicable to remote sensing. Australian navigational guide explaining laws for space. https://spacelaws.com/articles/
laws-applicable-to-remote-sensing-activities/
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Therefore, compliance with the provisions of the Privacy Act is required when collecting personal
information.

The Privacy Act is applicable to and imposes obligations on APP entities. Section 6 defines an APP
entity to be an agency or an organisation. An agency includes inter alia, a Minister, a Department, a
body, or tribunal established for a public purpose under a Commonwealth, State, or Territory law.
An organisation is defined under Section 6C to include an individual, body corporate, partnership,
unincorporated association, or trust. However, State or Territory authorities, political parties, and
small business operators are not considered organisations.”

An important provision of the Privacy Act is Section 5B that deals with extra-territorial applicabil-
ity of the Privacy Act. Section 5B(2) and (3) extends the applicability of the Privacy Act to organisa-
tions or small business operators with an ‘Australian link’. Examples of Australian link under Section
5B(2) include where an organisation is incorporated or forms a partnership in Australia. By virtue of
Section 5B(3), even where an organisation or small business operator does not fall under any of the
above listed entities, it would still be considered to have an Australian link if it carries on business in
Australia. The term ‘carries on business in Australia’ has generally been viewed as two elements that
are connected; however, they can be considered separately (Luckins v Highway Motel (Carnavon) Pty
Ltd, 1975; Bray v F Hoffman-La Roche Ltd, 2002; ASIC v Active Super (No 1), 2012).

In a recent ruling, the full bench of the Federal Court interpreted ‘carries on business in Australia’
to encompass foreign organisations that collect or hold personal information of persons located in
Australia, notwithstanding that such entities do not have physical assets in Australia (Facebook v. AIC,
2022). Thus, merely collecting or handling personal information of any person located in Australia
will suffice to make an entity subject to the provisions of the Privacy Act ( Svantesson, 2014, 2015)%.
This means that as long as satellites are used to carry on business which involves collection, holding
or storing of personal information of any person located in Australia, the Privacy Act will apply.

The Privacy Act also protects biometric information which is categorised under Section 6 as sensi-
tive information. While Section 6 does not include a list of information that could be considered bio-
metric information, the Office of the Australian Information Commissioner lists attributes such as an
individual's face, iris, fingerprint, palm, voice, and signature, as constituting biometric information.”
This information can be collected with the relevant individual's consent, except when authorised by
law or to prevent a serious threat to life, health, or safety (Privacy Act 1988 (Cth) APPs 3.3, 3.4). In this
regard, Maniadaki et al. (2021) argues that ‘the application of facial recognition or big data analytical
software in data collected by remote sensing technology puts in danger the protection of personal
data when it constitutes the process of personal data.

Whilst satellite imagery is useful for weather monitoring and defence intelligence, in the event of
natural disasters, the use of high-resolution satellite imagery create challenges for data protection
(Coffer, 2020). In addition to geographical locations and interactive maps, there are now facial recog-
nition technologies causing more concern for personal data collection (Maniadaki et al., 2021). Since
satellites can capture higher resolution images, it is crucial to comply with the requirements set

% Office of the Australian Information Commissioner. (n.d.). State and territory privacy legislation. Retrieved June 7, 2023.

CTATbI 29


https://www.oaic.gov.au/privacy/privacy-in-your-state#:~:text=Queensland%2C%20the%20Northern%20Territory%20and,public%20sector%20health%20service%20providers
https://www.oaic.gov.au/privacy/privacy-in-your-state#:~:text=Queensland%2C%20the%20Northern%20Territory%20and,public%20sector%20health%20service%20providers
https://iapp.org/news/a/privacy-is-not-dead-in-australia-its-diffusing
https://iapp.org/news/a/privacy-is-not-dead-in-australia-its-diffusing
https://www.oaic.gov.au/privacy/your-privacy-rights/surveillance-and-monitoring/biometric-scanning
https://www.oaic.gov.au/privacy/your-privacy-rights/surveillance-and-monitoring/biometric-scanning

Digital Law Journal. Vol. 4, No. 2, 2023, p. 15-39
Temitope Lawal, Melanie Jackson, Eugenia Georgiades / Privacy in the Age of Remote Sensing

out in the Privacy Act if satellite imagery includes biometric information. Of importance is Schedule
1 of the Privacy Act which contains 13 Australian Privacy Principles (APPs) that govern the utilisation,
exposure, and safeguarding of gathered data (Alazab et al., 2021; Daly, 2018; Sainty & Rowe, 2020).
Among these principles, APP 4, 6, 8, and 11 may be applicable to the collection, use, and disclosure
of data gathered by satellites in different contexts including remote sensing activities. The relevant
APPs are examined subsequently.

APP 4 provides the way in which an entity is to handle unsolicited personal information.
Unsolicited personal information is described under Schedule 1 to mean personal information re-
ceived by an APP entity without it taking active steps to collect such information. This APP is relevant
to satellites since they can often inadvertently collect data about an individual. This could also lead
to unauthorised surveillance or uncontrolled data generation and use (Caron et al., 2016). If unso-
licited data is obtained in the process of carrying out remote sensing activities, the APP entity must
ascertain whether this type of data can be collected under APP3. According to APP 3, data can only be
collected by an agency or organisation if it is reasonably necessary or directly related to the agency
or organisation’s functions and activities. If the APP entity determines that it can collect the type of
data under APP 3 or data collected is contained in a Commonwealth Record, then the APP entity is
not mandated to destroy or de-identify the information. However, Schedule 1, Part 2, Section 4.4 of
the Privacy Act provides that the entity must comply with APPs 5-13.

APP 6 outlines the framework governing the circumstances under which an APP entity can use
or disclose personal information. An APP entity can use or disclose personal information if it is rel-
evant to the ‘primary purpose’ of collecting that information. In 2020, the Australian Information
Commissioner sued Facebook (now Meta) for inter alia disclosing the personal and sensitive in-
formation of Australian Facebook users for a purpose other than that for which it was collected
between 2014 and 2015, thereby contravening APP 6.% According to Perram J, ‘APP 6 prevents an
organisation which has collected information for a particular purpose to use it for another, ex-
cept in limited circumstances’ (Facebook v AIC, 2022). As noted by the Court in this case, personal
information can still be used and disclosed for a secondary purpose under certain circumstances.
These exceptions, contained under Schedule 1 of the Privacy Act, include situations where the APP
entity is an organisation and a permitted health scenario exists, or when the secondary use or
disclosure is mandated by an Australian law or an order of a court or tribunal. This APP is relevant
in the context of satellites and natural disasters because any personal information collected via
satellite during a natural disaster could be used and disclosed for the primary purpose of col-
lecting data to ensure safety. More importantly, breach of this APP could lead to unauthorised
surveillance or uncontrolled data generation and use (Caron et al., 2016: 10). Part VIA of the Privacy
Act is closely related to the provisions of APP 6 and contains special provisions that apply to
emergency situations or disasters (which by necessary implication includes natural disasters). It
specifies how personal information obtained during a declared” emergency or disaster should be
handled by entities that obtain such information. The entities permitted to handle this informa-
tion are agencies, organisations, and persons (Privacy Act 1988 (Cth) s. 80P(7)). While agencies can
disclose information to other agencies, State or Territory authorities, organisations, entities in-
volved in disaster management, or even a person responsible to an affected individual (Privacy Act
1988 (Cth) s. 80P(1)(c)), organisations or any other person can only disclose such information to

% Byrne, E. (2023, March 7). High Court to decide if Facebook is liable for the possible breach of 300,000 Australians’ personal
data. ABC News. https://www.abc.net.au/news/2023-03-07/facebook-in-australian-high-court-over-data-breach/102061004

% The Prime Minister is empowered under Section 80) to make a declaration of emergency.
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agencies, entities providing services to affected individuals, and entities prescribed by regulation
or the Minister (Privacy Act 1988 (Cth) s. 80P(1)(d)). This allows for flexibility in expanding the cate-
gories of entities that can access personal information of individuals affected by natural disasters
as needed. However, the practical applicability of this provision to instances where personal data
is collected through remote sensing during natural disasters remains uncertain, especially when
entities are operating from outside Australia’s territorial borders.

APP 8 allows for cross-border disclosure of data collected and works in conjunction with Section
16C of the Privacy Act. APP 8 stipulates that if data is to be disclosed cross-border, the APP entity
responsible for the disclosure must take reasonable steps to ensure that the recipient overseas does
not violate any of the APP principles (Privacy Act 1988 (Cth) APP 8.1). The APP entity disclosing the in-
formation is accountable for any failure of the overseas entity to comply with the APPs. In the event
that an APP entity wishes to disclose data collected from a natural disaster to an overseas entity, it
is required to ensure that the recipient adheres to these principles. Breach of this APP could lead to
uncontrolled generation and use, and information security risks (Caron et al., 2016).

APP 11 governs the security of personal information collected by an APP entity. Breach of this APP
could lead to uncontrolled generation and use, inadequate authentication, and information security
risks (Caron et al,, 2016). The Court in Facebook v AIC (2022) held that Facebook was in breach of APP
1 as it failed to implement measures to obtain consent directly from the affected Australian users
before disclosing their personal information. It is mandatory for any APP entity collecting personal
information to safeguard it against potential unauthorised use, loss, disclosure, alteration, or access.
Additionally, once the personal information is no longer required by the APP entity, it must either
be destroyed, or de-identified to prevent identification of the relevant individual (Privacy Act 1988
(Cth) APP 11.2).

It is important to note that a person’s data privacy may potentially be breached when their im-
age is captured by remote sensing technologies when such technologies are used for monitoring
purposes (Maniadaki et al., 2021). Privacy breaches may still occur even if the use is for ostensibly
beneficial reasons such as search and rescue efforts during natural disasters. Non-disclosure of the
purpose for data collection, details of the entity collecting such data, may exacerbate the unease
and leave data subjects feeling that their right to control the use of their personal information has
been unjustly compromised (Maniadaki et al., 2021). This may be the case where the person has
not consented to the use of their image. The issue of consent highlights some limitations for the
scope of the Privacy Act because if a person consents to their image being held, collected, or used
by an APP entity, the Privacy Act will not apply. This is because consent has two purposes under the
Privacy Act.®® The first is that it acts as an exception when an APP entity collects and uses personal
images. The second is that consent authorises the use of personal data. This therefore underscores
the importance of having in place a legal framework that addresses privacy concerns of those indi-
viduals whose personal data might be included in satellite imagery collected during natural disaster
management operations.

Indonesia

Similar to Australia, Indonesia also has a responsibility to ensure that its remote sensing ac-
tivities do not violate international laws, including the right to privacy. However, there is no spe-
cific framework in place for regulating remote sensing activities or for addressing key issues re-
lating to data access and international cooperation (Zunnuraeni et al., 2020). The Space Law and

% Sch1, APPs 3.3 (a), 6.1 (a) of the Privacy Act.

CTATbI 31



Digital Law Journal. Vol. 4, No. 2, 2023, p. 15-39
Temitope Lawal, Melanie Jackson, Eugenia Georgiades / Privacy in the Age of Remote Sensing

the Government Regulation No. 11 of 2018 Concerning Remote Sensing (GR 11/2018) cover technical
aspects of remote sensing, but not regulations for private entities engaged in remote sensing activi-
ties (Sitanggang, 2018).

The Space Law requires all government remote sensing activities to be conducted by the National
Research and Innovation Agency, and only for specific purposes (Sitanggang, 2018). Prior to the pass-
ing of the Personal Data Protection Law (PDP Law)® in 2022, the regulation of private entities with
regards to data privacy was not covered by specific laws but was part of Indonesia’s broader privacy
laws such as Government Regulation No. 71 of 2019 Regarding Implementation of Electronic Systems
and Transactions and the Minister of Communication and Informatics Regulation No. 20 of 2016
Regarding Personal Data Protection in Electronic Systems. It was generally accepted under these ear-
lier regulations that the collection and use of personal data required express consent from the data
owner. However, these regulations were not comprehensive and only applied to specific electronic
systems, instead of all telecommunication systems.®

The PDP Law now provides comprehensive rules for processing personal data, which can also
apply to personal data collected during remote sensing activities.® Article 2 of the PDP Law applies
to any individual, corporation, public agency, or international organisation that carries out activi-
ties within Indonesia, or outside Indonesia that may have legal consequences within Indonesia
or affect Indonesian citizens. The PDP Law defines personal data as any data concerning a person,
whether identified or who may be identified independently or combined with other information,
either directly or indirectly, through an electronic or non-electronic system. Data subjects have
specific rights set out under Article 5-14 of the PDP Law, including the right to be informed about
the purpose of data collection, how the data will be used, and the liability and obligations of the
party requesting the personal data. Data subjects also have the right to withdraw their consent
at any time.

As previously noted, prior to the PDP Law, consent was the primary basis for processing per-
sonal data. While the PDP Law maintains this requirement, it also recognises, under Article 20,
other grounds for processing personal data, including fulfilling contractual obligations, meeting
legal obligations of the controller, protecting the vital interests of the data subject, performing
public duties for public interest or service, or exercising lawful authority of the controller, and
the processing of personal data to fulfill other lawful interests. Article 65 and 66 of the PDP Law
prohibits certain uses of personal data, such as illegally obtaining or collecting personal data,
unlawfully disclosing personal data, using personal data of another in a manner that contravenes
the law, and creating false or fake personal data that may cause harm to other persons. Infractions
of the PDP Law carry varying sanctions, ranging from fines to imprisonment. The law has a tran-
sitional period of two years for compliance from the date of its enactment, and a data protection
authority will be established pursuant to Article 58 through a presidential regulation, reporting
directly to the president.

% Law No. 27 of 2022 on Protection of Personal Data.
6 |skandar, E., Lubis, D.B., & Hartanto, AW. (2023, January 6). The technology, media and telecommunications review: Indonesia.
The Law Reviews. https://thelawreviews.co.uk/title/the-technology-media-and-telecommunications-review/indonesia

& Panggabean, K., Purba, )., & Karina, T. (2022, October). Highlights of Indonesia’s personal data protection law. Norton
Rose Fulbright. https://www.nortonrosefulbright.com/en/knowledge/publications/31bce8f0/highlights-of-indonesias-
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Liability for misuse of satellites

Liability and responsibility under international legal framework

As previously discussed, the main international frameworks regarding use of satellites for remote
sensing and disaster management are not legally binding, and do not deal with data privacy con-
cerns arising from misuse of satellites. Thus, liability for misuse of satellites which results in privacy
breaches might be difficult to impose if reliance is placed solely on the Remote Sensing Principles
and Disaster Charter. Also, it is debatable whether the Liability Convention, which deals with li-
ability arising from damages caused by space objects, would cover violations of individual privacy
rights (Nafis et al., 2021). Based on Articles Il and IIl of the Convention, it has been argued that the
Convention was primarily designed to address physical damages® collisions between spacecrafts
and component parts (Christol, 1980; Dodge, 2014).

Notwithstanding, liability can arise under general international law if a State can successfully
argue that another State’s activities, including those of its private actors or corporations, caused
damage to it or its nationals (Schmalenbach, 2022).5 For instance, State A could argue that State B's
remote sensing activities violated the privacy of State A's nationals. In addition, most of the princi-
ples under the Remote Sensing Principles restate the rules under the Outer Space Treaty or allude to
general principles of international law.®

Also, the Preamble of the Disaster Charter refer to the Remote Sensing Principles which implies
that the Principles should be observed when carrying out remote sensing activities under the
Disaster Charter. Article VI of the Outer Space Treaty provides that ‘State Parties to the Treaty shall
bear international responsibility for national activities in outer space... whether such activities are
carried on by government agencies or by non-government entities... This means that States are re-
sponsible for any wrongdoing caused in outer space either by the government, or by private entities.
This would extend to commercial activities. Remote sensing is listed as a type of commercial activity
which is increasingly being carried out by private entities (Gupta & Raju, 2019).

Resultantly, through a combined reading of the above international instruments, States can be
held responsible for remote sensing activities carried out by them, and their private entities dur-
ing natural disasters.® Since Australia and Indonesia are parties to the Outer Space Treaty, it would
therefore be important to examine the liability provisions under their various national laws as they
relate to satellites.

Liability and responsibility under national legal framework

Australia

The Space Act sets out legal liability for any damage caused in outer space by a space ob-
ject launched by Australia. Section 8 of the Act defines ‘damage’ in the same way as the Liability

& Convention on International Liability for Damage Caused by Space Objects (UN GA Res 2777 (XXV1), annex)—adopted on 29
November 1971, opened for signature on 29 March 1972, entered into force on 1September 1972.

8 Article | define damage as ‘loss of life, personal injury or other impairment of health; or loss of or damage to property of
States or of persons, natural or juridical, or property of international intergovernmental organizations.

& A common example of this is environmental pollution. Here, States have claimed that transboundary pollution injures
their rights to enjoy their territory or that the transboundary pollution is causing injury to their nationals.

6 See Principle IV, Remote Sensing Principles.

8 See Principle XIV of the Remote Sensing Principles which buttresses this point.
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Convention. Therefore, the same argument made earlier applies here, which is that violation of pri-
vacy rights resulting from the misuse of satellites for remote sensing activities are not covered by
this Act. Notwithstanding that the Space Act liability provisions might only apply to physical damage
involving satellites during launch into outer space or re-entry into Earth, the Privacy Act will apply to
privacy breaches relating to data collected through satellites or other means.

By virtue of Section 13(1)(a) of Privacy Act, an act or practice that breaches any of the APPs in
relation to personal information about an individual is an interference with the privacy of such an
individual. Where this act or practice is done repeatedly by the APP entity, such would be a serious
and repeated interference with privacy and is classified as a civil liahility under Section 13G. Under
Section 13G (2) and (3), the maximum penalty that can be imposed on a body corporate for this
contravention is $50,000,000, and $2,500,000 for a person other than a body corporate. It should be
noted that by virtue of Section 80U, only the Information Commissioner is authorised to bring an ap-
plication before the Federal Court or Federal Circuit Court and Family Court of Australia in respect of
a civil liability action.” Thus, if a satellite is used by an APP entity for remote sensing activities that
violate the provisions of any of the APPs under the Privacy Act, the following enforcement actions
can be taken against that entity — civil liability actions, infringement notices, enforcement undertak-
ings, and injunctions.

Indonesia

Pursuant to Article 41(1) of the Space Law, Indonesia is responsible for overseeing all of its nation-
al space activities and is accountable for any wrongful acts that result from the misuse of satellites.
Like Australia, Indonesia has provisions in its Space Law®® that deal with liability for damage caused
in space, on Earth or to an aircraft in flight. However, damage in this context is limited to physical
damage and does not cover liability for privacy breaches resulting from misuse of satellites.

Regarding the violation of personal data under the PDP Law, both administrative and criminal
sanctions may be imposed. In the absence of a standalone regulatory framework specific to the
misuse of satellites in the context of privacy breaches, the provisions of the PDP Law will be ap-
plicable. As provided under Article 67 and 68 of the PDP Law, criminal sanctions include a fine of up
to IDR 6 billion and/or imprisonment of up to six (6) years. Administrative sanctions include written
warning, temporary suspension of personal data processing activity, deletion of personal data, or
imposition of administrative fines under Article 57. These penalties may be imposed on the manage-
ment, controller, instructor, beneficial owner, or corporation.

Conclusion

In conclusion, it is apparent that international rules on the use of satellites for remote sens-
ing activities generally lack binding force, and they do not effectively address the issue of privacy
breaches that may result from satellite misuse. International human rights framework such as UDHR
and ICCPR which provide for right to privacy are broad, and their provisions are not sufficiently ro-
bust to cover use of satellite data, especially for commercial or private use. In the context of natural
disasters, it is even more important to ensure data privacy concerns are given due consideration

& See also Flannery, A., & Cass, S. (2020, May 21). Australia: Liability for breaches of Privacy Act to increase, but class actions
unlikely to be supported. Mondagq. https://www.mondag.com/australia/data-protection/938568/liability-for-breaches-

8 See Article 76(2).
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while the satellites are being used for remote sensing during the disaster management process
(Mosteshar, 2016).

As already stated, with advancements in technology, it becomes even more probable that data
collected during natural disasters by the sophisticated sensors placed on LEO satellites would
include those capable of identifying individuals. As a result, safeguards need to be in place to
ensure that satellites continue to play the important role of aiding in rescue efforts during natural
disasters without infringing on individuals’ privacy rights in the process. As this article highlighted,
itis a challenging feat to try to balance the public interest in disaster management with individual
privacy rights, mainly because the expectation of privacy during natural disasters differs consid-
erably from non-emergency situations (Sanfilippo et al., 2020). However, this should not be a basis
for countries to take with levity the need to adequately consider and take steps to mitigate the
materialisation of the risks of privacy breaches resulting from remote sensing activities during
natural disasters.

In the absence of a uniform set of rules at the international level that adequately regulates data
sharing or privacy issues, individual countries can address these issues through the instrumentality
of their national laws.’ In the case of Australia and Indonesia, both countries lack standalone legal
frameworks that specifically address privacy breaches caused by misuse of satellites during natural
disasters. However, a combination of space activity legislation and data protection laws in both
countries can serve as a temporary measure to determine liability for privacy breaches resulting
from satellite misuse during natural disasters.

Ultimately, it is recommended that both countries review their existing legal frameworks to
address the potential unintended consequences of advancing remote sensing capabilities on data
privacy. Since both countries have provisions in their space legislation” requiring adequate insur-
ance in respect of liability for damage (Kerkonian, 2021), the scope of what constitutes liability for
damage under both legal frameworks could be expanded to explicitly include provisions relating
to privacy.

Another suggestion is for both countries to make remote sensing activities subject to licens-
ing through their domestic laws. This is supported by the provision of Article VI of the Outer
Space Treaty which imposes an obligation on countries to authorise and supervise space activi-
ties within their respective jurisdictions. This authorisation regime, which could be in form of
compulsory licensing for entities engaged in remote sensing activities, provides an opportunity
for both countries to impose restrictions or conditions on space activities, including provisions
for respecting privacy. These restrictions could include satellite capacity limits, resolution limits
for satellite images, exclusive acquisition of rights to relevant satellite images”, requirements
of blurring personal identifying information in satellite images, and more. National legislation
should play a significant role in addressing privacy concerns arising from remote sensing activi-
ties conducted with LEO satellites (Linden, 2016), as not only States, but also private entities and
individuals globally are increasingly involved in commercial remote sensing activities. Expressly
including respect for privacy as a condition for engaging in space activities would be a pioneering
move and set a precedent for other countries to follow.

% Rotola, G., Farrar, L., Nasr, F,, Wiser, L., Navalgund, R., Ciarravano, L., & Grattan, K. (2022, January). Earth Observation Data,

™ Space (Launches and Returns) Act, 2018, Section 4787; LawNo 517 of 5(51737(507n7ce7rri iinlgisipiaicé Act|V|t|es, 7A;ticil;8747(1).

" Rotola, G., Farrar, L., Nasr, F., Wiser, L, Navalgund, R., Ciarravano, L., & Grattan, K. (2022, January). Earth Observation Data,
Climate Change, and Human Rights. Jus Ad Astra. http://www.jusadastra.org/SGAC-Law-Climate-Change.html
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INEKTPOHHAA ®OPMA CZEJIOK:
BOMNPOCbI MPABOBOIQ
PErYIMPOBAHUA

P.. LlyraeB

®oHp «LleHTp CTpaTernuecknx pa3paboTok»
125009, Poccus, MockBa, fa3eTHblit nep. 3-5/1

AHHOTaUWA

JlaHHaA CTaTbsi MOCBSAWEHA aHanu3y (opmbl CAENOK, COBEPLEHHbIX C WCMOMb30BAHUEM 3NEKTPOHHbIX
W MHbIX TEXHUUECKUX CpeacTs (3neKTPOHHOM dopMmbl). Liebio HACTOAWEro UCCNENOBAHNA ABNSETCA U3yUeHue
CYWHOCTHbIX OCOGEHHOCTE M MOMCK ONTMMANbHOW MOAENN PEerynupoBaHMA 3NEKTPOHHON (HOPMbI CAENOK
C yUeTOM 3apy6eXHOro OMbiTa, TEOPETUUECKIMX HAPABOTOK U Cyae6HON NPAKTUKM. AKTYanbHOCTb MCCef0BaHMS
06BACHACTCA YBENUUEHNEM KONUYECTBA CAENOK B 3MEKTPOHHOM (hopMe, KOTOpble TPe6yIoT afeKBaTHOro NpaBo-
BOFO perynupoBaH1A 1 NpaBonpUMeHUTENbHON NPAKTUKK. B CTaTbe NocnesoBaTeNbHO pasbupaioTcs MeXayHa-
POAHO MPU3HAHHbIE MPUHLMMbI TPABOBOTO PErynMPOBaHNA 3MEKTPOHHON OpPMbI CAenoK (HeancKpUMmUHaLMu,
TEXHONOMNYECKON HEeNTPanbHOCTH, (DYHKLMOHANbHON IKBUBANIEHTHOCTM) U MX Peanu3auma B POCCUIACKOM U 3a-
py6exHom npase. OMMMO 3TOr0, aBTOP aHaNNU3MUPyeT BOMPOC O COOTHOLIEHUM MUCbMEHHOW U NEKTPOHHOM
thopm, pa3dupaeT 1 onpoBepraeT aprymeHTbl B NOMb3Y BblAENEHUA 3NEKTPOHHBIX CNOCco608 GhopMUPOBaHMS
BO/IM B KAuecTBe CaMoCTOATeNbHOI (sui generis) pasHoBMAHOCT (OPMbI CAENOK. C YUETOM TeKylei npaKTu-
KU POCCUINCKIX CYAOB M MHOCTPAHHOTO OMbITA ONPEAENAIOTCA KPUTEPUN U CNocobbl JOCTOBEPHON MAEHTU(NKA-
LN NNLQ, COBEPLIAIOLLETO BONEU3bSBAEHUE 3NEKTPOHHBIM CNOCO6OM. Ha OCHOBE A0rMaTMUeCcKnX 1 MONNTUKO-
NPaBoBbIX apryMeHTOB OTBEPraeTcs U3nuwHe opmanbHan Waes 0 TOM, UTO e[UHCTBEHHBIM CNOCOGOM TaKOM
NAEHTUMKALMN MOXET BblTb UCMONb30BaHWE KBANU(ULMPOBAHHON 3NEKTPOHHON MOAMMCU. ABTOP TaKke
npennaraeT oNTMManbHoe ToNKoBaHMe Tpe6oBaHus MK PO 0 BOCMPOU3BOAUMOCTY COAEPKAHMA INEKTPOHHOM
CAENKM Ha MaTepuanbHOM HOCUTENe B HeU3MeHHOM Buae. Mo pesynbTatam UCCNefoBaHNs NpeanaraeTcs pag pe-
KOMeHAALMIA, HOCALMX NPAKTUYECKIIA XapaKTep 1 NO3BONAIOWMX 06eCNeunTb NPUHATUE CYAbAMM CNPaBeaIn-
BbIX 1 060CHOBAHHbIX pelIeHNI B KOHKPETHBIX CUTYaLMsAX NPy TONKOBAHUM nonoxeHui TK PO 06 31eKTpOHHOM
thopme caenok.

Knioyesble cnosa

CAenkn B 3!'IeKTp0HHOI7I d)opme, NUCbMeHHa# qaopma CAenok, 3I'IeKTpOHHbII7I [OKYMEHT, 3NeKTPOHHasA noAnucob,
MaTepI/Ia!'Ibelﬁ HOCUTENDb

KoHdpnukT untepecos ABTOp €0061La€eT 06 OTCYTCTBUM KOH(NMKTA NHTEPECOB.
@unHaHcupoBanne WiccnenoBaHme He MMEET CNOHCOPCKON NOAAEPKKM.
bnarogapHoCTb ABTOp BblpaxaeT 6narofapHocTb 3ukyHy U.UA. 3a LeHHblIe KOMMEHTapUKM 1 3ame-

uaHus. B 10 e Bpema 3a no6ble OWN6KM N HefouEeTbl pa6OTbI 0TBeYaeT NCKNio-
UNTENDHO ABTOP.
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ELECTRONIC FORM OF TRANSACTIONS:
ISSUES OF LEGAL REGULATION

Roman |. Shugaev
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3-5/1, Gazetny pereulok, Moscow, Russia, 125009

Abstract

This paper analyzes the form of transactions made with the use of electronic and other technical means (elec-
tronic form). The research aims to determine the essential features and develop an optimal model of regulation
of electronic transactions form, considering foreign experience, theoretical advances, and judicial practice. The
relevance of the study is explained by the increasing number of e-transactions which require adequate legal
regulation and law enforcement practice. The author consecutively describes internationally recognized regula-
tory principles of electronic transactions form (non-discrimination, technological neutrality, functional equiva-
lence) and their implementation in Russian and foreign law. In addition, the author analyzes the issue of the
correlation between the written and electronic forms, considers and rejects arguments in favor of singling out
electronic methods of will formation as an independent (sui generis) form of transactions. Considering the cur-
rent Russian judicial practice and foreign experience, the study determines the criteria and methods of reliable
determination of a person effecting an electronic transaction. On the grounds of dogmatic and political argu-
ments, the overly formalistic idea that the use of a qualified electronic signature is the only way of such identi-
fication is rejected. The author also formulates an optimal interpretation of the Russian Civil Code requirement
on the reproducibility of the electronic transaction content on a tangible medium unchanged. Based on the
results of the study, practical recommendations are described to help judges make fair and reasoned decisions
in specific situations interpreting the provisions of the Russian Civil Code on the electronic form of transactions.
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Beeaenue

Pa3BuTHE UH(OPMALMOHHBIX TEXHONOTUIA, 3NEKTPOHHON KOMMEPLMN U LUGPOBON IKOHOMUKI
B LEOM AenaeT 3NMEeKTPOHHbIN JOKYMEHTOO60POT OCHOBHBIM CMOCO60M B3aUMOLEMCTBUS Mexay
3IKOHOMUYECKUMUN Cy6beKTaMM, KOTOPbIA BbITECHAET UHbIE (DOPMbI KOMMYHULMPOBAHUS. OrpoMHOe
KONNYecTBO [J0rOBOPOB eXeiHeBHO 3aK/I0UaeTcs NOCPEeACTBOM 3NIEKTPOHHbIX CPeAcTB. Peub uaer
He TOMbKO O GbITOBbIX CAENKAX C yuacTUeM noTpebuTenen, HoO U 0 MHOFOMMAINOHHBIX KOHTPAKTaxX
B2B. B cBA3M C 3TUM Nepen NpaBoM CTOUT 3afjaya No afieKBaTHOMY perynMpoBaHuMi0 HOBbIX TEXHONO-
TMIA M adanTaLmm ux K CywecTBYIOLMM NPABOBbIM UHCTUTYTAM.

OAHOM U3 BAXXHENLWMX, €CNM He NepBOCTENEHHOMN, 3afaueit CTAHOBUTCA perynupoBaHue (opmbl
CENOK, COBEPLUIEHHbIX C MOMOLLbK INEKTPOHHBIX UU UHBIX TEXHUUECKUX CPEACTB'. BaHOCTb nccne-
AOBAHNA AAHHOW TeMbI B 3apYOEXHON JOKTPUHE 06BACHAETCA TEM, UTO B OTCTYNAEHME OT NPUHLMNA
KOHCEHCyanu3ma, B COOTBETCTBUN C KOTOPbIM As 3aKNIOUYEHUA J0roBopa no obuiemy npasuny Ao-
CTaTOUHO BONEN3bABNEHNA CTOPOH (Jansen & Zimmermann, 2018, p. 264-265), UMdPOBOMY CErMeHTY
NMMaHEHTHO MPUCYLa He06X0AMMOCTb COBNI0AEHMA onpeaeneHHol hopmbl (Mangin, 2020, p. 135).

HagHauMoHanbHOe perynupoBaHie, OTAebHbIE aKTbl MEXAYHAPOAHOW YaCTHONPABOBOW YHUDM-
KaLuu, ONbIT 3apy6exHbIX NPaBONOPAAKOB AAIOT HOraTyio NouBy ANA UCCNENOBAHUS 3NEKTPOHHON
thopmbl caenok. Poccuiickoe NpaBo Takxke He OCTAETC B CTOPOHE, yaenss BHUMaHUe TakoMmy cnocoby
(hopmupoBaHUs BoNensbaABNeHUs B ab3aue BTOPom . 1 cT. 160 TK PO u n. 2 cT. 434 TK PO.

B HacTosiwen cTaTbe NpeanpuHATa NOMbITKA CMCTEMATUUECKM NPOAHANM3MPOBATL INEKTPOHHYH
thopmy cpenok. MpaBunbHOe NOHMMAHNE ee NPUPOAbI U CyLeCTBA PerynupoBaHus No3BOMMUT Npu-
HUMATb CNpaBeanuBble U 060CHOBAHHbIE PeLIeHUA B KOHKPETHbIX CUTyaLuaX. K coxanenuto, oteve-
CTBEHHAsA AOKTPMHA, 33 PEAKUMU UCKNIOUEHMAMU, He YAeNnseT A0MKHOE BHUMAHME 3TOI TeME, UTO OT-
Pa¥aeTcs Ha COCTOAHMM NPABONPUMEHNTENbHOM NPAKTUKN.

[N fOCTIEHMA NOCTABNEHHON LeNH, Kak NPeacTaBnseTcs, HEOOX0AMMO PELNTb PAf 3afau:
= chOpMyNUPOBaTb M NPOAHANN3UPOBATb MPUHLMMBI PETYIMPOBAHUA 3INEKTPOHHOU (HOPMbI

CAenokK;
= ONpefenuTb ee COOTHOLEHWE C MMCbMEHHOW hOPMOW CAEeNoK;
= pa3obpartb cneumncuueckine AnA ykasaHHoN OpMbl YepTbl, KOTOpble 3aKpenneHbl B 3aKOHOAa-

TenbcTee (Tpe6oBaHMA K MAEHTUDUKALMN NULA, U3BABUBLIETO BOMIO, U BOCMPOM3BOAMMOCTY

Ha MaTepuanbHoM Hocutene).

Cnepnyert cpasy 0roBopuTbCA, YTO HACTOALLAA CTaTbA He 3aTparuBaeT TAKOro acnekTa, Kak 3aKnio-
yeHue INEKTPOHHOTO 40roBopa (INeKTpoHHasA odepTa W aKUenT, ONpefeneHne MOMEHTa U MecTa
3aKN0YeHIs 10r0BOPA), A TaKKe He CTAaBUT neped Co60W B KauecTBe OCHOBHON 3aJaun uccnemo-
BaHMe KOHKPETHbIX MPOLECCYanbHbIX 0CO6EHHOCTEN NPefoCTaBNeHNs 3NEKTPOHHbLIX [OKYMEHTOB.

' [lanee B cTaTbe GYAET UCNONb30BATLCA TEPMUH «INEKTPOHHAS (hOPMAy, KOTOPbIA HAMM PACCMATPUBAETCS KAK HOPMATHB-
HO-HeMTPanbHbIl ¥ HU B KOEM Clyuae He CBUAETENbCTBYET 06 OTIMUHOI OT NCbMEHHOI hopMbl Npupoae 0603Hauaemo-
ro UM MOHSTHS.
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NlaHHas pa6oTa thokycupyeTcs NpenmyliecTBEHHO Ha Tex BONPOCaX, KOTOPble XapaKTepu3yioT Takoi
NHCTUTYT FPaXAAHCKOro Npasa, Kak hopma caenok (1orosopos).

1. MpUHLMNLI PEryNMpoBaHus 3NEKTPOHHOM GopMbI CAENOK

0aHMM 13 (hyHAAMEHTANbHBIX NPUHLMNOB B Chepe perynMpoBaHus LnudpoBON IKOHOMMUKM SB-
NAETCA NPUHLUMN HeauckpumuHaumu (principle of non-discrimination) mexamy AOKYMEHTaMM, COCTaB-
NIeHHbIMU B 3MIEKTPOHHOM BUE U Ha TPAAMLIMOHHBIX MaTepuanbHbiX HoCUTensx. Ha MexayHapogHOM
YPOBHE JAaHHbIA NPUHLMN, B COOTBETCTBMM C KOTOPbIM JOKYMEHTaM HE MOXET 6biTb 0TKa3aHO B fie-
CTBMTENBHOCTW UAN UCKOBOW 3aLNTe €AMHCTBEHHO Ha TOM OCHOBAHMW, UTO OHU COCTABMEHbI B 3NeK-
TPOHHOM hopme, NPOBO3NaLLeH B CT. 5 TNoBoro 3akoHa IOHCTUPAST 06 3neKTPOHHON KOoMMepLUK?,
a BMOCNEACTBUM 3aKpenseH B CT. 8 KoHBeHUMn O0H 06 MCnonb30BaHMM 3NEKTPOHHbIX COOBLLEHNIA
B M@X/IyHapoAHbiX JoroBopax (Hbto-lopk, 23 Hoa6pa 2005 T.).

Ha obLieeBponenckom ypoBHe yKa3aHHas uaes nposefeHa B fiupektuse EBponeiickoro napna-
meHTa 1 CoBeta EBponerickoro coto3a 2000/31/EC oT 8 utoHs 2000 I. 0 HEKOTOPbIX NPaBOBbIX ac-
neKTax MH(OPMALMOHHBIX YCIYT HA BHYTPEHHEM PbIHKE, B YaCTHOCTM 06 3NEKTPOHHON KOMMEepLN
(OmpexTnBa 06 3NeKTPOHHOW TOProBe). B COOTBETCTBUM C Hell FOCYAAPCTBA-UEHbl B TOM uucre
[OMKHbI 06ecneuntb, UTObblI NpaBoBble TPebOBaHWSA, NMPUMEHUMbIE K AOFOBOPHOMY NpoOLEccy,
He c034aBanu NPensTCTBUI ANS UCNONb30BAHUSA 3NEKTPOHHLIX CNOCO6OB 3aKNKOUEHUA AOTOBOPOB
11 He NPUBOANAM K TOMY, YTO6bI TaKue JOrOBOPbI NLIANKUCH IOPUAUUECKOI CUAbI M EHCTBUTENBHOCTH
B CBA3M C TEM, YTO OHU BbIN 3aKNKOUEHbI C TOMOLLBIO 3NEKTPOHHBIX CPEACTBS. BaXHbIM JONONHEHNEM
K YKa3aHHOMY aKTy aBnsieTcs iupektusa EBponeiickoro napnamenTa n CoBeta EBponeickoro coro3a
1999/93/EC ot 13 aekabps 1999 r. «O NPaBOBbIX OCHOBAX PErynMpoBaHUA NEKTPOHHBIX NOANMCE
B CoobiecTe» (IupekTnBa 06 INEKTPOHHBIX NOAMMUCAX), KOTOPAA YCTaHABNMBAET, UTO rOCYAAPCTBa-
usieHbl JOMKHbI 06eCNeunTh, UTOOLI INEKTPOHHON NOANNUCK He 6bIN0 0TKA3aHO B IOPUAMYECKON CUNe
1 JONYCTUMOCTU B KaueCTBe 0Ka3aTenbCTBa B Cyae6HOM pa3bupaTenbCTBe TONbKO Ha TOM OCHOBA-
HWW, UTO OHA COCTAB/NEHaA B 3NEKTPOHHON hOpMe, He OCHOBaHA HA KBANN(ULMPOBAHHOM CepTUn-
KaTe, BbJAHHOM Y0CTOBEPAOLLMM LEHTPOM, UK He CO3aHa C MOMOLLbHO 3aLLMLLEHHOTO YCTPOCTBA
€03/1aHMA nognucun®.

BenukobpuTaHus BO UCNONHEHWE eBPONENCKINX AUPEKTUB NPUHSANA 3aKOH 06 3NEKTPOHHbIX KOM-
MyHUKaLmsax 2000 . u MonoxeHue 06 INEKTPOHHbIX NOANUCAX 2002 ., KOTOPbIe 6bINU HANPABNEHbI
He Ha TpaHChopMaLMIo AeCTBYIOLETO PErynuMpoBaHus, a, KaK OTMEUAETCS, Ha 3aKpeneHne yxe
CyLLeCTBOBABLUNX B cOmMmon law NOAX0A0B, U TO B JOBONbHO OrpaHNYEHHbIX aCNeKTax, KacaloLmxcs
3NEKTPOHHON NOANUCY. BPUTAHCKNI 3aKOHOAATENb He CTan 3aKPenasTb NPUHLMI HeRUCKPUMUHALMM
B OTHOLIEHWWN 3NEKTPOHHbIX AJOKYMEHTOB, 33 UCK/TIOUEHEM CAENOK C HEAABMXUMOCTbIO, PYKOBOACTBY-
ICb TEMM COO6PAXEHNSMU, UTO COOTBETCTBYIOLLME NONOXKEHNS eBPONENCKOM JUPEKTUBLI YKe 3an0-
eHbl B common law 1 He06XOAMMOCTb B NPUHATMM KaKUX-1N6O HOPMATUBHbIX aKTOB OTCYTCTBYET
(Beale, 2016).

2 UNCITRAL. (1999). UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996 with additional article 5 bis

3 Art. 9 of Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of
information society services, in particular electronic commerce, in the Internal Market, 2000 0.). (L 178) 1-16.

4 Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for
electronic signatures, 2000 0.J. (L 13) 12-20.
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Kyna 6onee uHTepecHbiM npeactaBnsetcs onblT GpaHuun. Bo dpaHLy3CcKoM npaBe HeoHXoau-
MOCTb CO6/1101@HNA MMCbMEHHOI (hOPMbl HOPMATUBHO PACcCMATPUBAETCA B [BYX aCneKTax: AN uenen
foka3sbiBaHua (ad probationem) u B KauecTBe YCNoBUs eCTBUTENbHOCTI caenku (norosopa) (ad
validatem). ina 060X Cyyaes 3aKOHoAATeNb 3aKpenun Bo GpaHLy3CKOM rPaxAaHCKOM Kofjekce
(nanee — OTK) npuHUMN HeAMCKPUMUHALMK, NPaBAA, C HEGOMbWMMA OTANYNAMM. PacCMOTPUM MX
nogpobHee.

1. TpebosaHue K topme ad probationem 3akniouaetca B cneayioluleM: ecnu CTOUMOCTb CAen-
KM paBHa UK NPEBbILIAET YCTAHOBMEHHYIO CymMmy, CT. 1359 OIK npu3HaeT B kauectse AOMYCTUMbIX
[10Ka3aTeNbCTB NUCbMEHHbIE JOKYMEHTbI, NOAKPENseHHble NPoCToit (privé) unn yaocToBepeHHoil
(authentique) noaNUCbIO, NCKMIOYAA BO3MOXKHOCTb €€ J0KA3bIBAHNA CBUACTENbCKUMI NOKA3AHNAMM.
Lienn, npecnegyemble cT. 1359 OTK, ¢ 0fHOI CTOPOHDI, COCTOST B CHIKEHUM PUCKOB OT HEOBAYMaH-
HbIX U MOWIEHHNYECKMX [eNCTBUIA NPU COBEPLIEHNN CAGNKM, C APYrol — B NpeAoTBPalleHum cyne6-
HbIX pa36buUPaTenbCTB, a TaKKe CHKEHUN NUTUFALMOHHDBIX U3LEPXEK 3a CUeT Gonbluei onpeaeneH-
HOCTY CIeNI0K, COBEpLIeHHbIX B nucbMeHHol dopme (Malaurie, Aynés & Stoffel-Munck, 2020, p. 321).
BaxxHOCTb 06ecneyeHns paBHO3HAUHOCTM OKYMEHTOB Ha 3MEKTPOHHbIX U MaTePUANbHbIX HOCUTENAX
06BACHAETCA TEM, UTO 10TOBOP, CYLLECTBOBAHUE KOTOPOrO HEBO3MOXHO A0Ka3aTb, MOXET He NOBNeub
32 C060/ HUKAKMX pearnbHbIX NOCNEACTBUIA, JaXe eCv OH ABNAETCA AeicTBUTENbHbIM (idem est non
esse aut non probari) (Terré et al., 2019).

PaBHO3HauHOCTb ad probationem CKNajblBaeTcA W3 [ABYX NPUHLMANOB: IKBUBANEHTHOCTY (princ-
ipe d'équivalence) n paseHcrsa (principe d’égalité). NpuHuun sxkBuBanenTHocty (ct. 1366 OrK) rma-
CUT, UTO INEKTPOHHDIA JOKYMEHT MMEET TaKoe e [J0Ka3aTeNbCTBEHHOE 3HAUEHMUE, KaK U [JOKYMEHT,
cocTaBneHHblid Ha bymare. MpuHuun pasexcTsa (principe d’égalité) (ct. 1368 OTK) ncxomut U3 Toro,
uTO NPYW HaNNMUMM NPOTUBOPEUMIA MEXIY Pa3HbIMKU LOKYMEHTaMU, B TOM UnCne Mexay AOKYMeHTaMU
Ha INeKTPOHHOM W MaTepManbHOM HoCUTENe, CyA He BrpaBe OTAABaTb NPUOPUTET JOKYMEHTaM B Tpa-
AVLMOHHOM NUCbMEHHON (hopme, a A0NMKEH YCTPAHATb NPOTMBOPeUUs NyTeM onpefeneHns Hamoo-
nee 10cTOBepHOro AokymeHTa (Andreu & Thomassin, 2021, p. 672).

2. Tpe6oBaHue k dopme ad validatem npegnonaraert, UTo PaBHO3HAUHOCTb (HOPMbl HA BYMaX-
HbIX 1 INEKTPOHHbIX HOCUTENSAX IGNCTBYET HE TONbKO B OTHOLEHNM CNOCO60B A0Ka3biBaHusA (CT. 1366
1 1367 OTK), HO 1 B OTHOWIEHMI YCIIOBUIA (HOPMANbHOI AeACTBUTENbHOCTU caenoK (cT. 1174 OrK).
Ecnu 3aKoH 06YCNOBNMBAET AGUCTBUTENbHOCTb JOFrOBOPA HEO6XOAUMOCTbIO COBNIOAEHNS NMCbMEH-
HOil (hopMbl, TO 3aKNOUEHME TAKOW CAENKN NOCPEACTBOM UCMONb30BAHMNS INEKTPOHHDBIX U UHBIX TEX-
HUYECKUX CPEACTB TakKe ByaeT 03HauaTh cO6N0AEHME NUCbMEHHON (hOPMbl (Bénabent, 2021, p. 42).

Bnpouem, paBHo3HauHocTb ad validatem uckmioueHa Ana Hekotopbix caenok (ct. 1175 OrK)
B CEMEIHOM M HACNefCTBEHHOM nipase (M03TOMY 3NEeKTPOHHOE 3aBellaHine HEBO3MOXHO), a TaKkKe
npu NpefocTaBneHnt obecreyeHns HenpoeccuoHanom (3NeKTPOHHbINA 3a710T UAK NOPYUYNTENbCTBO,
BblJaHHbIE NOTPe6UTENEM, HEBO3MOXHDI). B NOJ06HbIX CNyUasX COBEPLIEHNE CAENKIN B INEKTPOHHON
(hopme 6yaet 03Hauath ee HefencTBUTeNbHOCTL (Bénabent, 2021, p. 116).

Henb3a He 0TMETUTb, uTo PpaHLY3CKOe NPaBO NpeAbABAAET ABa TPEOOBAHUSA, KOTOPLIM AOMKEH
YAOBNETBOPATb 3MEKTPOHHDBIN JOKYMEHT NSl TOFO, UTO6bI OH UMEN pPaBHOE C TPAAMLMOHHBIMU NNCh-
MeHHbIMM I0KYMeHTaMI 3HaueHue Kak Ans uenei ad probationem, Tak u ans uenei ad validatem:

1) NNLO, OT KOTOPOTO OH UCXOMNT, MOXKET BbITb JOMKHbIM 06Pa30M MAECHTUDULMPOBAHO;

2) MUCbMO COCTABNEHO U XPAHUTCA B YCNOBUAX, FAPAHTUPYIOLMX ero LenoctHoctb (Terré et al,,
2019, p. 1910)°.

5 Tpe6oBaHWs K 3NeKTPOHHON hopme Noppo6Hee paccMaTpuUBAIOTCA Aanee B KOHTEKCTe (hYHKLMOHANbHOI IKBUBANEHTHO-
CTU 1 B NOCEAYIOLMX rMaBax.
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Poccuiickoe perynupoBaHue hopMbl CAEN0K BO MHOFOM HanoMUHaeT dhpaHLy3ckoe. TpeboBaHus
K CO6NoaeHNI0 NUCbMEHHON (oPMbI Takke MOXHO paccMaTpuBaTb B ABYX acnekTax: ad validatem
(n.2 ct. 162 TK P®) v ad probationem (n. 1 cT. 162 TK P®). B 0TeuecTBEHHOM npase NpuUHLUN Heguc-
KPUMUHALMN MOXHO BbIBECTHM M3 a63aLa BTOporo . 1cT. 160 TK PO, KoTopblil NpUPaBHUBAET CAENKH,
COBEpLUEHHbBIE C MOMOLLbIO INEKTPOHHDIX UM UHBIX TEXHUYECKUX CPEACTB, K CAENKaM B MMCbMEHHOIA
thopme.

MPUHLMN HEUCKPUMUHALMM JOMKEH PACNPOCTPAHATLCA KAaK HA Clyyau, Korga HecobnofeHmne
(hopMmbl CAENKN BNeueT ee HeAelCTBUTENbHOCTb, TaK U Ha CUTYaLMK, KOTAa NOCNeACTBUEM TaKoro
Hecobno4eHNs ABNAETCA HEBO3MOXHOCTb CCbINATLCA HA CBUAETENbCKIUE NOKA3aHUS.

Kak 1 Bo thpaHLy3cKkoM npaBe, He KaX[as CAeNnKa MOXET 6bITb COBEpLIEHA B 3NeKTPOHHON dhopme
C Touku 3peHus ad validatem. TK PO npuBoanT B Kauecte eAMHCTBEHHOO Takoro npumepa Hegony-
CTUMOCTb COCTaB/IEHUSA 3aBELAHNA C UCMNONb30BAHNEM 3NEKTPOHHbIX U MHbIX TEXHUUECKUX CPEACTB
MOA Yrpo30i HUUTOXHOCTY (a63aLLbl BTOPOIA, YeTBEPTDIA M. 1 CT. 1124 TK PO)E,

Mockonbky TK PO He 3HaeT ApYrux nofo6HbIX MCKMKOUEHUIA, NPUHATLIA UM NOAXoA NpeacTas-
NAETCA AOBOMbHO NM6EPaNbHBIM B OTIMUKME, Hanpumep, oT ()paHLY3CKOro Npasa, COfEePXKaALLEro Ha-
MHOro 60Mblle NPUMEPOB HefONYCTUMOCTU COBEpPLIEHNS CAENOK B 3NEKTPOHHON (hopMe, 0 uem ro-
BOpunocbh paHee. Ctatbsl 9 [iupektusbl EC 06 3NEKTPOHHOI TOProB/ie MO3BOMSET HALMOHAMbHbIM
NpaBoNoOPs/KaM 3anpeLarb COBepLIeHNe B INEKTPOHHON thopme Kyaa 6onbluero KonuuecTea cae-
NoK. MoA06Has «AUCKPUMUHALMAY AONYCTUMA B OTHOLIEHUM:
= [I0r0BOPOB, HAMPABMEHHbIX HA BO3HUKHOBEHME UNW Nepefauy NpaB HA HeABMKMMOCTb, 33 UC-

KNUeHrem npasa apeHAbl;
= JIOrOBOPOB, TPEOYIOWNX NPK 3aKNIOUEHUN NPUBNEUEHUS CYAa, OPFAHOB BAACTM UNKU WHbIX NKL,

OCYLLECTBAAOWMX NYONUUHbIE (YHKLMK;
= 0becneynTenbHbIX CAENOK, N0 KOTOPbIM 06S3aHHBIM NNLOM ABMAETCA NOTPEOUTEND;
= [10r0BOPOB, ONpeaensiemMblx ceMeHbIM AN HACNeACTBEHHbIM NPaBOM.

MpuuKHbl AN BBEAEHUS COOTBETCTBYIOWEA OroBOPKW 6binK pasnuuHbiMu. Ecnu nepeble fABa
cnyyan o6bACHANMCb HEBO3MOMXHOCTbIO B KPAaTKOCPOUHOI NepcneKTUBe NepeBecTu Bce nybnanuHbie
OpraHbl Ha 3NEKTPOHHbBIN AOKYMEHTO060POT, TO NOCNEeAHME ABE KaTeropui BKKOUEHbI U3-3a HEBO3-
MOXHOCTU NpefckasaTb, Kak INeKTPOHHaA (DOPMa TakuUX CAENOK OTPA3UTCA HAa BHYTPEHHEM pbIHKe
(Lodder, 2017, p. 25).

CnepyeT BbIPa3uTb Haf@Xy, UTO POCCUIACKMIA NPABONOPSAOK He MOWAET N0 NyTH PacliNPeHus
KONUUeCTBa CAeNoK, KoTopble He MOrYT 6biTb COBEpLUEHbI B 3NEKTPOHHOW (hopMme. INEKTPOHHbIN
JAOKYMEHTO060pOT NPK NPaBUAbHO HACTPOEHHBIX NapaMeTpax cnocobeH rapaHTMPOBaTh TaKYH Xe
CTeneHb 3aWMLWEHHOCTN U JOCTOBEPHOCTY, UTO W MUCbMEHHAs dhopma.

[lpyrum BaXKHEWLWNM NPUHLMNOM PErynupoBaHus 3NeKTPOHHOM (hOPMbl CAENOK ABNAETCH NpPUH-
LMN TexHonoruueckoir HeirtpanbHoctu (principle of technological neutrality). B cootsetcTBUM
¢ Tunosbim 3aKoHOM IOHCUTPAJT oH npegnonaraet, YTo BHYTPEHHee 3aKOHOAATeNbCTBO HE MOXET
UCXOAUTb U3 MPU3HAHMA IOPUANYECKOI CUAbI UCKNIOUMTENBHO TEX OKYMEHTOB, KoTopble cchopmupo-
BaHbl M HanpaBneHbl C UCMOMb30BaHWEM ONpeAeNeHHbIX CNOCO60B, TEXHONOTMIA U INEKTPOHHbIX
HocuTeneit (Sorieul et al., 2001). B camom fene, ¢ yUeTOM ANHAMUKM B Pa3BUTMM TeXHONOTWI npen-
CTaBNAETCA KaK MUHUMYM HeLenecoobpasHbiM HOPMATUBHO ONpPefensTb B paMKax PerynnpoBaHus
ex ante KOHKpETHble BUAbI TEXHOMOTUIA, C NOMOLLLbIO KOTOPbIX MOXET 6bITb CO6NIOAEHA INEKTPOHHaS

¢ Mopxon 'K PO B 370M BOnpoce BCTpeuaeT KpUTUKY B JoKTpuHe (Gorina & Gerasimova, 2021).
7 UNCITRAL. (2018). UNCITRAL Model Law on Electronic Transferable Records. United Nations. P. 23. https://uncitral.un.org/
sites/uncitral.un.org/files/media-documents/uncitral/en/mletr_ebook_e.pdf
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thopma. Takum 06pa3om, B CUy MPUHLMNA TEXHONOTNYECKON HENTPANbHOCTM HeponycTum audde-
PEHLMPOBAHHBIA MOAXOA K PErynupoBaHui0 B 3aBMCMMOCTM OT TOrO, 6bINa NN caenka CoBepLueHa
C NOMOLLBI0 3NEKTPOHHON MOYTbI, MECCEHKEPOB, HA BE6-CailTe MW MHBIM CNOCOHOM B pamKax Lind-
poBOW Cpefbl. 3aKoHOAATENDb U NPABONPUMEHUTEND He JOMKHbI OTAABATb NPeANoYTEHNS OfHUM Tex-
HONMOTUSIM B YLEP6 ApYTUM.

K PO Takke npuaepxuBaeTca NPUHLMUNG TEXHONOMMUECKON HEWTPaNbHOCTY, UCMONb3YS NPKU ONK-
CaHUN CAENOK B 3NeKTPOHHON (hopMe Takoi NPU3HAK, KaK COBEPLIEHME WX «C NOMOLLbIO INEKTPOH-
HbIX IGO0 WHBIX TEXHUUECKUX CPEACTB», HE KOHKPETU3UPYA Npu 3TOM B UMNEPATUBHOM MOPAAKE,
KaKNX UMEHHO. BmecTe ¢ Tem B cyae6HON NpaKTHKe BCTPEUAIOTCA Cyyau, KOFAa CyAbl HapyLWatoT AaH-
Hblii MPUHLMN Ha OCHOBAHWUU XapaKTepUCTUK UCMNOMb3YEeMOro TeXHUUECKOro cpeacTaa. Tak, B OHOM
U3 ien cyn yKasan, uto «nepennucka u3 mecceHmiepa Telegram He ABNSETCA HafNeXaLm [0Ka3a-
TeNbCTBOM OhOPMAEHUS NPABOOTHOWEHNA MeXAY CTOPOHAMU B OTCYTCTBME KaKOW-NMGO nepBuy-
HOIl 6yXranTepcKoil JOKyMeHTaLum (aKToB NpremMa-caaun OKasaHHbIX yiyr), hakTa 3aknioueHns fo-
roBopa»?, He NpUAaB 3HaUEeHNe TOMY, UTO TaKas NepennucKka cama no cebe MOXET CBMAETENbCTBOBATb
0 3aK/K0UEHUI JOrOBOPa B INEKTPOHHON (hopme.

HakoHel, 3HauMMbIM ABMAETCA NPUHLMN (DYHKUMOHANbHON 3KBUBaNeHTHocTn (principle of
functional equivalence), nossonatwuii AAaNTMPOBATh CyUECTBYIOLIME MATEPUANbHO-NPaBOBbIE HOp-
Mbl K 3MEKTPOHHOMY JOKyMeHTO060poTy’. MeTop (hYHKUMOHANbHOW 3KBUBANEHTHOCTU (équivalents
fonctionnels, functional-equivalent approach) no3sonset He (OKYCMPOBaTbCA Ha POPMANbHBIX Pa3-
NUUNAX MEXEY MATepPUANbHLIMKU W 3NEKTPOHHBIMI CNOCO6amMU IUMKCALMM BONEU3bABNEHNS, a ONpe-
AenuTb «(yHKLMOHAMbHbIE KAUeCTBa» TPAAMLIMOHHDIX MaTepPUasbHbIX HOCUTENEH, XapaKTepu3yHoLmX
NNCbMEHHYI0 (hOpMy, @ 3aTeM NPOBEPUTb, COXPAHSAIOTCA NN 3T KauecTBa NpU COBEPLIEHUN CRENKM
B 3N1EKTPOHHOIA (hOpMe 1 NPU KakiX ycnosusax 3to npoucxoaut (Demoulin & Montero , 2002, p. 21).

BnepBble (hyHKUNOHANbHAA METOAMKA OLEHKU PaBHO3HAUHOCTM Gbina npeanoxeHa OHCUTPAN
1 peann3oBaHa B TUNOBOM 3aKOHe 06 3NeKTPOHHON KoMMepLMK. YHUDUKALNS INEKTPOHHON U NNCb-
MeHHON (hOPM HA OCHOBE (DYHKLMOHANBHOW PAaBHO3HAYHOCTW Mpeanonarana aHann3 Tex oTinun-
Te/bHbIX UEePT, KOTOPble XapaKTepusyioT TPaAMLIMOHHYID NUCbMEHHOWU hopMmy, U TOro, Kakum 06-
pa3om B 3NEeKTPOHHON (hopMe 3T 0COBEHHOCTU MOTYT GbITb COXPAHEHbI. BaXHON NpesnocbinKom
Ans NoA06HOro aHanM3a, ABNAETCA UCXOAHOE JONYLIEHUE O TOM, UTO TPAJULMOHHbIE MaTepuanbHble
HOCUTENW OTNNYAIOTCA OT 3NEKTPOHHbIX (Guomin & Shengmian, 2018, p. 1542-1543).

[laHHaA MeToAon0rua NOMoraeT He TONbKO 3aKOHOAATeNo, HO U CyAbAM afanTMpPoBaTh CyLeCTBy-
IoLMe MaTepUanbHO-NPABOBbLIE HOPMbI K CAeNKaM, COBEPLUEHHBIM B INEKTPOHHOI hopme. He cekper,
YTO MpPaBMNa, NPEACTABNEHHbIE B MPAXAAHCKOM 3aKOHOAATeNbCTBE (0 (hopMe CAENnoK, 3aK/IueHnm
IOrOBOPOB Y T.A1.), B MOMEHT NPUHATUASA 3a4acTyio He NpeAnonarany Ux NPUMEHeHUs K CaenKkam, co-
BepLEHHbIM Ha LUMPOBLIX HOCUTENSX, TaK KaK MPW CO3[4aHUM COOTBETCTBYIOWMX MOMOMEHWUA HU-
KaKOro 3MeKTPOHHOro A0KYMEHTO060poTa He 6bin0 U B NOMUHE. A NOTOMY nepef 3aKOHOfaTenem
U NPaBONPUMEHUTENAMMW CTOUT 3afaua OnpeaennuTb, MOryT NK, U eCnn A3, TO NPU KaKUX yCnosu-
X TPAAAMLIMOHHDBIE HOPMbI TPUMEHSATBCA K CNKaM, 3aKNIOUeHHbIM B 3NeKTPOHHOI thopme.

Heo6x0aMMO noauepKHyTb, UTo ANs CyAei afanTauus NpaBun B cuny GYHKLUMOHANbHOW PaBHO-
3HAUHOCTU NOX0Xa, HO OTNNYAETCA OT AHANOTUN 3aKOHA. B 0TNMUMe OT NoCneAHen OHa MOXET Npeano-
naratb He NePeHOC CyLeCTBYIOLE HOPMbI, A CO3AAHNE HOBOTO NPABUAA, OTANYAIOLLETOCs TUNOTE30M

& PeweHue AC . CaHkT-Metep6ypra v NleHnHrpaackoit obnactv ot 17 diespans 2022 . no aeny N° A56-5688/2021.
% Guo Yu (2022). Functional Equivalence to a Piece of Paper: A comment on the UNCITRAL Model Law on Electronic
Transferable Records. [White Paper]. Hors Serie. Vol. XXVI. P. 2. https://www.wgtn.ac.nz/law/research/publications/about-
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UK QUCNO3NLMEN OT AeUCTBYIOLLEN HOPMbI, €CNIN TOFO TpeByeT cobniofeHne hyHKLMOHANbHOW paB-
Ho3HauHocTu (Veerpalu, 2019, pp. 141-142).

OTmeuaeTcs, UTo UCNONb30BaHWE MeToAa (YHKLMOHANBLHOW PABHO3HAYHOCTW NMO3BONSAET pe-
WNTb HECKONbKO Npobnem: cOefUHUTb TPAAMLIMOHHOE pPerynupoBaHve W 3MEKTPOHHYI0 KoMMep-
LMI0; YNpoCTUTL 3aKOHOAATENbCTBO B 0611ACTU 3MEKTPOHHOM KOMMEPLMM; COXPaHUTb TMOKOCTb
1 COMNACOBAHHOCTb PEryNNpoBaHNA ¢ Pa3BuUTMeM TexHonoruit (Guomin & Shengmian, 2018, p. 1544).
MpoAeMOHCTPUPOBATD TO, KaKUM 06pa3oM MeToA (YHKLMOHANbHON PABHO3HAYHOCTY BbIN peann3o-
BaH Ha NPAKTUKe NPUMEHUTENBHO K (hOPMe INEKTPOHHbIX CAENOK, O3BOAMT HECKONbKO NPUMEpOB.

TaK, OiHON U3 OTNNUMTENbHBIX 0COGEHHOCTEN MUCbMEHHOI (HOPMbI SBASETCA TO, YTO OHA B OT-
nuumre oT YCTHON hopMbl NO3BOASET 3aNeuaTneTb U COXPAHUTL HA ByAyLiee OTPAKEHHYIO HA MaTe-
puanbHOM HocuTene WHGOPMaLLMI0. INEKTPOHHAA (HOPMA MOXET JOCTUrHYTb TaKoro e 3ddekTa
Npw YCNoBMM, CN OHA NO3BONSET 06eCNEeUNTb LOCTYNHOCTb U3NOKEHHBIX B HEWl CBeAEHUIA ANA NO-
CNeayIoLero MCnonb3oBaHus. JOKyMeHT B INEKTPOHHOM (hopme, KOTOPbIA He (UKCUMPYET 3aN0MeH-
HYI0 B HEM MH(OPMALMI0 M He MpeanonaraeT BO3MOXHOCTb ee MOCNeYIOWEero UCnonb3oBaHus
(Hanpumep, AnA NpeaoCTaBNEHNA ero B CyaebHOM Pa3buparesbCTBe), He MOXET 6biTb (DYHKLMOHANb-
HO pPaBHO3HAUHbIM NUCbMEHHON hopme. B CBA3M € 3TUM ANA OCTIHEHUS IKBUBANEHTHOCTN Mexay
NUCbMEHHON U 3NEKTPOHHOW (hopmMamiu NPaBONOPAAOK AOMKEH NpeabaBnATb TpeboBaHMe 0 BOC-
NPOM3BOAMMOCTI K JOKYMEHTaM Ha UudpoBbix HocuTensx (Guomin & Shengmian, 2018, p. 1542)".
B poccuiickom npaBe OHO BbipaxeHo B CT. 160 TK PO, B COOTBETCTBUM C KOTOPOI 3NEKTPOHHbIE TMGO
MHble TEXHMYECKMe CPeAcTBa AO/MKHbI MO3BOMATb «BOCNPOU3BECTU HAa MarepuanbHOM HocuTene
B HEM3MEHHOM BUfe COAepaHue Caenku».

MomuMo 3TOro, NUCbMeHHas (hopma npeanonaraeT MAEHTUMUKALMIO NNLA, OT KOTOPOro MCXO-
AMT BOneusbABNeHue (Hanpumep, NoANKUCh). Ans JOCTUKEHNA (YHKLUMOHANbHOM IKBUBANEHTHOCTH
3NEKTPOHHON hopMbl TaKke TpebyeTcs 06ecneunTb BO3MOMHOCTb [OCTOBEPHOTO ONpeAeneHus
aBTOPA HPUAMYECKN 3HAUMMOTO [EWCTBUSA. ITO MOXKHO CAenaTb pasHbiMU cnocobamu. Hanpumep,
CT. 8 TunoBoro 3akoHa IOHCUTPAN 06 3NeKTPOHHON KOMMEpLIMM UCXOAMUT U3 TOTO, UTO €C/ 3aKOH CO-
NPoOBOXJAEeTCA TPebOBaHWEM K NPOCTABNEHUIO NOJNUCH, HEOOXOAMMO, UTO6bI NTPU COCTABAEHUM U OT-
MpaBneHny NEKTPOHHOTO AOKYMEHTa UCMOMb30BaNca MeTog, (a) No3BonsiowmiA MaeHTUdNULIMPOBaTL
NNLO 1 YKa3bIBAIOLWMA HA Of06PEHNE UM COAEPXKALLENCS B INEKTPOHHOM JOKYMEHTE UH(OpMALIMK
1 6) HAAEXHbIN, @ TaKiKe — B CBETE BCeX CONYTCTBYIOLLNX 06CTOATENLCTB — NPUTOAHBIA ANA CO3AAHNA
1 nepegaun coobeHus. Cr. 160 TK PO u c1. 1366 OIK ncnonb3yiot 60nee nakoHUUHY hopmynmpos-
Ky, YKa3bIBas Ha TO, UTO AN MAEHTU(UKALMM MOXET MCNONb30BATbCA K060 CNOCO6, NO3BONAOLLNIA
JOMKHbIM 06pa3om onpegenuTb UL, OT KOTOPOro UCXOQUT BONEN3bABNEHME.

Bo thpaHLy3CKOM JOKTPMHE BBEAEHME COOTBETCTBYHOWMX Tpe6OBaHUIA K 3NeKTPOHHON (hopme
06BACHAETCA TeM, UTO INEKTPOHHbIE JOKYMEHTbI B GOMblueil CTeneHn noasepkeHbl hanbcutuka-
LK, KOTopas C TPYAOM NOAAAETCA Pacno3HaBaHUIO, N0 CPABHEHMIO C TPAZULMOHHBIMN BYMAXKHbIMU
HOCUTENAMM, @ NOTOMY COCTaBNEHNE INEKTPOHHOTO AOKYMEHTA 6€3 AONONHUTENbHBIX TEXHUUECKUX
Cnoco60B YA0CTOBEPEHNA NUYHOCTU aBTOPA U 06eCreUeHns HEU3MEHHOCTU JOKYMEHTa He MOXET
MoATBEPX/aTb COrNacue NNLa, M3bABMBLIETO BOMIO, ¥ JOCTOBEPHOCTb 0KyMeHTa (Terré et al., 2019,
p. 1910).

B kauecTBe npeaBapuTeNbHOIO BbIBOAA CNEfYeT OTMETUTb, YTO BblileN3N0XEeHHble MPUHLUNbI pe-
ryNMPOBAHMA INEKTPOHHON hOPMbI CAENOK (HEAMCKPUMUHALMM, TEXHONOTMUECKOW HENTPANbHOCTH,

(M., Hanpumep, cT. 6 TunoBoro 3akoHa IOHCTUPA/ 06 3nekTpokHoil Toprosne (UNCITRAL. (1999). UNCITRAL Model Law
on Electronic Commerce with Guide to Enactment 1996 with additional article 5 bis as adopted in 1998. United Nations.
https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en /19-04970_ebook.pdf), cT. 1366 OIK.
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CIZ)yHKLI,MOHaJ'IbHOVI paBH03|-|au|-|o<:Tv|) OO/MKHbI UMETb He TO/IbKO TeopeTuyeckoe, HO N NpakTnyeckoe
3HaueHue. X 0CHOBHasA LIEHHOCTb COCTOUT HE B TOM, UTOObI C UX MOMOLLbIO yueHble mornu onucaTb
cbopmy CAENoK, COBepPLEHHbIX C MOMOLLbIO 3/TEKTPOHHDIX N NHbIX TEXHUUECKUX CPEACTB, a B TOM, YTO-
6bl UMK pYyKOBOACTBOBaNNCH 3aKOHOAATe b U NpaBonpuMeHuTeNb. HopMbl 3aKOHa U pelueHns Cyaos,
NPUHATHIE C pr6bIM HapylweHNeM YKa3aHHbIX MPUHLXNOB, HE MOTYT 6bITb NPU3HaHbI CnpaBeannBbl-
MU 1 OTBEYAOWUMN MEXAYHAPOAHDBIM CTaHAAPTaM.

2. CooTHowWEHWe 3NEKTPOHHOIA U MUCbMEHHON hOpMbI CAEMOK

B oTeuecTBEHHOW JOKTPUHE B OCHOBY Knaccudmkaumum opm caenok nonoxeHo B ToM uucne fe-
NIeHME Ha CNOBECHbIE N HECNOBECHbIE CNOCOObI BONEN3bsBeHus. Npu C1OBeCHOM Cnocobe BONen3b-
ABNEHUA, NpeanonaratoLemM coBeplieHne CAeNKN B YCTHON, NPOCTON NMCbMEHHOW 1 HOTapUanbHON
thopmax, «cy6beKT, BOCIPUHUMAIOLLMIA BOJIO, MOXET HENOCPEACTBEHHO CYAUTb O ee COAePKaHUUY.
Qins HecnoBecHbIX hOpM U3bABNEHUA BONU XapaKTePHO, UTO COAEPHAHUE BONEN3bABNEHUS Onpeae-
NAETCA KOCBEHHO, MCXOAA U3 NOBEAEHMSA CYObEKTA €ro COBEPLIAIOWErD, a HE U3 JOHOCUMbIX 10 KOHTP-
areHTa u pacno3HaBaeMmblX NOC/NeAHUM CI0B, CUMBOMOB M UHBIX 3HAKOB. TO, UTO INEKTPOHHasA hopma
NPU3HAETCSA CIOBECHBIM CNOCOHOM 0(hOPMIEHIUA BONEU3bABNEHUSA, B POCCMICKON JOKTPUHE He CTa-
BUTCA Noj comHeHue (Tatarkina, 2012, p. 25-27).

Kyna 6onee MHTEpeCHbIM NPeACTaBASETCA BONPOC O COOTHOLWEHWUI 3NEKTPOHHOM U NUCbMEHHOK
thopm cgenok. B cuny a63aua Broporo n. 1 cT. 160 MK PO nucbMeHHas dopma caenku cyumaemcs
€o6MmodeHHOI TaKXe B Cyyae COBEPLIEHNS INLIOM CAENKM C TOMOLLbIO 3NEKTPOHHBIX TM60 UHBIX TeX-
HUYECKMX CPeACTB, NO3BOMAWMX BOCNPOM3BECTM HA MaTepManbHOM HOCUTENE B HEU3MEHHOM BUfe
cofepxaHue caenku. licnonb3oBaHne 3aKOHOZATENEM TAKOr0 PeyeBoro 060poTa, Kak «CUMTaeT-
€A COBNI0AEHHOIY, MOXET CBUAETENbCTBOBATb B PABHOM CTEMEHM KaK O NPU3HAHUM INEKTPOHHOI
(hopMmbl pa3HOBUAHOCTbIO MNCbMEHHOTO CNOCo6a 3aKKUeHNs JOrOBOPOB, TakK 1 06 CNONb30BaHNN
npuema cukuun (Grin, 2019), B cuny KOTOPOro 3NEKTPOHHAs OPMa, KaK CAMOCTOATENbHOE ABNIEHUE,
OTNINYAETCA OT NUCbMEHHON (hOPMbl U NPUPABHEHA K HEl UCKNIOUMTENbHO U3 NpaKTUUeCKUX coobpa-
KEHUN.

B poccuitckom npaBOBOM AWUCKYpPCE BCTPEUANOTCA KaK CTOPOHHMKWU MPU3HAHUA 3NEKTPOHHOIO
cnocoba othopmnenns BonensbasneHns Hosoi opmoi caenok (Idrisov, 2020), Tak NPOTUBHUKM Ta-
KO0 MoAX0Aa, CunTaloliMe 3NEKTPOHHYIO (hopMy Pa3HOBUAHOCTbIO NucbMeHHo (Belov, 2021).

Mo MHeHuto J1.I. EdoumoBoR, 3neKTpoHHas opma npeactaBnseT co6oil HoByto hopMy Boneu3bsB-
NeHuns, KOTopas OTNMYAETCA OT NMUCbMEHHOrO CNoCco6a BBMAY TeX 0COBEHHOCTEN, KOTOpble NPUCYL
Clienkam, 3aKNUYeHHbIM C UCMONMb30BaHNEM 3NEKTPOHHBIX UMW UHbIX TexHuueckux cpeacts (Efimova,
2019). CnefyeT noApo6Hee OCTAHOBUTLCA HA BbICKA3bBAEMbIX B NONb3Y TaKOW NO3MLMI apryMeHTax
1 OLLEHUTD UX,

Apaymenm 1. BHeWHNA BUA 3NEKTPOHHOTO AOKYMEHTAa OTNNYAETCA OT JOKYMEHTA HA Tpaauuy-
OHHbIX MaTepuanbHbIX HOCUTENAX. B UaCTHOCTH, CAeNKa B 3NEKTPOHHOM (hopMe COBEpLIALTCA «HE
Ha YenoBeueCKOM, a Ha “KOMMbITEPHOM” A3bIKe» B BUAE MHAOPMaLUK, NpeacTaBfeHHON KOMMbio-
TEPHbIM KOZIOM, KOTOPas He MOXET HENOCPEACTBEHHO 663 TeXHIUeCKon 06paboTKN BOCHPUHUMATLCS
yenosekom (Efimova, 2019).

B camom piene, ans 3neKTPOHHbIX CAENOK XapaKTepHO, uTo BONen3bsABNeHNe n3HauyanbHo hop-
Mmupyetcs B uucpoBom popmare 1 AOCTABNAETCA afpecaTy U BOCNPUHUMAETCA UM B TaKOM Xe Buje
(Karapetov, 2020). OpHako CBMAETENbCTBYET MK 3T0 O TOM, UTO INEKTPOHHAA (HOPMa He YI0BNETBO-
pAET NpU3HaKam NMCbMEHHOTO CNOCO6a BONEU3bABNEHUA?
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B oTAENbHbIX HALMOHANbHBIX NPABOMOPSAAKAX NPU KBANU(UKALUN TOTO UM UHOTO JOKYMEHTa
B KQueCTBe NUCbMEHHOTO PyHAAMEHTaNbHbIM SBNAETCA NOHATME NUCbMa. Tak, BO QpaHLun NUCbMOM
(I'écrit) npu3HaeTcs OKYMEHT, COCTOAWMIA U3 NOCNEA0BATENbHOCTI BYKB, 3HAKOB, LU, @ TaKKe
N06bIX UHBIX 0603HAYEHNI UM CUMBOMOB, UMEIOLLMX MOHATHOE 3HaUEeHMe, BHE 3aBUCMMOCTY OT HO-
cuTenei, Ha KOTopbIX OHK NpeacTasneHbl (cT. 1365 OIK). GpaHLy3ckuil 3aKoHoAATENb He 3aKpennaeT
NPUBA3KY K KOHKPETHBIM HOCUTENAM (MATepUabHbIM MM INEKTPOHHDBIM), Ha KOTOPbIX MOXET 6biTb
COCTAB/IEHO MUCbMO, @ TaKXKe A3bIKY U CUMBOMAM, KOTOpble B HEM UCMOMb3YHTCA (KOMNbIOTEPHbIN
KOA Takoe e MUCbMO, KaK 1 Mepornudbl Ha nanupyce). Takum 06pa3om, BO (hpaHLy3CKoM npase
3aKpenneHa uaes o ToM, 4To 3NEeKTPOHHBIN JOKYMEHT He NPeACTaBNsAeT CO60i ABNEeHMe Sui generis,
a CUNTAeTCA COCTaBNeHHbIM B NUCbMeHHOI dopme (Andreu & Thomassin, 2021, p. 670). InaBHoe —
NUCbMEHHBIN JOKYMEHT, NPeACTaBNEHHbIN KaK Ha 3NEKTPOHHBIX, TaK U HA MATEPUANbHbLIX HOCUTENSX,
AOMKeEH 6bITb NPeAHA3HAUEH ANs nepefauyn MHGOpMaLWK U NOHATEH, YTOObI OH UMEN K PUANYECKoe
3Hauenne (Malaurie, Aynés & Stoffel-Munck, 2020, p. 320-321).

PaBHbIM 06pa3om B Benukobputanum nucbmo (writing) Bkniouaet B ceb Habop TeKCTa, nevara-
Hue, nutorpadumio, dhotorpaumio n apyrue cnocobbl NPeACTaBAEHNS UM BOCNPOM3BEEHUS COB
B BuauMoi dopme (Mpunoxexue 1 K 3aKoHy 0 TONKOBaHNM 1978). Ha OCHOBAHNM YKA3aHHOIO NOMI0-
XeHUA B JOKTPUHE YTBEPXAAETCA, UTO aKTbl, COCTAB/EHHbIE 1 HANPaBNEHHbIe C MOMOLLbO 3NEKTPOH-
HOW NOYTbI MK CO3aHHBIE B pamMKax Be6-CaiiTa, yAOBNETBOPAIOT NPU3HAKAM NUCbMEHHON (hopmbl™,
YTO [0 3aKOHOAATENK OCHOBAHWUA He PernameHTUPOBaTh INEKTPOHHYIO (hopmy B 3akoHe (Beale,
2016).

B 10 e Bpems aKTbl MeXAYHApPOAHON YAaCTHONPABOBOW YHU(MKALMM He COfepKaT B cebe eau-
HOW MO3MLMM MO YKa3aHHOMY BONpoCy. Tak, MPUHLMNLI MEXAYHAPORHbIX KOMMEPYECKUX A0r0BO-
poB (MpuHumnbl YHUAPYA) (1994 1) u NpuHumMnbl eBponeickoro gorosopHoro npasa (Principles of
European Contract Law (PECL)) npu3HaIoT 3NeKTPOHHYI0 (DOPMY B KauecTBe pasHOBUAHOCTM NUCbMEH-
Hoil. MogenbHble Npasuia eBponenckoro yacTHoro npasa (Draft Common Frame of Reference (DCFR))
(1.-1:106), HaNPOTVB, NCXOAAT M3 TOTO, UTO NUCbMeHHas dopma (in writing) 03HaUaeT Hanuune TeKcTa
Ha 6YMXXHOM MM MHOM MaTepuanbHOM Hocutene. B kauecTse pogoBoro NOHATUA, 06bELUHAIOWEe-
ro IOKYMEHTbI Ha MaTepuanbHbIX 1 3NeKTPOHHbIX HocuTensx, DCFR ncnonb3yioT TepMUH «TeKCTOBasA
topma» (textual form). Bmecte ¢ TeM UMEHHO TEKCTOBAA (hOpMa ABNACTCA OTPAKEHNEM NUCbMEHHOM
B HALMOHANbHbIX KOAMDUKALMAX, BLINONHAN ee (DYHKLUN NPU 3aKNIOYEHUN BONbLINHCTBA A0M0BO-
POB 1 coBepLIeHnM UHbIX caenok (Bar & Clive, 2009, p. 151-153).

B poccuiickom npaBe BONPOC O NMCbMEHHOM XapaKTepe 3M1eKTPOHHOW (hOpMbl CUMTAETCa cnop-
HbIM M3-33 OTCYTCTBUA BHATHOW PernameHTaLun U fOMKHOTO NOHUMAHWSA NPU3HAKOB NMUCbMEHHON
thopmbl. Tak, X.B. Uapucos, onupascb Ha QPefepanbHbiil 3aKoH 0T 27 utons 2006 T. N 149-03 «06
NHGOPMALWMK, HDOPMALMOHHBIX TEXHONOTMAX U O 3aluTe MHdopMaLmuu» (nanee — ®3 06 nHMop-
MaLum), KOTOPbIA NOCNEA0BATENbHO PA3BOAUT NUCbMEHHYIO 11 3NEKTPOHHYI0 opMmbi (4. 3 cT. 171 O3
06 UH(OpPMALUK), AenaeT BbIBOA O TOM, UTO 3MEKTPOHHAA (HopMa ABNAETCA CAMOCTOATENbHBIM ABfe-
HUEM 11 He CBOAMTCA K NCbMeHHON hopme (Idrisov, 2020). [l0BONbHO COMHUTENbHON npencrasnserca
naes onMpaTbcs Ha HOPMbI 3aKOHA, KOTOPBIV He MMEET K PerynupoBaHuio Gopmbl CAENOK HUKAKOTO
OTHOLUEHUSA, MOCKOMbKY chepa ero NPUMEHeHUs JOBObHO OrpaHMueHa. YkasaHHbIA 3aKoH perna-
MEHTUpPYeT OTHOLIEHWUA, BO3HUKAIOWME NPU OCYLIECTBNEHUN NPaBa HA MOUCK, NoNyyYeHue, nepeaa-
uy, NPOM3BOACTBO 1 PAcNpOCTpaHeHne MHGOPMALUK, NPUMEHEHUM NHEOPMALMOHHBIX TEXHONOTN,

" BMecTe C Tem 3M1EKTPOHHbI 06MeH JaHHbimu (electronic data interchange) We 6ymeT COOTBETCTBOBATb MpU3HAKAM
MUCbMEHHOR (hOpPMbI, MOCKONbKY He NpeanonaraeT BUAUMOTO TEKCTa, YAOBNETBOPSIOWEr0 ONpEeAeNeHuo MUchbMa,
uTO, KaK NPEACTaBNACTCA, HAPYLIAET NPUHLMN TEXHONOTUYECKON HEITPANbHOCTU.
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o6ecneuenny 3awuTbl nHdopmauun (ct. 1 ®3 06 uHcopmaumm). Bmecto 3toro cnegyet o6paTuThb-
€A K cucTemMaTmyeckomy TonkoaHuto Hopm K PO n nocmotpetb, kakum o6pasom Kogekc cmoTput
Ha 3NEeKTPOHHYI (hopMy B APYTUX CBOMX CTaTbsX. OTBET Mbl HAAeM B N. 2 CT. 434 TK PO, B co0T-
BETCTBUM C KOTOPbIM «0TOBOP B MUCbMEHHON hOpMe MOXET 6biTb 3aKNiOUeH NyTemM COCTaBNEHUs
OfIHOTO JJOKYMEHTA (B TOM uncne 3NEKTPOHHOTO), MOANNUCAHHOTO CTOPOHAMY, UM 06MeHa MUCbMa-
MU, TeNnerpamMmmamm, INEKTPOHHLIMKU JOKYMEHTaMM MO0 MHbIMU AaHHbIMWY. Takum obpasom, K PO
He MPOBOAUT Pa3NMuNil MEXAY AOFOBOPaMM, 3aKMHOUEHHBIMI HA MATEPUANbHBLIX U 3NEKTPOHHBIX
HOCMTENAX, NPU3HABAs, UTO BCE OHU COCTAB/EHbI B MUCbMEHHON (hopMme. VIMEHHO C TaKMX NO3ULNNA
W CnepyeT NOAXOAMTb K INEKTPOHHOM (opMe CAENOK B LeNOM, paccMaTpuBas ee B KauecTBe pasHo-
BUAHOCTU MUCbMEHHOTO CNOC06a 3aKNyueHNs.

ApaymeHm 2. IneKTpoHHaA hopMa CYLLECTBYET He TONbKO B KAUYECTBE 3NEKTPOHHOTO CTaTUYecKoro
AoKymeHTa (thaitna), HO M B KAuecTBe INEKTPOHHOMO ANHAMUYECKOTO MMNEepTeKCTOBOMO OKYMEHTa
(KoMnbloTepHOW Mporpammbl), K KOTOPOMY B BUAE MMNEPTEKCTOBbIX CCbINOK MPUAAraloTcs niobble
NosICHeHNs, cneuuduKaLmm 1 NHbIe NCTOYHMKKU WHQOPMaLUN, He SBNAIOWMECH YacTbio AOroBopa
KaK IoOKymeHTa (Efimova, 2021).

JlaHHbII ApTyMEHT NpeACTaBNAETCA COMHUTENbHBIM. [leNo B TOM, UTO BONEM3bABNEHME ML, 3a-
(hUKCUPOBAHHOE HA MATEPUANBHOM HOCUTENE, MOXET HeNOCPEeACTBEHHO He COfepHaTb BCEX YCIOBNA,
a OTCbINATb K MHbIM OKyMeHTaM. Hanpumep, TK PO npamo roBopuT 0 TOM, YTO AOTOBOP MOXET OTChI-
NaTb K NPUMEPHbIM YCNOBUAM (CT. 427), KoTopbie, hOpPMasNbHO He BYyum YacTbio A0r0BOPA Kak AOKY-
MEHTa, TeM He MeHee bYAYT onpefensTb NPOrpammy fOrOBOPHBIX OTHOWEHNA CTOPOH™, Kpome Toro,
OTMEUAETCs, UTO INEKTPOHHbIA AMHAMMUECKNA [OKYMEHT CAMOCTOSTENbHO pearupyeT Ha HoBble CO-
ObITUA, UKCUPYET N MHULMMPYET UCMONHEHWe 0643aTeNbCTB, NPENOCTABAAET CTOPOHAM AOMONHN-
TeNbHYI0 MHAOPMALLAIO 1 BbINONHAET nHble AeiicTeuA (Efimova, 2021). BMecTe ¢ TeM HeACHO, N0 KaKum
NPUYMHAM JOrOBOP, KOTOPbIA CAMOCTONTENbHO BbINOMHSAET ONPefeNneHHbe AeiCTBUS, He U3MeHss
W3HayanbHble JOrOBOPEHHOCTM CTOPOH NOMUMO WX BONK, He 6YAeT YAOBNETBOPATb NPU3HAKAM NUCH-
MEHHOWN opMmbl.

ApaymeHm 3. B oTnnune oT NMCbMEHHOM hopMbl 3aKOH He TpebyeT 0653aTenbHOro NPUMEHeH!s
NOANUCK ANS 3NEKTPOHHON YOpPMbI, @ NO3BONSET CUMTaTh (HOPMY COBNIOAEHHON, ECIN BO3MOXHO f10-
CTOBEpHO onpenenuTb NULO, OT KOTOPOTo UCXOAUT BONEeU3bABNeHUe (a63a BTOPOI N.1¢T. 160 TK P®)
(Efimova, 2019; Efimova, 2021).

JlaHHbII aprymeHT NpeacTaBAseTcss HepeneBaHTHbIM B CBA3M C HETOUHOCTbIO MCXOAHOW Npepn-
NOCHINKM O TOM, YTO NUCbMEHHAA (hopMa HEMPEMEHHO COMPOBOMAAETCA 06S3aTeNbHbIM NPOCTaB-
nexuem nognucu. Kak ykasbisaet A.l. KapaneTos, CONPOBOX/eHNe BONEU3bABNEHUA B TUCbMEHHOM
thopme Ha maTepuanbHbIX HOCUTENSX MOAMMCbIO UK ee aHanorom TpebyeTca Aaneko He BO BCeX
cnyyasx. Hanpumep, MHOT[A AOKYMEHT LOBOANTCA 0 BCEOBLEro CBefieHNs, B YaCTHOCTH, ecnu ny6-
NUYHOe obellaHue Harpagbl ONy6NUKOBAHO B raseTe, YCI0BUSA NPUOGPETEHNA TOBApa pa3MeLleHbl
Ha COOTBETCTBYIOLEW BEHAWHIOBOM MALIMHE, NpeanoXeHue MO 3akNueHuo [OroBopa No no-
BOAY NapKOBKW aBTOMO6MNA YKa3aHO Ha napkomate. B nogo6HbIX ciyyasx [OroBop 3aknoyaercs

2 BAC P TONKyeT AaHHyI0 HOPMY Cnefytoluum o6pasom: «ins onpeaeneHns yCnoBuii JOTOBOPOB CTOPOHbI MOTYT BOCMONb30-
BATbCSA MPUMEPHBIMIA YCNOBUAMY (CTRHZAPTHOI AOKYMEHTALMel), Pa3paBoTaHHbIMIN B TOM UMCTIE CAMOPETYNNPYEMBIMIA U HbI-
M HEKOMMEpUECKUMI OPraHU3aLMAMM YYaCTHUKOB PbiHKA ANS OrOBOPOB COOTBETCTBYHOLErO BUAA W OMY6NMKOBAHHbIMY
B nevar (cratba 427 TK PO). Mpy 3TOM CTOPOHbI MOTYT CBOMM COMMALLEHNEM NPeAYCMOTPETb NPUMEHEHNE TAKUX MPUMEPHbIX
YCNoBHiA (CTAHAAPTHOIM AOKYMEHTALMH) K UX OTHOLIEHUSIM MO AOTOBOPY KaK B NOSHOM 06bEME, TaK ¥ UaCTUUHO, B TOM UMCrIe
10 CBOEMY YCMOTPEHMIO U3MEHUTb NONIOKEHWS CTaHAAPTHOI JOKYMEHTALMW UK JOTOBOPUTHCA O HEMPUMEHEHNU OTAENbHBIX
ee nonoxeHuit» (. 7 MoctaHoenenus Mnexyma BAC PO ot 14 MapTa 2014 . N 16 «O cB060ze A0rOBOPa 1 €€ Npefenax»).
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B OTCYTCTBME KaKoW-nn60o nomnucu, Ho NMcbMeHHas opma Bce paBHO BYAET CUNTATbCA COBNIOAEH-
HOIA, eClIM BO3MOXHO OMpeaenuTh aBTOPCTBO ML, COBEpLIMBILIEro BonensbasneHue (Karapetov,
2020, p. 852)2. Ncxofa M3 3TOr0, MOXHO CAENaTb BbIBOA, YTO HanMune NOANUCU He ABNAETCA He06-
XOAMMbIM aTPUBYTOM MUCbMEHHOM (OPMbI U He CBUAETENbCTBYET O ee OTANUMM OT 3NEKTPOHHON
thopmbl.

Takum 06pa3oM, BbiCKa3blBaeMble B NUTEpaType aprymeHTbl B MOAb3Y MNPU3HAHWUA INEKTPOH-
HOW (hopMbl CAMOCTOATENbHOW Pa3HOBMAHOCTbIO (DOpMbI CAENOK SABAAKOTCA HeybenuTenbHbI-
Mu. MNpakKTnyeckas LEHHOCTb TAaKOro NOAXOAa TaKke [OBO/bHO COMHUTENbHA. CnegyeT npusHarhb,
uTO 3NMEKTPOHHAsA (opma CAEeNOK ABMSETCA Pa3sHOBUAHOCTLIO MUCbMEHHOTO CNoco6a 3aKNioueHus
J0roBOpOB.

3. Cnocobbl onpeaenedna auLa, COBEPLIXBLLET0 BOJIEN3bABIEHWE

OCHOBHOW BONPOC, KOTOPbI BO3HWKAET B CBA3M C MAEHTU(NKaLMEN aBTOPA CAENAHHOIO B 3Mek-
TPOHHOW (hopMe BONeM3bABNEHUS, 3aKNIOUAETCA B TOM, NPKU KaKMX CNOco6ax NOATBEPHAEHUS Niy-
HOCTW NPaBOMOPAAOK NPU3HAET cobniofeHue TpeboBaHua K hopme. B poccuiickom npase AaHHbINA
BOMPOC B NepBYyio ouepeab CBOANTCA K TOMY, GYAET N JOKYMEHT B 3NeKTPOHHON (hopMe paBHO3Ha-
ueH [IOKYMEHTY Ha MaTepuanbHbIX HOCUTENSX, eCIM OH He COMpPOBOXAAETCH KBANUULMPOBAHHON
3NeKTPOHHOI nognucbio (nanee — 3LIN).

Kak n3BecTHO, poCCUiACKOE 3aKOHOAATeNbCTBO NpU3HaeT Tpu Buaa ILUM:

1) npoctas 3LN — 3neKTpoHHAs NOANKUCH, KOTOPAsA NOCPEACTBOM UCMONb30BAHUA KOAOB, Napo-
Nen NN WHbIX CPEACTB NoATBEPXAaeT (aKT hhopMUPOBaHUS INEKTPOHHOI NOANMCY OnpeaeneHHbIM
nuuom (u. 2 cr. 5 GegepanbHOro 3akoHa ot 6 anpens 2011 1. NO 63-03 «06 3NeKTPOHHOM NOANUCHY
(nanee — @3 06 3LM)). Mpumepom npoctoi LM MOXET 6bITb COBepLIEHNE AHCTBII U3 IMUYHOTO Ka-
6UHeTa nonb3oBaTens Beb-canTa, JOCTYN K KOTOPOMY 06ecreunBaeTca NoayYeHHbIMU NPy perncTpa-
LN NOTUHOM W naponem, uan SMS-kof, NOATBEPXAAIOIWMIA COBEPLIEHUE IOPUANYECKI 3HAUNMOTO
neiicteus (Karapetov, 2018, p. 242);

2) HekBanuduumposaxHas LM — 3neKTpoHHaA NOANUCh, KOTOPAA NONYYEHa B pe3ynbTate Kpun-
Torpatuueckoro npeo6bpa3oBaHns MHGOPMALMK C UCNONb30BAHUEM KNIOUA INEKTPOHHON nognucy,
N03BONAET ONpPEeAeNnnTb NALO, NOANNCABLIEE 3NEKTPOHHDINA JOKYMEHT, N03BONSET 06HAPYXUTb (haKT
BHECEHUS N3MEHEHWIA B 3NEKTPOHHDBIN JOKYMEHT NOC/e MOMEHTA ero NOANMCaHNs 1 CO3AaeTCA C UC-
MoNb30BaHMEM CPE/ICTB 3NeKTPOHHON noanuck (u. 3 cr. 5 O3 06 3LiN);

3) kBanuduumposaxHas UM — 3NeKTPOHHAA MOANNCH, KOTOPAA COOTBETCTBYET BCEM Npu-
3HaKaM HeKBanNULUMPOBAHHOW INEKTPOHHOM NMOANMUCK M CleaylowWuM AONONHUTENbHBIM NPU-
3HaKaM: KNiou NPOBEpPKN 3NEKTPOHHOW MOAMMCK YKa3aH B KBanMULUPOBAHHOM cepTuduka-
Te; ANA CO3AaHWS W NPOBEPKU 3NEKTPOHHOW NOAMMCU WCMOMb3YIOTCA CPeACTBa INEKTPOHHOM
NOANUCK, UMetoL e NOATBEPKAEHME COOTBETCTBMA TPEOOBAHUAM, YCTaHOBNEHHbIM B O3 06 3LIMN
(4. & cT. 5 ®3 06 3LIN).

Mpu 3Tom B cooTBeTCTBUM ¢ O3 06 LM INeKTPOHHbIE AOKYMEHTbI 6YAYT UMETb pa3nNYHOE MaTe-
puanbHO-NpaBoBOE W NPOLEeCCyanbHOe 3HaUeHne B 3aBUCMMOCTY OT BuAa LM, KOTOPLIM OHYM NOA-
NUCaHbl. TaK, PAaBHO3HAUYHbIM JOKYMEHTY Ha BYMaXHOM HOCUTENe, NOANUCAHHOMY COOCTBEHHOPYY-
HOIl noANUCbIo, BYAET TONbKO 3NEKTPOHHBIN AOKYMEHT, NOANMCAHHbIA KBanuduumpoBaHHom LM

% BCP® B n.9 MocraHosneus Mnexyma BC PO ot 25 fekadbps 2018 r. N2 49 yka3an, uto «npu 3aKnioueHu Jorosopa nytem obme-
Ha JOKyMeHTaMV ANsl Lenelt NPU3HaHNs NPeRnoXeHns odepToil He Tpe6yeTcs Hanuuns NOANMCH 0(hePEHTa, eCU 06CTOATENb-
CTBa, B KOTOPbIX CAieNaHa othepra, N03BONAIT JOCTOBEPHO YCTAHOBMTL HanpasuBLuee ee NuUo (MyHKT 2 cTatbi 434 TK PO)».
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(4. 1cT. 7 ®3 06 3LIN). B T0 e BpeMa 3NEKTPOHHDBIA JOKYMEHT, OANMCAHHbIA NPOCTOM U HEeKBaNu-
thuumpoBaHHoi UM, 6yneT NPU3HaBaTbCs PaBHO3HAUHLIM GYMAXHOMY AOKYMEHTY, NOAMNUCAHHO-
My COGCTBEHHOPYYHOI MOANUCHIO, MOMABKO 8 CAYYARAX, YCTAHOBNEHHbIX (hefepanbHbIMI 3aKOHA-
MM, NPUHUMAEMbIMM B COOTBETCTBUN C HUMI HOPMATUBHbIMU NPaBOBbIMKM akTamu (fanee — HIA),
HOpPMATMBHbIMMU akTamu LIb PO unu cornalieHnem mexay yuacTHUKaMN 3NeKTPOHHOIO B3aUMofel-
creuna (u. 2 cr. 6 ®3 06 3LN).

A63aL, BTOpoM n. 1cT. 160 TK PO, HanpoTue, He NpeaycMaTpuBaeT TpeboBaHMA K KBanUGuLmMpo-
BaHHOIA 3L, @ UCXOAMT U3 TOrO, UTO NUCbMEHHAA hopMa CAENKI CUMTAETCA COBMIOAEHHON B Clyuae
ee COBEpLIEHNS NNLOM C MOMOLLbIO INEKTPOHHbIX MO0 UHBIX TEXHUUECKUX CPEACTB, €C/IN UCMOMb30-
BaH /06 oli cnoco6, no3eonsowiuti d0CmMoeepHo onpedenumb UL, 8bipasueuiee 800, B JOKTPUHe
BCTPEUAETCA MHEHUE, UTO PEeLeH e, U3N0XEHHOE B ab3aLe BTopom n. 1cT. 160 MK PO, cBuAeTeNbCTBY-
€T 0 HaMepeHUM 3aKoHoAaTeNs NMbepannu3oBaTb TPEOOBAHUSA K COBEPLIEHUIO INEKTPOHHbIX CAENOK
(Avtonova et al., 2019).

Takum 06pa3om, B To Bpems Kak MK PO ncxoput u3 npusHaHUA IKBMBANEHTHOCTU CAENKAM Ha Ma-
TepPUanbHbIX HOCUTENAX CAENOK, 3aKNIOUEHHbIX B 3NEKTPOHHON hopMme, NPU YCNOBNN UTO BO3MOXHO
JOCTOBEPHO YCTAHOBUTb ML, U3bssuBLee Bonto, O3 06 LN Ang nogasnsatowwero 60bWUHCTBA
CNyyaes MPU3HAET TaKyl0 PaBHO3HAUHOCTb, TOMbKO €CK INEKTPOHHBIA OKYMEHT NOANMCAH KBanu-
thuumposaHoit L.

Henb3s He OTMETUTb, UTO MAC/O B OrOHb NOAMBAET U cam MK PO B nocnefHem NpeanoxeHun
a63aua BToporo n. 1ct. 160, B COOTBETCTBUN C KOTOPbIM 3aKOHOM, UHbIMU NPaBOBbIMM aKTaMU U CO-
TNaweHnemM CTOPOH MOXET 6bITb NPEAYCMOTPEH CNeLManbHbIi CNocob [OCTOBEPHOrO onpeaeneHus
Nnua, BblpasuBLIEro BOMK. ECNU TONKOBaTb YKa3aHHOE NOMOXeHWe 6GYKBanbHO, TO MONYYaeTc,
uto O3 06 I KaK pa3 1 ABNAETCA TaKUM 3aKOHOM, KOTOPbIN YCTaHABNMBAET CReLyuanbHblil CNoco6
AOCTOBEPHOTO ONpeAeneHus nnua nytemM UCNONb30BaHKA KBanuduumuposaHHoi LM ans Bcex rpa-
AAHCKO-NPABOBbIX cAeNoK. OfHaKO NoA06HOE TONKOBaHWE ABHO OWNHOUYHO U TPebYeT Teneonoriu-
uecKon peaykuuu. lencTBUTENbHO, 3aKOH U MHble HIMA MOryT yCTaHaBNNBaTb CneLuanbHble Cnocobb
JOCTOBEPHOrO onpefeneHus nuua, COBEPLIAILWEro CAenKy, HO B CTPOr0 OrpaHWUUEHHbIX Cy4yasnx,
a He NOCPeACTBOM TeHepanbHOM OroOBOPKU O MPUMEHEHWUN K NO6bIM caenkam™. HUKAKOro YHU-
(hMLMPOBaHHOrO TPeOOBaHNA U ELMHOIO PELIEHNS B 3TOM BOMPOCE 6bITb HE MOXET, O uem byaeT
CKa3aHo fianee.

O6patumcs K cyae6Hoit NpakTuKe. B cucteme apbUTpaHbIX CyAoB elle He chopmMUpoBaHa OfHO-
3HauHas No3nLMs NO yKasaHHOMY BOMPOCY. B COOTBETCTBUM C HaMbonee KOHCEPBATUBHOM NO3MLM-
e/l paBHO3HAUHbIM OKYMEHTY Ha 6YMaXkHOM HocuTene 6yaeT TONbKO 3NEKTPOHHDIA JOKYMEHT, NoA-
MUCAHHBINA KBanUuLMpoBaHHon LIM™,

BcTpeuaetcs U 40BONBHO A€MOKPATUUHbIA NOAXOA K MAEHTUDMKALMM NUUHOCTU UL, U3ABUB-
wero Bont. B cuny n. 3 noctaHoneHus Mnenyma BAC PO ot 23 mapta 2012 r. N° 14 «06 oTaenb-
HbIX BOMPOCaX NPaKTUKKM pa3peLleHus CNopoB, CBA3aHHbIX C OCNapUBaHNEM 6AHKOBCKMX rapaHTUin»
TpebosaHus cT. 368 MK PO 0 nucbmeHHoI hopme HaHKOBCKOM FapaHTUN CUNTAIOTCA COBMIOAEHHBIMM,

% Takoe TONKOBaHWE BCTPEUAET NOAAEPKKY B CyAEOHON NPAKTUKE: «INEKTPOHHbIN JOKYMEHT AOMKEH ObITb NOANMUCAH 3NeK-
TPOHHOW LM(POBOI NOANUCHIO TONBLKO B MPAMO NPEYCMOTPEHHBIX 3aKOHOM U/ COMNALIEHNeM CTOPOH cyyasx» (nocra-
HosneHne ACMO ot 23 mas 2022 r. N2 ©05-8352/2022 no geny N A40-159015/2021).

5 «Mpu 3TOM B cuny u. 1 CT. 6 3akoHa 06 3l He3aBMCUMO OT AOMONHUTENbHBIX YKa3aHMIi 3aKOHOB 1 COTNALIEHNA CTOPOH Ta-
Kaf pPaBHO3HAUHOCTb YCTAHOBNEHA TOMbKO ANS INEKTPOHHBIX AOKYMEHTOB, MOAMMUCAHHBIX KBANM(ULUPOBAHHON INeK-
TPOHHOW nognucbio» (noctranosnenne 9 AAC oT 16 Hoa6pa 2020 r. N 09AM-53492/2020 no geny NO A40-118166/2019).
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K NpuUMepy, Korga rapaHTus BbigaHa B hopMe 3NEeKTPOHHOTO CO06LIEHMS C UCNONb30BaHNEM Tene-
KOMMYHUKaLMOHHON cuctembl SWIFT (CBU®T), .. 6€3 MCNONb30OBaHMA kBanutuumuposaHHo LM
(Avtonova et al., 2019).

PeLleHus HIKECTOALWMX CYA0B TaKXKe NOAKMAbIBAT HECKONBKO NHOBONbITHLIX NPABOBbIX NO3ULNN,
AEMOHCTPUPYIOLLUX NPUBEPXKEHHOCTb HEKOTOPBIX CYA0B NNGEpPanbHOMY NOAXOAY K AEHTUdUKaLUK
NIMYHOCTH. Tak, B psAe AeN NPeAMETOM PacCMOTPEHUS BbICTYNANno TpeboBaHUe No ynnate AeHeXHbIX
CPeACTB No 6aHKOBCKOM FrapaHTUi, KOTOPOe 6bI0 HanNpPaBAEHO MO 3NEKTPOHHOM NOuTe, HO He 6biNo
NOANMCAHO 3NEeKTPOHHON nognucblo. Cyabl KBanUgULMPOBany Takoe TpeboBaHNe B KauecTBe 0HO-
CTOPOHHe caenku, ykaszas, uto O3 06 3neKTPOHHOI NOANMCY He NpefycMaTpuBaeT nognucanue LN
B KauecTBe 06413aTeNbHOM0 YCNOBUSA NPU3HAHUSA AOKYMEHTA 3NEKTPOHHbIM. TONbKO B NPAMO Npeay-
CMOTPEHHbIX 3aKOHOM WAIN COTNaLlEHUEM CTOPOH CIYYasX INEKTPOHHBIN LOKYMEHT A0MKeH 6bITb NOA-
nucad 3UIM. B cnyuae, ecnv 3aKOHOM MK COrMalleHnemM CTOPOH AN KOHKPETHOIO Ciyyas He npegy-
CMOTPEHO HeOoOX0AUMOCTHM NOANMCAHNA INEKTPOHHOTO fOKyMeHTa 3L, OH CUMTAEeTCa Hagnexawmum
W B CNyyae OTCYTCTBUSA TaKoW nognncu',

B npakTuke apbuUTpPaXHbIX CYA0B MOXHO BCTPETUTb U KOMNPOMUCCHDIA BapUaHT pelleHmns yKa-
3aHHOIA npobnembl. TaK, HEKOTOPbIE CY/bl MPU3HAIOT, UTO «NO 06LEMy NpaBUAY AOKYMEHTbI Mexay
KOMMEPUECKUMI OPraHU3aLMAMN LOMKHbI BbITb MOANMCAHDbI C ABYX CTOPOH KBANU(ULMPOBAHHbIMK
3M1eKTPOHHBIMU MOANUCAMI U UMETD KIHOUN NPOBEPKM K HUM»Y, Uicnonb3oBaHue gpasbl «no obuiemy
npaBuny» CBUAETENbCTBYET O TOM, UTO UAEHTUQUKALMA NTUYHOCTH NNLA, U3ABUBLIETO BOJIO, MO-
KET OCYLLECTBAATLCA U UHbIM 06pa3oM. Tak, HanpuUMep, B OJHOM U3 Jen CyA YKas3an, uYTo «HeKBa-
nuMLMPOBaHHAA INEKTPOHHASA NOANNCHL NO3BONAET JOCTOBEPHO ONPEAeNnuTb NALO, NoANNCaBLIee
3NEKTPOHHbIA AOKYMEHTY'®, npu3HaB TpeboBaHue K dhopme CO6MIOAEHHBIM flaxe B OTCYTCTBUE f0-
FOBOPEHHOCTM CTOPOH MM YKa3aHMsA 3aKOHA Ha AONYCTUMOCTb MCMNONb30BAHMA AAHHOIO CNocoba
cornacus C COAepXaHuem caenku.

B T0 e Bpems B cyaax obuien I0PUCAMKLNAN NPAKTUYECKN NOBCEMECTHO JOMUHUPYET apXanyuHbli
NOAXOA, NPU3HAIOLLMIA KPUANUECKYIO CUY UCKMIOUMTENBHO 32 INEKTPOHHBIMU JOKYMEHTaMU, NOANK-
CaHHbIMM YCUNEHHOM KBANU(ULUMPOBAHHONM noanucbio (ecnu nHoe He npenycmotpero HIMA unm co-
rMalieHnem CTOPOH), KOTOpPbIi CBOANTCA K CReayIowemy:

a) otcytcteue HIA, U3 KOTOPbIX CleAyeT NPU3HAHWE PABHOW KPULUUYECKON CUMbl INEKTPOH-
HbIX JJOKYMEHTOB, NOANMCAHHbIX NPOCTON UK HEKBANUGULMPOBAHHOM NEKTPOHHOM NOANMUCHIO,
W NOKYMEHTOB Ha 6YMaXKHbIX HOCUTENsX, NOAMMUCAHHLIX COGCTBEHHOPYYHOW MOANMCbIO, Npea-
nonaraet, uto paBHas lopuanueckas cuna [oroBopoB B 3NEKTPOHHON (opme U AOroBOPOB, CO-
CTaBNEHHbIX HA MATepManbHbIX HOCUTENAX, MOXET ObITb OCHOBAHA UCKMIOUMTENBHO HA paHee 3a-
KMIOUEHHbIX MeX[y CTOPOHAMW pPaMOYHbIX 0rOBOPaX, KOTOpble AONYCKAKT NOAOGHbIN NOPAROK
3aK/I0UEHU NOCNEeAYIoIMX JOrOBOPOB C NPUMEHEHUEM NPOCTON UNU HEKBANU(ULMPOBAHHOIA
3NEKTPOHHOI nognucy;

% TocraHoBneHna 9 AAC ot 13 aHBaps 2022 r. N2 09AN-82222/2021-TK, 09AN-85536/2021-TK no geny N A40-159015/2021;
ACMO ot 23 mas 2022 r. N° ©05-8352/2022 no geny N° A40-159015/2021; 13 AAC oT 21 Hoa6ps 2022 1. N 13AM-30729/2022
no geny NO A56-57238/2022.

7 (M., Hanpumep, noctaHoBnexus 9 AAC ot 14 aBrycra 2023 . NO 09AM-34471/2023-TK no geny NO A40-26669/2023; 15 AAC
oT 9 mapra 2023 . NO 15AM-165/2023 no aeny N@ A53-22292/2022; pewwenunsa ACTM ot 15 aBrycta 2023 1. no aeny N2 A40-
29353/23-65-338; AC 3abailkanbckoro kpas oT 24 mapta 2023 r. no geny NO A78-15637/2022.

' TocTaHoBneHns 8 AAC oT 4 aBrycta 2022 r. N2 08AM-7315/2022 no geny N2 A70-80/2022; 9 AAC oT 22 anpens 2022 r. N2 09AT-
20340/2022 no neny NO A40-190043/2021; 11 AAC oT 24 aBrycTa 2022 r. N 11AN-11254/2022 no aeny NO A55-83/2022.
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6) Takue pamouHble JOroBOPbI OMKHbI 6bITb COCTABNEHbI HA BYMAXHOM HOCUTENE U COBCTBEH-
HOPYYHO NOANMCAHbI CTOPOHAMU®,

MpoTUBOPEUNBOCTb CYAE6HOM NPAKTUKKM CTABUT 3aJauy No NOUCKY ONTUMANBHOTO PeLieHus Ha-
3BaHHON Npobnembl. 06paTUMcA K 3apybexHomy onbiTy. A.W. CaBenbeB yKka3blBaeT Ha To, UTo COBpe-
MeHHble aKTbl eBPONeICKOro 3aKOHoAaTeNbCTBa, Hanpumep DCFR (Bar & Clive, 2009, p. 151), andde-
PEHLMPOBAHHO MOAXOAAT K BONpOCaM pernameHTauun dopmbl u nognucu (Savel'ev, 2013). PaBHbIM
o6pasom B TunoBom 3akoHe IOHCUTPAN 06 31eKTPOHHOW KOMMEpPLMM He COREePHUTCA HUMKAKUX
yKa3aHUil OTHOCMTENbHO TOrO, KaKMM 06pa3oM MOXET ObiTb CO3AaHa INEKTPOHHAA NOANMUCH, YTO6bI
NaEeHTUNLMPOBATb UL, U3bsBMBILIEe Boni (llobinso, 2016, p. 67). OTMeuaeTcs, uTo (YHKLMA CO6-
CTBEHHOPYUYHOI noANMUCK BYAET BLINONHATLCS C NOMOLLbIO NH6LIX CMOCO6OB, NO3BONAIOWMX UAEHTU-
(hmumpoBaTb aBTOpa fLOKYMEHTA 1 NOATBEPANTD, YTO OH Of06pUA ero cogepanune®.

Bo ®paHuun nognuch paccmaTpuBaeTca He Kak (hopManbHOCTb, @ Kak (DYHKLMA, NO3BONSAOLWAS
UaeHTUMUMPOBATL aBTOPa HOPUAMYECKN 3HAUMMOTO AENCTBUSA. B 3TOW CBA3M Cyabl MpU3HaBanu
NOANUCHID Pas3nuyuHble CPEACTBA, NO3BOAAIOWME C AOCTOBEPHOCTbIO ONPELENUTb NMYHOCTL aBTOpa
1 NOATBEPXAAIOLME ero Cornacue ¢ cogepaHuem fokymeHta. LM, npegycmarpusatowlan Hanuume
cepTudmkata, He ABNAETCA 06513aTeIbHOM NPY COBEPLIEHUN CAENOK, ee MCNO/b30BaHME NNLLb CO3AaeT
Npe3ymnuuio LOCTOBEPHOCTU COBEPLLEHHOIO BONEN3bABNEHUS U NINUHOCTU NIULA, N3BABMBLLETO BOMIO.
VineHTGNKaLLIMA MOXET OCYILIECTBAATLCA 1 MHbIMK cnocobamu (Andreu & Thomassin, 2021, p. 671).

B Benuko6puTaHumM cornacue nuLa, Boipa3uBLIero BONI0 B 3NeKTPOHHON (opme, onpenensercs
Ha OCHOBAHWW TOTO, MOXHO NN C TOUKM 3peHUs PasyMHOro CybbeKTa YTBEPXAATb, UTO ero nosege-
HUe CBMAETENbCTBYET O HAMEPEHMM COBEPLIMTD caenky. OTMeuaeTcs, uTo naeHTMdMKaLMa nuua mo-
ET 6bITb OCYLWECTBNEHA C NOMOLLbIO: 3NEKTPOHHON NOANUCK C CUCTEMOM WNGPOBAHMS C ABONHDIM
KMIOYOM; PYKOMMUCHON MOANUCK, OTCKAHUPOBAHHOM Ha KOMMbIOTEPE U BKMIOUEHHON B INEKTPOHHOE
MUCbMO WA APYroil OKYMeHT; npoctasnenns OUO (MHnLManos)?; yctaHOBKM Nporpammbl, nocpen-
CTBOM KOTOPOW MAGHTU(UKALMSA NPOU3BOANTCA aBTOMATUUECKMU; COMMAcKs, BbIPAKEHHOO HaXaTeM
KHOMKM Ha Be6-canTe 0 NPUHATUN YCNOBUIA CAENKM; NOATBEPXAEHNS ONNATbl NN NPeaoCTaBNeHNs
NNUHBIX AaHHbIX (Beale, 2016, § 5-028).

MpeacTaBnseTcs, UTo POCCUIACKOE NPaBO AOMKHO NPUAEPXKMBATLCA aHANOMMUHOTO NOAX0/a, B CO-
OTBETCTBUN C KOTOPbIM TPe6GOBaHUe K hopme CAENKM MOXET GbiTb COBNIOAEHO NPK OTCYTCTBUM KBa-
nucuumposaHHoit UM nuua, 3bABMBLIErO BON0. OYHKUMIO MAeHTUdMKaLMK, nomumo LN, moryT
BbINOMHATL NO6bIE MHbIE CMOCO6bLI, NO3BONAIOWME AOCTOBEPHO ONPeAenuTb ML, BbipasusLiee
Bonto (ab3au BTopoid u. 1 cT. 160 TK P®) (Kozlovskaya, 2018). KBanuduumposanHas LN aomkHa

¥ Tlogo6Has NpaKTUKa WIPOKO NPeacTaBieHa NPaKTUYeCKN BO BCEX KAaCCaLMOHHbIX Cyax obiuiei opucaunkimm (cm.: onpe-
Aenenna NMepBoro KaCCcauMoOHHOrO Cyaa 06Uied PUCANKLMM OT 12 Aekabps 2022 . NO 88-34059/2022; BToporo Kaccaum-
OHHOrO Cyfa 06Leit PUCAMKLMK OT 12 nions 2021 r. NO 88-14927/2021, oT 22 HoA6pA 2022 1. NO 88-24148/2022; TpeTbero
KacCaLMoHHOro cyna obLed topucankuum ot 17 mapta 2020 r. NO 88-4104/2020; YeTBepTOro KaccaumoHHoOro cyaa o6-
wen ropucankumin ot 30 Hoabpa 2022 r. no aeny NO 88-36535/2022; LLlecToro KaccauyoHHOo cyaa obLeit PUCANKLMK
ot 30 mapTa 2022 r. N® 88-7175/2022; CefibMOro KacCauMOHHOTO Cya 06wl IopucanKUMI oT 24 aekabps 2020 r. NO 88-
18972/2020; BocbMOro KaccalMOHHOIO Cyaa 061ieid opucankumm ot 30 nioHa 2023 r. N° 88-13339/2023 no geny NO 2-1-
214/2023, N° 88-13338/2023 no geny N° 2-1-212/2023).

2 UNCITRAL. (1999). UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996 with additional article 5 bis
as adopted in 1998. United Nations. https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/19-
04970_ebook.pdf

# B CLUA TaKke yKa3aHue B 3NEKTPOHHOM NUCbMe UMEHW OTNPaBUTENs BYAET BbIMONHATL (YHKLMIO €ro UAeHTUhUKaLMm
(nomnucu) n cornacus ¢ ycnosuamu caenku (Wang, 2014, p. 135-136).
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NPU3HABATLCA OHWUM W3 BO3MOXHbIX, HO He efUHCTBEHHbIM CNOCO60M OnpefeneHns aBTopa pu-
ANYECKM 3HAUNMOTO AeCTBUS.

B 060CHOBaHME YKa3aHHOW MO3ULMM MOXHO NPUBECTU KAaK MONUTUKO-NPABOBbIE, TaK U AOrMa-
TUYeckne aprymeHTbl. besycnoBHo, kBanuduunposaHHas LM no3sonser Haubonee JOCTOBEPHO
onpegenuTb NULO, COBEPLINBLIEE BONEU3bABNEHNE, MUHUMIU3MPOBATb PUCK 3aKNIOUYEHUS JOroBO-
pa HeynoNHOMOUYEHHbIM NIULLOM OT YYKOTO UMEHM. ITO 06CTOATENbCTBO MMEET 3HAUYEHME Ha 3Tane
cyne6bHOro pasbupatenbcTBa: Nogo6HbIA CNOCo6 MAEHTUdUKALMM NO3BONMAET COKPATUTb NUTHUra-
LWOHHbIE 3aepXKN. Ins hopMUPOBAHNSA CYXAEHNS O NMUYHOCTM COBEPLINBLIETO BONEU3bABNEHNE
nULA Cyay AOCTaTOYHO YAOCTOBEPUTCA B Hanuuuu KBanuduumpoBaHHon UM u He uccnenoBath
NHble 06CTOATENbCTBA, €CNIM HA TO HET 0CO6bIX MPUUMH (Hanpumep, 3aaBNeHna 0 danbcudukaLum
WK 0 NOMYYEHNN TPETbUM NINLIOM HECAHKLIMOHMPOBAHHOTO A0CTYNa K 3LIM). OfHAKO AANEKO He Kaw-
[an CAenka B INEKTPOHHOI thopMme CONPOBOXAAETCA CyAe6HbBIM COPOM, M laXe e Takoik cnop
BO3HMWKAET, TO BONPOC 06 ONpefeneHnn MINYHOCTI LA, COBEPLLMBLLETO CAENKY, CTaBUTCA He BCerfa.
Mopapnstowiee 6ONbWIHCTBO CAENOK 3aK/IOUANTCA U UCMONHAITCA, HE NPUBOAA K BO3HUKHOBEHNIO
cyne6Hbix pasbupatenbcts (Karapetov & Savel'ev, 2012, p. 447). B 370/ CBA3W apryMeHT 0 MUHUMU3A-
L1 CyAeBHbIX N3[ePXKeK He MOXET 6biTb 0CHOBHbIM. bonee onpaBaaHHO 06paTUTLCA K TOMY, Kak KBa-
nucnumposaHHas LM BNUAET Ha 06bIYHbIA XO3ANCTBEHHbIA 060POT. Beb ee NonyueHue CBA3aHO
C MaTepuanbHbIMU U BPEMEHHBIMI 3aTpaTaMi U NPeACTaBAAETCS HepaLMoOHaNbHbIM KaK MUHUMYM
npu ohopMIEHUMA CAENOK HA HE3HAUMTENbHYI0 CYMMY UMK CAENOK, COBEPLIEHHBIX NOTpebuTensmu.
Tak, B0O OpaHUMM Ha NPAKTUKE INEKTPOHHbIE CAENKMW, CONPOBOXAAIOUMECS KBANNDULMPOBAHHON
UM, npaktuueckn He Bctpeuaetca (Andreu & Thomassin, 2021, p. 673).

MOMUMO 3TOrO, HEeNMb3A He OTMETUTb, UTO BO3MOXHOCTW WCMOMb30BaHNA KBaNMGULMPOBAHHOK
3UMN poBonbHO orpaHnyeHbl. Hanpumep, Npu cOBepPLIEHNN CAENOK NyTeM NePennuckn B MeCCeHmke-
pax Unu NOCPEACTBOM HanpaBieHust SMS CNoXHO NpefcTaBuTb, KAKUM 06pa3oM MOXET ObiTb Npu-
MeHeHa kBanuduuuposaHHas ILM. C NONUTUKO-NPABOBOM TOUKM 3PEHUSI BOSMOMHOCTb MAEHTU-
(hmKaLmm nuua MHbIM 06pa3oM CNOCOBCTBYET CHINKEHNIO TPAHCAKLMOHHDBIX N3EPKEK U BPEMEHHbIX
3aTpar Ha 0pOpPMAEHMeE 1 3aKNTIOUEHNE AOFOBOPOB, UTO B UTOTE OTPAXAETCH HA YBENUUEHNN KOnnye-
CTBa CAENOK B LNPOBOI Cpefe 1 pocTe 061LECTBEHHOTO 6M1ar0COCTOAHNS.

JlormaTuecknm aprymMeHTOM B 3alLMTY U3NI0KEHHON NO3ULUN MOXET CNYXUTb 060CHOBaHME NpU-
opuTeTa fiencTBuUA ab3aua BToporo n. 1ct. 160 K PO uepe3 npuHumnbl lex specialis derogat generali
n lex posterior derogat priori. B cuny 1. 1 ®3 06 3LM yka3aHHbI DefepanbHblit 33KOH perynupyet
OTHOLLEHNSA B 06M1aCTU UCNONb30BAHUA INEKTPOHHBIX MOANUCEN KMPU COBEPLIEHNN FpaXaaHCKo-npa-
BOBbIX CA€MOK, OKa3aHWN roCyfapPCTBEHHBIX U MYHULMMNANBHBIX YCAYT, UCNOMHEHUN TOCYAAPCTBEH-
HbIX U MyHULMNANbHBIX PYHKLMIA, TPU COBEPLIEHUM UHBIX OPUANYECKN 3HAUUMBIX ACACTBUN». TaKNM
o6pa3zom, chepa perynuposanus O3 06 LM He orpaHMUKMBAETCA FPAXLAHCKO-NPABOBbIM CAENKAMM,
a pacnpocTpaHAEeTCa U Ha WHble 06M1acTU NpaBa, B TO BpeMs Kak ab3al, BTopol n. 1cT. 160 K PO no-
CBSILLEH UCKNIOUUTENBHO (hopMe TrPaaaHCKO-NPABOBON CAENKM U NOTOMY HOCUT CrieLanbHblii Mo 0T-
HoweHuto K ®3 06 3L xapakTep. MOMUMO 3TOrO, NPABUNO, U3NOXEHHOE B a63. 2 N. 1 T. 160 'K PO,
6b110 BBEAEHO B 2019 .2, B TO Bpemsa Kak Hopmbl ©3 06 LM 0 COOTHOLEHMM JOKYMEHTOB B NUCbMEH-
HOW hopMe Ha GyMaXKHbIX W 3NEKTPOHHbIX HocuTensx — B 2011 . MpaBuna, yctaHoBneHHble B K PO,
UMEIOT NpuopuTeT nepes ct. 6 O3 06 L.

Takum 06pa3oM, ecnu 3NeKTPOHHDBIN AOKYMEHT NO3BONAET A0CTOBEPHO ONPenenuTb AL, OT KO-
TOPOTO UCXOAMUT BONEU3bABNEHUE, HECMOTPSA Ha OTCYTCTBME KBanuduumpoBaHHou ILM, TpeboBaHue

2 (QegepanbHblii 3aKoH 0T 18.03.2019 N2 34-03 «O BHECEHUM U3MEHEHWI B YACTV NepBYI0, BTOPYIO W CTaTbio 1124 yacTy Tpe-
Tbelt IpaaaHckoro kogekca Poccuiickoit Gegepauumn» /[ C3 PO. 2019. N2 12. CT. 1224.
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K (hopme HOMKHO CYUMTAaTbCA BbIMONHEHHbIMZ, Be3yCNOBHO, B OTHOWEHUM OTAENbHbIX CAENOK 3a-
KOH MOXET BBOATb MOBbILIEHHbIE TPEBOBAHNA AN UAEHTU(DNKALMI aBTOPA BONen3bABneHus (ab-
3allbl BTOPOW, YeTBepThIi N. 1 cT. 160 K P®) B TOM uncne nocpescTBOM HEOHX0AMMOCTN UCNONb30BA-
Hus kBanMduLmMpoBaHHoi LN,

Cnepnyet cpa3y OroBOPUTLCA, UTO EAMHOIO CNOCO6A LOCTOBEPHOrO ONpeaeneHuns Nuua, COBepLINB-
LIEro CAEeNKy, He CyLecTBYeT. 3T0 3aBUCUT OT MHOXECTBA pa3NuuHbIX ()aKTopoB, B NEPBYI0 ouepesb
0T CN0Co6a CoBePLIEHNS CAENKN.

OCHOBHOW MaccuB CAENOK B 3NEKTPOHHOW hopMe COBEpLIAeTCa NyTeM Nepenuckn u obmeHa
AOKYMEHTaMM C NOMOLLbIO INEKTPOHHON NouTbI®, SMS, MecceHaepoB?, Be6-CaliToB N MOGUNbHbBIX
NpUNoXeHuin?. 3To npegonpeaensieT Heo6XoAMMOCTb 6onee feTanbHO PACCMOTPETb NOAXOAbI, Bbipa-
6OTaHHble Cyne6HOM NPaKTUKOM, K MAeHTUdMKALMIA N1LLE, COBEPLIAIOLIETO CAENKY.

1. Cyabl Tpe6y1oT, uTo6bI NPY 3aKNIOUEHNUN [OTOBOPA NOCPEACTBOM 3NEKTPOHHON NOUTbI UMenach
BO3MOMXHOCTb [I0CTOBEPHO ONPEeAeNnuTb CTOPOHbI, a TaKXE UX aapeca 3NeKTPOHHON nouTbl®, B cy-
AEOHON NpaKTUKe NPUHAANEXHOCTb INEKTPOHHOM MOUTHI NULY, COBEPLIMBLIEMY BONEU3bABNEHNE,
KOHCTaTUpPYeTCs, ecnu:

= paHee 3aKMoueHHbIi 10roBop (Hanpumep, PaMOUHbIN) COREPKUT 3NEKTPOHHBINA aapec Nuua, o-
BEpLINBLIErO BONEN3bABNEHUNE?;

= OCYyWecTBAeH 06MeH OTCKAHUPOBAHHbIMU JOKYMEHTaMM, Ha KOTOPbIX NPOCTaBNEHa COOCTBEHHO-
py4Has noanucb u nevats®;

= paHee CTOPOHa, OTpULAoWAs (AKT COBEPLIEHUS CAENKM, B OTHOLIEHNAX C APYTUMI Cy6bEKTaMU
yKa3blBana aHanornuHble MgeHTUuLMpytoLwme ee cBeaeHns™;

% YkasaHHan No3MLMsA BCTPEUaeT NOAAEPKKY B OTeUeCTBEHHOW AOKTpuHe (cM.: Karapetov, 2020, p. 857; Kozlovskaya, 2018).

% Cm., Hanpumep, u. 3-5 cT. 51 DepepanbHoro 3akoHa ot 5 anpens 2013 r. N2 44-M3 «O KOHTPAKTHOI cucTeme B chepe 3aky-
MoK TOBapoB, paborT, ycnyr Ans o6ecneyeHns rocyAapcTBEHHbIX U MyHULMNANbHBIX HYXAY» /[ €3 PO. 2013. N 14. CT. 1652.

% TloctaHoBneHns AC MockoBCKOTo okpyra ot 29 mapTa 2022 r. N© ®05-3486/2022 no geny N° A40-110161/2021; AC Cese-
po-3anaaHoro okpyra ot 6 aekabpa 2022 r. N° ©07-19231/2022 no geny NO A13-17046/2021; AC LieHTpanbHoro okpyra
ot 15 fekabps 2021 r. No ©10-6102/2021 no geny N° A14-15192/2019. loBONbHO 3HaKOBbIM Ans HOpPMUPOBAHUA cyae6-
HOil NpakTukK cTano MoctaHoBnexue Mpesuguyma BAC PO ot 12 Hos6psa 2013 1. N 18002/12 no geny N@ A47-7950/2011,
B KOTOPOM ChOpPMUPOBAHA CNefyloLas No3NLus: «...NONYYEHNe UMK OTNPaBKa COO6LLEHNS C MCMONb30BaHMEM ajpeca
3NEKTPOHHON NOYTbI, U3BECTHOTO KAk NOYTa CaMOro UL UK CTyXebHan NouTa ero KOMNETEHTHOTO COTPYAHNKA, CBUAE-
TeNbCTBYET O COBEPLIEHUM 3TUX AEUCTBII CAMUM NIMLLOM, NOKA UM He 0Ka3aHO 06paTHOEeN.

% octaHoBnenns AC LieHTpanbHoro okpyra ot 20 uiona 2020 r. N2 ®10-1241/2020 no geny N A68-4/2019; 4 AAC ot 10 anpe-
ns 2023 1. N@ 04AM-650/2023 no peny N A58-5856/2022.

7 Onpegenenuna MepBoro KaCCaLMoHHOro CyAa obuieit PUCAMKLMK OT 17 Mas 2023 r. N 88-12753/2023; Broporo kaccaum-
OHHOTO CyAa 06Lei PUCAMKLMK OT 4 Miona 2023 1. no Aeny NO 88-16733/2023.

% TloctaHosneHus MAC CeBepo-KaBkasckoro okpyra ot 31 asrycta 2011 r. no geny N2 A53-20977/2010; AC 3anagHo-Cubmp-
CKOTO OKpyra OT 22 nioHs 2022 1. N© ©04-3110/2022 no seny N2 A67-9105/2020; 7 AAC oT 2 fiekabps 2021 1. N 07AM-9447/2021
no aeny NO A45-774/2021.

»  TloctaHoBneHue AC BoctouHo-Cu6upckoro okpyra ot 21 aHBaps 2022 1. N© 102-6854/2021 no geny NO A19-19914/2020.

% Onpegenexue Cyae6Hoi konneruu no rpaxgaHckum genam BC PO ot 19 ceHTabpa 2017 r. N 78-KI7-56; NoCTaHOBNEHNS
AC [lanbHEeBOCTOUHOTO OKpYra OT 4 MioHs 2020 . NO 1003-2030/2020 no geny NO A24-5005/2019; AC LieHTpanbHoro okpyra
0T 6 MapTa 2023 . N2 110-31/2023 no geny N2 A14-19747/2019.

% CornacHo thabyne 0fHOIO U3 iefl, OTBETUMK HANPABUA HA INEKTPOHHbIN AAPeC UCTLA rapaHTUITHOE NUCLMO € 3aBEPEHNEM O Ha-
MepeHN NPOU3BECTM PACcYET 33 NOYUYEHHbIN TOBAP HE NO3[HEE ONpefeneHHOro cpoka. Cyn NPUHAN BO BHUMAHME, YTO OTBET-
UMK Y4aCTBOBAN B INEKTPOHHDIX TOPrax Ha PasNNyHbIX TOProBbIX MNOLAAKAX C UHbIMU CyGbEKTaMM 1 YKa3biBan BCe PEKBU3MUTDI,
MONHOCTbH COBNAZAIOLLME C TEMM, UTO GbINK BbICNAHDI B AAPEC MCTLA, BINOTb 40 HOMepa TenedhoHa 1 apeca INEKTPOHHOM
nouTbl (cM. nocraHoBneHme AC MOCKOBCKOTO OKpyra oT 3 uioHs 2022 1. NO 105-11153/2022 no geny N A40-213916/2021).

56 ARTICLES



Liuchposoe npaso. Tom 4, N 2, 2023, c. 40-63
P.J. Llyraes / IneKTpoHHasA (hopma CAenok: BONpochl NpaBoBOro perynmpoBaHus

= 3IeKTPOHHbIN afipec coaepxuT B cebe oduLmManbHbIi JOMEH NULA, COBEPLIMBLIETO BOMEN3bAB-
nexune’;

= Ha ohnuManbHOM Be6-CailTe NNLQA pasMelLeH afpec INEKTPOHHON NoUTLI®;

= afipec 3NeKTPOHHON NOYTHI YKa3aH B EAMHOM rocyAapCTBEHHOM PEeCTpe IPUAMUECKUX UL,

2. HeobxoanMMOoCTb JOCTOBEPHOIO ONpeaeneHns MMUHOCTI CYLeCTBYET U NPU COBEPLIEHUM CAae-
NOK NOCPeacTBOM MecceHaepoB U SMS*. OCHOBHbIM Croco60M ABNAETCA YCTAaHOBNEHWE NPUHAA-
NEXHOCTU NuLy HoMmepa TenedoHa, K KOTOPOMY NPUBSA3aH MECCEHAKEP®® MAN C KOTOPOTO 6bINO OT-
npasneHo SMS (Hanpumep, Ha OCHOBAHMI 3aMPOCOB Y COTOBbIX ONEPATOPOBY UK NPEAOCTaBNEHUS
[10Ka3aTe/bCTB pa3melleHns Homepa Tened)oHa Ha o(uLManbHOM Beb-caiTe™).

3. HakoHel, Tpebyemas naeHTUdUKALNS NUUHOCTU NPU COBEPLIEHMM CAENOK HA Be6-caiTax
NN B MOBMAbHBIX NPUNOXEHNAX AOCTUMAETCA 33 CUET: AONONHUTENLHOW NPOBEPKI NyTeM OTNpaB-
K1 CO06LLEHNS NO NpUHAANEXALLeMy ULy Homepy TenedoHa®; MCNONb30BAHUA TMYHOTO KAOMHETA,
AOCTYN K KOTOPOMY OCYLIECTBAAETCA NOCPEACTBOM aBTOPM30BAHHbIX AaHHbIX (NOrMHa U napons)™;
yKa3aHuA NepCcoHabHbIX AaHHbIX (OUO, AaTbl pOXAEHNS, MecTa paboTbl U JOMKHOCTM, HOMepa Tefe-
(hoHa 1 appeca 3NeKTPOHHOI NOUTbI) U PerncTpaLyuu Ha Beb-cante™; IP-aapeca, KOTOpbIil paHee uc-
Monb30BanCca NULLOM*,

MoMUMO YKa3aHHbIX CNOCO60B, Tpe6OBaHME O HapNnexalleil uaeHTMdUKALMM NuLa 6yaeT Bbi-
MOMHEHO, €CAIN UM COBEpLUEHbI KOHKMIOAEHTHbIE AeNCTBUA MO MCMONHEHWK YCIOBUI odepTbl
(Hanpumep, npousBefeHa onnara, BbICTAB/EHbI CY€Ta, HauaTa OTrpy3ka TOBapa WAN BbiMONHe-
H1e paboT 1 T.4.)%. B 3TUX Cnyuasx cyfabl PyKOBOACTBYHTCA M. 3 CT. 434 TK P, B COOTBETCTBUM C KO-
TOPbIM NUCbMEHHAA (hOPMa CUUTAETCS COBNIOREHHON, eCM COBEpLUEH AKLENT KOHKMIOAEHTHbIMN

2 MoctaHoBnexust AC MockoBckoro okpyra ot 17 deBpans 2021 r. No ©05-20389/2020 no geny NO A40-121264/2019; AC
Ypanbckoro okpyra ot 9 uioHs 2023 1. N2 009-3363/23 no peny N A76-38949/2021.

$ MocraHoBnexune AC MockoBckoro okpyra ot 15 uions 2021 r. N ©05-15967/2021 no geny N° A40-112851/2020.

% TloctaHoBneHne AC MOCKOBCKOTO OKpyra ot 18 uioHs 2020 r. N2 ®05-8086/2020 no geny NO A40-87487/2018.

% «HanpasneHue NucbMa ¢ 3NEKTPOHHON NOUTbI He NO3BONAET JOCTOBEPHO YCTAHOBUTL OTNPABUTENS U NONYUATENS MUCEM,
Hanuuue u o6beM UX MONHOMOUNNA HA COBEPLIEHME HOPUANYECKN 3HAUUMBIX AEWCTBUI. AHANOTMUHAS NO3MLNS NpUMe-
HSAIETCA 1 Npn nepenucke no TenedoHy. pUHaBNEXHOCTb TeNeOHHbIX HOMEPOB KOHKPETHbIM NMLIAM, UX OTHOLIEHNS
K OTBETUMKY, 06BEM NONHOMOUMIA UCTLOM He foKa3aHbl. Mlepenincka B cneunanbHbix TenedOoHHbIX NPorpamMmax, paBHo
KaK 1 N0 3neKTPOHHOI nouTe[,] He NO3BONAET AOCTOBEPHO YCTAHOBMTb HI OTMPABMTENS, HU NOJYYATENs COOBLEHNA»
(noctanoBnexus 9 AAC ot 22 mas 2023 . N 09AN-21979/2023 no aeny N A40-168452/2022, ot 16 aHBaps 2023 r. NO 09AI-
86800/2022 no peny N A40-156167/2022).

% ToctaHoBneHue AC MoCKOBCKOT0 Okpyra oT 18 uioHs 2020 r. N2 ©05-8086/2020 no feny NO A40-87487/2018.

¥ MoctaHoBneHns 9 AAC oT 21 nioHs 2022 1. N2 09AM-36975/2022 no aeny N2 A40-103116/2021; 16 AAC ot 28 anpens 2022 T.
N 16AN-248/2022 no geny N2 A63-6538/2021; 19 AAC ot 21 mapTa 2022 r. N2 19AM-643/2022 no geny N2 A14-20655/2019.

% ToctaHosneHune AC MoBOMKCKOr0 OKpyra oT 27 okTA6psA 2021 1. N© ©06-8969/2021 no geny NO A65-21924/2020.

®  MocraHoBnenne AC LieHTpanbHOro okpyra ot 6 mapta 2023 r. N© ®10-31/2023 no aeny N A14-19747/2019; onpenenetue
LLlecToro KaccaLMoHHOrO Cyaa 061iel IoPUCANKLIAN OT 22 MioHs 2022 1. N 88-12587/2022.

% MoctaHoBnenue 13 AAC 0T 2 nioHa 2023 r. N2 13AM-10631/2023 no geny NO A56-90353/2022.

“ «3aKnueHne Nonb30BaTeNbCKOrO COMMAlIeHNs U Aa4a COrnacus Ha 06paboTKy NepcoHanbHbIX AaHHbBIX Ha3BaHHbIM My-
TeM NOCPeACTBOM PerucTpaLini Ha caiTe Nob3oBaTeNs, KOTOPOro MOXHO OAHO3HAYHO MAEHTU(ULMPOBATL BBUAY YKa-
3aHMA ONpefeneHHbIX NePCOHaNbHbIX aHHBIX U KOTOPbIN AOMKEH U UMEET PeanbHYIo BO3MOXHOCTb 03HAKOMMUTLCA C Tek-
CTOM N0b30BATe/IbCKOTO COrNalenus, He npotusopeunt [crT. 438 TK PO]» (noctaHosnexue AC Bonro-Batckoro okpyra
0T 18 HOA6ps 2020 . N© ®01-13471/2020 no peny NO A43-3858/2020).

2 TloctaHoBneHue ACMO oT 1 MapTa 2023 . N° ©05-46/2023 no geny N A40-31607/2022.

“  Tloppo6Hee 06 akuenTe aelcTBUEM CM.: Savkunova, 2016.
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AENCTBUAMU*. B NpaKTMKe MOXHO BCTPETUTb A0BONBHO MHOFO NMPUMEpPOB, KOraa Cyabl KOHCTATU-
PYIOT 3aKNIOYEHHOCTb A0rOBOPA M COBNIOAEHIE TPe6OBaHUA K INEKTPOHHON dopme, ecnun coBep-
WaKTCA AeNCTBUA N0 UCNONHEHN0". OHAKO BaXXHO MOMHUTb, UTO COBEpLIEHME AeNCTBU MO UC-
MONHEeHWI0 He BCerga 03HavaeT ero 3akniueHune. BosmoxHa U uHaa cutyauua — Korga Aorosop
B 3M1EKTPOHHON hopMe 3aKNioueH UHbIM 06pa3om (Hanpumep, NOCPEACTBOM OBMEHa 3NeKTPOHHbI-
MU JOKYMEHTaMM) 1 BO UCTIONHEHME YKe 3aKNI0UEHHOTo 10r0BOPa NPON3BOAATCA ONpeaeneHHbie
AeicTBUA. HeobXoaumMo OTMETUTb CYLECTBYIOLLYI0 Pa3HuULY, KOTOpas UMEET KpUTUYeckoe 3Haue-
HUe, KOrda peub uaet, Hanpumep, 06 orpaHUYEHUM AOroBOPa ONPeAeneHHbIM CPOKOM, KOTOPbIN
NpWBA3aH K MOMEHTY 3aKMUYeHNUA JOroBOpa, UM 06 M3MEHEHUW 3aKOHOAATeNbCTBa, YCTaHABMM-
BaIOWEro 1A CTOPOH WHble npasuna (n. 2 ct. 422 TK PO).

be3ycnoBHO, ynomsaHyTble CNOCo6bl OnpefeneHns aBTopa BONEU3BABNEHUA He ABASAOTCA MC-
uepnbiBatowmMmu. OTKPLITLIA XapakTep a63aua BToporo n. 1 cT. 160 TK PO co3naeT BO3MOXHOCTb
ANA UCNOMb30BAHUA MHBIX MeTOf0B. bonee NpoayKTMBHOW NPeACTaBAAETCA BbIPpaboTKa KpUTepues,
Ha OCHOBAHMW KOTOPbIX MOXHO 6bIf0 6Gbl CyAUTb 06 WX [OCTATOYHOCTW WM, HANPOTUB, HefOCTa-
TOYHOCTMW.

MpeKpacHblil NpUMep TakuX KpUTepUeB, KOTOPbIE MOFYT 6biTb B3ATbI Ha BOOPYXEHUE POCCUI-
CKUMM Cynamu, NpeacTaBneH B KoMMeHTapun kK TunoBomy 3akoHy IOHCUTPAN 06 aneKTPOHHON KOM-
Mepuyi. Tak, OLeHKa JOCTOBEPHOCTM METOA0B MAGHTU(MKALMM NULA, 3BABUBLLETO BOJIO, O/IKHA
npegnonaratb aHann3 pasNuuHbIX OPUANYECKNX, TEXHUUECKMX N KOMMEepUecKux akTopoB, Cpeam
KOTOpbIX BbIAENATCA, B YaCTHOCTH, OLEHKA XapaKTepa JeATeNbHOCTU YYaCTHUKOB CAENKW, UHTEH-
CMBHOCTb KOMMEpUECKON AeATENbHOCTU MeX[y CTOPOHAMMU, BUA U pa3mMep CAeNKu, CylulecTBOBaHMe
onpefieneHHbIX 06bluaeB AeN0BOr0 060pOTa MW NPAKTUKKN B COOTBETCTBYIOLENH 06NacTyh, KoTopas
npegnonaraeT UCnonb3oBaHMe ONpefeneHHbIX CNOCo060B MAEHTU(UKALMM, HAanNUNe anbTepHaTUB-
HbIX CNOCO60B UAEHTU(MKALLMM W 3aTPaTbl HA UX UCMOMb30BaHME U T.4.*

Mopo6HbIi NepeueHb hakTOPOB He MOXET 6biTb UCUepnbiBalOWMM. Bo BHUMaHUE JOMKHbI NpU-
HUMATbCA Ntobble 06CTOATENbCTBA, NPOAUKTOBAHHbIE HEOOXOAMMOCTbIO 3aLLUTHI ONPeAeneHHbIX
MONUTUKO-NPABOBbIX LEEHHOCTER (Hanpumep, CNPaBEAIMBOCTY, IKOHOMUYECKOW IPHEKTUBHOCTH)
1 obecreunBaiolLme HeobXoAMMbIi 6anaHC MHTEPECOB YUACTHUKOB 060pOTa.

4. TpeboBaHwe BOCNPOM3BOAMMOCTY COAEPXAHUA INEKTPOHHOA CAENKM
Ha MaTepuanbHOM HocuTene

OfHMM 13 YCNOBWIA, NPU KOTOPbIX 3NEKTPOHHaA (hopMa NPUPABHNUBAETCA K NUCbMEHHON, ABNAET-
CAl BO3MOXHOCTb BOCTIPOM3BE/JEHNS HAa MaTepuanbHOM HOCUTENE B HEU3MEHHOM BUAE COfepKaHus
caenku (ab3au, BTopoit n. 1cT. 160 TK PO).

“  «Takum 06pa3oM, 3aKOH NpeayCMaTpUBAET TPU Cnocoba COBMIOAEHNA NUCbMEHHOI (OpMbl 4OroBopa (Kak B AOKYMEH-
TapHOM, MaK u 6e300KyMeHMAapHOM, Mo ecmb 3MeKMPOHHOM @ude): COCTaBNeHNe OAHOTO MOANMUCAHHOMO CTOPOHAMMU
JIOKYMEHTa, 0OMeH NMUCbMEHHbIMI BOSIEU3bABNEHUAMM W aKLenT otepTbl HA 3aKNioueHMe [OroBopa nyTeM coBeplue-
HUSA aKLENTAaHTOM KOHKMIOAEHTHbIX AedcTBUAMM» (nocTaHoBneHns AC 3anagHo-Cu6UpCKoro okpyra ot 29 uioHs 2023 r.
N® 004-2552/2023 no peny N2 A70-18141/2022; AC 3anapHo-Cuébupckoro okpyra ot 15 aBrycta 2023 r. N© 004-3439/2023
no geny N A70-12294/2022).

% CM., Hanpumep: noctaHoBneHus AC CeBepo-3anagHoro okpyra ot 31 Mas 2023 r. NO ®07-2435/2023 no geny NO A05-
3443/2022; AC Bonro-BsTckoro okpyra ot 26 okta6ps 2021 . N ®01-5690/2021 no geny N2 A43-12627/2020.

% UNCITRAL. (1999). UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996 with additional article 5 bis
as adopted in 1998. United Nations. P. 39. https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/
en/19-04970_ebook.pdf
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B cyne6HOI NpakTWKe BCTPEYAOTCA Aena, B KOTOPbIX B KauecTBe aprymeHTa o Hecobntoge-
HUM TPpe6oBaHUA K hopMe BblABMrAETC HEBO3MOXHOCTb BOCNPONU3BEAEHUS COAEPHAHNSA 3NEKTPOH-
HOW CAENKMN HA MaTepuanbHOM HocuTene. Tak, B OLHOM U3 CMOPOB UCTEL, JOrOBOPUICA B MECCEHKE-
pax «fomKnuk» n Viber ¢ oTBeTUMKaMu 0 npoaaxe kBaptupbl. Cya, OTKa3blBas B YAOBNETBOPEHUM
UCKOBbIX Tpe6OBAHMUN, YKa3an, uTo NpeAcTaBNeHHbIe 10Ka3aTeNbCTBa He NO3BOMSAIOT BOCNPOU3BECTH
Ha MaTtepuanbHoOM HocuTene CofepwaHue 40roBopa B HeusmeHHoM Buae (B yacTHocTW, npu pac-
neuarbiBaHun)”. B Apyrom fene, re Cya Takke yKasan Ha Takylo HEBO3MOXHOCTb, Peub LNa 0 BHe-
CEHUN U3MEHEHU B 1OTOBOP NOTPEBUTENbCKOTO KpeauTa C MCNONb30BaHMEM cucteMbl «CoepbaHk
OHNaiH»*e, AHANOTNYHBIN NOAXO0A MOXHO BCTPETUTb B f1eNe, B KOTOPOM CTOPOHbI 3aKNIOUUAK [40r0-
BOp 3aliMa B MecceHmkepe WhatsApp®.

Cnepyet OTMETUTD, UTO B Cyne6HOM NPaKTMKe apryMeHT O HEBOCMPOU3BOAMMOCTH COAEpPHaHMS
CENKN Ha MaTepuasbHOM HOCUTENE Ha CErOAHAWHNA JeHb HOCUT eAMHUYHbIN XapaKTep, COCTaBNAS,
CKopee, CTaTUCTUYECKYI0 NOrPewHOCTb. OAHAKO 3TO HUKOUM 06pa30M He OTMEHSIET 3HAUMMOCTY 3TO-
ro NpU3HaKa 3NeKTPOHHON (hopMbl.

A.N. CaBenbes BbigenseT [Ba BO3MOXHbIX NOAX0AA K MOHUMAHUIO KPUTEpUS BOCMNPON3BOANMO-
CTW COENKN Ha MaTepuanbHoM HocuTene. MepBblid BapuaHT, BAOXHOBNEHHbIN DCFR N HEKOTOPbIMU
anpekTusamm EC, cocTouT B «COXpaHeHnu nH(opmaLmm Takum 06pa3om, utobbl OHa 6bina 4OCTYNHA
AN 03HAKOMNEeHUs B byayLiem B TeueHne [OCTAaTOYHOr0 BPEMEHN NPy 06ecneyeHin BO3MOXHOCTH
ee BOCMPON3BEAEHNs B HeusmeHHoM Buge» (Savel'ev, 2020, p. 272-273). BTopoii BapuaHT CBOANT-
€ K TOMY, 4TO BOCNPOM3BOAUMOCTb CAENKN HA MaTepuanbHOM HocuTene byaer obecneyeHa ToNb-
KO 3a CUeT NPUMEHeHNs CPeACTB Kpuntorpadmm nyTem UCNonb3oBaHUA KBanuduumuposaHHoi LM
(Savel'ev, 2020, p. 273). O HepoCTaTKax BO3BeAEHUA KBANM(ULMPOBAHHON LM B paHr eNHCTBEHHO
BO3MOXHOTO CNoco6a, obecneunsaiowiero cobniofeHne TpeboBaHui K hopme, ye CKasaHo, a no-
TOMY, cornawasnch ¢ A.ll. CaBenbeBbIM B TOM, UTO NOAOOHbIA NOAXOA CYUIECTBEHHO CYHAET BO3MOX-
HOCTV COBEpLIEHMA 3NeKTPOHHBIX caenok (Savel'ev, 2020, p. 273), cneayet OTBEPrHyTb Takoi Bapu-
aHT TONKOBaHMUS.

OCTaHOBUMCA Ha NepBOM BapuaHTe, KOTOPbIA, KaK yke 6bIN0 CKa3aHo, ONMPaeTcs Ha Tekct DCFR
U oTaenbHble aupektusbl EC. Tak, cT. 1-1:106 DCFR MCnonb3yeT TEPMUH HAZAEXHbIA HOCUTENbY
(durable medium), KoTopblit 6a3npyeTca Ha ABYX NEMEHTaX: HAJ@KHOCTU U HEU3MEHAEMOCTH OT-
npaBuUTeNnem copepalleinca Ha Hem UHopMaLLMK. K TaKUM HOCUTENsSIM OTHOCSATCA ANCKeTbl, CD, DVD,
KEeCTKMe ANCKM NepCoHaNnbHbIX KOMMbIOTEPOB® UK cepBepbl, Ha KOTOPbIX Pa3MelLAeTcs 3NeKTPOH-
Has nouTta. B T0 e Bpems Be6-cailT no o6lemy NPaBuUNy He NPU3HAETCA HAEKHbIM HOCUTENEM,
3a UCKNIOYEHNEM CIyyaeB, KOrda OH MO3BOMAET XPAHWUTb HA HEM B TeUEHWE JOCTaTOUHO ANUTENbHOIO
BpEMeHU NH(OPMALWI0, KOTOPAs He MOXET BbITb U3MEHeHa NNLIOM, pa3mecTuLum ee (Poyton, 2004,
p. 153). HeobxoaNMbIM YCNOBUEM TaKXKe ABNAETCA 06ecneueHine NOCTOAHHOTO AOCTYNA afpecaTa MH-
thopmauuu Ha HafexXHOM HocuTene. Hanpumep, peub MOXET MATY 06 OTNpaBKe agpecaTty LOKYMeHTa
Ha DVD W Ha 3NEKTPOHHYI0 NOuTY, K KOTOpol oH umeeT goctyn (Bar & Clive, 2009, p. 153).

% AnennAauMoHHoe onpeaeneHne Huxeropoackoro 06nacTHoro cyaa ot 30 Hoabpa 2021 r. NO 33-13813/2021, 2-4428/2021.

8 PellieHre BepXHecananHCKoro pailoHHoro cyaa CBepanoBCKoi 06nacty ot 25 nioHa 2021 r. NO 2-241/2021~M-37/2021.

“  PewweHue 061yueHCKoro paiioHHOro cyna EBpeiickoi aBTOHOMHOI 06nactu ot 30 Mapta 2021 1. no geny N 2-126/2021.

0 /to6ONbITHAA NO3ULMA BCTPEUAETCA B MPAKTUKE aHIMUACKNIA CYA0B, B COOTBETCTBMM C KOTOPOI NpU PacCMOTPEHUN He-
KOTOPbIX [N XECTKIA ANCK MM KOMNbIOTEp B LENOM 6binu NpupasHeHbl K fokymeHTy (Kent Pharmaceuticals Limited
v. Director of Serious Fraud Offences and Others, (2002) EWHC 3023; R v. Misic, (2001) 3 NZLR 1; R(H) v. Commissioners of
Inland Revenue, (2002) EWHC 2164). be3ycnosHo, Takoil noxop own6oueH. Cam no ce6e KeCTKui ANCK NN KOMNboTep
He ABNAKTCA AOKYMEHTaMM, @ CNYXAT MCTOUHMKAMMU HAKONMEHMA U XpaHeHUs MHdopmaumu. [IoKyMeHTaMu MOryT 6biTb
MWD COXPAHEHHbIE HA HUX (ainbl, B KOTOPbIX OTPAXKEHA COOTBETCTBYIOWAS UH(OPMALMA.
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A63al, BTOpOM . 1cT. 160 MK PO ABHO HalleneH Ha Takoe NOHMMaHue Tpe6oBaHMUA 0 BOCIPON3BO-
AMMOCTU «Ha MAaTepuanbHOM HoCUTeNe B HEM3MEHHOM BUAeE CofepXaHus CAenku». Tem He meHee
NpeacTaBAfeTcs, uTo NPUHLMNDLI, chopmynnupoBaHHble B DCFR B YacTi onpefenenns HafexHoro
HOCMTeNs, He MOryT 6bITb 6€30roBOPOUHO NPUMEHEHDI K TONKOBAHUIO COOTBETCTBYIOLErO NpaBu-
na rk PO. fleno B Tom, ut0 Tpe6oBaHNe K COBNIOAEHMIO INEKTPOHHON (HOPMbI C BO3MOXHOCTbIO
BOCMPOU3BEAEHNA HA HAZEXXHOM HoCUTeNe He ABnseTca o6wum npasunom DCFR n npegycmoTpeHo
ANA [OBONbHO OrPaHUUYEHHOTO YnCna cyyaes (Hanpumep, Npu HGOPMUPOBAHNYM NoTpebuTenei
(11.-3:106), noBeeHum nHopmaLuu 0 npaBe Ha 0TKAa3 OT 40roBopa (11.-5:104), cocTaBneHuu rapaH-
TuitHoro fokymenTa (IV.A-6:103), ohopmnennu forosopa aapexus (IV.H.-2:101)) (Bar & Clive, 2009,
p. 153). O6WMM e NpaBUIOM JOCTATOUHBIM ANA 3aKMOUEHUs [OrOBOPA MOCPEACTBOM MHOP-
MaLMOHHbIX TEXHONOTMIA ABNAETCA COCTaBNEeHWe JOKYMEHTOB B TEKCTOBOM BUfe, NO3BOSIOLEM
«npoumnTaTb, 3aNnUcatb W BOCMPOM3BECTM HA MATepUaNbHOM HOCUTENe COAepKallylocs B TeKcTe
nHdopmaumio» (1.-1:106 §2). B oTnume oT TPe6OBaHMIA K BOCNPOU3BOAMMOCTM JOKYMEHTOB Ha Ha-
AEXHOM HOCUTENe, HECMOTPS Ha BCHO C HUM CXOMXECTb, TEKCTOBas (OPMa He TpebyeT, UTo6bl UH-
(hopmaums 6b11a NOCTOAHHO AOCTYNHA. BMECTO 3TOr0 JOCTATOUHO, UTO6bI UH(OPMaLMA (Hanpumep,
B BUJE TeKCTa Ha Be6-caiiTe) 6bina NpeacTaBneHa Takum 06pasom, UuTo6bl ee MOXHO 6bINo CKauaTh
u 3anucatb (Bar & Clive, 2009, p. 152-153). Mop06HbINA NOAX0A NO3BOAUT nepenoxuTb Ha aagpecata
UHopMaLun HebnaronpuATHble NOCNEACTBUSA B CBA3N C €r0 HEOCMOTPUTENBHOCTbIO U pacTopon-
HOCTbI0, 8C/IM OH He COXPAHUN COOTBETCTBYIOLLYI0 MHOPMALLMIO, 3 KOHTPAreHT NPefOoCTaBUN CBON
3K3emnnap 4orosopa. JiuLy, 3bABUBLIEMY BOMIO, JOCTATOUHO 6YAET A0KA3aTb, UTO OH NPUHAN BCE
HeobXxoauMble ACMCTBUA AN TOTO, UTOGbI €ro BU3aBM MOT COXPAHUTb YCNOBUS CAENKM B MOMEHT
ee coBepLIeHms.

MpeACTaBNAETCA, UTO Takoi NoAxon 6onee uem onpasfAaH B kauecTBe 06LLero NPaBuIa, KOTOPOe,
BO3MOXHO, NOTPe6yeT HEKOTOPON TeNeoNorMueckol pefyKLMM COOTBETCTBYIOWEH HOPMbI ab3aua
BTOPOro n. 1 cT. 160 TK P®. B ycnoBusix OTCYTCTBMA HEPABEHCTBA NEPEroBOPHbIX BO3MOXHOCTEI €ro
NPUMeHEHNe He BbI3bIBAET Cepbe3HbIX onaceHnit. TonkoBaHue, npuHaToe B DCFR npu onpeaeneHum
HafeXHOTO HOCUTENSs, CNPaBeANBO B OTHOLIEHUAX C yyacTUeM Cnabol CTOPOHbI ANs ee 3awuTbl
(Hanpumep, B NOTPE6UTENbCKUX [OTOBOPAX) UAW MpPU COBEPLIEHNN CAENOK, B KOTOPbIX MOAMMUH-
HOCTb U COAepPHaHUe BONEN3bABNEHNA NULLA AOMKHbI NOLBEPraTbca 6onee NPUCTaNnbHOMY aHanu3y
(B caenkax, HocAwMX 6€3B03ME3AHbIN XapaKTep).

3aKJiyeHue

B 3aBeplweHmne X0Tenoch 6bl U3NOXMTb Psif OCHOBHBIX BbIBOJOB, CAENAHHBIX B PAaMKaxX [AaHHOM
CTaTby.

Bo-nepBbiX, perynupoBaHue 3NeKTPOHHOW (OpPMbI CAENOK CTPOUTCA HA MPUHLMNAX HeAMCKpU-
MMHALLMW, TEXHONOTMYECKON HEWTPANIBHOCTU W (DYHKLMOHANbHOW IKBMBANEHTHOCTY. YKa3aHHbIE UM-
nepaTuBbl JOMKHbI UMETb HE TONbKO TEOPETUUECKOE, HO 11 MPaKTUUeckoe 3HaueHue. X oCHOBHas
LLeHHOCTb COCTOMT He B TOM, UTO6bl C MX MOMOLLbIO YUeHble MOMKM onucaTb hopMy CAenok, coep-
WEHHbIX C MOMOLLbIO 3NEKTPOHHBIX 11 MHbIX TEXHUYECKNX CPEACTB, @ B TOM, UTO6bI MU PYKOBOACTBO-
Ba/IMCb 3aKOHOAATENb M NPABONPUMEHUTENb. HOPMbI 3aKOHA 1 pelUeHms CYAOB, NPUHATbIE C rPy6bIM
HapyWeHNeM YKa3aHHbIX MPUHLMNOB, He MOTYT 6biTb NMPU3HaHbI CPABEANNBLIMI U OTBEUAIOLN-
MU MeXYHAPOAHbIM CTaHAAPTaM.

Bo-BTOpbIX, 31€KTPOHHAA hopMa CAENOK MO CBOEN NPUPOAE ABAAETCA NMCbMEHHON. MOAX04, B CO-
OTBETCTBMM C KOTOPbIM POPMA CAENOK, COBEPLUEHHBIX C TOMOLLHI0 3N1EKTPOHHbIX CPEACTB, NPU3HAETCS
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CaMOCTOATENbHbIM CNOCO6OM MX 3aKNKOUEHMS, NPEACTaBNAETCA HECOCTOATENbHBIM U UMEET AOBOMBHO
COMHUTENbHYI0 NPAKTUYECKYI0 LIEHHOCTb.

B-TpeTbux, Npu COBEpLICHNN CAENOK B 3NEKTPOHHON thopme KBanuuLnpoBaHHas InNeKTpOHHas
uncposas noanuch No obuiemy npaBuny He siBnsieTca o6A3atenbHoi. TpeboBaHue K opme cum-
TaeTcA CO6NIOAEHHBIM, eClIN UCNONb30BaH NID6OI CNOCO6, NO3BONAIOWLMIA JOCTOBEPHO ONpPefenuTh
nuuo, Bbipasusluee Bonio. Mpu pewweHnn Bonpoca o ToM, NO3BONAET NN B KAWAOM KOHKPETHOM Cy-
yae UCNonb3yembln CNOCO6 MAGHTUGULNPOBATL aBTOPa BONEN3bABNEHUA, AOMKHbI NPUHUMATHCA
BO BHUMaHWe pa3Hble KpPUAMYECKME, TEXHUUECKME N KOMMepUeckue (iaKTopbl, HaNpumep OLEHKa
XapakTepa [eATeNbHOCTU YUACTHUKOB CAENKW, MHTEHCUBHOCTb KOMMEPUECKOW AEATENbHOCTU MeX-
[y CTOpOHaMu, BUA W pa3mep CAeNkKM, CyWecTBOBaHWe onpedeneHHbX 06bluaes fenosoro 060pota
UNN NPAKTMKIN B COOTBETCTBYIOLLEI 06M1ACTI, KOTOPas NpeanonaraeT MCnonb3oBaHMe OnpeaeneHHbIX
Cnoco60oB naeHTMdUKaLNK, HannuMe anbTePHATMBHBIX CNOCO60B MAEHTU(MKALMM 1 3aTPaThl Ha UX
ucnonb3oBaHue U T.A.

HakoHeLl, caenku B 3NeKTPOHHOW hopMe No 06LeMy NpaBuy AOMKHbI COBEPLIATLCA TaKUM 06-
pa3oM, uTobbl MOXHO 6bI10 NPOUNTATb, 3aNUCATb U BOCNPOU3BECTU HA MaTepUanbHOM HocuTene
cofepxallylocs B HUX MHGopmauuto. MoBbilWeHHble TPE6OBAHUA K MaTepuanbHOMy HOCUTENH, KO-
TOpbIA 6bl 06ecneunBan JOCTYNHOCTb UH(HOPMALLMM B TEUEHUE JOCTATOUHO ANUTENbHOMO BPEMEHM
U BO3MOXHOCTb ee BOCNpPOU3BeAeHWA B HEU3MeHHOM BUAe, MOTYT NMPeabABAATbCA B OTHOLEHU-
AIX C yyactuem cnaboil CTOPOHbI C LeNbio ee 3awuTbl (Hanpumep, B NOTPE6UTENbCKUX [10TOBOPAX)
UAK NpU COBepLIeHUN CANOK, B KOTOPbIX NOANUHHOCTb U COAepPXaHue BoNensbasneHna nuua Jomx-
Hbl NOABEPraTbca 60nee NpUCTanbHOMy aHanu3y (B caenkax, HoCALLMX 6e3B03Me3aHbIA XapakTep).

JlaHHaA CTaTbA He NpeTeHAYeT Ha MCUepnbiBalOWee W3NOXEHME BCeX Npo6neMm, CBA3aHHbIX
C perynupoBaHuem CAenokK, CoBepLleHHbIX C UCNONb30BaHUEM 3MEKTPOHHbIX UNU UHbIX TeXHUYe-
CKux cpencts. CamoCToATeNbHOrO U 6onee MPUCTaNbHOrO aHanu3a 3acnyXMBaloT Takue acnekTbl,
KaK ucnonb3oBaHue LM, npoueccyanbHble BOMPOCHI AOKa3biBAHNS COBMOAEHUS INEKTPOHHOM hop-
Mbl 1 MPEACTaBNeHus INEKTPOHHbIX OKYMEHTOB B cyfe (Karapetov, 2020), Bonpocbl thanbcuduka-
LMW 1 BMELIATeNbCTBA TPETbUX NINL, NPUBOJALMUX K UCKKEHUIO 3IEKTPOHHDIX JOKYMEHTOB, a TaKkKe
3aKNI0YEeHNe INEKTPOHHbIX AOrOBOPOB®.
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AHHOTaUWA

CT[I)EMI/ITeﬂbHOE passutue 6I/IOTeXHOI'IOFVII7I Tpe6yeT I'IOBCGMECTHOI;I aKTyanusaunun n KkoHconngauumu ,EIEI7ICTBI/II7I.
ﬂﬂﬂ Hanbonee 0nepaTuBHOIO U Haanexallero BBofa HOBbIX TEXHOHOFI/II7I B XU3Hb H606X0£|I/IMO co3fiaHne me-
XaHU3MOB N WHCTPYMEHTOB, OTBeYaloLWnx COBPEMEHHbIM Bbi30BaM. B HaCTOﬂLI.lEI?I CTaTbe npeacTaBneH 0630[3
WHCTUTYLNOHANbHbIX HOBOBBEAEHI/IVI EBpOI'IeVICKOFO COl03a, KOTOPble CO3Aal0T 6nar0npvaHb|e ycnosua B Tom
uncne n and 3awmnTbl pe3ynbratoB HayuHbIX I/ICCI'IE,[IOBaHI/II;I B obnactu 6MOTEXHOHOFI/II7I. OJJ,HOBpeMEHHO C 3TUM
0603HaueHbl HOBble PUCKM, 06YCNOBNEHHBIE «OXOTON» HA MH(OPMaLMIO, HernacHo 06bsiBNEeHHON B cepe 61o-
TeXHOJ'IOFI/II7I. Oco60e BHUMaHUe yneneHo B3a|/|M0)ZleﬁCTBI/IIO N COrNacoBaHM0 NOAXOAOB K 3alluTe UHTENNEKTY-
albHbIX NPaB B CBETE HUOTEXHONOTUIA CO CTOPOHbI EBpOnenckoro coto3a 1 EBponeiickoi naTeHTHON opraHn3a-
Lnn. B pamkax p,aHHOﬁ CTaTb OAHUM N3 KNKOUYEBbIX (baKTOpOB paccmoTpeHua HOBOI?I Cucrembl EBpOI'IeﬁCKOFO
naTeHTa YHUTapHOrO AeNCTBMA Yepe3 NpuU3My 6UOTEXHONOMWA BbICTYNAET TO, UTO aKTbl, Perynupylolwme aes-
TeNbHOCTb, COAEPXaT B cebe ocobble NnonoXxeHus, 06yCHOBﬂeHHbIe MMEHHO B6MOTEXHONOTUAMM. I'Iocne,que npo-
AIBNAETCA KaK B aKTaX, BBOAALINX CI/ICTEMy, TaK N B TEKYLNX d)opmaTax beHKLI,I/IOHI/IpOBaHVIFI E,EIVIHOFO NnaTeHT-
HOro CyAaa. B ctaTbe oTMeuaetcs cTpemneHue EC conpoBoanTb neATeNnbHOCTb HOBOTO UHCTUTYTA LI,I/I(prBbIM
BO3MOXHOCTAMU. Takne WHCTPYMEHTbI NpeaoCTaBnATCA KaK Ha CTaauu O3HAKOM/IEHUA C NpaBuUnamn 1 npoue-
aypamu beHKLI,I/IOHI/IpOBaHMFI EAMHOFO NaTEeHTHOrO CyAa, Tak U AnA COBepLleHna KnoueBblX ,EIEVICTBI/M npn He-
HOCpenCTBEHHOﬁ pa60Te C EBpOI‘IEI;ICKI/IM NaTeHTOM YHUTAPHOTO ﬂeﬁCTBMH. Bmecte ¢ Tem nepeHocC paga npoue-
ayp B u,md)posylo NNOCKOCTb conpsXeH C BO3SHUKHOBEHWEM HEKOTOPbIX PUCKOB, CBA3AHHbIX B NePBYI0 ouepeab
¢ 6e30MacHOCTbi0 AaHHbIX (Hanpmmep, B 06LI.I.EM [oCTyne mMoryt oka3aTbCAl 3aKpbiTbie CB€AeHUA 0 pa3pa60TKe,
nméo nepcoHanbHble fdHHbIE mone|7|, y4acCTBYIOLMNX B 61OTEXHONOTNYECKNX pa3pa60TKax). VTepﬂ TaKUX AaHHbIX
BIEYET 3a C060M cepbe3Hble NOCNeACTBUS Kak (DMHAHCOBOIO, TaK U HAy4yHOTo XapakTepa. B 370l CBS3M B CTaTbe
YKa3blBA€TCA Ha npeanaraemblie B HaCTOﬂI.I.I,I/IVI MOMEHT CbOpMaTbI 3alnTbl N I'IOTpeﬁHOCTb pa3BuTua 0603HaueH-
HOT0 HanpaBneHus.

Knioyesble cnosa
6MOT€XHOHOFVIVI, Cucrtema EBpOI‘IeVICKOFO NaTeHTa yHI/ITapHOFO }J,el?lCTBMFI, EBpOI‘IeVICKMﬁ NaTeHT yHI/ITapHOFO
AeNcTBUA, EANHBIN NaTeHTHbIN CYA, undpoBu3aLus, KN6epnpecTynHoCTb

KoHdpnukr untepecos ABTOp €0061La€eT 06 OTCYTCTBUN KOH(NMKTA NHTEPECOB.

(uHaHCupoBaHue liccnenoBaHme He MMeeT CIOHCOPCKOI MOAAEPKKM.
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Abstract

The rapid development of biotechnologies requires taking comprehensive steps to actualise and consolidate
actions. In order to introduce new technologies into life in the most rapid and appropriate way, it is imperative
to establish mechanisms and instruments that meet contemporary challenges. This article presents an overview
of institutional innovations of the European Union, which create favourable conditions, including for the protec-
tion of research results in the field of biotechnology. At the same time, this paper highlights new risks arising
from the “information hunt” implicitly announced in the field of biotechnology. Particular attention is paid to
the efforts to cooperate and harmonise approaches to the protection of intellectual rights in the biotechnology
realm by the European Union and the European Patent Organisation. For the purposes of this article, one of the
key factors in considering the new European Unitary Patent System through a biotechnologies perspective is the
fact that the acts governing the activity contain distinctive provisions that are specific to biotechnologies. The
latter manifests both in the acts introducing the System and in the current format of the Unitary Patent Court.
The article states that the EU is endeavouring to provide the new institution with digital tools. Such tools are
provided both at the stage of familiarising oneself with the rules and procedures of the Unified Patent Court and
for performing key actions when dealing directly with a European unitary patent.

However, the digitalisation of some procedures entails certain risks, primarily related to data security (e.g,,
sensitive development data or personal data of people involved in biotechnological developments may be
made public). Once biotechnology development data are lost, there are serious consequences, both financial
and scientific. In this regard, the article points out what protection formats are currently proposed and indicates
that there is a need to further develop this field.

Keywords

biotechnology, Unitary Patent system, European Unitary Patent, Unified Patent Court, digitalization, cybercrime

Conflict of interest The author declares no conflict of interest.

Financial disclosure The study has no sponsorship.

65



Digital Law Journal. Vol. 4, No. 2, 2023, p. 64-72
Alena 1. Shcherbakova / Biotechnologies and Patent Law: The Case of European Union

For citation Shcherbakova, A.l. (2023). Biotechnologies and patent law: The case of European

Submitted: 15 May 2023, accepted: 27 June 2023, published: 31 July 2023

BeeaeHue

HapaBHe ¢ untpoBbIMI TEXHONOTMAMI B HALLY NOBCEAHEBHYIO XU3Hb aKTUBHO BXOAAT 6UOTEXHO-
noruun. buotexHonorua ABNAETCA OAHUM U3 CAMbIX MUHHOBALMOHHbIX 1 BNUATENbHbIX CEKTOPOB B MUPE,
Bedb pa3pabatbiBaemble U BHeApsemble B 3TOM 06MacT WHHOBALMM MO3BONSIOT paspelwatb Io-
6anbHble 1 Bceoblyme BONPOChI NPaKTUUECKM BO BCeX cdhepax (0T 3ApaBoOXpaHEeHMA A0 CENbCKOTo
X0341iCTBa, NPpo6/1eM MMPOBOTO rON0AA 1 U3MEHeHWi Knumara).

TepMUH «6UOTEXHONOTNA» NPOUCXOAUT OT TPEX rpeueckux CnoB: «6uoc» (Biog) — «KU3HbY,
«TeXHOC» (TEYVNOG) — «MACTEePCTBOY, KTEXHUKAY», KUCKYCCTBO® U «n0roc» (Adyog) — «cnoBo», «pa-
3yM», «Hayka», «ydeHue» (Ereky, 1919). Cuutaetcs, uto OAHMM U3 NEpPBbIX ONpefeneHne 6uotex-
HONOrMM Aan BeHrepckuii uHxeHep Kapn Ipekun: «buoTexHonorus — 3to Bce BUAbI paboT, Npu Ko-
TOPbIX U3 CbIPbEBbIX MaTepuanos C MOMOLLbIO XMBbIX OPraHU3MOB NPOU3BOAATCA Te UMW UHble
NpoAYKTbI».

[inA MHOMUX Pa3BMBAIOLLMXCA CTPAH BUOTEXHONOTUN CTAHOBATCA TOUKON MHHOBALMOHHOO Pa3By-
TMS 1 CNOCOGCTBYIOT NOCTPOEHUIO BUOIKOHOMUKM. Kpome TOro, ypoBeHb Pa3BUTUA BUOTEXHONOTHI
BCe yalle BbICTYNaeT CBOLOHPA3HLIM NOKa3aTeneM KOHKYPEHTOCNOCOBHOCTH rocyaapcTaa B BblCOKO-
TEXHONOrMYHON chepe.

B cootBercTBun ¢ KonseHumeir OOH o 6uonornueckom pasHoobpasun (Puo-ge-XaHeiipo,
5 MI0HA 1992 I.) «6BUOTEXHONOTMA» ONpPEAeNseTca KaK «11060i BU TEXHONOTMM, CBA3AHHDIN C UC-
Nonb30BaHWeM 6UONOTNYECKUX CUCTEM, XUBbIX OPraHU3MOB MK UX MPOU3BOJHBIX ANA U3rOTOB-
NIEHUs NN M3MEeHEeHNA NPOAYKTOB UK NPOLECCOB C LeNbI UX KOHKPETHOrOo MCMONb30BaHUA»
(ct.2).

Ha ceropHs obwenpuHaTas Knaccudukauma 6UOTEXHONOTNI OTCYTCTBYET. BMecTe ¢ TeM MHOro-
TPAHHOCTb JAHHOIO BUAA TEXHOMOTNI AUKTYET HEO6XOANMOCTb B BbIPAGOTKE CUCTEMHOTO NOAX0AA
K 3TOMy BONPOCY. [lOCTaTOUHO MHTEPECHOM W HArNAAHON NpeACTaBnsAeTcs Knaccudukaums 6mo-
TEXHONOTWIA, BNepBble NpeanoxeHHas aoktopom Putoii P. Konsenn (Dr. Rita R. Colwell) B 2003 .
(Steiner, 2020):
= KKpACHbIe», NPUMEHAIoWMecs B 06n1acT MegULMHBI U 0XPaHbl 300POBbS;
= «3eneHblen, UCNOMb3yeMble B CENbCKOM X03SMCTBE;
= «Benbley, pelwaLne BONPOCh NPOMbILAEHHOCTH, B YACTHOCTU B CPepe IHEPreTUKIZ,

Co BpemeHeM JOKTpMHA JONONHNNA YKA3aHHYIO LBETOBYIO NANUTPY, U B HACTOSALNA MOMEHT Tak-
e BbIAensaioT cnepylowme 6uotexHonorum:
= «CUHMEN, Ybe fielCTBUE CBA3AHO C MOPCKMMMU FreHETUYECKUMU pecypcami;
= KenTble» (B COOTBETCTBUM C HEKOTOPbLIMM KNACCU(UKALMAMM — «Cepbley), HanpaBneHHble

Ha YCTpaHeHue NOCNeACTBIUI 3arpsi3HEHNS OKPYXAIOLen Cpegbl;

' United Nations. (1993). Koneeryus OOH o 6uonoauyeckom pazHoo6pasuu.
2 European patent office. (2022, November 14). Red, white or green. https://www.epo.org/news-events/in-focus/biotech-
nology-patents/red-white-green.html
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= «KOPWUYHEBbIE», MPUMEHAEMbIE B MYCTbIHAX U 3aCYLUINBbIX 30HAX;
= «30N0Tbley, ucnonb3yemble B chepe GUONHAOPMATUKI, MHDOPMATUKM W UNMOBBIX TEXHONOTUIA;
= «TEMHbIEe», CBA3aHHbIE C 6UOTEpPPOPU3MOM 1 BrONOrMUecKum opyxuem (Kafarski, 2012).
buoTexHonorMm — 310 HOBblE BO3MOXXHOCTH, HOBbIE NPaBa M CB060AbI, HOBbIE ITUUECKME MOAXOADI
W T.AI., OAHAKO 6MOTEXHONOTMM — 3TO U OFPOMHBIA CEKTOP IKOHOMUKM.
B 2014 1. 06beM MUPOBOFO PbiHKA 6MOTEXHONOMMIA oLeHnBancsa B 270 mapa aonn. CILA% B 2020 T.
OH YBENuYmMnCca bonee yem B NOATOPa pasa, W 3Ta TEHAEHLMA COXpaHsaeTca. Oxmaaercs, uto K 2027 1.
MIUPOBOM PbIHOK 61OTEXHONOMMI COCTAaBUT 0KONO 952 Mnpa aonn. CLUA®

[aTeHT KaK 0CHOBHOI MEXaHW3M 3aWUTb Npas MHTENNIEKTYaIbHOM cobcTBEHHOCTH

B 2016 r. xypHan «Scientific American» ony6aukoBan CNUCOK BeaylMX 6GUOTEXHOMOrMYe-
CKMX CTPaH MMpa, rae OfHUM M3 OCHOBOMOMAralolLMX NOKa3aTenel BbiCTynana 3aliuTa MHTeNNeKTy-
anbHol cobcTBeHHoCTU (Abbate, 2016). LLIMPOKO MCMONb3yeMbIM MEXaHU3MOM MPaBOBOMO Perynnpo-
BaHMA 3alLMTbl PE3YNbTaTOB HAYUHbIX MCCNEAO0BAHMI B 06NACTM 6MOTEXHONOTNI BbICTYNAET NATEHT.

B03MOXHOCTb NONYyYeHMs NaTeHTa Ha GMOTEXHONOTNI0 — 3TO FApPaHTUA NPUBNEUYEHUS (IUHAHCUPO-
BaHMA ANA pa3paboTUUKOB 1 BO3MOXHOCTb MHBECTUPOBATb B 1ENCTBUTENBHO NEPCTIEKTUBHYIO chepy
JNA NHBECTOPOB.

Ponb nateHTa ans 6UOTEXHONOINIA YCMATPUBAETCA MO TPEM HanpaBneHUAM:

1) HapacTalowui u NepCneKTUBHbIA CEKTOP 3KOHOMUKY;

2) pBuraTenb nporpecca B COOTBETCTBYIOWEN 06nacTvt (TPAaHCAATOP TEHAEHLMIA), B TOM uucne
33 CYET YBENNUEHUSA MEXOTPACNEBbIX TEXHONOMMUECKNX COTNalleHNi;

3) CB0E06Pa3HbIN MHAMKATOP MOPANbHO-3TMYECKOTO OTHOWEHNA K Pa3paboTKam.

CTouT OTMETUTb, UTO CUCTEME MATEHTOBAHMSA NPUCYLLA TPAHCNAPEHTHOCTb, TaK Kak ny6nukauus
3afBKW BreUeT 3a €060 pacnpocTpaHeHue AeTanu3MpoBaHHON MHAOPMALUN OTHOCUTENBHO NO-
CNEfHUX TEXHUUECKUX AOCTIKEHWIA. [laHHbIe 06bIYHO Pa3MeLalTCA Ha CailTax COOTBETCTBYIOLLMX Be-
nomcts. Hanpumep, EBponeiickoe naTeHTHOe BenoMCTBO (nanee — EMB) ny6nukyeT Ha CBOEM caiiTe
eBponeiickne NaTeHTHble BloNNeTeHN’, KOTopble cofepxaT 6ubnuorpatuueckue n npoLeccyanbHble
fAaHHble (MPaBOBOIA CTaTyC @BPONENCKIX NATEHTHbIX 3aABOK). Takue 610NNeTeHN HaXoAATCA B CBO60J-
HOM A0CTYNE U MOTYT 6bITb CKAUaHbl HA INEKTPOHHbIE HOCUTENN.

Texyuas cutyauus ¢ naTeHT0BaHNEM buoTexHonorwii B EBDOHE

B EBpOMNeiicKOM NaTeHTHOM BEAOMCTBE GUOTEXHONOMUA COCTABASAET OKONMO 4% BCEX MATEHTHbIX
3asBOK: B 2021 1. 13 188 600 NoNyYeHHbIX eBPONENCKMX NaTeHTHbIX 3asBOK 7 611 kacanuch 6uotex-
HOMOTWN. MaTeHTbl B 06MacT 6MOTEXHONOTNI B OCHOBHOM OTHOCATCA K (hapMaLeBTMUecKuM npo-
AykTam (70%), 32 HUMK CNIEAYIOT NPOMbILLIEHHbIE NpoLecchl (26%) U cenbckoe x03aicTBo (BCero
4%)°. He06X0MMO OTMETUTD, UTO B 2015 I. 3aABKN Ha U306peTeHNs B chepe 6UOTEXHONOTUI TaKKe

3 Frost & Sullivan. (2014). 0630p pbiHKka 6uomexHonoauli 8 Poccuu u oyeHka nepcrekmue e2o passumus. https://media.
thedn.ru/media/reports/ 6uotexronoruu_20141020_Russia_Biotechnology Market_fin.pdf

4 Ugalmugle, S., & Swain, R. (2021, May). Biotechnology Market Size, Industry Analysis Report, Regional Outlook, Application
Potential, Competitive Market Sahare and Forecast, 2019-2025. Global Market Insights. https://www.gminsights.com/

industry-analysis/biotechnology-market
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COCTABNANMN 4% OT BCEI COBOKYMHOCTW nofaHHbIX B EMB 3asBoK: 06Liee KoNNYecTBo BblAaHHbIX Na-
TeHTOB — 160 022, U3 HuX 6 048 B chepe BruoTexHONOUIA'.

EMB paxe BbiNyLEHO CNeLnanbHoe pyKOBOACTBO, B KOTOPOM 0C060€ BHUMAHWE YAENeHo npo-
BE/IGHNI0 3IKCMepTu3bl M306peTeHnit B 061acTn 61UoTeXHONOrMA® (OHO perynapHo O6HOBNsETCS,
yTo6bI OTBEUATb AKTYaNbHbIM BbI30BaM B chepe nateHToBaHWA 6uotexHonoruit)’. ENB crapaercs
AOCKOHaNbHO NPOBEPUTb, ABNAETCA U306peTeHne AeMCTBUTENbHO HOBbIM UAK HET. B xop nyckatoT-
A pa3Hble MeTOLbl, B TOM YNC/E U3YUAKOTCA U TaK Ha3blBaeMble TPAANLMOHHbIE HOY-Xay, T.e. Te Tex-
HOMOrM, KOTOPble MPeaCcTaBnAlOT CO60I onpefeneHHble TPAAULUKU ANS TeX WK WHbIX HAPOAOB.
B cBAA3K € 3TMM, B yacTHocTu, EMB nonyuuno foctyn K MHANICKOW INEKTPOHHOWU 6ubnuoteke, no-
CBALLEHHOI TPAANLMOHHbIM HOy-Xay UHauu (Indian Traditional Knowledge Digital Library). Oco6oe
BHUMaHUe npusnekaeT 6a3a, cofepxalias MHGOPMaLMIO 0 TPAAULNOHHON UHANACKOW MEANLMHE.
B 2009 r. EMB nognucano cornawieHue ¢ npasutenbctsom MiHgMK, KOTOpoe NO3BONAET NONYYaTh Iek-
TPOHHbIA JOCTYN K 3T0M 6a3e cnywaumm ENB (Dattatraya & Suradkar, 2021). AHANOrMYHO C NOMOLLLbIO
cneumanbHbIx 6a3 EMB uccneayet cywecteytowme TexHonoruu Kutas n Kopen',

KoHBeHLuA 0 Bbijaue eBponenckux nateHTos (EBponeiickas naTeHTHas KoHBeHuus) (MioHXeH,
5 okta6ps 1973 r.)" (nanee — EMK) cuMtaetca nepsbiM OCHOBONONAraloLMM LIATOM Ha MYTH K yupe-
XfeHnio EBponeickoii nateHTHOM cuctembl. Mpu 3tom ENK npeactaBnset co6oit mexayHapogHo-npa-
BOBOM [JOKYMEHT, He SABNSAWNIACA UCKNouUTeNbHO npoaykTom EC. EMK HOCUT OTKPBITINA XapakTep
11 NO COCTOAHMIO Ha Wionb 2023 T. 4eACTBYET B OTHOLWEH UM 39 rocyAapCTB, BKMIOUAA BCe rocynapcTBa —
uneHbl EC OfHaKo 0603HAUEHHDbIN JOKYMEHT MMEeT 60Nbluoe 3HaueHue kak ans GopmupoBaHus
EfUHOIA eBPONEICKOM NAaTeHTHON CUCTEMbI B LIENIOM, TaK 1 AN1S 3alNTbl NPaB UHTENNEKTYanbHOW CO6-
CTBEHHOCTW B 0611aCTI 6UOTEXHONOTMM B YACTHOCTMH.

MpumeyaTenbHo, uTo B EBpoMe AeNCTBUTENBHO OCYLIECTBAAETCSA BbIPAbOTKa 06X NOAX00B K BO-
Npocam, CBA3aHHbIM C NaTeHTOBaHMEM 6uoTexHonorui. Tak, AupekTusa NO 98/44/EC EBponeiickoro
napnameHTa u CoBeta EBponenckoro coto3a ot 6 uions 1998 r. 0 NpaBoBOIA 0XpaHe 6MOTEXHONOIU-
Ueckux u3obpeTeHn™ nHkopnopupoBaHa B EMK B 1999 r.,, a EMB cneayet TONKOBaHMIO Ha3BaHHOIA
QupekTusbl, gaHHomy Cynom EC, n nHTerpupyer Takoe TONKOBaHWe B CBOK NPAKTUKY B cdiepe 6mo-
TEXHONOT M.

AMOMUMO3HBIM ¥ BHYWAKWMM HAfEXAY WArom ABNAETCA 3anyck QyHKUMOHNPOBaHMS CucTembl
EBpPONENCKoro nateHTa yHUTApHOTo AeMCTBMSA, COCTOABLUMIACA 1 MOHA 2023 T.

YKa3aHHas Cuctema 6a3npyetca Ha COBOKYMHOCTM TPEX HOPMATMBHbIX NPABOBbIX aKTOB:

7 European Patent Office. (2022, November 2). L'OEB et les brevets dans le domaine des biotechnologies. https://www.epo.
org/news-events/in-focus/ biotechnology-patents_frtml

&  European Patent Office. (n.d.). Guidelines for Examination. Exclusions and exceptions for biotechnological inventions.
https://www.epo.org/law-practice/legal-texts/html/guidelines/e/g_ii_5.htm

B Official Journal of the European Communities. (1998). Directive 98/44/EC of the European Parliament and of the Council of
6 July 1998 on the legal protection of biotechnological inventions. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri-
=uriserv:0J.L_1998.213.01.0013.01.ENG
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1) Pernament N° 1257/2012 EBponeiickoro napnamenTa i CoBeta EBponelickoro cot3a ot 17 jeka-
6ps 2012 ., 06ecrneunBaloLLMin OCYILECTBAEHUE PaCLINPEHHOTO COTPYAHNUECTBA B 06M1ACTI CO3AaHUA
€/INHOI NATEHTHOM 3aLKTbI;

2) PernameHT NO 1260/2012 EBponelickoro napnamenTta u Coseta EBponeiickoro coto3a o 17 fie-
Kabps 2012 r., o6ecneunBaloLNin OCYLIECTBAEHNE PaClIMPEHHOMO COTPYAHNYECTBA B 06M1ACTU CO3aa-
HUSA eNUHON NATEHTHOM 3aWKTbl, B TOM YMCAE B YaCTW NPaBUA OCYLLECTBNEHUS NEPEBOAOB;

3) CornaweHue 06 yupexaeHnu EqUHOro nateHTHoOro cyaa'.

Eauublii nateHTHblit cyg (Unified Patent Court (UPC)) co3aaH Ans Toro, uto6bl NpUHUMaTh pe-
LWeHNA, B YACTHOCTHU, O HAPYLEHMN 1 AeNCTBUTENbHOCTI KaK YHUTAPHbIX NaTEHTOB, TaK U Knac-
CMYECKUX eBPONeNcKUX NaTeHToB (BbigaBaembix EMB). OH sBnseTcs 06WmM cyaom ans 17 ro-
cynapcts — uneHos EC, gna koTtopbix CornaweHne 06 yupexgeHun ELUHOrO NaTeHTHOro CyAa
BCTYNUNO B cuny 1 uioHA 2023 r. Takumu rocypaapcrTeamu asnsiotca Asctpua, benbrug, bonrapus,
lepmaus, flanus, Utanus, Nateus, Nutea, Mokcembypr, Manbta, Hugepnangbl, Moptyranus,
CnoseHus, OuunaHausa, Opanuuns, LWseuns, IcToHna®™. Ha [0n0 0603HAYEHHbIX YYACTHUKOB
npuxoantca okono 80% BBI EBponeickoro coto3a. Bmecte ¢ Tem yuactue OTKPLITO W Ana apy-
rUX rocyfapcrs — uneHos EC.

K umcny camblx 3aMeTHbIX npenmyliects Cuctembl EBPONECKOro NaTeHTa YHUTAPHOTO AeiCTBUS
OTHOCATCA:

= MoAyYeHue OJHOr0 YHUTAPHOIO NATeHTa, 1e/CTBYIOLIETO BO BCEX FOCYAAPCTBAX-YUACTHUKAX;
= eAMHOe OKHO ANA perncrpauuu 1 3awuTbl nateHTos B EBpone. CrefoBartenbHO, OXUAAETCA CHU-

KEHWe 3aTpaT M COKpalleHne GyMaxHbIX JOKYMEHTOB. YHUTAPHbIA NATEHT ByaeT CTOUTb NOUTH

B TPU Pa3a MeHblle MO CPABHEHNIO C HbIHELHUM MOPALKOM LieH (5 ThiC. BP0 NPOTUB HbIHELHUX

29 ThiC. €BpO);
= EAMHDIA NATEHTHbIN CyA, 06Mafa0WNA PUCAMKLNENR B OTHOLIEHUM YHUTAPHBIX NATEHTOB 1 Cy-

LeCTBYIOWMX €BPONENCKIUX NAaTEHTOB, KOTOPbIA NO3BONUT KOMNaHusM 6onee 3ddeKTUBHO 3a-

WMILATb CBOM NaTeHTHble NpaBa. Oxuaaetcs obecneyeHmne 6onee nocneaoBaTenbHON NPaBoBON

OCHOBbI [Nl NATEHTHbIX CMOPOB W CHWXEHWE PUCKa NPOTMBOPEUMBDLIX pellieHuid. Kpome Toro,

OAWH WUCK B EAMHBIN NaTEHTHbIA CYA 3aMeHUT HECKONbKO MapannenbHbiX pa3bupatenncTs B Ha-

LLMOHANbHbIX Cyfax.

Heo6XoAMMO OTMETUTb, UTO B PaMKax MOCTPOEHUA EANHON NaTeHTHOW cucTembl EBponeickuii
COl03 NpOAOMKAET yaenaTb 0c060e BHMMaHWe 6MOTeXHONOrMAM. TaK, Cpeal HasHaueHHbIX Cyaeil
eCTb OTAeNbHAsA OTpacnesas rpynna no 6UOTEXHONOTNUAM, B KOTOPYIO BOWAK fMLA C COOTBETCTBYHO-
el TeXHUYeCKol kBanudukaumei (Bocemb cynein)®.

3Tanbl NOAYYEHNA YHUTAPHOTO NATeHTa:

1) nojaua 3asBKM Ha eBponeiickuit nateHT 8 ENB;

2) nposenexue akcnepTusbl EMB, KOTOpas B Cyuae NONOXUTENbHOTO Pe3ynbTata NPUBOANT K Bbi-
flaue eBPONENCKOro NaTeHTa;

3) NPUHLMNUANBHO HOBbIE BO3MOXHOCTY: B TEUEHME OIHOTO MECALA C MOMEHTA Bblauu NateHTa
ero Bnagenew, MoxeT 3anpocuTb EMNB npeaocTaBuTb eAnMHOE AeCTBIUE ANA FOCYAAPCTB — YUACTHUKOB

% EUR-Lex. (n.d.). Agreement on a Unified Patent Court. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=cele-
X543AL2013A0620%2801%29

5 Official website of the Unified Patent Court. (n.d.). A single patent court for Member States of the European Union.
https://www.unified-patent-court.org/en/organisation/upc-member-states

% Official website of the Unified Patent Court. (n.d.). Unified Patent Court judicial appointments and Presidium elections.
https://www.unified-patent-court.org/en/news/unified-patent-court-judicial-appointments-and-presidium-elections
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CornaweHus. B To e Bpemsa N0 faBHO CNOXWBLIENCS NpaKTUKE BRajenel eBpoNeincKoro nateH-
Ta MOXET TaKxe NOATBEPAUTb €ro IPUANYECKYI0 CUY B APYrX CTPAHaAX, HE OXBaueHHbIX CUCTEMON
EBPONENCKOro naTeHTa YHUTAPHOrO AeMCTBIUS, B COOTBETCTBUM C HALLMOHAMbHBIMI NpoLeaypamu.

QIS BCECTOPOHHEr0 W MOMHOLEHHOTO Pa3BUTUS W CTaHOBNEHUs EAWHOW MaTeHTHOW cucte-
Mbl 7 mapTa 2023 r. npegceaatenb EMB AHToHWMY KamnuHoc u komuccap EC no BHYTpeHHeMy pbiH-
Ky Tbeppu bpeToH noanucanu pabouee cornaweHne o eBPONENCKNX YHUTAPHbIX naTeHTax. Takoe
cornatieHne npeaycMaTpuBaeTcsa CT. 14 PernamenTa NO 1257/2012 v BbICTYNaeT OCHOBON ANs coTpya-
HUYECTBA U 0OMEHA MHEHUAMU MEXAY ABYMSA YUPEXAEHUAMM C LLENbI0 MAaKCUMU3ALMN NPENMYLLECTB
Cncrembl EBPONeECKOro nateHTa YHMTApHOrO AGNCTBUSA U COAENCTBMA ee LINPOKOMY UCMOMb30BaHNIo,
0C06EHHO Cpeay ManbiX 1 CPpenHNX NpeanpuATUil. Kpome TOTo, B HEM COAEPXKUTCA NONOXEHUE O TOM,
uto EMB 1 EBponeiickan KOMUCCUS JOMKHBI 0OMEHMBATLCA COOTBETCTBYIOWMMI AAHHBIMI U MHGOP-
Malmei, B TOM uucne BbIBOAaMI U3 0630p0OB M TeMATUUECKUX MCCNEeA0BaHNN, KacaloWwnuXca npoasu-
KEHUA U MCNONBb30BAHUSA YHUTAPHBIX NATEHTOB, a TAKWE NPOBOAUTD PerynspHble BCTpeun Ang obner-
UeHMA U NOJLEPKKMN UX LeATENbHOCTU N0 COTPYAHUYECTBY.

Boobuie dopmupoBaHuio EUHON eBpONENcKoil NaTeHTHOW cuctembl U (BYHKLMOHUPOBAHUIO
EAMHOro MaTeHTHOro cyja BO MHOTOM CMOCO6CTBYIOT LM(pPOBbIE BO3MOXHOCTW. TpumeuaTenbHo,
yTO NpeacenaTenb AnennALMOHHOro cyaa EAMHOroO NaTeHTHOro CyAa B feHb CTapTa paboTbl AaHHOMO
WHCTUTYTA OTMETHUJ, UTO C 3TOFO MOMEHTA YKa3aHHbI MHCTUTYT OTKPbIBAET CBOM LindpoBbie ABepu.
Takas XxapaKkTepucTuka NOATBEePKAAETCA U Ha Aene, Befb, HANpUMep, agMUHUCTPUPOBAHUE AeATenb-
HocTu Cyaa ocywecTBAseTcs 6narogapa cneunansHoil IT-cucteme — Case Management System of
the Unified Patent Court. UMeHHO uepe3 Hee OCyLIeCTBAAETCA NOfaua 3aABOK, UCKOB U HOBbIX UHbIX
npencTaBneHunii B EAMHbIA NAaTEHTHBIN CyA, @ TaKkKe perucTpauus npeactaButenei | ynonHoMoUeH-
HbIX N1L, (eBPONEACKNX NaTeHTHbIX NOBEPEHHDIX). /1A OCTYNA K Ha3BaHHON CUCTEME HEOBXOANMO
MONyunTb CepTUUKAT ayTeHTU(UKALMU KNueHTa (KOTOPbIA JOMKEH HAXOAUTbCA Ha (PU3NYECKOM
YCTPOIICTBE, TaKOM KaK CMapT-KapTa unu USB-HakonuTenb) U cepTUdNKAT 3NEKTPOHHOW NOANNCK.
Ha caiiTe JaHHON CMCTEMbI pa3MelleH CMMCOK NPOBaitAepoB, 3asBUBLLKX, UTO OHU COOTBETCTBYIOT
Heo6X0ANMbIM TEXHUUECKUM CTaHAAPTaM A1 cepTuduKaumuu.

Takxe CT. 44 CornalweHus 06 yupexgeHun EQUHOro NaTeHTHOro CyAa HakNaablBaeT Ha Hero CBoe-
06pa3Hoe 0643aTeNnbCTBO N0 JOMKHOMY UCMONb30BAHNIO 3NEKTPOHHBIX NPOLEaYp, UTo, B YaCTHOCTH,
MOXET peanu30BbIBaTbCA NOCPEACTBOM NOAAUN NPEACTABNEHNI CTOPOH W M3N0XEHUS OKA3aTeNbCTB
B 3NEKTPOHHOM (hopMe, a TaKke opraHu3aLmum Buaeo-KoHhepeHU-CBA3N.

Kpome ToOro, cepbesHas uupoBas NOAAEPKKA BbIPAXAETCA B MHOMOUUCIEHHBIX LMGPOBbIX
WHCTPYMEHTaX afanTaumm Kk Hosomy Cyay — 6polutopax, Kypcax Ha oHnalH-nnatdopmax, BebuHapax
W T.0. YiKe ceiuac 3acnyxuBaeT 0co60ro BHUMAHUA WMPOKNI BbIGOP OHNAWH-MEXaHU3MOB, ony6u-
KOBaHHbIX Ha caiTe EMB 1 HanpaBneHHbIX Ha GbICTPbIA U NErkuin Nepexof 3auHTepecoBaHHbIX NuL
B NI0CKOCTb EANHOrO NaTeHTHOrO cyaa'.

Uto Kacaetca MHAOPMALMOHHBIX LMGPOBLIX M3AAHWIA, PACKPLIBAIOWMNX OCHOBHblE CBEAEHUSA
0 EAMHOI NaTeHTHOM CMCTEME U COOTBETCTBEHHO YHUTAPHOM NaTeHTE, TO HA AaHHbIA MOMEHT ony6nu-
KOBaHbl 1B 6pOLIIOPbI (Ha AaHIMMIACKOM, HEMeLKOM, (hPaHLIY3CKOM M UCMAHCKOM A3bIKaX): «/lenaem
EBpony 6onee npuBnekaTenbHON A1 UHHOBALWA U MHBECTOPOBY U «YNpoLeHHas 1 6onee Wnpokas
naTeHTHas 3aluTa NPy MeHblIMX 3aTpaTax». Ha TeKYLWN MOMEHT AOCTYMHbI AeKabpbCckue peakumm

7 Official website of the Unified Patent Court. (2023, June 1). The Unified Patent Court opens its doors! https://www.unified-
patent-court.org/en/news/unified-patent-court-opens-its-doors
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JaHHbIX 6POLLIOP, OAHAKO UHMLMATOPbI YKA3bIBAIOT, UTO X aKTyanu3awus byaeT npomcxoanuTb Ha pe-
rynspHoi ocHoBe. Mpoueaypa Bblaaun YHUTAPHOTO NaTEHTa TakKe HaliNa CBOe OTPAXEHUe B nek-
TPOHHOM (hopmaTe B «EANHOM NAaTEHTHOM PyKOBOACTBEN™.

MpeacTaBnseTcs, uto 0603HaUEeHHbIe HOBOBBEAEHWUS 060raTAT U YNPOCTAT NAaTeHTHOE COnpo-
BOX/eHWe 6uoTexHonorui B EBpONeicKOM coio3e, a Takke 6onee HArMARHO NPOAEMOHCTPUPY-
loT 60nbLyio ponb EMK 1 EMB ans rocyaapcrs — uneHos EBPONeickoro cotosa.

MpenocTaBnas u3obpetatensm u npeanpuaTMam 6onee NPOCTON U IKOHOMUUHBIN CNOCO6 3alLMUTbI
CBOEW MHTeNNeKTyanbHol cobcTBeHHOCTU B EC, HOBas EANHARA naTeHTHas cuctema Gyaet cTumynu-
poBaTb MHHOBALMMK. ITO TaKKe 6YAET CNOCOOCTBOBATL PA3BUTMIO M KOMMEPLMANM3aLUM HOBbIX TeX-
HOMOTUIA W NPOAYKTOB, NOBbIWEHNI0 KOHKYPEHTOCNOCOGHOCTM U IKOHOMMUECKOMY POCTY, a Takke
NOMOXET NPUBNEYb UHOCTPaHHbIe MHBeCTULMK B EC.

HoBbie pucku

PacKpbiTe AaHHbIX O pa3paboTkax B ctiepe GUOTEXHOMOTMIA B HY)XHbIA MOMEHT W B KOHKpET-
HOM ofbeme Bcerga BbICTYNano OCOGbLIM WArom ANs aBTOPOB COOTBETCTBYIOWEA TEXHOMOTMM.
KoHKypeHTHan cpefa AMKTYET YCI0BUS, NPX KOTOPbIX M3NULWHNE CBEAeHMA 0 pa3paboTke MOTYT npu-
BECTM K Cepbe3HbIM (DMHAHCOBLIM NOTEPAM, a MHOTAA U K yTpaTe BO3MOXHOCTY CTaTb 6eHeduLuapom
KOHEUHOTo NpoAyKTa. B 310 CBA3M 0C060€ 3HaUEHMe CeroHA NPUOBPETAOT Mepbl, HanpaBeHHbIe
Ha NpefoTBpalLleHMe YTeUKM AaHHbIX. BMecTe € TeM HEOBXOAUMO OTMETUTb, UTO KOHEUHOW LeNblo
3M10yMbILINEHHUKOB MOXET BbICTYNaTb Kak cama pa3paboTka (CBeAeHNA 0 Heil), Tak 1 NepcoHanbHble
AaHHbIE 1L, 3aTPOHYTLIX NPOLECCAMI CTAHOBNEHUA 6MOTEXHONOTUI.

Mo3TOMy CErofHs Ha pbiHKE OGUOTEXHOMOrMI OPraHWU3aLWy, Ubsl AEATENbHOCTb HampaeneHa
Ha o6ecneueHune undpoBoil 6e30MNacHOCTM BUOTEXHONOTMUECKIX KOMMAHWIA, BCTPEUAIOTCA BCE Yalle,
a CMeKTP NPefoCTaBNsEMbIX UMK YCIYT NOCTOSIHHO YBENMUNBAETCA U COBEPLIEHCTBYETCS. Ha Teky-
WMIA MOMEHT OCHOBHBIMI WHCTPYMEHTaMI ANA 3aluTbl AaHHbIX BbICTYNAlOT: WNdpoBaHue, 6paHa-
May3pbl U perynsipHble ayauTbl 6€30MacHOCTy.

Mpw 3ToM, faxe ecnn KnbepaTaka BCe-Takn UMeNa MecTo, «BbITOAHEE» feilCTBOBATb B pam-
Kax KOMMEKCHOTO NNaHa aBapuiHOro BOCCTAHOBNEHUSA, MOCKOMbKY 3a CUET HEero yaaeTtcs cse-
CTU K MAHUMYMY BPEMS NPOCTOA W rapaHTUPOBATb NPOAOMKEHNE 0CO60 BaXHbIX U HEOTNOX-
HbIX MaHUNYNAUNA. K TOMY e Takas npeaycMOTPUTENbHOCTb GUOTEXHONOTMUECKMX KOMNAHMI
NpefoCTaBnseT BCEM YUaCTHUKAM COOTBETCTBYIOWEA pa3paboTKu JONONHUTENbHbIE FAPaHTMK
OTHOCUTENbHO 6€30MaCHOCTM U COXPAHHOCTY CBOMX NEPCOHANbHbIX JaHHbIX. B 3TOM KOHTEKCTE
BMANTCA LlenecoobpasHbiM yKasaTb Ha Cneuuduky nepcoHanbHbiX AaHHbIX, 060POT KOTOPbIX
NPONCXOANT B Chepe BUOTEXHONOTMIA: 3TN AaHHbIE NPENMYLLECTBEHHO HeM3MEHHbI (Hanpumep,
reHeTMYeckue faHHble). COOTBETCTBEHHO 6MOTEXHONOTUUYECKNE KOMMAHUN JOMKHbI YAenaTh
nepBoouepefHoe BHUMaHNe 6E30MACHOCTU TaKMX AAHHbIX, UTO6bI 3aBOEBATb M NOAAEpPKaTb
AOBEpUe KNNEHTOB.

MpuUBEPKEHHOCTb KOH(MAEHLNANBHOCTY HE TOMbKO 3aLMLLAET BUOTEXHONOTMUECKIE KOMTAHMK
OT (DMHAHCOBBIX NOTEPb, HO M NIOMOTAET COXPAHNTb LOBEPUE NALNEHTOB, NUHBECTOPOB M APYIIAX 3aMH-
TePecoBaHHbIX CTOPOH. OAHOBPEMEHHO C 3TUM KOMMAHMM NOKA3bIBAIOT CBOE CTPEMIIEHNE CNeloBaTh
3TUYECKMM W OTBETCTBEHHBIM METOAAM BefieHUs 6U3Heca.

®  Official website of the Unified Patent Court. (n.d.). Unitary Patent Guide. https://new.epo.org/en/legal/guide-up/2022/
index.html
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3aKnyeHne

ABTOp MONAraeT, yTo K HAcToALWeMy MOMEHTY NATeHT YTBEpAMNCA B KAUecTBe IMaBHOTO MeXaH3-
Ma 3aluTbl NPaB MHTENNEKTYaNbHOW CO6CTBEHHOCTN B KOHTEKCTE 6MOTEXHONOTWI, OfHAKO peasb-
Has NepcnekTMBHOCTb Pa3paboToK B 3TOM HAaNPaBReHUM NOPOXAAET CUTYALMM, KOTAA KOHKYPEHTbI
U3bICKMBAIOT Pa3NNuHble CNocobbl MONyYeHns WHAOPMaLMN, Heo6XoaMMON UM AN BbiBeAeHMs
cebs Ha NUAMPYIOLLME NO3ULMK. BO MHOTUX IOPUCAMKLIMAX HET MOIHOMO 0CO3HAHMNS AAHHON Yrpo3bl;
WHWLMATMBbI NO BbIPA6OTKE NPEBEHTUBHbIX MEXaHU3MOB MCXOAAT OT YACTHBIX KOMMNAHWUIA, KOTOpble
NpeAoCTaBNSAI0T Pa3padoTuMkam GUOTEXHONOT I JONONHUTENbHbIE 3aLUTHbIE MHCTPYMEHTDI. BmecTe
C TeM He/b3fl NCKMIoUaTh CUTYaLLMK, KOTAA NNLA, NPON3BOAALLME KnbepaTakm, U Nuua, npeanaraiowye
YCNYry N0 3alLuTe OT HUX, MOTYT paboTaTh B MHTEPecaXx Apyr Apyra. Takium 06pa3om, npeacTaBnsercs
Lienecoo6bpasHbiM pa3pabaTbiBaTb COOTBETCTBYIOLIME 3aLMTHbIE MEXAHWU3MbI HA YPOBHE rOCYAapCTB
WK MHTErpaLyuoHHOro 06befuHeHns — EBponelickoro colo3a.

B 3101 BA3M 0CO6yI0 ponb NpuobpetaeT EAMHbIA NATEHTHbIA cyA. MpUHMMas BO BHUMaHMWe BCe
undpoBble HaMePEHNs JAHHOTO MHCTUTYTA, a TaKKe CTpeMIIeHNe K eAMHOMY (hopMaTy 3aluTbl Npas
WHTENNEKTYanbHON CO6CTBEHHOCTY B EC, MOXHO MPUIATY K BbIBOAY O TOM, UTO CYLLECTBYIOLIME Yrpo3bl
B OTHOLIEHMM BUOTEXHONOTMUECKMX KOMNAHWUIA MOTYT 6biTb CHATbI UMEHHO 3@ CYET PaboTbl HA3BaH-
Horo Cyfia v COOTBETCTBEHHO EfUHON NATEHTHOM CUCTEMDbI.

O6ecneveHne 6e30MacHOCTM B YaCTM 3aWuTbl NPaB UHTENNEKTYabHON COBCTBEHHOCTU B 06Ma-
CTH 61oTexHONOrMIA ByAeT CNOCO6CTBOBATL PAa3BUTMIO YKA3aHHOTO HAMPABNEHNS, B TOM YMCAE 33 CYET
C034aHuA 6H1AronpPUATHOrO (hOHa ANS NHBECTOPOB. KPOME TOro, 3aLLMLLEHHbIE A0/MKHbIM 06Pa30M 6a3b
NepPCoHaNbHbIX AaHHbIX MOBBICAT NOANBLHOCTD W TeX, KTO 06paLaeTca K AOCTUKEHUSAM 6UOTEXHONOTYIA.

Tak, 6e30nacHOCTb He06X0AMMA ANS 3aLLMTbl 3HAUUMBIX AKTUBOB, COBMIOAEHNS UHCTUTYLMOHANb-
HbIX Tpe6OBaHNI 1 NPefOTBPALLEHMA NOTEHLMANbHOTO HEMPABOMEPHOTO UCNO/b30BAHUS AHHBIX.
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Introduction

This book presents us with an enormous, admirable wealth of ideas and thought processes about
platforms, their development, legal regulation, and possibilities for legal science and practice, but
also the difficulties of understanding new technology-related phenomena and regulation in their
context. It assembles chapters by an impressive number of authors from different countries, in ex-
cellent English, and has been published by a renowned publisher. A general review of the literature
suggests to me that there is currently no book on offer with similar breath. The number of times the
book has been downloaded, namely more than 15,000 at the time of this writing, is a tribute to the
importance of the topic and the content of this book.

The following summary of its content with some further ideas by no means intends to be compre-
hensive, but rather focuses on some general and methodological considerations.

The numbers in the parentheses below refer to pages, and the mention of page numbers rather
than authors is by no means meant to be complete or to the detriment of the authors.

Approach to Regulation of Platforms

The chapters of the book confirm how difficult it is to even be clear about what the current
scholarly discussion is, or should be about, and for obvious reasons, related clarity would be a
precondition for getting an understanding of what regulation would be appropriate and whether
phenomena are covered that are not yet clear but likely to emerge given what is to be expected,
taking likely technical and economic developments into account. Accordingly, the actual approach
to regulation, the issues to be regulated, the most suitable approach to regulation, as well as
the likely consequences of the regulations that have been or are likely to be introduced, are not
overly clear. This is in spite of the chapters referring to many interesting, related approaches and
remarks, and, again, | am not aware of any more comprehensive approach to the topic. To go into
more detail, the book does contain references to timid (page 68) and inadequate (page 86) gov-
ernment responses, which it links to developments generally not allowing for (page 89) or being
too quick to allow for the implementation of regulation (page 149), as well as the development of
platforms posing intricate issues (see page 4). The book also alludes to the possibility of deriving
criteria from Russian or Eurasian law (page 204), the very definition of platforms potentially lead-
ing to conclusions (pages 70, 250), variations in regulation (page 82), the many relevant criteria
(page 84), and how potential regulations must deal with new demands, such as sustainability
(page 5), so it would appear that scientific studies are required to adequately understand the is-
sues (page 181). In addition, the number of existing laws and legal mechanisms that must be taken
into consideration is said to be substantial (page 9). Law is frequently referred to as coming into
existence based on custom: starting out as soft law, then turning into semi-hard law, and finally
becoming standard law (pages 15 and 54), which begs the question: to what extent are successful
systems able to influence law in a manner to support their business?

A more general approach to definitions, presumably with a view to establishing common terms for
the phenomena being addressed, simply stresses the importance of having a definition of platforms
and relevant ecosystems (pages 80 and 82). The likelihood of controversies concerning the topics
(page 85) is also noted.

Given the systems of the platforms being referred to (pages 3 and 9), as well as the number of
forms of access to those platforms that exist, the scope of interaction they allow is referred to as
global (page 21), and it is natural to believe that national law is to be replaced or complimented
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by international law (see pages 59, 64 and 9), while it is unclear how the appropriate level of deci-
sion making (by international institutions, countries working together, big countries taking the lead)
would be determined, particularly taking into account the different relation platforms have to vari-
ous countries (see page 50).

Market capitalization (noted in page 51) and the number of platforms (page 80) are mentioned as
being an indication of arising issues, and it appears natural for antimonopoly bodies to take charge
of regulation in general (page 69) or to believe that dominance in a market requires a reaction (page
69). At the same time, there does not seem to be much clarity about the delineation of the markets
reviewed by authorities or the markets to be reviewed. Also while, in many contexts, it is stressed
that the platforms have changed our lives, it does seem very likely that it would be possible to return
to how life worked before these platforms existed. The question also arises as to whether those old
markets, for instance, for advertisements that are predominantly distributed by newspapers, are
still relevant. More narrowly, there is little to be found on the influence platforms have on supply
chains, or even on complaint mechanisms and the rules governing disputes, which would presum-
ably be frequently influenced by legal service platforms nowadays. Also, there seems to be surpris-
ingly little evidence that anti-monopoly regulation or actions have met with any success or even
demonstrated any effect on the markets they were intended to influence.

The above discussion on regulation seems to confirm the perception that can also, mutatis
mutandis, be applied to a number of further topics, which will be discussed in more detail below:
namely that the very emergence of platforms leads to the structure of the discussion changing,
or at least leads to issues being presented in a different manner. However, if addressed in a more
conventional manner, these issues and topics could be put into context more easily: namely the
context known from previous discussions, and, in this context, the novelty of new phenomena,
particularly platforms, could become evident more easily. To be more specific, a social network
with a substantial market position may trigger reactions that are typical for dominant players,
and while the use of this social platform will by no means be as important as, for instance, the
supply of water, some of the rules for natural monopolies may be deemed useful in regulating this
social network. From a more general perspective, it may well be that the acceleration of techno-
logical progress also requires us to revisit a notion that has may not have been discussed in as
comprehensive a manner as it should have been: namely that science should not assume that it
has comprehensive command of its own methodology, and should rather be open to revising this
methodology on an ongoing basis.

Employment or Contracting?

Given how many people have contact with platforms in some manner and are at least partially
making use of a platform in one way or another, it is natural to discuss the rules on social protec-
tion that are already in place, which may or may not lead to satisfactory results for the people
involved and the general population, and expand this discussion to what is to be expected in the
foreseeable future. For instance, it could well be that unemployment will increase due to progress

' For obvious reasons, a full discussion of this topic is not possible here. I only note that I have been impressed by one of
the masterminds of economic research and economic policy in postwar Germany, Eucken, in the review of his theory by
Petersen (2019), pages 48ff using as a description of his method the term “morphology”, which in itself is not further de-
fined. Taking the example of the work of the eminent and, to my mind, insufficiently recognized German scholar Joachim
Gernhuber as reference, | believe to soon be able to demonstrate another approach to legal science having to, on an
ongoing basis, satisfy itself that it comprehensively covers the legal phenomena at hand.
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in digitalization, leading to the likelihood that people will require various state sponsored subsi-
dies or protection. Of course, it would be useful to expand this angle of examination to cover the
current and potential role of trade unions in protecting employees and self-employed workers,?
and to examine whether related regulation requires amendment if it is to accommodate the spe-
cifics of platforms. In contrast, of course, regulation can try to apply limits, for example, by creat-
ing rules limiting the permissible size of commissions to specific types of parties involved with
platforms,® and the overall effect of such limited limitation would be of interest for other types
of regulations.

Tellingly, the importance of related issues seems to be confirmed by the specifics, sheer number,
and intricacy of criteria to be reviewed in different jurisdictions when making a decision on wheth-
er an employment relationship is in place,* as opposed to an independent contractor relationship.
Accordingly, it is not surprising to read about the specific features with respect to various platforms
which are relevant (page 90), as well as differences among countries (page 99), developments over
time (pages 93ff), and the importance of direction rights of the platform (page 35).

Regulation and Characterization of Service

Interestingly, it does not seem to be immediately apparent what the services provided through
platforms are or how they are to be defined. However, the differences from the traditional way
of working together, referred to as collaborative economy (page 14), sales taking place (page 78),
responsibility for products (pages 65ff and 70) or services sold (page 72) are noted. There is also
reference to regulation that could lead to services collapsing (87), licensing requirements for pro-
viding services (page 86), in particular, drivers found through a platform (page 88), and the specif-
ics of marketing (page 153). Cross-border payments (page 132) and related issues (page 131), the
importance of platforms in daily life (page 142), and qualitative changes by platforms (page 17) are
also discussed.

Of course, when comparing, in a very general matter, the above to what one remembers from when
more traditional areas of the law are applied — for example, what is discussed under the title of law
of obligations (Schuldrecht, obyazatelstvennoe pravo) in civil law countries — one does not find much
about rules or discussions about implementing the very functions of the platforms, for example: on
how law helps the granting of the ability to read, post, and access posts or personal profiles at a given
moment or over time, the transport of messages, their interruption, be it because of malfunction, a
change in user policy, the transparency of the placement, or the effect of placing marketing material, as
well as on the openness of platforms to political or other various types of business influence,® such as
the infringement of the secrecy of communications for political or security reasons.

2 | have partially explained their role in Gutbrod, M. (n.d.). About Managing Legal Reform (German). Academia. Retrieved
July 4, 2023, from https://www.academia.edu/18503022/About_Managing_Legal_Reform_German_

3 Like the ones referred in Stogova E. (2023, April 24). Vlasti ogranichat komissii agregatorov ot prodazhi biletov v teatry
[The authorities will limit the fees of aggregators from the sale of tickets to theaters in Moscow]. RBK. https://www.rbc.
ru/technology_and_media/24/04/2023/64466c879a7947eef66dca?from=from_main_2

“  The novel presentation used in Waas and Heerma von Voss (2017) for, inter alia, the difference between the contract for
works and the employment contract. This study highlights the intricacy of the problem, in my dissertation (Gutbrod, 1993),
pages 26ff, it took me almost 10 pages and the collection of hitherto unassembled Brazilian material to provide for a simi-
lar summary which was clearly influenced by there being a compensation for the termination of trade and franchising
agreements in Germany.

5 See discussion of a recent example being Users being held hostage to business and political views of platforms. Lauer C.

(2022, November 11). Elon Musk fhrt Twitter gerade voll gegen die Wand — will er die Plattform mit Absicht zugrunde
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In addition to what traditionally would be referred to as contractual obligations, procedural prac-
tice may also deserve attention. The ability to identify counterparties, for instance, for disputes
involving libel or platforms purposefully offering goods from sellers in other jurisdictions in order to
avoid consumer claims, could serve as examples.

Not least, whether or not compensation is adequate for the service provided may be an issue to
be reviewed.® For instance, the timing of the service may be more important in the platform economy
than it was at the time the Civil Codes were drafted.

Linking this civil law discussion to the market structure considerations discussed ear-
lier, one could imagine that some of the approaches taken for the quality of services — for
instance for it to be free of so-called ‘hate speech’ — would also have to deal with the ben-
efit of leaving quality standards to the discretion of the platforms in order to increase the
chance of further development and encourage new players, as well as, for example, whether
demanding the implementation of systems, for instance systems that block hate speech or
pornography, provide for barriers to market entry, and whether it is reasonable to believe
that related procedures (self-enforcement or enforcement through state courts) demonstrate
effectiveness over time.

When, more broadly comparing the current debate to earlier ones, it is striking how many is-
sues are no longer considered to belong to the spere of civil law, with ‘the right to be forgotten’
on the internet being just one small example. Before the emergence of platforms, a comparable
right and the relevant demands would have been a natural part of the life of the contract. Now, it
is naturally seen as being part of data protection law. Trying to compare today's perspectives to
history, the following general assessment comes to mind: “Legal regulations for contracts are not
drafted on the basis of theories. As a rule, they are developed with a constant eye on the real-
ity of the practice they are tasked to regulate.”” While in the reality before platforms, or at least
before mass contracts emerged, this “eye on reality” would most likely be the one of those who
had to deal with such contracts. In the case of platforms, it appears that these types of practi-
tioners are more difficult to find, and, in particular, taking the considerations above into account,
the practical views alluded to would no longer be sufficient. It is striking how much Gernhuber’s
further assessment of the benefit of regulation applies to what platforms would benefit from: “In
theory, in a legal system that provides for freedom of contract, regulating contracts through statu-
tory regulation is superfluous; the lex contractus is sufficient to settle all relevant questions. In
practice, both the development of a general law of obligations and the regulation of individual
types of contractual obligation in a special law of obligations have proven to be necessary in
view of a contractual practice in which the parties hardly ever take up questions of the general
law of obligations and in the area of the special law of obligations draft extensive regulations
only in the form of the contract of adhesion and in highly specialized individual contracts (for in-
stance relating to equipment purchase agreements, but even then are not overly concerned about

richten? [Elon Musk is driving Twitter straight into the wall — does he want to ruin the platform on purpose?]. Business
Insider. https://www.businessinsider.de/politik/elon-musk-faehrt-twitter-gerade-voll-gegen-die-wand-will-er-die-plat-

6 See discussion of the related regulatory options in Lange (1990).

7 lam citing Gernhuber (1994), § 7 IV 3, S. 153 here in my free translation, not only to make his views better available, but
also because | believe that few similar assessments exist. The German equivalent of the English is: , Vertragsordnungen
werden nicht theoretisierend entworfen. Im Regelfall werden sie entfaltet mit stetem Blick auf die Lebenswirklichkeit,
deren Regelung ihre Aufgabe ist."
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completeness.”® Indeed, and further to what has been set out above, it does very much seem
that attention to contracting, where platforms are concerned, is one sided with respect to the
operator of the platform, and the operator of the platform will initially be very interested in
attracting as many users as possible by using amenable contractual provisions, with the likeli-
hood being that this approach will be reversed during the life of the contract. Even more think-
ing about how to better position the parties for a meaningful determination of contractual
obligations seems to be warranted. Possible modern examples of drafting contracts with the
stated aim of protecting consumers, but with a possible view to establishing a level playing
field,’ can be found in § 305 BGB (contract of adhesion), § 651a BGB (travel agreement)™ and §
491 BGB (consumer credit agreement).

Data Use and Protection

Interestingly, digital data is identified as the key factor for the operation of platforms (page 20).
The importance of the related data value chain is also proposed as a metric (page 78), the turnover
related to that data is noted (page &), and examples are given (page 204). Not much can be found
about, what would appear to me, to be the core of the business of platforms: namely the algorithms
they use, specifics about the consequences the use of Al, and what the much talked about cookies
really are. In a sense, while, as mentioned, the book presents us with a great multitude of facts,
this multitude does not immediately make it possible to confirm or disprove the notion that the
discussed platforms have largely transformed data into the oil of the future and monetized them,
as predicted.

In contrast, when discussing data protection, one seems to return to a known normal, with quite
some detail being cited (page 152) and GDPR emerging as a key regulation (pages 152ff) that might be
an obstacle to newcomers from having success (page 153). Among specific issues requiring regulation,
requirements for using an image (page 190), ownership issues (page 81), and the effect of platforms
on media (page 206) are discussed, although protection of reputation is not discussed in much detail.
Other new dangers, including scammers (page 188), and new emerging terms, such as IP addresses or
bloggers (page 189), appear to require a special assessment.

Government Support for Platforms

Incentives in Russia (pages 160ff), as well as Glonass and Gosuslugi, are mentioned as examples
(23), and the interest by Central Banks (page 131) is noted. Furthermore, how governments are us-
ing platforms to improve their educational systems is described in a very general manner (page
176), while more detail is given to various different countries (page 178), particularly the US (page
179) and Estonia (page 179), from which one can conclude that governments are primarily focusing

& Gernhuber (1994), § 7 IV 4, S. 154: The German original which | freely tranlated into is: ,Theoretisch bedarf vertragliches
Schuldrecht in einer Rechtsordnung, die Schuldvertragsfreiheit gewahrt, keiner gesetzlichen Regelung; die lex contractus
hat ggf. allein alle Fragen zu regeln. Praktisch ist sowohl die Ausbildung eines Allgemeinen Schuldrechts als auch die
Regelung einzelner Schuldvertragstypen in einem besonderen Schuldrecht notwendig angesichts einer Vertragspraxis,
in welcher die Parteien Fragen des Allgemeinen Schuldrechts kaum je aufgreifen und sich im Bereich des Besonderen
Schuldrechts zu umfangreicheren Regelwerken nur im Formularvertrag und im hochspezialisierten Einzelvertrag (etwa:
im Industrieanlagengeschaft) bereitfinden, aber auch dann um Vollstandigkeit nicht besorgt zu sein pflegen.”

°  Gernhuber (1983) §3112,S.17.

1 Along time ago, | planned to compare the German Civil Law based system with the Russian licensing system, but never
got beyond a draft.
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on education and other already existing processes. At the same time, it would be interesting to
understand whether the technical abilities that are emerging are also being used for innovation in
education, for instance, for an enhanced use of grading systems so as to have a basis from which to
target specific weaknesses.

Conclusion

When generally reflecting on what one can read in this book, one is reminded of a sort of contem-
poraneous history, of a display of details that are necessary but not sufficient for the many develop-
ments we have witnessed and are still likely to witness.
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