32
1
89

107

ISSN 2686-9136 (Online)

DIGITAL LAW JOURNAL

ESSAYS

Video Game Modding in the U.S. Intellectual Property Law: Controversial Issues and Gaps
Christie A. Lee

ARTICLES

Smart Contract Disputes and Public Policy in the ASEAN+6 Region
Gabriel R. De En Goh

Data-Sharing as a Quid Pro Quo of Co-Regulation in the EU
Mark L. Entin, Ekaterina G. Entina, Dmitriy V. Galushko

The Right to be Forgotten: A New Human Right?
Elena S. Chub

BOOK REVIEW

Digitalization of Economy: From Neo-Keynesianism to Blockchain in Health Care
Marina D. Simonova

DIGITAL
LAW
JOURNAL



DIGITAL LAW JOURNAL

Journal of research and practice

Published since 2020
4 issues per year

Vol. 3, No. 4, 2022

LIWGPOBOE MPABO

HayuHO-NpaKTMUeCKUM XypHan

XypHan nspaerca ¢ 2020 r.
4 BbINYCKa B rof,

Tom 3, Ne 4, 2022




Digital Law Journal. Vol. 3, No. 4, 2022

Contents

Essays

8  Video Game Modding in the U.S. Intellectual Property Law:
Controversial Issues and Gaps

Christie A. Lee

Articles

32 Smart Contract Disputes and Public Policy in the ASEAN+6 Region
Gabriel R. De En Goh

11 Data-Sharing as a Quid Pro Quo of Co-Regulation in the EU
Mark L. Entin, Ekaterina G. Entina, Dmitriy V. Galushko

89 The Right to be Forgotten: A New Human Right?
Elena S. Chub

Book Review

107 Digitalization of Economy: From Neo-Keynesianism to Blockchain in Health
Care

Marina D. Simonova



Liuchposoe npaso. Tom 3, NO 4, 2022

CopepxaHue

Jeee

8 Mpo6nembl MoANUKALMN BUAEOUTP B NPABE UHTENNEKTYANbHON
cobctBeHHocTu CLLUA

KA. Jlu

Cratbu

32 Cnopbl U3 CMapT-KOHTPAKTOB W Ny6nMuHbIN Nopaaok cTpaH ACEAH+6
[P Jle3Hlo

11 06meH panHbIMK KaK quid pro quo COBMeCTHOro perynupoBaHxus B EC

M.J1. 3umuH, E.I. 3HmuHa, A4.B. lanywko

89 MpaBo Ha 3abBeHNe: HOBOE npaBo yenoseka?
E.C. Yy6

PeLigH3ns Ha KHury

107 LinchpoBM3aLLMA IKOHOMUKIA: OT HEOKEMHCMAHCTBA A0 HNOKYEelHA
B 34paBOOXpaHeHNN

M.Jl. CumoHosa



DIGITAL LAW JOURNAL

AIMS AND SCOPE

The purpose of the Digital Law Journal is to provide a theoretical understanding of the laws that arise in Law and Economics
in the digital environment, as well as to create a platform for finding the most suitable version of their legal regulation. This
aim is especially vital for the Russian legal community, following the development of the digital economy in our country. The
rest of the world has faced the same challenge, more or less successfully; an extensive practice of digital economy regulation
has been developed, which provides good material for conducting comparative research on this issue. Theoretically, “Digital
Law” is based on “Internet Law", formed in English-language scientific literature, which a number of researchers consider as
a separate branch of Law.

The journal establishes the following objectives:

Publication of research in the field of digital law and digital economy in order to intensify international scientific interac-
tion and cooperation within the scientific community of experts.

Meeting the information needs of professional specialists, government officials, representatives of public associations,
and other citizens and organizations; this concerns assessment (scientific and legal) of modern approaches to the legal
regulation of the digital economy.

Dissemination of the achievements of current legal and economic science, and the improvement of professional rela-

tionships and scientific cooperative interaction between researchers and research groups in both Russia and foreign
countries.

The journal publishes manuscripts in the following fields of developments and challenges facing legal regulation of the digital
economy:

1.

[

ol o

L

6.

™~

© @

10.

Legal provision of information security and the formation of a unified digital environment of trust (identification of sub-
jects in the digital space, legally significant information exchange, etc.).

Regulatory support for electronic civil turnover; comprehensive legal research of data in the context of digital technology
development, including personal data, public data, and “Big Data”".

Legal support for data collection, storage, and processing.

Regulatory support for the introduction and use of innovative technologies in the financial market (cryptocurrencies,
blockchain, etc.).

Regulatory incentives for the improvement of the digital economy; legal regulation of contractual relations arising in con-
nection with the development of digital technologies; network contracts (smart contracts); legal regulation of E-Commerce.
The formation of legal conditions in the field of legal proceedings and notaries according to the development of the digital
economy.

Legal provision of digital interaction between the private sector and the state; a definition of the “digital objects” of
taxation and legal regime development for the taxation of business activities in the field of digital technologies; a digital
budget; a comprehensive study of the legal conditions for using the results of intellectual activity in the digital economy;
and digital economy and antitrust regulation.

Legal regulation of the digital economy in the context of integration processes.

. Comprehensive research of legal and ethical aspects related to the development and application of artificial intelligence

and robotics systems.

Changing approaches to training and retraining of legal personnel in the context of digital technology development; new
requirements for the skills of lawyers.

The subject of the journal corresponds to the group of specialties Legal Sciences 5.1.0. and Economic Sciences 5.2.0. according
to the HAC nomenclature.

The journal publishes manuscripts in Russian and English.

FOUNDER, PUBLISHER:

Maxim I. Inozemtsev
76, ave. Vernadsky, Moscow, Russia, 119454



EDITOR-IN-CHIEF:

Maxim . Inozemtsev, Ph.D. in Law, Associate Professor, Department of Private International and Civil Law, Head of Disser-
tation Council Department of MGIMO-University, inozemtsev@digitallawjournal.org

76, ave. Vernadsky, Moscow, Russia, 119454

EDITORIAL BOARD

Alice Guerra — Ph.D. in Law and Economics, Associate Pro-
fessor, Department of Economics, University of Bologna, Bo-
logna, Italy

Max Gutbrod — Dr. jur,, Independent Scientist, Former Partner
and Managing Partner of Baker McKenzie, Moscow, Russia
Steffen Hindelang — Ph.D. in Law, Department of Law, Uni-
versity of Southern Denmark (University of Siddan), Odense,
Denmark

Junzo lida — Ph.D., Dean of the Graduate School of Law, Soka
University, Tokyo, Japan

Julia A. Kovalchuk — Dr. Sci. in Economics, Professor of the
Department of Energy Service and Energy Supply Manage-
ment, Moscow Aviation Institute, Moscow, Russia

Natalia V. Kozlova — Dr. Sci. in Law, Professor, Professor of
the Department of Civil Law, Lomonosov Moscow State Uni-
versity, Moscow, Russia

Danijela Lalic — Ph.D. in Technical Sciences, Associate Pro-
fessor, Faculty of Industrial Engineering and Management,
Novi Sad University, Novi Sad, Serbia

Clara Neppel — Ph.D. in Computer Science, Master in
Intellectual Property Law and Management, Senior

Director of the IEEE European Business Operations, Vi-
enna, Austria

Lyudmila A. Novoselova — Dr. Sci. in Law, Professor, Head of
the Department of Intellectual Rights, Kutafin Moscow State
Law University (MSAL), Moscow, Russia

Vladimir S. Osipov — Dr. Sci. in Economics, Ph.D. in Econom-
ics, Associate Professor, Professor of the Asset Management
Department, Moscow State Institute of International Rela-
tions (MGIMO-University), Moscow, Russia

Francesco Parisi — Ph.D. in Law, Professor, Department of
Law, University of Minnesota, Minneapolis, the USA

Vladimir A. Plotnikov — Dr. Sci. in Economics, Professor, St.
Petersburg State University of Economics, St. Petersburg, Russia
Bo Qin — Ph.D., Professor, Head of the Department of ur-
ban planning and management, Renmin University of China,
Beijing, China

Elina L. Sidorenko — Dr. Sci. in Law, Professor of the Depart-
ment of Criminal Law, Criminal Procedure and Criminalistics,
Director of the Center for Digital Economics and Financial In-
novations, Moscow State Institute of International Relations
(MGIMO-University), Moscow, Russia

The journal has been published since 2020

I Ne {C 77-76948 of 9 Oct. 2019 (Roskomnadzor)

Content is distributed under Creative Commons Attribution 4.0 License

76, ave. Vernadsky, Moscow, Russia, 119454, +7 (495) 229-41-78,

Founded:

Frequency: 4 issues per year

DOI Prefix: 10.38044

ISSN online: 2686-9136

Mass Media Registration

Certificate:

Distribution:

Editorial Office: digitallawjornal.org,
dj@digitallawjournal.org

Published online: 31 Dec. 2022

Copyright: © Digital Law Journal, 2022

Price: Free

REGION

GROUP OF COMPANIES

With support of REGION Group of Companies


mailto:inozemtsev@digitallawjournal.org
https://www.digitallawjournal.org/jour/pages/view/guerra
https://www.digitallawjournal.org/jour/pages/view/gutbrod
https://www.digitallawjournal.org/jour/pages/view/hindelang
https://www.digitallawjournal.org/jour/pages/view/iida
https://www.digitallawjournal.org/jour/pages/view/kovalchuk
https://www.digitallawjournal.org/jour/pages/view/kozlova
https://www.digitallawjournal.org/jour/pages/view/claraneppel
https://www.digitallawjournal.org/jour/pages/view/novoselova
http://digitallawjornal.org
mailto:dlj@digitallawjournal.org

LLNOPOBOE NPABO
LIEJTU U 3A1AYM

Llenb 3neKTPOHHOrO XypHana «Llndposoe npaso» (Digital Law Journal) — co3panne AMCKYCCMOHHOM NNOWAAKM ANA OCMbIC-
NIeHUA B HAYYHO-NPAKTUYECKOI NNOCKOCTH Nieranu3auum uupoBbIX TEXHONOTMIA, 0COBEHHOCTEI 1 NEPCNEKTUB X BHEAPEHUS
B HOpMaTUBHO-NpaBoBOe nofe. 0CO6EHHO OCTPO 3Ta 3ajaua CTOUT Neped POCCUICKUM COOGLLECTBOM NPABOBEOB B CBS3M
C pa3BuTHEM LUdPOBOI IKOHOMUKM B Hawen cTpaHe. C 3TOM e 3afauelt CTanKMBAETCA M OCTaNbHOI MUP, pewas eé 6onee
UM MeHee ycnewHo. B mupe chopmmpoBanach 06WwMpHan NPaKTUKa HOPMATUBHOTO PErynMpPoBaHUs LMGPOBOI IKOHOMUKM,
OHa €T XOpowWNi MaTepuan Ana NPOBEAEHUs CPABHUTENbHbIX UCCNEAOBAHNA NO 3TOM Npo6nematuke. B Teopetuyeckom
nnaHe uudposoe NpaBo onupaetcs Ha CHOPMMPOBABLIEECA B AHIMOA3bIYHON HAYUYHON NTUTEPATYpe aKaJeMUueckoe Hanpas-
NEeHNe KNHTEPHET-NPaBO», KOTOPOE PAA UCCNefoBaTeNel PacCMATPUBALOT Kak OTAEMbHYH 0TPAC/b NpaBa.

3aayamu xypHana aBnswTCS:
= [y6nukauus uccnegosaHmii B 06nactv LMpoBoro npasa 1 LuGpoBoi IKOHOMUKM C LIENbI0 HTEHCUDUKALMN MEXAYHA-
POAHOIO HAYYHOrO B3aMMOLEICTBUS U COTPYAHUYECTBA B PaMKax HAy4HOr0 COOBLLECTBA IKCNEPTOB.
= YnoBneTBOpeHne MH(OPMALMOHHBIX NOTPEOHOCTEN CNEeLManucToB-NPodeccuoHanos, LOMKHOCTHBIX UL, OPraHOB rocy-
[ApCTBEHHOI BNACTY, NPeACTaBUTENeid 06LLECTBEHHbIX 0O BEAMHEHNN, MHbIX FPXAAH U OpraHM3aLMil B HAy4HO-NPaBO-
BOIA OLIEHKe COBPEMEHHBIX MOAXOA0B K NPAaBOBOMY PErynMpoBaHuio LUGPOBOK IKOHOMUKI.
= PacnpocTpaHeHne JOCTUXEHWA aKTyanbHOW HPURNYECKOM W IKOHOMUUECKOW MbICAW, Pa3BUTUE NPOdECcCMOHANbHBIX
CBSI3eM W HAYYHOTO KOONEPaTUBHOMO B3AUMOAENCTBUA MEXAY UCCNeA0BaTeNSMI U UCCIeA0BATENbCKUMM Fpynnamm Poc-
CUM 1 33pYBEXHDIX rOCyAAPCTB.
B ypHane ny6nukyloTca pyKonucu no CnefyiowMm HanpaBneHuAM pa3BuTus v 3afayam, CTOSLMUM nepes HOPMaTUBHBIM pe-
rynupoBaHnem LuchpoBOM IKOHOMUKIA.

1. HopmarnBHoe o6ecneueHmne MHOPMALMOHHOI 6e30MacHOCTH, (hOpMMPOBAHME eANHOI LMdPOBOIE Cpeabl AoBepus (MaeH-
TUMKaums Cy6beKTOB B LM(POBOM NPOCTPAHCTBE, OBMEH OPUANUECKI 3HAUNMOI MHGOPMALMEN MEXAY HAMM U T. A.).
HopmatusHoe obecneueHne 3neKTPOHHOMO rPawAaHCKoro 060poTa; KOMMNEKCHbIE NPaBOBbIe MCCNef0BaHNsA 060poTa
LaHHBIX B YCNOBUSAX Pa3BUTUA LMGPOBLIX TEXHONOMNI, B TOM YNCNe NEPCOHANbHBIX AAHHbIX, 0BLWEAOCTYNHBIX AAHHbIX,
Big Data.

HopmaTusHoe obecneyeHne ycnoBui Ans copa, XxpaHeHns U 06paboTkM AHHBIX.

HopmarueHoe o6ecrneyeHine BHEAPEHUS U UCMOJb30BAHNSA NHHOBALMOHHDIX TEXHOMOTMIA HA (DUHAHCOBOM pbiHKe (Kpun-

TOBAIIOThI, GNOKYENH 1 Ap.).

HopmaTuBHOe CTUMYNMUPOBaHWe Pa3BuTUS LUGPOBOI IKOHOMMKM; NPABOBOE PErynMpoBaHue fOrOBOPHBIX OTHOLEHWIA,

BO3HUKAIOWYX B CBA3M C Pa3BUTUEM LMDPOBLIX TEXHONOTMIA. CeTeBble AOTOBOPbI (CMAPT-KOHTPaKTLI). MpaBoBoe perynu-

POBaHUe 3NeKTPOHHON TOProBNN.

. DopmupoBaHMe NPaBoBbIX YCNOBUN B Chepe CyAO0NPOU3BOACTBA M HOTApMaTa B CBA3N C Pa3BUTIEM LUGPOBON IKOHOMUKM.

O6ecneyeHne HOPMATUBHOTO PerynupoBaHns LUGPOBOro B3aNMOAENCTBUA NPeANPUHUMATENbCKOTO CO0BLLECTBA 1 To-

CyAapcTea; onpepenexne «uugpoBbix 06HEKTOB» HANOTOB U pa3paboTka NPaBOBOMO PeXUMa Hanoroo6oKeHUs npea-

NPUHUMATENbCKON AEATENbHOCTU B chepe LUMdpOoBbIX TexHONOrMIA. LIGpoBOI BIOAKET; KOMNIEKCHOE MCCNefoBaHue

NPaBOBbIX YCNOBUI UCMONb30BAHNA PE3YNbLTATOB MHTENNEKTYaNnbHON AEATENbHOCTI B YCNOBUAX LUGPOBOI IKOHOMUKY.

LincdpoBas IKOHOMUKA 1 AHTUMOHOMOMbHOE PerynupoBaHue.

HopmaTuBHOe perynupoBaHue LndpoBoil IKOHOMUKOI B KOHTEKCTE MHTETPALMOHHBIX NPOLECCOB.

KomnnekcHble MccnefoBaHNs NpaBoBbIX 1 3TUYECKNX aCMEeKTOB, CBA3AHHDBIX C Pa3paboTKoN 1 NPUMEHEHMEM CUCTEM CKYC-

CTBEHHOTO WHTENNEKTA U POHOTOTEXHUKM.

10. i3meHeHne NOAXOA0B K NOAFOTOBKE M NEPEnoAroToBKe PUANYECKNX KafPOB B YCIOBUSAX Pa3BUTUA LNGPOBbIX TEXHONO-
ruit. HoBble Tpe60BaHMA K HaBbIKaM M KBanuuKaLmum 1opucTos.

TemaTika )XypHana COOTBETCTBYET rpynne cneumanbHoctein «lOpuanueckne Hayku» 51.0 U «IKOHOMUYECKME HAYKMY

5.2.0 no HomeHknatype BAK.

B ypHane ny6nukyloTcs pyKonucu Ha pycckoMm 1 aHMMACKOM SI3bIKaX.
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ESSAYS Q:c)

VIDEO GAME MODDING IN THE USS.
INTELLECTUAL PROPERTY LAW:
CONTROVERSIAL ISSUES AND GAPS

Christie A. Lee

University of California
200 McAllister St., San Francisco, California, United States of America,
CA 94102

Abstract

This essay’s purpose is to illustrate a broad understanding of legal issues and gaps in U.S. law regarding video

game modifications. Digital entertainment technology develops so quickly that often new technology does not
fit precisely into current law and statutes. Two different approaches to video game modification are explored

pertinent to companies’ different attitudes toward modification by third parties and end-users. These two ap-
proaches include companies that encourage third party modifications, and companies that want to deter against
third party modifications. Then, issues and risks of modification are explored through potential breach of con-
tract, copyright infringement, and reverse engineering. The author analyzes the relevant court rulings on the

matter of distributing these risks. Besides there are different forms of affirmative defenses such as fair use in

the U.S case law which are also discussed in the article. Finally, gaps in the law and ownership issues regarding

modifications are shown in the cases involving Blizzard Entertainment Inc. This essay is meant to illuminate the

dichotomy of laws and courts protecting the interests of copyright holders, giving them protection and incentive

to continue creating, versus anti-monopolistic rules, and providing the ultimate beneficiaries of video games

the right to modify them.

Keywords

intellectual property law, USA, IP, video game, modding, IP remedies, copyright infringement, license
agreement

Conflict of interest The author declares no conflict of interest.
Financial disclosure The study has no sponsorship.
For citation Lee, C. A. (2022). Video game modding in the U.S. intellectual property

law: Controversial issues and gaps. Digital Law Journal, 3(4), 8-31.
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KanudpopHuiickuii yHuBepcutet
CA 94102, CoepuHeHHble LUTtathl Amepukm, Kanudoprus,
CaH-@paHuucko, yn. MakAnnuctep, 200

AHHOTaUMA

Llenb AaHHOro 3cce — NPOUNAKCTPUPOBATH WNPOTY KOPUBNYECKNX BONPOCOB M npobenos B npase CLUA, ka-
carowmxca MO}ZII/Id)I/IKaLlI/II;I Bunaeounrp. Lll/ld)pOBble pa3BneKate/ibHbie TEXHONOTUK Pa3BUBAIOTCA TaK 6bICTp0,
UTO 3a4aCTyl0 OHW He YKNaAabiBalTCA B PAMKHU ,U,eﬁCTByIOLLI,eFO NpaBOBOro perynuposaHus. B cTaTbe aHa-
NU3NPYIOTCA ABa Pa3/InYyHbIX NOAX0Ad K MOAI/Id)VIKaLLI/II/I Bugeounrp, COOTBETCTBYHOLWNX PAa3HOMY OTHOLWIEHUIO
KOMI'IaHI/II7I K U3MEHEHNI0 UX NPOoAYKTa TPEeTbUMWU NULAMN U KOHEYHbIMWU Nnonb3oBaTendaMu: OT noowpeHna
[0 BO3JepXaHUA OT UCNONMb30BAHUA CTOPOHHUX MOp,I/ICI)I/IKaLI,I/IVI. npaBOBbIe ﬂp06HEMbI W PUCKK, CBA3AHHbIE
C MOp,VI(bI/IKaLIMEI;I Buaeounrp, nuccneayotTca B HECKONMbKMX MTOCKOCTAX: C TOUKKU 3peHnA NOTEHLNANbHOIO Ha-
pyleHNa foroBopHoro o6a3atensctea (breach of contract), c No3uumMmn HapyweHus aBTOPCKNX NPae i B CBA-
31 ¢ pa3paboTKoil NPOrPaMMHOr0 06eCneyeHust Ha 0CHOBE KOMMPOBAHMA TEXHONOTUN, NeXallleil B OCHOBE
Buaeourpbl (reverse engineering). ABTOp paccmaTpuBaet cyae6Hble peweHus No BOMPOCY pacnpeaeneHus
[aHHbIX PUCKOB MeXay CTOpOHamu. Takxe dHanu3npyTca peweHna, BbIHeCEHHbIMKU B NOMb3Yy KOHEUHbIX
nonb3oBareneil, B YaCTHOCTM Ha OCHOBE JOKTPUHbI 06POCOBECTHOrO UCNONb30BaHuA (fair use). HakoHell,
aBTOPOM NPOAEMOHCTPUPOBAHDI npo6enb| B WUHTENNEeKTyanbHOM npase CLUA Ha npumepe aen, B KOTOPbIX
OfiHOW U3 CTOPOH BbICTYNaeT KomnaHusa Blizzard Entertainment Inc. ABTOp [EMOHCTPUPYET CYLLECTBYIOLLYIO
8 CLUA nBOCTBEHHOCTb NOAXOAA K 3aL4MTe MPaAB Ha MPOAYKTbI MTPOBOI MHAYCTPUN: C OAHOWM CTOPOHBI, NpU-
OpuUTET 0TAAETCA OXpaHe UHTepeCcoB npa3006nanaTene|7| N UX CTUMYNOB AnA NPoAO/IKEeHNA CO3AaHNA HOBbIX
Bunaeourp, a € npyroﬁ CTOPOHDI, npeanouTeHnem nonb3yeTca UHTEpeC KOHEYHbIX 6EHECDMLLI/Ia|.')OB, yTo paet
NnpaBo N0/b30BaTE/IAM U3MEHATb UTPY COrNACHO CBOUM npeanouTeHNAM W BbiCTynaTb MPOTUB MOHONONMN3Ma
KOMMNaHNi-pa3paboTUMKoB.

Knioyesble cnosa
NPaBo WHTENNEKTYaNnbHoN co6cTBeHHOCTM, CLUA, IP, Bugeourpbl, MOguQUKaLms, CpeacTBa 3alluTbl MHTENNEKTY-
d/lbHbIX npaB, HapymeHme aBTOpCKVIX npaB, NNLEH3NOHHbIe cornalleHunsa

KoHdpnukT untepecos ABTOp €0061La€eT 06 OTCYTCTBUM KOH(NMKTA NHTEPECOB.

(MuHaHcupoBanne liccnenoBanme He MMeeT CIOHCOPCKOI MOAAEPKKM.



Digital Law Journal. Vol. 3, No. &, 2022, p. 8-31
Christie A. Lee / Video Game Modding in the U.S. Intellectual Property Law: Controversial Issues

AAnga uuTnpoBaHua Nu, K. A. (2022). Mpo6nembl MOAMQUKALIAN BUAEONTD B NPABE UHTENNEKTYaNbHOM

Moctynuna: 03.06.2022, npuHsTa B nevatb: 03:10.2022, onyb6nukosaHa: 31.12.2022

Introduction

This essay begins with a legal definition of video game modification, as well as a brief overview of
the copyright statute, (Copyright Act 1976, U.S.C. 17), which is the overarching law that presides over
this area.

Then the examples of video game modifications and their creators are considered. Videogame
modifications can be aesthetic, for example the change in the way something looks in a game. They
can be functional, such as minor fixes utilized to make a game run properly or more smoothly. Finally,
they can involve changing a game so completely that it is unrecognizable from the original. Usually,
those who modify a game are owners of intellectual property or a third-party end user.

After that we provide introduction to the End-User License Agreements and Terms of Use that
frequently are provided with video games and establish brief rules on copyright holders’ desire
or lack thereof for their intellectual property to be modified. Two different approaches to video
game modification are explored, pertinent to companies’ different attitudes toward modification
by third parties and end users. The first is adopted by companies that encourage modification.
This is demonstrated by terms in their EULA or Terms and Conditions. Some companies, such as
Bethesda, also offer opportunities and incentives for third parties to modify their intellectual
property. The second is taken by companies that want to discourage modifying, such as Nintendo,
which illustrates this through aggressive litigation, strict EULAs, and Terms and Conditions cover-
ing their property.

Furthermore, issues and risks with respect to modifying are explored through potential breach of
contract, copyright infringement, and reverse engineering. Breach of contract may arise when terms
of the copyright holder's EULA or Terms of Use are violated. An example of breach of contract and its
remedy is discussed in the case of iRacing.com Motorsport Simulations, L.L.C. v. Robinson, Micro Star
v. FormGen Inc., where a third-party user violated the copyright holder’s EULA and the court awarded
only nominal damages. Copyright infringement will be implicated where the end user has exceeded
the scope of their license, and exercises an exclusive right reserved for the copyright owner, as
was in the case Micro Star v. FormGen Inc., where the court held that a third party infringed upon
the copyright holder’s intellectual property by selling and distributing a modification without per-
mission. Reverse engineering is a process which may involve a copyrighted item being dismantled
and used to create a new product. Reverse engineering can be useful, as well as harmful. Blizzard
Entertainment, Inc. v. Reeves illustrates how reverse engineering may be used as a vehicle for copy-
right infringement.

The defense of fair use is analyzed in counterexamples to iRacing.com Motorsport Simulations,
L.L.C., Micro Star and Blizzard Entertainment, Inc., where the court essentially found in favor of the
modifiers. These include the cases of Sony Computer Entertainment Inc. v. Connectix Corp., and Sega
Enterprises Ltd. v. Accolade, Inc., where the modifiers successfully pleaded fair use in their reverse
engineering of a copyright protected product, and Nintendo of America, Inc. v. Lewis Galoob Toys, Inc.,
where the court found all the factors of fair use weighed in favor of the modifier.
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Finally, gaps in the law are shown in the cases of MDY Industries, L.L.C. v. Blizzard Entertainment
Inc., where a prohibition on cheating predated the use of bots that gave players unfair advantages,
and the case of DoTA, where open-source code led to the copyright holder, Blizzard, losing their
intellectual property rights to their competitor, Valve.

When considering the legal ramifications of video game modding, numerous balancing inter-
ests between copyright holders and end users or third-party modifiers must be taken into account.
On the one hand, it is the right of copyright holders to protect their intellectual property and
determine how much of their work they are willing to license out, or whether they are willing to
license it out at all. On the other, third-party end users may want to customize games to best ben-
efit from the creation or want to reverse engineer them in order to make something entirely new.
In addition to accommodating these two interests, as technology rapidly develops sometimes, it
is difficult for the law to provide the most equitable remedy when technology faces new unantic-
ipated challenges.

Legal Concept of Video Game Modding
What Are Video Game Modifications

There are different ways to define video game modification. The 9*" Circuit in Nintendo v. Galoob
refers to video game modification as being a derivative work that exists in permanent or concrete
form.! Under 17 U.S.C. § 101, a derivative work is a “A copyrightable creation that is based on
a preexisting product; a translation, musical arrangement, fictionalization, motion-picture ver-
sion, abridgment, or any other recast or adapted form of an original work. Only the holder of
the copyright of the original form can produce or permit someone else to produce a derivative
work.” According to an article by Lindstrom (2020), video game modifications “[i]n the video game
industry, is ‘the act of changing a game, usually through computer programming, with software
tools that are not part of the game. To elaborate on this definition, in an article by Wallace (2019),

“Modding is the process of altering, adding to, or deleting video game code to change the way that

a particular game is played.”

What Law Governs Mods

The most pertinent statutes regarding video game modifications fall under the copyright statute,
U.S.C. Title 17 Copyrights. Categories of protected works fall under 17 U.S.C. § 102 Subject matter of
copyright. There is no video game specific statute, and thus different aspects of a video game are
covered by different parts of the law. The program code of a video game is protectable as a literary
work under 17 U.S.C. § 102 (1) literary works.? A video game's image data is protectable as a pictorial,
graphic, and sculptural work under 17 U.S.C. § 102 (5).* The sounds of a video game are protectable
under 17 U.S.C. § 102 (7) sound recordings, and the gameplay as experienced by a player is potentially
protectable under 17 U.S.C. § 102 (6) Motion pictures and other audiovisual works.’ Once a game has
been developed and copyright protected, the video game modification, or derivative work, that ends

T Lewis Galoob Toys, Inc. v. Nintendo of America, Inc., 780 F.Supp. 1283 (N.D.Cal.1991).
2 Garner, B. A. (2019). Derivative work. In Black’s Law Dictionary. (11th ed.).

3 17US.CA. § 102 (West).
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up getting litigated will likely implicate copyright infringement, because in video game modification
suits, the modifier is usually a third-party user who is creating a derivative work of copyrighted sub-
ject matter without a license from the owner.

Examples of Modifications

Both the copyright holder and third parties can create modifications. There are many different
uses and purposes of video game modifications. This can range from “minor bug fixes, to complete
overhauls rendering the underlying game all but unrecognizable.” (Lindstrom, 2020). On one end of
the spectrum, a video game modification can be something minor, such as a developer manually
rewriting a part of the game’s source code to fix an issue. (Allamanis et al., 2021). An example of a
minor modification is a bug fix, such as New World's 1.3.2 Patch Update. In the update, the copyright
owners corrected a small issue within the game “where the same player could be listed multiple
times on [a]... roster list."

Other modifications can be simple aesthetic changes that players want to see in a game. Another
example is the number of different types of modifications available for Electronic Arts’ game, The
Sims4. The Sims4 is a “simulation game that gives you the power to create and control people,” like a
virtual dollhouse.” Modifications available for The Sims4 range from offering different heights, grow-
ing an automatic beard, to different types of furniture not offered in the base game.? The popular
game Minecraft also has a large modding community and offers numerous aesthetic changes. Some
examples include offering items for interior decorating such as different types of tables and chairs
not available in the base game (https://www.minecraftmods.com/). Other functional modifications
available to download include the ability to tame wild animals and adding a hygiene bar for your
player to make identifying their needs easier.

On the other end of the spectrum of video game modifications, an original work can be
changed so much that the final product is nearly unrecognizable from its original form. An ex-
ample of this is the game Defense of The Ancients (DoTA). A third-party end user created DoTA
as a modification derived from the game Warcraft IIl's map editor and became so successful it
eventually branched off into its own game.” Another example is the community that made the
Enderal: Forgotten Stories modification.® Enderal is a modification of a Bethesda game, Skyrim,
that was altered so extensively it became its own game with completely different characters,
settings, and storylines.

While it is the right of copyright holders to modify video games any way they want, issues
may emerge when third-party users create modifications. It is the right of the copyright owners
to determine how much of their software they are willing to license out to end users or whether
they are willing to license any of it out at all. The degree to which copyright holders are willing
to allow end users to alter their property is usually outlined in an End User License Agreement or
their Terms of Use.

¢ Amazon.com Services L.L.C. (2022, February 8). New World Update 1.3.2. https://www.newworld.com/en-us/news/articles/
new-world-update-1-3-2#ags-MediaPopup

©  Steam. (n.d.). Enderal: Forgotten Stories (Special Edition). Valve Corporation. Retrieved February 23, 2022, from
https://store.steampowered.com/app/976620/Enderal_Forgotten_Stories_Special_Edition/
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End User License Agreement and Terms of Use

“An End-User License Agreement (EULA), also known as ‘tear open, or ‘box top’ or ‘shrink-wrap’
license agreement is the document that purports to form a contract between the mass market
software developer and end-user.” (Lutten & Wilf, 2021). In addition to EULAs, video game compa-
nies will typically provide Terms of Use via click wrap agreements. Click wrap agreements “require
a user to consent to any terms or conditions by clicking on a dialogue box on a screen in order
to proceed with an internet transaction.” (Gans, Krause, & Speiser, 2022). EULAs and Terms of use
will generally include a variation of a license grant, prohibition against disassembly, prohibition
against resale or renting, choice of forum and law/binding arbitration, and, at the end, an agree-
ment for the consumer who uses the software to agree to the terms outlined (Gans, Krause, &
Speiser, 2022).

In EULAs and Terms of Use agreements, companies will outline provisions that address how much
of their software they are licensing to the end user. These include provisions stipulating whether or
not user generated content is permissible, whether sharing is acceptable, whether user generated
content and sharing can be done for a fee, or cannot be done freely, and some companies offer to
provide that editing tools and forums for creation and content sharing. Other companies may ex-
pressly forbid any type of user generated content and sharing.

Companies That Encourage Modding

Some video game companies encourage modifications by providing provisions in their Terms
of Use and/or EULA as well as copyright owner generated tools to create third-party end-user
generated content. Bethesda’s EULA specifically addresses video game modifications in its terms
of service:

The term “Game Mod"” means downloadable, user-generated Content developed or created
by You or a third party using an Editor Tool (as defined below). In certain cases, as deter-
mined by ZeniMax, Game Mods may be made available to other users of a Service or a Game
and in such cases, such other users may download the Game Mods from ZeniMax or third
parties and use such Game Mods in connection with playing a Game or receiving a Service
from ZeniMax."

According to Bethesda’s EULA, ZeniMax, the copyright owner, provides editing tools for end users
to create their own user generated content, and allows for those third-party modifications to be

“made available to other users,” thus facilitating creation and sharing?

Apart from its EULA, Bethesda also offers opportunities for video game modifiers to share and
get paid for their creations for certain games, through its Creation Club. Creation Club’s website
states, “Creation Club is a collection of all-new content for both Fallout 4 and Skyrim. It features
new items, abilities, Bethesda Games Studios created gameplay, and outside development partners
including the best community creators. Creation Club content is fully curated and compatible with
the main game and official add-ons.”® Skyrim, in particular, has over 45,000 mods available on the
Nexusmods sharing platform. According to an article from Geforce, Skyrim is one of the most mod-

" Zenimax Media Company. (2021, December 13). Bethesda Terms of Service. Bethesda Softworks L.L.C.. Retrieved February
23,2022, from https://bethesda.net/en/document/terms-of-service

”od.

B Bethesda. (n.d.). Creation Club. Bethesda Softworks L.L.C.. Retrieved February 23, 2022, from https://creationclub.
bethesda.net/en
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ded games, and this contributes to its continual market success despite it being released several
years ago. Bethesda encourages and facilitates modifications created by end users, by offering
incentives, offering sharing platforms, and giving third-party end users the opportunity to work with
the owners to create and share content.

Like Bethesda, Electronic Arts also addresses and encourages third-party end-user generated
modifications by providing provisions addressing user generated content. This shows that Electronic
Arts anticipates third-party end-user modification creation and sharing. Their user generated con-
tent provision states:

When you contribute UGC, you grant to EA, its licensors and licensees... sublicensable license
to use, host, store, reproduce, modify, create derivative works, publicly perform, publicly
display or otherwise transmit and communicate the UGC... You also grant to all other users
who can access and use your UGC on an EA Service the right to use, copy, modify, display,
perform, create derivative works from, and otherwise communicate and distribute your UGC
on or through the relevant EA Service...”

Electronic Arts further encourages third party end user created modifications by making it easy for
users of certain games to share and download modifications. For example, Electronic Arts offers this for
their game, The Sims 4. In Maxis Policy on Mods, Electronic Arts “strives to support the creativity of our
community. We know that, for many of you, Mods are an important part of your game experience. For
that reason, [Electronic Arts] support a framework in The Sims 4 that makes it easier for [players and
end users] to install and use Mods."® Like Bethesda, Electronic Arts encourages third party end user
generated content, and offers tools that make it easy to share content with other players.

Bethesda’s and Electronic Arts’ policies illustrate that there is an approach where some copyright
owners encourage modification creation and sharing. In addition to Bethesda and Electronic Arts’
approaches to modification, other companies encourage modifying by offering mod competitions.
Modding competitions invite third-party end users to share their creativity for a monetary prize.
An example of this was Nvidia's ‘Make Something Unreal Competition 2004, which was conducted
in association with Epic Games and Atari. For the competition, third-party developers were invited
to submit modifications intended to be played in an ‘Unreal Tournament’ for a prize of $1,000,000."
The best modifications were made available for third parties and end users to download from Epic
Games' website and were compatible with gameplay. In addition to the prize fund, the sponsors
also offered the winner the opportunity to work with Epic Games developers or create a commercial
version of the modification and publish it as a separate independent entity.®

Discouraging Modding

In contrast to companies that offer tools, encourage modifying communities, and create competi-
tions, at the other end of the modification spectrum, there are some companies that expressly limit

% Epic Games. (n.d.).

14 ESSAYS


https://www.nvidia.com/en-us/geforce/news/history-of-pc-game-mods/
https://www.nvidia.com/en-us/geforce/news/history-of-pc-game-mods/
https://tos.ea.com/legalapp/WEBTERMS/US/en/PC/#section10
https://tos.ea.com/legalapp/WEBTERMS/US/en/PC/#section10
https://docs.unrealengine.com/udk/Two/MakeSomethingUnreal.html#FAQ
https://docs.unrealengine.com/udk/Two/MakeSomethingUnreal.html#FAQ

Liuchposoe npaso. Tom 3, N2 4, 2022, c. 8-31
K.A. lu [ Npo6nembl MoAMUKALN BUAEOUTP B NPaBe MHTENNEKTYaNbHOI co6CcTBeHHOCTHM CLUA

third-party modification, creation, and sharing. According to an article by Wilson Sonsini Goodrich
& Rosati, a legal technology firm, video game copyright owners take different approaches to encour-
aging or discouraging third-party modifications® On the encouraging end of the spectrum, com-
panies like Bethesda offer tools and opportunities for third parties to work with copyright owners,
in addition to the possibility of being compensated for their creations. In contrast to Bethesda's,
Electronic Arts), and Nvidia's policies on video game modification by end users and third parties,
which encourage and facilitate the creation and sharing of modifications, there are companies that
discourage third-party end-user generated content sharing. For example, Nintendo Switch’s current
EULA discourages modification and reverse engineering by explicitly stating, “(4) You may not copy,
duplicate, publish, transmit publicly, lease, modify or reverse engineer the Software. (5) You may not
illegally modify this Nintendo video game system itself, its peripheral equipment or the Software, or
may not use any peripheral equipment of this Nintendo video game system or any software which
are not authorized by Nintendo.”? As illustrated, Nintendo Switch’s EULA prohibits end users from
modifying or reverse engineering their software. In contrast to Bethesda’s, Nintendo’s EULA also
lacks a provision addressing user-generated content and sharing, further positing that Nintendo
discourages third-party end-user modification and sharing.

In Wilson Sonsini Goodrich & Rosati's article on video game modification, is described as a com-
pany with a “No Modding Approach,” which is “famous for taking aggressive action to defend its in-
tellectual property rights” by sending cease and desist letters to modifiers.” Nintendo has even shut
down largely popular gaming tournaments. In 2020, Nintendo sent the producer of the large Super
Smash Brother's Online Tournament, BigHouse, a cease-and-desist letter, and BigHouse cancelled
the tournament in response. Nintendo stated that the online tournament would require the use of
an unauthorized modifications to play online and insisted that it had no choice but to protect its
intellectual property rights.2 The modification was likely required because Super Smash Brothers
Melee is not playable online. However, this cancellation supports Wilson Sonsini Goodrich & Rosati’s
statement that Nintendo has a no modding approach toward game modification. This is evident be-
cause the tournament Nintendo essentially shut down brought Nintendo fans and users together to
play its game in a hugely anticipated tournament.

Additionally, in a modification article by Murty (2020), intellectual property lawyers opine that
Nintendo is aggressive in sending out cease-and-desist letters to such a degree that it may even face
a backlash.? In 2020, Nintendo sent a cease-and-desist letter to a charity being held for a streamer
who died by suicide.* As part of the charity event, custom JOY-CON controllers were being sold to
raise suicide awareness. Nintendo owns the intellectual property rights to JOY-CON controllers, and
the charity had modified the controllers by customizing their appearance. Nintendo sent a cease-
and-desist letter to the charity organizers, who could no longer sell the merchandise as a result.?

W Krosnicki, J, McKinney, S, & Shevall, A. (2020, July 20). Are gaming companies maddened by mods or embracing them?
ID Supra. https://www.jdsupra.com/legalnewsare-gaming-companies-maddened-by-mods-51053/#25

»  Nintendo. (n.d.). Nintendo Switch Support: End User License Agreement. Retrieved February 23, 2022, from
https://www.nintendo.com/sg/support/switch/eula/usage_policy.html

2 Krosnicki, . et al (2020).

2 Good, 0. S. (2020, November 19). Smash Bros. Tournament the Big House 10 canceled over Netcode. Polygon.

https://www.polygon.com/2020/11/19/21578200/ super-smash-bros-tournament-the-big-house-10-canceled-nintendo-c-d

% Murty, 2020.
5 d.

3CCE 15


https://smithhopen.com/2020/12/09/nintendo-faces-backlash-over-cease-desist-letters/
https://smithhopen.com/2020/12/09/nintendo-faces-backlash-over-cease-desist-letters/

Digital Law Journal. Vol. 3, No. &, 2022, p. 8-31
Christie A. Lee / Video Game Modding in the U.S. Intellectual Property Law: Controversial Issues

The author of the article concludes that, although Nintendo had the right to protect its intellectual

property Nintendo incurred a “huge PR backlash” by shutting down a charity, which may serve as
a cautionary tale about taking aggressive action against third-party end-user generated content.?

Issues and Risks with Modifying

Different companies’ attitudes towards video game modification are reflected in the provisions
included (or not included) in their EULAs and Terms of Use.”. Nintendo illustrates that unauthorized
alterations to protected works can result in modifiers receiving cease-and-desist letters from the
copyright holders. For companies that encourage modifying, such as Electronic Arts and Bethesda,
issues will emerge if end users exceed the scope of their limited license in using the copyright own-
er's software or violate the covenants and conditions in their terms.

Breach of Contract

Breach of contract may arise when a condition or term of a copyright holder’s EULA or Terms of
Use is violated. The terms in an agreement can either be covenants or conditions. When a copyright
holder grants a nonexclusive, limited license to end users to use their software, the contractual
terms that “limit a license’s scope are ‘conditions.”? “All other license terms are ‘covenants’ that are
actionable under contract law.”” Typically, the EULA or Terms of Use will state which jurisdiction’s
laws will apply in contractual disputes because contract law is governed by state law. The EULA and
Terms of Use can also state whether disputes will be arbitrated. Some provisions will expressly state
that end users must make their claims in small claims court and put limitations on recoverable
damages.*®

Damages for an end user’s breach of contract for violating the copyright owner’s EULA or Terms of
Use are generally minimal in comparison to the remedies available for copyright infringement claims.
Some notable differences are that in a copyright claim the prevailing party can seek attorney’s fees,
while in a breach of contract claim, each side normally bears the cost of attorney’s fees on their
own.” Additionally, contract damages can be minimal. Many video game’s Terms of Use limit the
amount of damages that are claimable.”? The amount recoverable may be how much the game cost,

% Murty, 2020.

Z The EULA and Terms of Use examples provided in this essay relative to Electronic Arts, Bethesda and Blizzard are U.S.
based companies. While Electronic Arts and Bethesda tend to follow a mod freely approach, Blizzard in comparison has
stricter guidelines. Additionally, in the example of Nintendo, a Japanese based company, it is hypothesized in Are Gaming
Companies Maddened by Mods or Embracing Them?, by Wilson Sonsini & Rosati, that Nintendo’s stricter approach to
modification is influenced by Japan’s approach to modding generally, as “[t]he Japanese government recently expanded
regulations under its Unfair Competition Prevention Law to make modding game save data and game consoles punishable
by up to five years in jail and up to $46,000 in fines.’

% MDY Indus., L.L.C. v. Blizzard Ent., Inc., 629 F.3d 928, 939 (9th Cir. 2010), as amended on denial of reh’g (Feb. 17, 2011), opinion
amended and superseded on denial of reh’g, No. 09-15932, 2011 WL 538748 (9th Cir. Feb. 17, 2011).

2 |d.

% Ellison, S. ). (2022, February 2). Can I sue a video game creator or company? https://www.findlaw.com/consumer/
consumer-transactions/can-i-sue-a-video-game-creator-or-company-.html

2 Ellison, 2022.
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or “for an online game the amount you paid the previous year.”* An example of a limitation on recov-
ery was illustrated in iRacing.com Motorsport Simulations, L.L.C. v. Robinson. In the Massachusetts
District Court case, a third-party end user reverse engineered NASCAR 2003, a copyright protected
game, in violation of the copyright holder’s EULA, and the court only permitted nominal damages, or
one dollar ($1.00) for the breach.®

Another example of breach of contract remedies for violating a video game’s terms occurs when
a copyright owner’s software is used in excess. Some companies’ terms can include a clause for the
case of over deployment of property. This means that companies may anticipate their property being
used on only one computer at a time. When over deployment occurs, or software is used on mul-
tiple computers, the remedy for this breach of covenant is repayment of the amount of additional
licenses.®

Copyright Infringement

When an end user violates a condition of the copyright holder’s EULA or Terms of Use, copyright
infringement will be implicated if the end user has exceeded the scope of the license and has exer-
cised an exclusive right reserved for the copyright owner.* Video game modifiers potentially infringe
on the rights of copyright owners when they take a copyright protected original and make a deriva-
tive work from it. Under 17 U.5.C.§106, exclusive rights of copyright holders include reproducing the
work in copies, creating derivative works, distributing copies, and, in the case of literary, musical
and audiovisual works, displaying the work publicly.” Issues with respect to modifying emerge when
third-party end users take an original work, and make a derivative from it. This includes modifying
any part of the protected work, which encompasses virtually all modifications.

Micro Star v. FormGen Inc is an example of case where a copyright owner sued a third-party mod-
ifier because of user generated content.® In this case, a third-party modifier, Micro Star, compiled
300 user generated modifications, or additional player-created levels, of FormGen's Duke Nukem
video game, copied them onto a CD, and then sold it commercially as Nuke It.* The modifier also took
screen shots of images from the video game to decorate the packaging of the box that the compila-
tion was sold in. In finding in favor of FormGen, the court took into account that Micro Star had rep-
licated images from Duke Nukem gameplay on Nuke It's packaging without a license from FormGen
and commercially profited from distributing the work.*® Micro Star argued that it had not infringed
on FormGen’s copyright because FormGen gave end users a license to create and share their own
created levels of the game. The court ultimately granted FormGen a preliminary injunction against
Micro Star, requiring it to cease selling and distributing the modification. This ruling was based, in
part, on Form Gen’s license to end users, which allowed players to create and share their own levels,
but also stipulated that “any new levels the players create must be offered to others solely for free.”

3 Ellison, 2022.

% jRacing.com Motorsport Simulations, L.L.C. v. Robinson., (Mass. Dist. Ct. 2005) Case No. 1:05-cv-11639-NG.

% Fulmer, P. (2019, September 30). United States: Covenant or condition: When can a licensor sue its licensees for copyright
infringement? Mondag. https://www.mondag.com/unitedstates/licensing-syndication/849364/covenant-or-condition-

3% MDY Indus., L.L.C. v. Blizzard Ent., Inc., 629 F.3d 928, 939 (9th Cir. 2010).
¥ 17 U.S.C.§106 Exclusive rights in copyrighted works.
3 Micro Star v. FormGen Inc., 154 F.3d 1107 9* Cir.
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FormGen's approach to modding stands in contrast to Bethesda’s system and Nintendo'’s. While
Bethesda encourages and facilitates third-party generated modification, and Nintendo has an ag-
gressive no third-party modification approach, FormGen suggests an intermediate category: se-
lective enforcement. According to Wilson Sonsini Goodrich & Rosati’s article, this intermediate ap-
proach to modifying occurs when copyright owners selectively “come after certain modders such as
those mods designed to promote cheating or the insertion of inappropriate content.”? Expanding
on Wilson Sonsini Goodrich’s & Rosati's description of the type of modifiers copyright owners will
come after, this list should also include third-party modifiers that commercially profit while stealing
potential customers from the copyright owners. In the case of Microstar, FormGen provided third-
party end users with tools to be creative with their software and to create and share their own levels
of Duke Nukem. However, when Microstar compiled user generated content and sold it commercially,
the copyright owners chose to litigate. This illustrates an approach to third-party modifications,
where the copyright owners may license and facilitation third-party modifications, but also dem-
onstrates that, if modifiers’ activities pass a point where copyright owners consider that they have
overstepped the license, the copyright owner may choose to allege infringement.

Reverse Engineering

“Reverse engineering is the process [where] a copyrighted item is dismantled from the end prod-
uct and reformulated to create another product...” Reverse engineering can occur in several differ-
ent ways. With respect to the gaming industry, this can involve unauthorized copying of copyright
protected software onto a third party’s computer in order to understand it and/or modify it to create
a derivative work. When this occurs, copyright infringement may be implicated because copying is an
exclusive right reserved for the owner.

Blizzard is another company that encourages and facilitates third-party user generated modifica-
tions but has litigated against end users that have overstepped the license to modify. Blizzard allows
a degree of space for third-party end users to create modifications. For example, Blizzard offers a
Warcraft Il editor that allows third parties and end users to create their own maps for gameplay. “
According to the current EULA for Blizzard's BattleNet gaming platform, while Blizzard provides third
party modifiers and end users forums and editing tools to modify certain aspects of gameplay, it
expressly prohibits unauthorized creation of derivative works, such as copying, reproducing, trans-
lating, reverse engineering, deriving source code from, modifying, disassembling, or decompiling.*®
The fact that Blizzard offers editing tools suggests that the company supports modification to a
degree. However, their reservation of rights and provision against unauthorized derivative works
also suggests that Blizzard anticipates the possibility of modifiers overstepping their license to use
its software.

In the case of Blizzard Entertainment, Inc. v. Reeves, a third-party end user of World of Warcraft
reverse engineered part of World of Warcraft's software to create a modification that allowed users
to access World of Warcraft game servers and play without paying the required monthly subscription

@2 Krosnicki, J. et al (2020).
% Krosnicki, J, McKinney, S, & Shevall, A. (2020, July 20). Are gaming companies maddened by mods or embracing them?
JD Supra. https://www.jdsupra.com/legalnews/are-gaming-companies

% Blizzard Entertainment Inc. (n.d.). Blizzard end user license agreement. Retrieved March 1, 2022, from
https://www.blizzard.com/en-us/legal/fbatd00f-c7e4-4883-b8h9-1b4500a402ea/ blizzard-end-user-license-agreement
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fee, thus infringing on Blizzard's copyright.*® In this case, the third-party modifier, Reeves, reverse
engineered part of World of Warcraft code in order to create new servers that could access World
of Warcraft servers without paying the subscription fee that is required to log in. Reeves offered
other third parties access to her circumvention software on her website, scapegaming, in exchange
for donations, which ended up totaling $3,052,339.” Blizzard requested damages under the 17 U.S.C
§ 1201 DMCA anti-circumvention statute, alleging that Reeves had infringed on their copyright when
she offered the software through her website. Blizzard also claimed that, by copying and reverse
engineering their property without authorization, Reeves had violated Blizzard’s EULA and Terms of
Use, and was thus in breach of contract.

The court ended up awarding Blizzard Reeve's $3,052,339 in profit as compensation for copyright
infringement because Reeves had copied World of Warcraft's software to her own computer in or-
der to modify so that World of Warcraft servers could be accessed while circumventing Blizzard's
subscription fee. This constituted unauthorized copying, which is the exclusive right of copyright
owners. Blizzard lost its claim for $20,886,200 (52,500 per act of circumvention) for DMCA statutory
violations because Blizzard could not prove that the 104,431 payments to Reeves for using the scape-
gaming website represented acts of circumvention, as the transactions did not reflect “the number
of times that Plaintiff’s anti-piracy mechanisms have been by-passed or the number of times that
Defendant’s servers performed their infringing services for users... [Tlhe quantity of transactions
reflects the number of times people have paid money to Defendant — an act that is separate from a
user's act of accessing Defendant’s servers.™®

The case of Blizzard Entertainment Inc. illustrates why some copyright holders may choose to
expressly prohibit reverse engineering in their EULAs and Terms of Use. Reeves reverse engineering
World of Warcraft's software resulted in her taking away Blizzard's revenue by circumventing its sub-
scription fee. While this shows how reverse engineering can be a vehicle for copyright infringement,
there are also instances where courts may allow for reverse engineering, as well as defenses against
copyright infringement claims.

Defenses: Fair Use

Fair use is an affirmative defense against copyright infringement claims that involve unauthorized copy-
ing, modifying, or reverse engineering. In the case of Sony Computer Entertainment Inc. v. Connectix Corp.,
Connectix successfully pleaded fair use for its reverse engineering of Sony's PlayStation. Sony alleged
Connectix had infringed on its copyright by reverse engineering its copyright protected game console. This
involved altering the PlayStation’s input-output system BIOS in order to make PlayStation games playable
on personal computers.® In this case, Connectix engineers needed to copy Sony's input-output system
BIOS onto a computer and disassemble object code into source code to produce a modification that al-
lowed PlayStation games to be played on personal computers. Despite copying being an infringement of
the copyright holder's exclusive rights, the court found that Connectix’s copying was only an intermediary
step. The court reasoned that reverse engineering was necessary to reach unprotected functional ele-
ments in the PlayStation, and that none of the copyrightable elements appeared in the final modification.*

% Blizzard Ent., Inc. v. Reeves, No. CV 09-7621 SVW AJWX, 2010 WL 4054095, at 4 (C.D. Cal. Aug. 10, 2010).
@ Blizzard Ent., Inc. v. Reeves, No. CV097621SVWAJWX, 2010 WL 11508371, at 5 (C.D. Cal. July 22, 2010).

% d.

“  Sony Computer Ent., Inc. v. Connectix Corp., 203 F.3d 596, 601 (9" Cir. 2000).

50 d.

3CCE 19



Digital Law Journal. Vol. 3, No. &, 2022, p. 8-31
Christie A. Lee / Video Game Modding in the U.S. Intellectual Property Law: Controversial Issues

The Statute

The Fair Use statute is 17 U.S.C.A. § 1075 There are four factors that courts will use in analyzing
a claim. The first is (1) the purpose and character of the use, including whether such use is of a
commercial nature or is for nonprofit educational purposes. With regard to this factor, the court may
inquire as to whether the use of the derivative work is commercial in nature, and whether its use is
transformative in comparison to the original.? Typically, if the use is found to be noncommercial and
the new work found to be transformative, this will favor a finding of fair use. The second factor is (2)
the nature of the copyrighted work. With regard to this factor, courts may consider whether a work
is creative or factual, and whether the work is published or unpublished. The more creative a work
is, the more this favors fair use, and if the disputed work has already been published, this favors fair
use because the copyright owner has had the opportunity to profit commercially. The third factor (3)
involves the amount and substantiality of the portion used in relation to the copyrighted work as a
whole and depends on the case. A small portion of a copyrighted work can be unfair, while using a
substantial portion of a copyrighted work can favor fair use. The final factor (4) is the effect of the
use upon the potential market for or value of the copyrighted work. When considering this factor,
the harm done to the copyright protected work’s market will be analyzed.® If the harm is great and
results in lost profits, diverted sales, or lost licensing revenue for the copyright owner, this will dis-
favor a finding of fair use. Of the four factors, no single factor is dispositive to finding fair use, and
the Supreme Court has cautioned that it should be applied on a case-by-case basis.”

In a case similar to that of Sony Computer Entertainment, Inc., Sega Enterprises Ltd. v. Accolade,
Inc. involved reverse engineering. In this proceeding, the court analyzed Accolade’s derivative work
using fair use analysis and “concluded that where disassembly is the only way to gain access to the
ideas and functional elements embodied in a copyrighted computer program and where there is a le-
gitimate reason for seeking such access, disassembly is a fair use of the copyrighted work, as a matter
of law.” In this case, Accolade reverse engineered Sega’s gaming console, Genesis, in order to create
video games that were compatible with Sega's console. Just like Sony Computer Entertainment, Inc.,
Sega alleged copyright infringement for the unauthorized copying of Genesis’ code, as Accolade had
saved Sony's files on multiple computers in order to disassemble it. The court found that Accolade
had met the requirements for fair use, despite the “intermediate copying done... [falling] squarely
within the category of” acts prohibited by the copyright statute.

With respect to the first factor, which involves character and purpose, the court found that
Accolade’s direct purpose “was... to study the functional requirements for Genesis compatibility so
that it could modify existing games and make them usable with the Genesis console. Moreover...no
other method of studying those requirements was available to Accolade...[additionally,] Accolade
copied Sega's code for a legitimate, essentially non-exploitative purpose, and that the commercial
aspect of its use can best be described as of minimal significance.” Thus the first factor favored fair
use. With respect to the second factor, the nature of the copyrighted work, the court reasoned that

5 17 U.S.C.A. § 107,17 USCA § 107.

2 Cunard, J.P, Keller, B.P, & Potenza, M. (2022). Copyright Fair Use, Practical Law Practice Note 2-523-3404. Thomson Reuters.
https://uk practicallaw.thomsonreuters.com/2-523-3404?transitionType=Default&contextData=(sc.Default)

% Cunard et al. (2022).

% Cunard et al. (2022).

% Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 577 (1994).

% Sega Enterprises Ltd. v. Accolade, Inc., 977 F.2d 1510, 1527-28 (9th Cir. 1992), as amended (Jan. 6, 1993).

S 1d. at 1522
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because disassembly was required and some of Sega's programs contained unprotected “aspects
that cannot be examined without copying,” it would be subject to less protection than traditional
literary works, and found this factor favored fair use. With respect to the third factor, the amount and
substantiality copied, the court reasoned that, by disassembling the console, Accolade had used the
entire work, and thus this factor disfavored a finding of fair use. With respect to the fourth factor,
which considers the effect of the use upon the market in relation to the copyrighted work, the court
distinguished this case from Harper and Row, where the usurpation of a copyright holder's market
was dispositive.® Here, though Accolade entered Sega’s gaming market by selling games compati-
ble with Sega, the court reasoned that introducing a new game would not necessarily usurp Sega’s
games, as purchasers could buy both, and found in favor of Accolade.”

The cases of Sony Computer Entertainment, Inc. and Sega Enterprises Ltd. v. Accolade, Inc. illus-
trate instances where modifiers have successfully raised fair use when the defendants were involved
with reverse engineering of the plaintiff's copyright protected systems. In both cases, the disassem-
bly of the copyright owner’s consoles was necessary: in the first case, in order to make Sony games
playable on other platforms, and in the latter case, in order to develop video games compatible
with Genesis, which benefitted purchasers. These cases stand in contrast to the case of Blizzard
Entertainment, where the modifier reverse engineered Blizzard’s video game in order to circumvent
subscription fees, and in addition, improperly cut into Blizzard's revenue by offering the derivative
work. These cases show that there is a thin line between what the court will find permissible versus
what is illegal.

Nintendo of America, Inc. v. Lewis Galoob Toys, Inc. is another case where a court found fair use
in a copyright infringement case. In the case, Lewis Galoob Toys created the Game Genie, “an elec-
tronic device allowing NES (Nintendo Entertainment System) owners to change aspects of NES video
games.% For example, the Game Genie would permit a video game character to run faster, jump
higher, or become immortal."®" According to Game Genie's website, there is a list of various cheats
available for different games.? For Mario Brothers, the cheats include infinite lives, running faster,

“Mega-jumping” and “Mega fast baddies."® In analyzing the Game Genie with respect to the four fac-
tors of fair use, under the first factor, character and purpose, the 9t Circuit Court found that this fac-
tor favored a finding of fair use because Nintendo had already published the games prior to the re-
lease of the Game Genie, thus it could benefit from it being on the market.® For the second and third
factors, the court also favored a finding of fair use. The court compared end users’ use of Game Genie
to how Betamax users in Sony Corp. of America v. Universal City Studios, Inc. copied TV programs in
their entirety.® The court reasoned that “consumers are not invited to witness Nintendo’s audiovi-
sual displays free of charge” and, despite Game Genie totally encompassing Nintendo’s copyright,
displays did not “militate against a finding of fair use.”®® For the fourth factor, which was considered

%8 Harper & Row 471 U.S. at 562, 105 S.Ct. at 2231.

% Sega, 977 F.2d.

6 Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., 16 F.3d 1032, 1033 (9th Cir. 1994).

& d.

& GameGenie.com. (n.d.). Nintendo (game genie) codes — Mario Bros. Danworld, Inc. Retrieved March 3, 2022, from
https://www.gamegenie.com/cheats/gamegenie/nes/mario_bros.html

8 d.

% Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., at 970.

5 Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 104 S. Ct. 774, 78 L. Ed. 2d 574 (1984).

% Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., at 971.
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the most significant, the court found that Nintendo failed to show market harm.¢ The court noted
that Nintendo had not issued altered versions of games like Game Genie, nor had they established
that they were going to enter that market, so it favored fair use for Lewis Galoob Toys, Inc.

The rulings in the Sony Computer Entertainment Inc., Sega Enterprises Ltd., and Nintendo of
America, Inc. reverse engineering modification cases differ from that in the Blizzard Entertainment
case. These four cases represent a gray area for copyright holders and licensees/third party end
users, where the court balances the rights of copyright holders with the rights of licensees and
third-party end user to promote “the progress of science and the useful arts.” In the first cases, the
courts found that the modifier's exercise of the copyright holder’s exclusive rights was fair, while in
the last, they found the derivative work to be inequitable. While all these cases had third-party mod-
ifiers committing an infringing activity in common, the different outcomes illustrate how developing
technology does not always fall neatly within the law.

Gaps in the Law

A gap in the law can occur when an issue arises that lacks precedent or statutes to follow. As
gaming technology advances, sometimes it is difficult for issues to fall neatly within the law. Two
issues are: unanticipated advances in technology that go against the copyright owner’s terms, and
ownership over modifications. The following examples both pertain to Blizzard's game, World of
Warcraft. Under the first issue, a third-party end user made a bot that altered World of Warcraft
gameplay in violation of the copyright owner’s EULA. However, Blizzard did not initiate anti-bot mea-
sures until the year after the modifier's bot was used. Under the second issue, a third party created
the Defense of the Ancients game using licenses from Blizzard. Valve later employed the owner of
the modification, and the owner eventually sold the rights to Valve, causing Blizzard to lose some of
its property rights.”

MDY Industries, LLC v. Blizzard Entertainment Inc.

In MDY Industries, LLC v. Blizzard Entertainment, Inc, a third-party end user of World of Warcraft
created a game modification software bot, Glider, that simulated game play while the user of the
bot was not actually playing the game.” The purpose of using Glider was to gain experience, in game
currency, and items, without the user of Glider actually having to actively play the game. The modifier
initially only used Glider personally, but eventually created a website and sold the software online
for $15 to $25 per license.” Blizzard alleged that, in addition to copyright infringement and contrib-
utory infringement of World of Warcraft, MDY's bot disrupted gameplay for other players because
users of the bot were unfairly advantaged.” The court found that MDY was not contributorily liable
for secondary infringement because Glider did not alter World of Warcraft's software in violation of
copyright holder’s rights. However, the modification did fall foul of 17 USC § 1201 Circumvention of

& Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., at 971.

& .

% US. Const.art. 1, § 8, cl. 8.

™ Orland, K. (2017, May 18). Does Valve really own Dota? A jury will decide. Ars Technica. https://arstechnica.com/gam-
ing/2017/05/does-valve-really-own-dota-a-jury-will-decide/

7 MDY Indus., LLC v. Blizzard Ent., Inc., 629 F.3d 928, 936 (9th Cir. 2010).
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copyright protection systems because Glider was designed to be undetected by World of Warcraft's
anti-bot scanner.

MDY is a complex case that illustrates potential gaps in the law. The copyright owner wanted
to protect World of Warcraft against third-party end user modifications that disrupted gameplay.
Despite MDY’s modification, MDY did not technically infringe Blizzard's exclusive rights, and Blizzard
was unsuccessful in its copyright infringement claim. At the time of the dispute, World of Warcraft's
terms of use expressly stated: “You agree that you will not ... (ii) create or use cheats, bots, ‘mods,
and/or hacks, or any other third-party software designed to modify the World of Warcraft experi-
ence..."™ MDY violated Blizzard's terms when it created the bot Glider. The court held that this viola-
tion was a breach of covenant under contract law, a promise to do or abstain from doing something,
but did not actually violate the copyright holder's exclusive rights to prepare derivative works or
exceed the scope of the license granted to end users. The court reasoned that to find a breach of
Blizzard's terms of use as actionable under copyright infringement would essentially be allowing
any software copyright holder to designate unfavorable conduct as infringement and would “allow
software copyright owners far greater rights than Congress has generally conferred on copyright
owners.”” Though, in making this distinction, the court showed the balancing of rights between
copyright holders and licensees, the outcome feels incomplete. MDY made over $6,000,000 selling
Glider bots, despite the copyright holder's desire to ban the use of modifications to cheat.

MDY illustrates how advancing technology makes it difficult to enforce copyright owner’s rights. MDY
made the modification in 2004, but Blizzard did not release its anti-bot scanner until one year later, in
2005.7 The release of anti-bot software at a later date could suggest that the technology was not an-
ticipated when World of Warcraft was released because the Terms of Use drafted at that time showed
that Blizzard desired to ban the use of modifications to cheat in the game. This shows that, while the
desire to prohibit this conduct was anticipated at the release of World of Warcraft, technology was still
advancing and not every type of modification could be adequately protected against. The copyright
statute, which contains the cause of action Blizzard wanted against MDY, copyright infringement, was
passed as a series of acts in 1976.” While Blizzard was unsuccessful in its copyright infringement claim,
it was able to get an injunctive relief from the court under the Digital Millennial Copyright Act, or 17
USC § 1201. Potential gaps in the law are that the statue that Blizzard was able to receive relief under,
violations regarding circumvention of technological measures, was not in effect until November 1999.”
Had World of Warcraft been released just 5 years prior, Blizzard may not have had a remedy against MDY.

DoTA

DoTA delineates issues regarding modification ownership. As previously mentioned, the popular
video game DoTA is a modification of Blizzard's Warcraft Ill. Blizzard’s editing tools for modification,
Warcraft's map editor tool, made DoTA's inception possible. From its creation in 2002, Blizzard li-
censed out intellectual property that was the starting point of several websites and variations of
DoTA, such as DoTA Allstars.” Blizzard's competitor, Valve, then acquired DoTA Allstars's lead devel-

%o d.
Boold.
% d.

7 17 U.S.C.A. § 103, 17 USCA § 103 (West).
% 17 U.S.C.A. § 1201, 17 USCA § 1201 (West).
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oper in 2009. Later, Valve applied to the USPTO to trademark DoTA, which Blizzard opposed in 2011.
Blizzard argued that DoTA had been created by years of reputation building, contact networking,
intellectual property, and branding on the part of Blizzard, and allowing Valve to claim the trademark
would unfairly appropriate all the work Blizzard associated with DoTA.*® Blizzard lost its case, and
Valve acquired the rights to DoTA. According to both Blizzard's and Valve's websites, the use of the
DoTA trademark belongs to Valve, and Blizzard features DoTA on their website through a license
obtained from Valve.

In addition to Blizzard and Valve's competition over the trademark, in 2017, Blizzard Entertainment
and Valve Corporation were plaintiffs in a motion for summary judgment in a subsequent copyright
infringement case, Blizzard Entertainment, Inc. v. Lilith Games (Shanghai) Co. Ltd. In that case, a third-
party modifier and one of the original contributors to DoTA, Lilith Games, infringed DoTA's copyrights
to create a mobile game, DoTA Legends and Heroes Charge.® The defendant in that case was one of the
original modifiers of DoTA and argued that its mobile games were separate works and not derivatives of
the copyright protected DoTA, which was owned by Valve. Lilith Games argued that Valve had no rights
to subsequent works derived from DoTA, i.e., Lilith's mobile version, and moved for summary judgment.
The court held that Valve had validly acquired the rights to DoTA from the original modifiers and “may
recover for original expression that [the original modifiers] contributed to their versions of DotA and
DotA Allstars, as well as original expression that Valve itself contributed to DotA 2."®

DoTA illustrates how complicated creating a successful modification and establishing rights can
be. From its inception, Blizzard arguably encouraged and facilitated modifications when it licensed
out DoTA to third parties. However, despite coming to a mutual agreement, where Blizzard retained
the noncommercial rights to DoTA and Valve retained the commercial rights to the same game, it is
unlikely that this was the outcome Blizzard wanted, given its opposition to Valve's application to
trademark DoTA. In its opposition to the USPTO, Blizzard argued that allowing Valve to trademark
DoTA would essentially be allowing Valve to appropriate Blizzard's goodwill, because DoTA was cre-
ated from Warcraft 1l and had gained popularity and association with it for several years.® Blizzard
further argued that allowing Valve to own the trademark would create a source of confusion for the
same reason.®

Blizzard’s provision of modification tools most likely created the environment that caused
Blizzard to lose DoTA to Valve. One of the original developers of DoTA used the Warcraft Il editing
tool to create DoTA and made his creation available as open-source code. Subsequent modifiers built
upon the modification, and Valve later acquired these creators. Ownership of the modification was
further exacerbated in Blizzard Entertainment, Inc. v. Lilith Games (Shanghai) Co. Ltd., when one of
the original creators, who had already sold his rights, tried to make a mobile DoTA game and reclaim
the intellectual property that belonged to Valve. Blizzard has since updated its custom game accept-
able use policy, which now reflects a conservative approach to modification. Blizzard's terms state
that “ownership [of] custom games are and shall remain the sole and exclusive property of Blizzard."®

% Orland (2017).

& Blizzard Ent,, Inc. v. Lilith Games (Shanghai) Co., No. 3:15-CV-04084-CRB, 2017 WL 2118342, at 8 (N.D. Cal. May 16, 2017).

& |d.at 1.

& Notice of Opposition (Valve., Corp. v. Blizzard Ent., Inc.) ESTTA441431 (TTAB 2011), https://ttabvue.uspto.gov/ttabvue/
ttabvue-91202572-0PP-1.pdf

% d.

&  Blizzard Entertainment Inc. (n.d.). Custom game acceptable use policy. Retrieved March 1, 2022, from

https://www.blizzard.com/en-us/legal /2749df07-2b53-4990-b75e-a7ch3610318b /custom-game-acceptable-use-policy
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This could possibly be a reflection of its success and loss of DoTA, or purely a preventative measure,
edging further away from strong encouragement of third-party end-user modifications.

The court ended up awarding Blizzard Reeve's $3,052,339 in profit as compensation for copyright
infringement because Reeves had copied World of Warcraft's software to her own computer in or-
der to modify so that World of Warcraft servers could be accessed while circumventing Blizzard's
subscription fee. This constituted unauthorized copying, which is the exclusive right of copyright
owners. Blizzard lost its claim for $20,886,200 (52,500 per act of circumvention) for DMCA statutory
violations because Blizzard could not prove that the 104,431 payments to Reeves for using the scape-
gaming website represented acts of circumvention, as the transactions did not reflect “the number
of times that Plaintiff’s anti-piracy mechanisms have been by-passed or the number of times that
Defendant’s servers performed their infringing services for users... [Tlhe quantity of transactions
reflects the number of times people have paid money to Defendant — an act that is separate from a
user's act of accessing Defendant’s servers."s

The case of Blizzard Entertainment Inc. illustrates why some copyright holders may choose to
expressly prohibit reverse engineering in their EULAs and Terms of Use. Reeves reverse engineering
World of Warcraft's software resulted in her taking away Blizzard's revenue by circumventing its sub-
scription fee. While this shows how reverse engineering can be a vehicle for copyright infringement,
there are also instances where courts may allow for reverse engineering, as well as defenses against
copyright infringement claims.

Defenses: Fair Use

Fair use is an affirmative defense against copyright infringement claims that involve unau-
thorized copying, modifying, or reverse engineering. In the case of Sony Computer Entertainment
Inc. v. Connectix Corp., Connectix successfully pleaded fair use for its reverse engineering of
Sony’s PlayStation. Sony alleged Connectix had infringed on its copyright by reverse engineer-
ing its copyright protected game console. This involved altering the PlayStation’s input-output
system BIOS in order to make PlayStation games playable on personal computers.? In this case,
Connectix engineers needed to copy Sony's input-output system BIOS onto a computer and
disassemble object code into source code to produce a modification that allowed PlayStation
games to be played on personal computers. Despite copying being an infringement of the copy-
right holder’s exclusive rights, the court found that Connectix’s copying was only an interme-
diary step. The court reasoned that reverse engineering was necessary to reach unprotected
functional elements in the PlayStation, and that none of the copyrightable elements appeared
in the final modification.®

The Statute

The Fair Use statute is 17 U.S.C.A. § 107.% There are four factors that courts will use in analyzing
a claim. The first is (1) the purpose and character of the use, including whether such use is of a
commercial nature or is for nonprofit educational purposes. With regard to this factor, the court may
inquire as to whether the use of the derivative work is commercial in nature, and whether its use is

8 1d.

¥ Sony Computer Ent., Inc. v. Connectix Corp., 203 F.3d 596, 601 (9th Cir. 2000).
8 1d.

& 17 U.S.C.A. § 107,17 USCA § 107.
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transformative in comparison to the original.®® Typically, if the use is found to be noncommercial and
the new work found to be transformative, this will favor a finding of fair use. The second factor is (2)
the nature of the copyrighted work. With regard to this factor, courts may consider whether a work
is creative or factual, and whether the work is published or unpublished. The more creative a work
is, the more this favors fair use, and if the disputed work has already been published, this favors fair
use because the copyright owner has had the opportunity to profit commercially. The third factor (3)
involves the amount and substantiality of the portion used in relation to the copyrighted work as a
whole and depends on the case. A small portion of a copyrighted work can be unfair, while using a
substantial portion of a copyrighted work can favor fair use. The final factor (4) is the effect of the
use upon the potential market for or value of the copyrighted work. When considering this factor,
the harm done to the copyright protected work’s market will be analyzed.” If the harm is great and
results in lost profits, diverted sales, or lost licensing revenue for the copyright owner, this will dis-
favor a finding of fair use.” Of the four factors, no single factor is dispositive to finding fair use, and
the Supreme Court has cautioned that it should be applied on a case-by-case basis.”

In a case similar to that of Sony Computer Entertainment, Inc., Sega Enterprises Ltd. v. Accolade,
Inc. involved reverse engineering. In this proceeding, the court analyzed Accolade’s derivative work
using fair use analysis and “concluded that where disassembly is the only way to gain access to the
ideas and functional elements embodied in a copyrighted computer program and where there is a le-
gitimate reason for seeking such access, disassembly is a fair use of the copyrighted work, as a matter
of law.”* In this case, Accolade reverse engineered Sega’s gaming console, Genesis, in order to create
video games that were compatible with Sega’s console. Just like Sony Computer Entertainment, Inc.,
Sega alleged copyright infringement for the unauthorized copying of Genesis’ code, as Accolade had
saved Sony's files on multiple computers in order to disassemble it. The court found that Accolade
had met the requirements for fair use, despite the “intermediate copying done... [falling] squarely
within the category of” acts prohibited by the copyright statute.

With respect to the first factor, which involves character and purpose, the court found that
Accolade’s direct purpose “was...to study the functional requirements for Genesis compatibility so
that it could modify existing games and make them usable with the Genesis console. Moreover...no
other method of studying those requirements was available to Accolade...[additionally,] Accolade
copied Sega's code for a legitimate, essentially non-exploitative purpose, and that the commercial
aspect of its use can best be described as of minimal significance.” Thus the first factor favored fair
use. With respect to the second factor, the nature of the copyrighted work, the court reasoned that
because disassembly was required and some of Sega’s programs contained unprotected “aspects
that cannot be examined without copying,” it would be subject to less protection than traditional
literary works, and found this factor favored fair use. With respect to the third factor, the amount and
substantiality copied, the court reasoned that, by disassembling the console, Accolade had used the
entire work, and thus this factor disfavored a finding of fair use. With respect to the fourth factor,
which considers the effect of the use upon the market in relation to the copyrighted work, the court

% Cunard, ).P, Keller, B.P, & Potenza, M. (2022). Copyright Fair Use, Practical Law Practice Note 2-523-3404. Thomson Reuters.
https://uk practicallaw.thomsonreuters.com/2-523-3404?transitionType=Default&contextData=(sc.Default)

9 Cunard et al. (2022).

2 Cunard et al. (2022).

% Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 577 (1994).

% Sega Enterprises Ltd. v. Accolade, Inc., 977 F.2d 1510, 1527-28 (9th Cir. 1992), as amended (Jan. 6, 1993).

% 1d.at 1522.

26 ESSAYS



Liuchposoe npaso. Tom 3, N2 4, 2022, c. 8-31
K.A. lu [ Npo6nembl MoAMUKALN BUAEOUTP B NPaBe MHTENNEKTYaNbHOI co6CcTBeHHOCTHM CLUA

distinguished this case from Harper and Row, where the usurpation of a copyright holder's market
was dispositive.” Here, though Accolade entered Sega’s gaming market by selling games compati-
ble with Sega, the court reasoned that introducing a new game would not necessarily usurp Sega’s
games, as purchasers could buy both, and found in favor of Accolade.”

The cases of Sony Computer Entertainment, Inc. and Sega Enterprises Ltd. v. Accolade, Inc. illus-
trate instances where modifiers have successfully raised fair use when the defendants were involved
with reverse engineering of the plaintiff's copyright protected systems. In both cases, the disassem-
bly of the copyright owner’s consoles was necessary: in the first case, in order to make Sony games
playable on other platforms, and in the latter case, in order to develop video games compatible
with Genesis, which benefitted purchasers. These cases stand in contrast to the case of Blizzard
Entertainment, where the modifier reverse engineered Blizzard's video game in order to circumvent
subscription fees, and in addition, improperly cut into Blizzard's revenue by offering the derivative
work. These cases show that there is a thin line between what the court will find permissible versus
what is illegal.

Nintendo of America, Inc. v. Lewis Galoob Toys, Inc. is another case where a court found fair use
in a copyright infringement case. In the case, Lewis Galoob Toys created the Game Genie, “an elec-
tronic device allowing NES (Nintendo Entertainment System) owners to change aspects of NES video
games.”® For example, the Game Genie would permit a video game character to run faster, jump
higher, or become immortal.” According to Game Genie's website, there is a list of various cheats
available for different games.® For Mario Brothers, the cheats include infinite lives, running faster,

“Mega-jumping” and “Mega fast baddies.”™ In analyzing the Game Genie with respect to the four fac-
tors of fair use, under the first factor, character and purpose, the 9t Circuit Court found that this fac-
tor favored a finding of fair use because Nintendo had already published the games prior to the re-
lease of the Game Genieg, thus it could benefit from it being on the market!® For the second and third
factors, the court also favored a finding of fair use. The court compared end users’ use of Game Genie
to how Betamax users in Sony Corp. of America v. Universal City Studios, Inc. copied TV programs in
their entirety!® The court reasoned that “consumers are not invited to witness Nintendo’s audiovi-
sual displays free of charge” and, despite Game Genie totally encompassing Nintendo’s copyright,
displays did not “militate against a finding of fair use.”® For the fourth factor, which was considered
the most significant, the court found that Nintendo failed to show market harm.% The court noted
that Nintendo had not issued altered versions of games like Game Genie, nor had they established
that they were going to enter that market, so it favored fair use for Lewis Galoob Toys, Inc¢

The rulings in the Sony Computer Entertainment Inc., Sega Enterprises Ltd., and Nintendo of
America, Inc. reverse engineering modification cases differ from that in the Blizzard Entertainment

% Harper & Row 471 U.S. at 562, 105 S.Ct. at 2231.

% Sega, 977 F.2d.

% Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., 16 F.3d 1032, 1033 (9th Cir. 1994).

»d.

0 GameGenie.com. (n.d.). Nintendo (game genie) codes — Mario Bros. Danworld, Inc. Retrieved March 3, 2022,
from https://www.gamegenie.com/cheats/gamegenie/nes/mario_bros.html

101 |d

1% Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., at 970.

5 Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 104 S. Ct. 774, 78 L. Ed. 2d 574 (1984).

4 Nintendo of Am., Inc. v. Lewis Galoob Toys, Inc., at 971.

105 Id

106 |d
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case. These four cases represent a gray area for copyright holders and licensees/third party end
users, where the court balances the rights of copyright holders with the rights of licensees and
third-party end user to promote “the progress of science and the useful arts."" In the first cases, the
courts found that the modifier's exercise of the copyright holder’s exclusive rights was fair, while in
the last, they found the derivative work to be inequitable. While all these cases had third-party mod-
ifiers committing an infringing activity in common, the different outcomes illustrate how developing
technology does not always fall neatly within the law.

Gaps in the Law

A gap in the law can occur when an issue arises that lacks precedent or statutes to follow. As
gaming technology advances, sometimes it is difficult for issues to fall neatly within the law. Two
issues are: unanticipated advances in technology that go against the copyright owner’s terms, and
ownership over modifications. The following examples both pertain to Blizzard's game, World of
Warcraft. Under the first issue, a third-party end user made a bot that altered World of Warcraft
gameplay in violation of the copyright owner’s EULA. However, Blizzard did not initiate anti-bot mea-
sures until the year after the modifier's bot was used. Under the second issue, a third party created
the Defense of the Ancients game using licenses from Blizzard. Valve later employed the owner of
the modification, and the owner eventually sold the rights to Valve, causing Blizzard to lose some of
its property rights°®

MDY Industries, LLC v. Blizzard Entertainment Inc.

In MDY Industries, LLC v. Blizzard Entertainment, Inc, a third-party end user of World of Warcraft
created a game modification software bot, Glider, that simulated game play while the user of the bot
was not actually playing the game!® The purpose of using Glider was to gain experience, in game
currency, and items, without the user of Glider actually having to actively play the game. The modifier
initially only used Glider personally, but eventually created a website and sold the software online
for $15 to $25 per license™ Blizzard alleged that, in addition to copyright infringement and contrib-
utory infringement of World of Warcraft, MDY's bot disrupted gameplay for other players because
users of the bot were unfairly advantaged." The court found that MDY was not contributorily liable
for secondary infringement because Glider did not alter World of Warcraft's software in violation of
copyright holder’s rights. However, the modification did fall foul of 17 USC § 1201 Circumvention of
copyright protection systems because Glider was designed to be undetected by World of Warcraft's
anti-bot scanner.

MDY is a complex case that illustrates potential gaps in the law. The copyright owner wanted
to protect World of Warcraft against third-party end user modifications that disrupted game-
play. Despite MDY’s modification, MDY did not technically infringe Blizzard's exclusive rights, and
Blizzard was unsuccessful in its copyright infringement claim. At the time of the dispute, World of
Warcraft's terms of use expressly stated: “You agree that you will not ... (i) create or use cheats,

7 U.S. Const. art. 1,§ 8, cl. 8.

" QOrland, K. (2017, May 18). Does Valve really own Dota? A jury will decide. Ars Technica. https://arstechnica.com/gam-
ing/2017/05/does-valve-really-own-dota-a-jury-will-decide/

99 MDY Indus., LLC v. Blizzard Ent., Inc., 629 F.3d 928, 936 (9th Cir. 2010).

110 Id.
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bots, ‘mods, and/or hacks, or any other third-party software designed to modify the World of
Warcraft experience..”™ MDY violated Blizzard’s terms when it created the bot Glider. The court
held that this violation was a breach of covenant under contract law, a promise to do or abstain
from doing something, but did not actually violate the copyright holder’s exclusive rights to pre-
pare derivative works or exceed the scope of the license granted to end users. The court reasoned
that to find a breach of Blizzard's terms of use as actionable under copyright infringement would
essentially be allowing any software copyright holder to designate unfavorable conduct as in-
fringement and would “allow software copyright owners far greater rights than Congress has gen-
erally conferred on copyright owners.”™ Though, in making this distinction, the court showed the
balancing of rights between copyright holders and licensees, the outcome feels incomplete. MDY
made over $6,000,000 selling Glider bots, despite the copyright holder’s desire to ban the use of
modifications to cheat.

MDY illustrates how advancing technology makes it difficult to enforce copyright owner’s rights.
MDY made the modification in 2004, but Blizzard did not release its anti-bot scanner until one year
later, in 2005." The release of anti-bot software at a later date could suggest that the technology
was not anticipated when World of Warcraft was released because the Terms of Use drafted at that
time showed that Blizzard desired to ban the use of modifications to cheat in the game. This shows
that, while the desire to prohibit this conduct was anticipated at the release of World of Warcraft,
technology was still advancing and not every type of modification could be adequately protected
against. The copyright statute, which contains the cause of action Blizzard wanted against MDY, copy-
right infringement, was passed as a series of acts in 1976, While Blizzard was unsuccessful in its
copyright infringement claim, it was able to get an injunctive relief from the court under the Digital
Millennial Copyright Act, or 17 USC § 1201. Potential gaps in the law are that the statue that Blizzard
was able to receive relief under, violations regarding circumvention of technological measures, was
not in effect until November 1999." Had World of Warcraft been released just 5 years prior, Blizzard
may not have had a remedy against MDY.

DoTA

DoTA delineates issues regarding modification ownership. As previously mentioned, the popular
video game DoTA is a modification of Blizzard's Warcraft Ill. Blizzard’s editing tools for modification,
Warcraft's map editor tool, made DoTA's inception possible. From its creation in 2002, Blizzard li-
censed out intellectual property that was the starting point of several websites and variations of
DoTA, such as DoTA Allstars.” Blizzard's competitor, Valve, then acquired DoTA Allstars's lead devel-
oper in 2009. Later, Valve applied to the USPTO to trademark DoTA, which Blizzard opposed in 2011.
Blizzard argued that DoTA had been created by years of reputation building, contact networking,
intellectual property, and branding on the part of Blizzard, and allowing Valve to claim the trademark
would unfairly appropriate all the work Blizzard associated with DoTA Blizzard lost its case, and

m Id.

m3 Id'

14 Id

" 17 U.S.C.A. § 103, 17 USCA § 103 (West).

" 17 U.S.C.A. § 1201, 17 USCA § 1201 (Weast).

" Notice of Opposition (Valve., Corp. v. Blizzard Ent., Inc.) ESTTA441431 (TTAB 2011), https://ttabvue.uspto.gov/ttabvue/
ttabvue-91202572-0PP-1.pdf

" Qrland (2017).
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Valve acquired the rights to DoTA. According to both Blizzard's and Valve's websites, the use of the
DoTA trademark belongs to Valve, and Blizzard features DoTA on their website through a license
obtained from Valve.

In addition to Blizzard and Valve's competition over the trademark, in 2017, Blizzard Entertainment
and Valve Corporation were plaintiffs in a motion for summary judgment in a subsequent copyright
infringement case, Blizzard Entertainment, Inc. v. Lilith Games (Shanghai) Co. Ltd. In that case, a
third-party modifier and one of the original contributors to DoTA, Lilith Games, infringed DoTA's
copyrights to create a mobile game, DoTA Legends and Heroes Charge." The defendant in that case
was one of the original modifiers of DoTA and argued that its mobile games were separate works and
not derivatives of the copyright protected DoTA, which was owned by Valve. Lilith Games argued that
Valve had no rights to subsequent works derived from DoTA, i.e.,Lilith’s mobile version, and moved
for summary judgment. The court held that Valve had validly acquired the rights to DoTA from the
original modifiers and “may recover for original expression that [the original modifiers] contributed
to their versions of DotA and DotA Allstars, as well as original expression that Valve itself contributed
to DotA 2.2

DoTA illustrates how complicated creating a successful modification and establishing rights can
be. From its inception, Blizzard arguably encouraged and facilitated modifications when it licensed
out DoTA to third parties. However, despite coming to a mutual agreement, where Blizzard retained
the noncommercial rights to DoTA and Valve retained the commercial rights to the same game, it is
unlikely that this was the outcome Blizzard wanted, given its opposition to Valve's application to
trademark DoTA. In its opposition to the USPTO, Blizzard argued that allowing Valve to trademark
DoTA would essentially be allowing Valve to appropriate Blizzard's goodwill, because DoTA was cre-
ated from Warcraft 1l and had gained popularity and association with it for several years.”' Blizzard
further argued that allowing Valve to own the trademark would create a source of confusion for the
same reason.”

Blizzard’s provision of modification tools most likely created the environment that caused
Blizzard to lose DoTA to Valve. One of the original developers of DoTA used the Warcraft Ill editing
tool to create DoTA and made his creation available as open-source code. Subsequent modifiers
built upon the modification, and Valve later acquired these creators. Ownership of the modifica-
tion was further exacerbated in Blizzard Entertainment, Inc. v. Lilith Games (Shanghai) Co. Ltd.,
when one of the original creators, who had already sold his rights, tried to make a mobile DoTA
game and reclaim the intellectual property that belonged to Valve. Blizzard has since updated its
custom game acceptable use policy, which now reflects a conservative approach to modification.
Blizzard's terms state that “ownership [of] custom games are and shall remain the sole and ex-
clusive property of Blizzard."™ This could possibly be a reflection of its success and loss of DoTA,
or purely a preventative measure, edging further away from strong encouragement of third-party
end-user modifications.

" Blizzard Ent., Inc. v. Lilith Games (Shanghai) Co., No. 3:15-CV-04084-CRB, 2017 WL 2118342, at 8 (N.D. Cal. May 16, 2017).

0 |d. at 11.

" Notice of Opposition (Valve., Corp. v. Blizzard Ent., Inc.) ESTTA441431 (TTAB 2011), https://ttabvue.uspto.gov/ttabvue/
ttabvue-91202572-:0PP-1.pdf

122 Id

3 Blizzard Entertainment Inc. (n.d.). Custom Game Acceptable Use Policy. Retrieved March 1, 2022, from https://www.blizzard.

com/en-us/legal /2749df07-2b53-4990-h75e-a7ch3610318b /custom-game-acceptable-use-policy
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Conclusion

Modifiers should take into consideration the interests that courts weigh when potential copyright
issues arise. The court must balance the interests of the copyright holder, who put their labor, time,
and creativity into developing a work, with those of end users, who are the ultimate beneficiaries of
the games. It is in the copyright holder’s interest to protect their work from copyright infringement
in order to allow them to reap the benefit of publishing their work on the market and protect their
intellectual property in order to promote the creation of more works. On the other hand, there are
the interests of third-party end users, who are the ultimate beneficiaries and may want to alter
gameplay to better enjoy it, or to reverse engineer a work to create something entirely new that will
also benefit the public.
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Abstract
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Given the non-existence of an “universal rule” that governs smart contracts, the issues vary from jurisdiction
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CTATbU

Cr0Pbl U3 CMAPT-KOHTPAKTOB
U NYBJINYHLIX MOPAZOK CTPAH
ACEAH+6

ILP.fe3uTlo

Likona npasa
2000, ABcTpanus, CuHer, [DKopax-cTpuT, 570

AHHOTaUMA

CMapT-KOHTpaKTbl 06NMafalT pAAOM MpPEUMyLecTB, B YACTHOCTW O6NeryeHne KOHTPONA 33 BbINOMHEHU-
€M YCNoBuiA OrOBOPA CTOPOHAMM M CHUKEHWE 3aTpaT Ha MOHUTOPUHT MUCMOMHEHUs 06s13aTenbcTBa. OfHAKO
KpaliHe BaXXHO YUNTbIBATb TEXHONOTMUECKINE BOSMOXHOCTM CMAPT-KOHTPAKTOB, @ TaKKe Cllyuau NpoTMBOpeYns
NOCNEACTBUA NPUMEHEHUSI HOPM My6AMUHOMY nopsaKy. OTCYTCTBME «YHUBEPCANbHBIX HOPM», perynupyio-
LLMX CMAPT-KOHTPAKTbI, CO3AAET CIOXHOCTU UX NPABOBOW PernameHTaLmm, KOTopble BapbUpyHTCS B 3aBUCUMO-
CTV OT OPUCANKLMW. B cTaTbe Ha 0CHOBE CpaBHUTENbHO-MPABOBOr0 METOAA NPOBEAEH aHaNu3 onbiTa perynupo-
BaHMA CMApT-KOHTPAKTOB 1 B cTPaHax ACEAH+6, a Takke B HEOGXOAMMBIX CAyUaAX PUCANKLMIA, 3aHNMAKOLLMX
Bedyluye no3uLun B 061aCTU BHeApeHMs LMPOBbLIX TEXHONOMMI B UMYLLECTBEHHbIA 060pOT. BBUAY paznuu-
HOW MHTepNpeTaLun Ny6nUYHOro NOPAAKA CyLLECTBYET HECKONbKO BAPUAHTOB NPUMEHEHNS CMApT-KOHTPAKTOB.
OnMH 13 BO3MOXHBIX MOAXOAOB K UX PerynupoBaHuIo 3akniouaetca B ToM, uTo cTpaHbl ACEAH+6 He 6yayT kBa-
NUMLMpPOBaTb CMapT-KOHTPaKTbl B KaueCTBe JOTOBOPOB, KPUNTOBANIOTY B KAYECTBE UMYLLECTBA, NTPUBOAUTD
B UCMONHEHUE PELIeHNs MHOCTPAHHBIX CYZOB MO CTOPAM, CBA3AHHbIM CO CMAPT-KOHTpaKTaMn i (uan) kpunto-
Ba/IlOTON. BO3MOXHbBIM BbIXOJOM MOXET CTaTb NMPUMEHEHUe K CMapT-KOHTpakTam MpuHumnos YHULPYA. OgHa-
KO, B Cllyuae ecni CTOPOHbI He BK/IOUAIOT YCIO0BUe 06 X BbIGOPe B KAYECTBE NPUMEHUMOTO NpaBa B JOroBop,
npaBo onpefenserca NoCPeAcTBOM NPUMEHeHUs KOMMU3UOHHBIX HOPM, YTO CO3A3ET WU3BECTHblE COXHOCTH.
Mo MHeHUIo aBTOPA, YKa3aHHbIX HEONPEeAENEeHHOCTEN MOXHO M36eXaTb NPN HANUYUN COOTBETCTBYIOLLEN perna-
MeHTaLMM Ha HafHaLMOHaNbHOM YPOBHe.

Knioyesble cnosa
CMapT-KOHTpaKT, KpMnTosaana, LI,I/I¢)pOBaFI BantoTa, 6I/ITKOMH, BVIpTyafIbeIVI adKTuB, KpI/II'IToaKTI/IB, TOKEH,
MEeX[lyHapOAHOE YaCTHOE NPaBo, KONNNU3NOHHOE NPaABO, NYHAUUHDIA NOPALOK

KoHdpnukT untepecos ABTOp €0061La€eT 06 OTCYTCTBUM KOH(NMKTA NHTEPECOB.
(DuHaHcupoBaHue WiccnenoBaHme He MMEET COHCOPCKON NOAAEPKKM.

AAnga uuTnpoBaHua fle 3 To, T. P. (2022). Cnopbl U3 CMapT-KOHTPAKTOB W My6NNUHbIA MOPALOK
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A new technology called “smart contracts” has
emerged. What makes these legal agreements in-
novative is that their execution is made automatic
through the use of computers.

Max Raskin'

Introduction

In this day and age, smart contracts have provided some benefits, such as better facilitation for
contracting parties to monitor the each other's performance inside the contract, verifying if and
when a contract, or one of its conditions, has been completed, guaranteeing that only the details
necessary for completion of the contract are revealed to both parties, saving time through self-en-
forcement, and reducing the cost spent policing the contract, among others (Szabo, 1996).

This has, no doubt, provided speed and efficiency in the business context, as smart contracts
essentially do not rely on human intervention, and their implementation is guided and overseen by
other basic units of data structure (i.e., nodes) in the blockchain network. Hence, once the contract
is triggered, the scripted contract self- executes (Nzuva, 2019).

Despite the various benefits of implementing smart contracts already noted, it is also critical
to be aware that smart contracts are associated with various limitations, and there is much legal
and public policy uncertainty surrounding smart contracts that has led to disputes. Some of these
limitations and uncertainties are: (a) technology often outpacing the law and regulatory framework
(Kolvart et.al., 2016), (b) immutability, (c) contractual secrecy, (d) security, (e) enforceability of smart
contracts under contract law, (f) governing legal and jurisdiction issues, (g) the legal value of block-
chain-based proof, (h) blockchain creation of assets, (i) decentralized autonomous organizations
(DAOs), and (j) blockchain transfers of value.

The legal uncertainties related to smart contracts are:

(a) whether a smart contract is legally binding;

(b) unexpected performance issues caused by coding errors;
(c) broader problems of enforceability;

(d) uncertainty over legal jurisdiction and governing law;

(e) formation;

(f) modification;

(g) public policy considerations.

Given the non-existence of a ‘universal rule’ that governs smart contracts, the uncertainty raised
above varies from jurisdiction to jurisdiction and will be discussed in detail.

Taking into account the legal uncertainty surrounding smart contracts, how will countries’ courts
apply public policy considerations when being asked to set aside an award (at the seat) or refuse
to grant recognition and enforcement? On the one hand, it is well accepted that public policy is
meant to be construed narrowly. However, Article V (2b) of the New York Convention provides that:

“recognition and enforcement of an arbitral award may also be refused if the competent authority
in the country where recognition and enforcement is sought finds that the recognition or enforce-
ment of the award would be contrary to the public policy of that country”? where it is referring to
national public policy in the sense that it is either at the court at the seat that a party is seeking

T Raskin, 2017.
2 Article V(2)(b), New York Convention (NYCG) 1958.
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to set aside an award, or the court in the territory of enforcement if a party is seeking to challenge
enforcement. One example where public policy is interpreted widely is the case of Ruling Yue 03 Min
Te No 719 (26 April 2020) (“the Shenzhen case”).?

Another example would be the Indonesian court’s adoption of a wider position in the case of
Bankers Trust v PT Mayora Indah Tbk (2000)* and Astro Nusantara Bvetal v PT Ayunda Primamitra
(2010), which caused problems in enforceability and recognition of foreign awards. However,
in recent years, Indonesia had adopted a mixed approach to cryptocurrencies such as Bitcoin,
Ethereum, Dash Litecoin, and Ripple under the Commodity Futures Trading Regulatory Agency
(known as Bappedti). So, is this good news with respect to the recognition of smart contracts and
virtual assets?

Undoubtedly, most courts in arbitration friendly jurisdictions will adopt a narrow interpretation
of public policy. Jurisdictions like Singapore, Malaysia, and in recent years India, have adopted a nar-
row interpretation of public policy. The high standard required to set aside an award on grounds of
public policy in the case of BVU v BVX [2019] SGHC 69° is one example. So, should national public pol-
icy considerations be construed as and confined to those matters that are found to breach natural
justice, fairness, and equality? In this dissertation, we will extensively explore the positions of var-
ious countries in interpreting public policy, particularly, Singapore, Hong Kong, Malaysia, Indonesia,
India, and China.

Is there something about smart contracts that is going to cause a problem there? It might in some
nations. What if a country doesn’t recognise a smart contract as being a proper contract or takes the
view that smart contracts do not adhere to the traditional principles of contract law. Then, it is going
to say that public policy is an issue. And what about courts in jurisdictions that do not accept that
virtual assets like cryptocurrency are property?

Therefore, should parties have smart contracts governed not by a specific country’s laws, but by
supranational law, or even by soft law principles, such as the UNIDROIT Principles of International
Commercial Contracts? Whatever the choice, it incumbent on parties and the tribunal to understand
where enforcement is likely.

In the end, the courts are going to face inherent conflicts, as there is a demand for a narrow in-
terpretation for public policy, but at the same time, national laws in some countries have not taken
into account smart contracts or the approach they take to cryptocurrency as virtual assets. Therefore,
at the moment, one way forward might be for parties to say they do not want the law governing a
particular contract to be tied to any particular jurisdiction, and, instead, have the option of choosing
supranational law or UNIDROIT Principles to govern the contract.

Another possibility that would give parties room to manoeuvre is the adoption of a form of
Ricardian contract, where the parties can have an encoded version, as well as a natural language ver-
sion. This could help in countries that are less inclined to accept smart contracts as proper contracts.
Therefore, this research will be generally relevant to legal practice, as smart contracts are likely to be
used for Al concluded contracts, as well as those involving virtual assets.

3 Ruling Yue 03 Min Te No 719 (26 April 2020)

4 The Decision of the Supreme Court No. 02 K/Ex'r/Arb.Int/Pdt/2000. Some authors have discussed this case, among others,
Mills, K. (2006). Enforcement of arbitral awards in Indonesia & other issues of judicial involvement in arbitration, TMD &.
https://www.transnational-dispute-management.com/article.aspkey=804

5 The Supreme Court Decision No. 01 K/Pdt.Sus/2010. Some authors have discussed this case, among others, Mills, 2006;
Kristy & Jing, 2013.

5 BVUvBVX[2019] SGHC 69
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Why there could be conflicts between resolving smart contract disputes
and applying public policy in the ASEAN+6

In light of the ongoing debate as to the use of smart contract technologies to enhance the way
business is conducted, public policy considerations surrounding such usage, and the challenges re-
garding the widespread adoption of smart contracts, it is important to understand how smart con-
tracts can be used to do more than just improve the way business is conducted.

As observed by computer scientist and cryptographer Nick Szabo (1996), because of the existence
of smart contracts, “new institutions, and new ways to formalize the relationships that make up
these institutions, are now made possible by the digital revolution. He called these new contracts
‘smart’ because they are far more functional than their inanimate paper-based ancestors. No use of
artificial intelligence is implied. A smart contract is a set of promises specified in digital form, includ-
ing protocols within which the parties perform these promises.”

Ideal as it sounds, based on Nick Szabo's observation, “innovative technology does not necessi-
tate innovative jurisprudence, and traditional legal analysis can help craft simple rules as a frame-
work for this complex phenomenon.” Therefore, there must be opportunities to develop sustainable
laws and public policy for smart contracting. With respect to legal and public policy issues surround-
ing smart contracting, this may be limited by the regularity of cases in different jurisdictions and
individual territorial public policy considerations emerging in the ASEAN+6 region. Hence, for the use
of the smart contract to be further advanced, there is a need to reconcile the legal and public policy
considerations surrounding it.

It is arguably true that legal principles and public policy are, indeed, an important part of the
recognition and the enforceability of smart contracts. However, it is possible to find room for im-
provement in these areas by examining ways in which laws and public policy are developed in the
ASEAN+6 region, given that, in practice, smart contracts are playing a more important and pivotal role
in facilitating the exchange of nearly all goods and services in various industries.

Businesses across the globe, as well as researchers and practitioners, widely recognize the bene-
fits of smart contracts’ unique features with regard to automatic execution, transparency, and immu-
tability in a blockchain environment.

Although it must also be acknowledged that there are natural language and coding issues, this
research will focus on, explore, discuss, and contribute to issues related to the following main areas:

(a) The application of traditional principles of contract law to smart contracts

(b) Current Public Policy trends with respect to awarding cryptocurrency in an arbitration award

(c) Case law on the enforcement of smart contracts and/or enforcement against virtual assets (i.e.,
cryptocurrencies)

(d) Jurisdictional issues and challenges in terms of public policy and law, particularly in the
ASEAN+6 region.

(e) The relevance of resolving smart contract disputes to legal practice and the real world.

(f) Concluding Observations.

It is arguably true that there are ongoing difficulties in many areas such as (a) broader problems
in enforceability, (b) uncertainty over jurisdiction and governing law, (c) formation, (d) modification,
and (e) public policy considerations. It is also worth mentioning that governments have an important

7 Compare Easterbrook, 1996 (arguing that the best way to learn and craft the law of a particular field is to study general
rules), with Lessig, 1996 (arguing that the nature of cyberspace is unique and can reveal general principles of law); and
Epstein, 1995 (arguing that basic legal principles can and should govern a complex, industrial society).
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role to play to harmonize standards within the ASEAN+6 region with regards to the reconciliation of
smart contract disputes and public policy considerations.

There may be issues in getting the courts to assist in producing or preserving evidence and/or
freezing of assets, as some courts may not recognize smart contracts as contracts. Apart from the
recognition and enforceability of smart contracts, even when a party is successful in securing an
award, court order, or interim measure, there might be issues with respect to the arbitrability and/or
enforceability of the court judgment.

Can one apply traditional principles of contract law to smart contracts?

Determining the legal definition of a ‘smart contract’ has, indeed, been one of the most con-
troversial issues. Some distinguish between smart contracts, smart contract code, and smart legal
contracts (Blemus, 2018).2 However, it has been posited that any evaluation of their legal status must
be guided by the law applying to the underlying contract (Kaulartz & Heckmann, 2016; Spindler &
Woebbeking, 2019).

In a legal sense, just as traditional contracts are encoded, the law applicable to smart contracts is
decided according to general principles, which means that the question of whether a legal contract
has been concluded is dependent on the applicable legal provisions, which may, for example, require
certain formalities that may lead to differing assessments of smart contracts in different jurisdic-
tions (Reusch & Weidner, 2018).

In order to determine whether a smart contract can give rise to a legally enforceable contract,
consideration must be given to whether each of the requirements necessary for a legally binding
contract is met. It should be noted that the initial stage of concluding a contractual agreement does
not significantly differ between smart and traditional contracts because, before a smart contract is
activated, the parties must agree to a set of terms that initiate the program.’

Unlike traditional contracts, in the world of smart contracts, acceptance comes through perfor-
mance. One can say they will initiate a smart contract, but there is no smart contract until they do. A
smart contract can be posted to a ledger as an offer, but the contract is not formed until some action
is taken to initiate acceptance, such as transferring a certain sum of money to the code.

Just as there is bargained-for consideration in traditional contracts, there is consideration in
smart contracts.® The courts believe that mutuality of obligation distinguishes a contract from a gift
for which parties do not have the same rights of legal enforcement. That is one of the reasons for
having the doctrine of consideration.

A component of contractual law regulates issues where the parties, as a matter of law, cannot vary
in their contracts from the mandatory provision laid down by contract law. Certain legal principles,
like offer, acceptance, consideration, intention to create a legal relationship, contractual intention,
certainty, and completeness, are so fundamental to the regulation of economic activity that courts
will not enforce otherwise valid contracts if these principles are not complied with. There are also
limitations on the freedom of smart contracts.

& ISDA, & Linklaters. (2017, August 9). Whitepaper on smart contracts and distributed ledger — A legal perspective.

®  The pieces of property do not need to be tangible; software systems can be embedded with contractware.

1 “Courts have held a promise traded for another promise to be enforceable for well over 400 years, since the early to mid-
1500s. Courts currently say that a mutual (or reciprocal or bargained-for) promise constitutes consideration for a promise,
causing it to be enforceable” (Ricks, 1999).
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It was mentioned earlier that smart contracts are considered ‘smart, as they are self-executing.
And of course, depending on the type of execution, they are divided into two categories. In the first
category are those whose precise execution is known at the time of creation and, in the second, are
those smart contracts whose execution is linked to a certain but unknown event or condition that
cannot be encoded at the moment of creation.

It is important to note that blockchain and the smart contracts stored on them are immutable (i.e.,
practicably impossible to change), as the code is distributed on the blockchain across a network and
would require sufficient consensus of the network to alter. Hence, once a smart contract is executed,
its execution cannot be reversed even though a new transaction could be made by the parties to
effectively nullify the result of the execution.

Smart contracts are undeniably widely used commercially. However, in the case of code-only
smart contracts, the code that is executed and the outcome it produces represent the only objective
evidence of the terms agreed upon by the parties. This is in contrast to cases with traditional tex-
t-based contracts, where courts will examine the final written document that the parties have agreed
to in order to determine whether the parties are in compliance or breach. With code-only smart
contract cases, email exchanges between the parties discussing what functions the smart contract
should execute, or oral discussions to this effect, would likely yield to the definitive lines of code as
the determinative manifestation of the parties’ intent, as courts have long emphasized that it is this
final agreement that represents the mutual intent of the parties (i.e., consensus ad idem, which is
known as “the meeting of minds”)."

Given the above considerations, the question to ask would be, “Is a ‘smart’ contract a real con-
tract?” For obvious reasons, in order for a ‘smart’ contract to be a real contract, it must fulfil all of the
requirements for contractual formation discussed above.

It has been proposed that the initial stage of a contractual agreement is similar for smart contracts
and conventional contracts because, before any contract-ware can operate, two parties must agree to
some set of contractual terms (Raskin, 2017). Therefore, it is a relief to know that the rules pertaining
to offer and acceptance will not, in essence, pose an obstacle to the recognition of smart contracts as
legally binding, as offer and acceptance, as well as the conduct of the parties, are evaluated objec-
tively” Furthermore, when parties submit their private cryptographic keys to commit resources to a
blockchain-based smart contract, that is proof of a commitment (Werbach & Cornell, 2017).

When an offeror posts a smart contract on the blockchain in binary computer code clearly stipu-
lating the terms of the transaction, it will be held to constitute an offer as opposed to an invitation
to treat And once the proposed smart contract is posted on the blockchain and has fulfilled the
requirements of being an offer in terms of identification of the essentialia negotii of the contract, it
is effectively an acceptance by the offeree, and acceptance can be fulfilled through conduct.

For example, the offeror can write a smart contract stating that, for 30 Ethereum, the offeror will
transfer ownership of a bicycle, including the terms of the deal, and upload it to a blockchain along
with a digital token representing the bicycle and gas, which is payment for uploading the contract.
Hence, this constitutes an offer. Subsequently, an offeree who is willing to accept will upload the 30
Ethereum to the smart contract, which constitutes acceptance. The smart contract will then detect

" Lipton, A, & Levi, S. (2018, May 26). An introduction to smart contracts and their potential and inherent limitations,
Harvard Law School Forum on Corporate Governance. https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-

2 Smit v Hughes (1871) LR 6 QB 597, 607 (Blackburn J).
B (f Partridge v Crittenden [1968] 2 All ER 421; cf Carlill v Carbolic Smoke Ball Co Ltd [1892] 1 QB 296.
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the upload of 30 Ethereum and automatically transfer it to the offeror's wallet, while, at the same
time, transferring the token to the offeree who uploaded the 30 Ethereum. The offeror does not need
to confirm that he received the 30 Ethereum, and the token for the bicycle is transferred without
further verification or discretion of the offeror. Therefore, the acceptance can occur either by perfor-
mance or by the authorization of transfer by putting in the special cryptographic key (i.e., password)
(Jaccard, 2017; Szczerbowski, 2017).

Performance of the terms in a unilateral contact or a signature by inputting the personal crypto-
graphic key can be a clear act of acceptance. Therefore, the rules on offer and acceptance will not
pose fundamental problems for the formation of smart contracts, as the procedure for forming such
agreements are in accord with the elements of offer and acceptance

A point to note about contract law's approach to ‘automatic contracts’ is that a contract is formed
when coins are inserted into a machine, in the case of Thornton v Shoe Lane Parking (similarly to
Szabo's vending machine analogy), and the fact that the subsequent process occurs without human
intervention does not preclude the formation of a contract This is reinforced by the R (Software
Solutions Partners Ltd) v HM Customs & Excise case, where it was held that an “automatic medium for
contract formation” can result in valid contracts®

In most common legal jurisdictions, the existence of valid consideration represents a mandatory
condition for any contract to be legally enforced. For a consideration to be valid, it must only be
sufficient,” and not adequate. Hence, the value and equality of mutual exchange is legally irrelevant
from the perspective of contract law formation. Therefore, it is arguably true that the consideration
requirement can easily be satisfied in the case of smart contracts, as smart contracts entail an ex-
change of digital assets, as in the example provided above describing the sale of a bicycle for 30
Ethereum.

However, an interesting argument has been raised by Webach and Cornell, who pointed out that
smart contracts do not contain an exchange of promises, as is usually the case in normal contracts,
or a requirement for a valid consideration. Both Webach and Cornell observed that “If someone
balances a pail of water on top of a door, he does not promise to drop water on whoever next opens
the door. Rather, he has merely set up the mechanical process by which that will happen. In a similar
way, a contract to transfer one Bitcoin upon such-and-such event occurring is not really a promise
at all. It does not say ‘l will pay you one Bitcoin if such-and-such happens), but rather something like
‘You will be paid one Bitcoin if such-and-such happens'.. the so-called ‘[smart] contract’ is not an
exchange of promises or commitments. Creation of a smart contract — while setting certain events in
motion — does not commit any party do no anything. There's nothing being prospectively promised”
(Werbach & Cornell, 2017).

While this observation is surely a departure from the realm of traditional contracts. that issue did
prevent the authors from reaching the conclusion that smart contracts are nonetheless legally valid
contracts. Another author (Savelyev, 2017) has raised an additional question as to whether a smart
contract is really a contract, given that it does not contain any obligation. He concluded that it is
probably more correct to say that the main consequence of the conclusion of a smart contract is not
the appearance of ‘obligations’, but the result of a self-limitation of certain rights by technical means.

% This might as outlined already before be different for the other mentioned category of smart contract where the
algorithms act as an ‘artificial agent’.

5 Thornton v Shoe Lane Parking [1978] 2 QB 163 (Lord Denning MR).

% R (Software Solutions Partners Ltd) v HM Customs & Excise [2007] EWHC 971, para. 67.

7 llustration case: Chappel & Co Ltd v Nestlé Co Ltd [1959] AC 87.
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Furthermore, Werbach and Cornell also argued that, though such commitments might not consti-
tute promises per se, smart contracts are indeed agreements that purport to alter the parties’ rights
and obligations, and that an agreement may still be considered a contract even if it leaves nothing
to be done or performed. Therefore, if one argues that smart contracts do not constitute a ‘promise’,
but more of a guarantee, and, thus, cannot be recognized as a real contract, this is an unrealistically
ideal view of contract law. Some considerations, such as benefits, rights or detriment, loss or respon-
sibility etc., will be conveyed under smart contracts, inducing a reciprocal promise, and, pragmati-
cally, there will almost always be sufficient consideration (Werbach & Cornell, 2017).

Intention to create legal relations in a commercial relationship is presumed in common law, and
this presumption must be disproved by a party claiming that there is no such intention. It could be
argued that, for every smart contract entered into in a commercial setting, the intention to create a
legal relationship will be presumed® Another more nuanced view offered by Savelyev (2017) is that,
by concluding a smart contract, the contracting parties have demonstrated the intention to use an
alternative regulatory system instead of traditional contract law.

Therefore, he observed, there might not be a true intent to create a legal relationship. However,
the author also admits that, if the result is factually the same in substance to the one regulated by
‘traditional contracts), it can be argued that the nature of the relationship is the same.

Most common law lawyers know that, for a contract to be enforceable, parties need to have the
capacity to enter into such contract. However, most of the other existing blockchain platforms, in fact,
do not check for full legal capacity (e.g., Ethereum). Instead, in principle, anyone can open an account
without having sufficient capacity to do so. As there are no means by which smart contracts can test for
capacity, they can be entered into by minors, drunks, or any other incapacitated person. Hence, people
lacking capacity to sign a contract in the real world could potentially do so on the blockchain platform.

On the other hand, if there was no capacity, the party could then legally invalidate the transfer
of any asset ex post by filing a lawsuit claiming unjust enrichment or, technically, through a reverse
transaction (Schrey & Thalhofer, 2017).° However, this may not be an ideal alternative because there
are pseudonymous users with cryptographic strings of random letters and numbers. Hence, it may
be difficult to identify who to sue. Additionally, a reverse transaction can only factually rewind the
contract, but not legally void the transaction, as it may remain on the blockchain since the blocks are
immutable (Schrey & Thalhofer, 2017).

The above notwithstanding, the fundamental point remains that if a person possesses legal ca-
pacity, they will be free to enter into legally binding smart contracts. Last but not least, the contract-
ing parties to a smart contract are technically not even people but only private cryptographic keys
which represent individual people (Werbach & Cornell, 2017). Therefore, the question arises as to
whether the issue of capacity can even be discussed since the parties are technically not human. It
has been proposed that this is not a consideration for autonomous contracts, as the private keys do
not act by themselves, but are instructed by humans.

Therefore, it is possible to believe that, by virtue of their flexibility, adaptability, and process of
formation, smart contracts can be considered legally valid contracts, at least according to English
contract law. Up to this point, it has been established that smart contracts can, in principle, fulfil the
requirements for forming contracts.

B See e.g. Esso Petroleum Limited v Commisioners of Customs and Excise [1975] UKHL &
¥ See also Jiinemann, M., & Kast, A. (2017, May 1). Rechtsfragen beim Einsatz der Blockchain [Legal issues arising from
the use of blockchain]. Kreditwesen. https://www.kreditwesen.de/kreditwesen/themenschwerpunkte /aufsaetze /rechts-
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However, in the absence of a traditional governing contract, if there are mistakes in the code, a
court reviewing a smart contract in a dispute faces difficulty in establishing any evidence as to what
the parties had agreed upon other than the incorrectly encoded smart contract. Therefore, the in-
correct code may be deemed to represent the understanding of the parties. So, in a smart contract
dispute, courts may find it difficult to establish the parties’ intention, which can be called a ‘meeting
of minds’ between the parties.

It is well established in common law that the ‘meeting of minds’ element is important to contract
formation, but, in French law, it is also essential to establish consent through a ‘meeting of minds’
(i.e. the accord de volontes) by identifying an offer by one party to do or not do something, as well
as commensurate acceptance.?’

The Singapore case of Quoine Pte Ltd v B2C2 Ltd [2020] deals with the two novel questions (a) what
should be done when the contracting parties’ algorithm operated as it was meant to in producing
the resulting contract, but one party could, nevertheless, be said to have been labouring under a
mistaken belief in entering into the contract, and (b) how should the law assess the state of the
non-mistaken party in circumstances where no human is involved at the time of the formation of
the contract?”

On the first issue, Quoine’s central argument in its defence was that the contracts underlying the
disputed trades (i.e., Trading Contracts) were invalidated in common law and in equity under unilat-
eral mistake. Quoine also alleged that the Margin Traders entered into the contracts with B2C2 for
buying and selling Bitcoin and Ethereum under the mistaken belief that they were transacting at
prices that accurately represented or did not deviate significantly from the true market price, and
B2C2 had actual or at least constructive knowledge of such a mistaken belief.

In order for Quoine to succeed in its claim on the first issue, it had to prove that: (a) in relation
to unilateral mistake in common law, the relevant mistake must concern a fundamental term of
the contract,? (b) B2C2 must either have actual knowledge (for unilateral mistake in common law)
or constructive knowledge (for unilateral mistake in equity) of the mistake, and (c) in relation to
unilateral mistake inequity, B2C2 was engaged in some unconscionable conduct in relation to the
relevant mistake.

However, the Court of Appeals disagreed with the lower court’s finding that the claimed mistake
concerned the terms of the contract. Conscious that the price at which the Trading Contracts were
brought by operation of the parties’ respective algorithms and that these had operated exactly as
they had been programmed to act, the mistake in this case was a mistaken presumption on the part
of the Margin Traders as to how Quoine’s platform would operate (i.e., the platform would not fail).
Such a mistake was only a mistake in presumption as to the circumstances under which the Trading
Contracts would be concluded, instead of a mistake as to the price at which the Trading Contracts
were entered into.

With reference to the issue of knowledge, the majority of the Court of Appeals confirmed that, in
the context of a deterministic algorithm,” it was the programmer’s state of knowledge that was rele-
vant to the parties. The relevant timeframe for assessing the programmer's knowledge was deemed

2 French Civil Code, arts 1101, 1106

7 Quoine Pte Ltd v B2C2 Ltd [2020] SGCA(I) 02. Civil Appeal No 81 of 201.

2 The question of whether unilateral mistake in equity can extend beyond a mistake as to a term of the contract was not
fully argued. The Court of Appeal was satisfied that it was not necessary to determine this question in this case.

Z A deterministic algorithm is one which always produces precisely the same output given the same input and does not
have the capacity to develop its own responses to varying condition.
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to be from the point of programming up to the point that the relevant contract was formed. This
was supported by the view of amicus curiae Professor Goh Yihan, who recognised that the time of
programming is when the programmer’s knowledge is the most concretised.*

Programmers are not expected to be prophets and mistakes can take a wide range of forms. But it
is clear that the law on unilateral mistake is concerned with (a) a type or class of mistake, that is one
concerning the fundamental terms of the contract (at least in common law), and (b) the mental state
of the non-mistaken party — whether they knew (or ought to have known) of the (type of) mistake
and were acting to take advantage of it.»

However, “according to a paper published by the Association for Computing Machinery in 2016,
coding bugs and other vulnerabilities were identified in nearly half of all smart contracts writ-
ten on the Ethereum blockchain, potentially putting at risk $30 million worth of the virtual cur-
rency Ether. A review of Ethereum smart contracts conducted by Peter Vessenes, the co-founder
of the Bitcoin Foundation, revealed at least 100 errors per 1,000 lines of code. The high error rate,
in part, may be attributed to the fact that writing smart contract code remains highly complex.
Researchers at the University of Maryland's cryptocurrency lab observe that ‘even for very simple
smart contracts (e.g., a Rock, Paper, Scissors game), designing and implementing them correctly
was highly non-trivial."#

These high error rates may result in a surge in disputes relating to smart contracts. Although there
are not many case authorities or materials that can be found regarding smart contract disputes,
the case of Quoine Pte Ltd v B2C2 Ltd has provided some guidance on how smart contract disputes
can potentially be resolved within the framework developed by the Singapore Court of Appeals. “It
also enables the court to examine and consider the knowledge actually acquired after the point of
programming and the actual conduct of the parties up to the time of the contract.” However, the
court emphasised that this is directed at actual conduct. The court also said that “rather, working
backwards from the output that emanated from the programs, we are driven to assess the relevant
state of knowledge by examining that of the programmers.”

Challenges surrounding encoded contracts vs natural language contracts

Natural language contracts (i.e., traditional contracts) have generally been the result of a reason-
able arrangement between parties with break even with haggling control, i.e., parties arranging at
arm’s length (Savelyev, 2017). However, the very viability of smart contracts depends on the ability
to express contractual obligations in code. For obvious reasons, natural language cannot be directly
executed by a computer, and self-enforcement requires that the terms of the smart contract be
computer-readable.

Therefore, there are multiple options: (a) a smart contract can be a translation of an existing
agreement, it can be created in code from the outset or, (b) a contract can be drafted in natural
language with subsequent encoding in mind. In addition, there are challenges associated with con-
verting natural language into code and, more broadly, with encoding contractual obligations (i.e., 'en-
coding’ of obligations).

% Quione, supra note 1at para 99.

% Quoine Pte Ltd v B2C2 Ltd [2020] SGCA(I) 02.

% Potter, Anderson & Corroon LLP. (2018, February 7). O'Toole, Kelly, and Hahn discuss why smart contracts need smart
corporate lawyers. https://www.potteranderson.com/newsroom-publications-OToole-Kelly-Hahn-Discuss-Why-Smart-

7 Quione, supra note 1at para 98.
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It is important to note two points before moving forward. First, it must be noted that the pres-
ent discussion would not be relevant if technical writing restricted smart contracts to a very nar-
row range of relationships, whose performance was easily determinable by fixed formulae, as is
the case with current smart contracts (Kiviat, 2015; Schroeder, 2016; Fairfield, 2015). In spite of the
increasing recognition that some contracts cannot or should not be smart, many writings continue
to extol the power of smart contracts to transform all types of contracts, including employment
contracts, leases, and mortgages. As a second point, technical writings offer little guidance regard-
ing how smart contracts should be formed or negotiated. The parties are generally assumed to cre-
ate their own smart contracts or agree to use ones already created by somebody else.

Although smart contracts can be created as one-off, customized programs, economies of scale re-
quire that they be made into generic programs that can be used on a mass scale. These forms
can include, for example, popular standard form agreements, such as those used for mort-
gages, car loans, and interest rate swaps.

In such a case, only certain values would be customizable for each transaction. The important
thing to bear in mind is that it is likely that the smart contract will not be encoded by the parties
themselves, or that at least one of the parties will not participate in its creation. As a result, ei-
ther both of the parties or one of them will be unable to verify that the code accurately reflects
their consent or how the smart contract works in practice.

That will inevitably lead us to the issue of contract translation. Because smart contract makers
(i.e., coders) cannot decide on its business and legal aspects (Frantz & Nowostawski, 2016), it is
reasonable to believe that there must be a document describing the substance of the agreement.
Therefore, many smart contracts come from documents written in natural language that require fur-
ther translation into code.

It has to be said that the complexity of this process is generally underemphasized, as technical
writings extol consistent progress in the areas of machine learning and natural language processing
and assume that the translation of natural language into code can be automated, or at least signifi-
cantly facilitated by technological means. At the push of a button, agreements could be transformed
into executable code, like source code is incorporated into object code. Notwithstanding predictable
advancement in said areas, as of now, it is difficult to automate the transformation of natural lan-
guage into code without a critical trade off in the nature of the yield of such transformation.?

Approximations appear to be admissible in mechanized interpretations of natural language,
where the general importance of a sentence can be gathered from unique circumstances. These are
nonetheless painful with respect to legal arrangements, which are drafted with fastidious exactness,
where one single word may bring about accidental business outcomes and prolonged disputes.?”
Besides, accuracy appears to be vital when the smart contract is to self-execute and cannot be
halted or revised. In the event that a smart contract is to embody a current arrangement, its inter-
pretation into code will include a monotonous manual process, and developers fail to appreciate the
low tolerance for mistakes in legal documents (Katz, 2013).

Additionally, developers appear to see contracts as sets of conditional statements abundant in
standard clauses that can be unendingly reutilized for different transactions. While it is true that
lawyers often rely on contractual precedents and (sometimes too eagerly) copy-and-paste individ-
ual provisions, it must not be forgotten that the standardization of legal language does not imply
that such language is capable of reduction into an algorithm. Notwithstanding its formalistic nature,

% For a non-technical explanation of machine learning see Surden, 2014.
#  0On the limits of Natural Language Processing see Dale, 2010.
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legal text is still natural language, and natural language is innately ambiguous, as the significance of
words consistently relies upon context.

Hence, because of its long sentences, clauses, nested expressions, and references to abstract
concepts, legal language is more difficult to translate into code than normal natural language. It has
generally been suggested that smart contracts need to create a custom domain-specific program-
ming language to capture the nuances of legal text.*

However, the main problem is that translating natural language into code is not the simple pro-
cess of converting legal prose into computer-readable instructions but requires an interpretation of
legal prose in advance. Interpretation is not an academic activity but is used to determine the exact
scope of the obligations of hoth parties, the results to be achieved according to the contract, or the
degree of effort required to perform specific obligations.

It is worth mentioning that the successful performance of a contract may depend on the meaning
of a word, and disputes over a word may lead to lengthy litigation. There is hardly a contract that
does not require some interpretation, thus, the presence of some legal and commercial knowledge
on the side of the interpreter is necessary. Hence, in the case of a smart contract, this would have to
be performed before, or in parallel with, the process of translating the legal text in code. However,
developers can hardly be expected to perform this task.

Interpreting contracts requires in-depth knowledge of the principles governing contractual in-
terpretation (i.e., principles surrounded by multiple controversies relating to the question of how
to determine objective meaning of words and expressions, or the meaning that must be deemed
to have been intended by both parties). This meaning may depend on other words used in a given
contractual document, or more broadly, on the context in which they are used.” Whoever interprets
a contract must be able to decide between the literal and the purposive approach and, in the event
of competing interpretations, select the one that is more consistent with business common sense.®

This would mean that the interpreting developer would have to ascertain the meaning that the
contract “would convey to a reasonable person having all the knowledge which would reasonably
have been available to the parties in the situation in which they were at the time of the contract.*
Furthermore, it should not be forgotten that the interpretation process is not limited to the case in
which words are ambiguous and can sometimes also reveal the existence of ambiguities.*

For contracts in natural language, it may not be immediately evident to the parties that a par-
ticular word or expression may have multiple interpretations. However, in the smart contract con-
text, the issue would not lie with the parties disagreeing over the meaning of the words, but in the
likelihood that those deciding how to covert a particular obligation into code will make a mistake
in interpretation. It should be noted that most contracts contain gaps which require that terms be
implied to make the agreement workable in practice. Contractual interpretation is usually performed
by courts after a dispute has arisen, and the implication of terms is traditionally determined by
courts, and not contracting parties.

If the implication of terms requires an understanding of legal rules, as well as the commercial
context of a particular transaction, coders may not be able to identify and fill contractual gaps

% See eg. Wolfram, S. (2016, October 12). Computational law, symbolic discourse and the Al constitution. Stephen Wolfram
3 Coote, 19éé. 77777777777777777777777777777777777777777777777777777777777777777777777777777777
2 Rainy Sky SA v Kookmin Bank [2011] UKSC 50; Re Sigma Finance Corp [2009] UKSC 2.

% Hombourg Houtimport BV v Agrosin Private Ltd (The Starsin) [2003] UKHL 12.

% Napier Park European credit opportunities fund ltd v Harbourmaster Pro-Rata CLO BV [2014] EWCA Civ 984.
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themselves. For instance, there is no flexibility for parties to incorporate a term that has one meaning
at the time of execution but can be interpreted differently during the performance phase. Therefore,
what can be done when the meaning of terms needed in a smart contract can vary?

Variation of terms and how it is done?

Although arguments may be presented that the problems surrounding the interpretation of sup-
plementary contractual language may be solved by lawyers and coders collaborating to translate
legal documents into executable code, it must be noted that, in spite of such collaboration, neither
the parties nor their lawyers will be able to ascertain whether the code in the smart contract cor-
rectly reflects the originating legal documents. For example, even if a smart contract mirrors this
document, with all its nuances, there is still potential for inconsistencies between what was agreed
upon and what was implemented. Such inconsistencies are particularly confusing given that, once a
smart contract commences self-enforcement, it cannot be stopped or amended.

It must be said that, at present, there is no simple path to amend a smart contract that would
create certain challenges for contracting parties. Amendments or modifications are relatively easy
in conventional contracts, and parties can waive provisions if they so choose. However, smart con-
tracts lack flexibility in semantics and enforcement, when compared to conventional contracts.
Hypothetically speaking, with a traditional text-based contract, if there was a change in law, the
parties could quickly draft an amendment to address that change, or alter their course of conduct.
Smart contracts do not currently offer such flexibility. It is worth mentioning that, given that block-
chains are immutable, modifying a smart contract is far more complicated than modifying standard
software code that does not reside on a blockchain.

Given the current technical and economic uncertainty of this phenomenon, the debate over its
legal implications is equally precarious, and defending the idea of disseminating these technologies
requires some sort of a leap of faith. On the one hand, true believers in smart contracts and block-
chain magnify these tools, their potential, and their capacity to bring the automation of contracts
to its limits (Surden, 2012). They promote the use of technologies that can allegedly predict a huge
number of variables to provide highly sophisticated solutions.>> On the other hand, there are schol-
ars who are unwilling to endorse this technological miracle. They express doubt about the capacity
of smart contracts to embrace all the different facets that characterize traditional contracts and their
bargaining processes and, thus, suggest a more cautious approach (Druck, 2018; Levy, 2017).3

There is also a chance that amending a smart contract may produce higher transaction costs, as
supposed to amending a text-based contract, and increase the possibility that the parties will not
accurately reflect the modifications they intended. Similar challenges also exist with regard to ter-
minating a smart contract, for example, if a party discovers an error in an agreement that gives the
counterparty more rights than intended, or concludes that fulfilling its stated obligations will be far
more costly than expected. In a text-based contract, a party can engage in, or threaten, so-called ‘ef-
ficient breach’ (i.e., knowingly breaching a contract and paying the resulting damages if it determines
that the cost of performing is greater than the damages it would owe). By ceasing performance or
threatening to take that step, a party may bring the counterparty back to the table to negotiate an
amicable resolution. Smart contracts do not yet offer analogous self-help remedies.

% Buterin, V. (2014). A next generation smart contract and decentralized application platform. Ethereum White Paper.
https://github.com/ethereum/wiki/wiki/ White-Paper
3% Schumpeter. (2016, July 28). Not-so-clever contracts. The Economist. https://www.economist.com/business/2016/07/28/
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Hence, can variation of terms be done before concluding a contract? This consideration has
two consequences: on the one hand, it invites scholars to address the divide between unilateral
and bilateral contracts and its implication within the realm of smart contracts. On the other hand,
and more importantly, it reveals that the traditional narrative that smart contracts can serve as
tools to reduce time and transaction costs might be superficial as soon as the creation of a (true)
smart contract requires the contribution of a plurality of people. Someone who wants to launch
a contractual initiative needs, first and foremost, a software developer (Walch, 2018) to trans-
pose the instructions related to the various aspects of the agreement into virtual architecture, to
build a data model (structured according to directives and conditionals) for the offer to operate,
while also taking into consideration the different forms of interaction between the counterparties.
Hence, it may be said that the possibility of completely eliminating the role of an intermediary is
already confuted at its roots.

Moreover, consider also that the developer must also be able to communicate with another op-
erator who is in charge of establishing the conditions for access to the platform where the code
will operate (and where the general public, or the counterparty, will be able to find and eventually
conclude it). Finally, users acting on the platform must be able to interact with the ‘offer’ if they wish
to amend its conditions before concluding the contract, as traditionally happens during negotiations.
This requires the presence of other intermediaries on their side as well.

This would imply that, without the development of mechanisms that allow contracting parties
to address a change in circumstances and more easily adjust terms, the utility of stand-alone
smart contracts that were intended to have legal effect may be limited, particularly in complex
transactions. In these circumstances, the necessary flexibility and management of contract
amendments may be provided by augmenting smart contracts with a master agreement, a con-
ventional (natural language) contract, or an overarching participation or governance framework
having legally binding effect.

Given the practical impossibility of amending terms in smart contract, as the code is distributed
on the blockchain across a network and would require sufficient consensus of the network to alter,
the only solution for creating the effect of amending a blockchain smart contract is to deploy and
use a new one instead. Therefore, could a Ricardian contract model that links smart contracts to
traditional contracts solve the issue of amending contractual terms? As commercial transactions are
dynamic, this is left for the parties to decide. The question of whether a smart contract should be
linked to a traditional contract will be largely dependent on the complexity of the deal.

Smart contracts can help facilitate safe and transparent transactions, whose records are im-
mutable, while traditional contracts and legal institutions can ensure their validity, provide the
required legal framework, and take care of disputes. This means that the Ricardian contract will
consist of both a smart contract and a legal contract (i.e., traditional/natural language contract),
where the legal contract is supplemented and not replaced. Therefore, to handle complex legal
issues, it is possible to suggest that, until there is greater clarity on standalone smart contracts,
parties should consider using Ricardian contracts (smart contracts that are governed by or which
implement provisions of a traditional contract) with a traditional contract they know a court will
enforce.

¥ Athoughtful investigation of this topic has been offered by Cohney, et al. 2019, who investigated a series of 50 2017 ‘Initial
Coin Offerings’, 1COs, conducted on smart contracts. Despite the offering claim that “code does have the potential to
become a substitute and complement for old-fashioned legal governance in financial contracting”, the Authors ultimately
observed that “potential does not mean reality. Our study shows just how far code falls short of expectations”.
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Encoded Contracts vs Ricardian Contracts vs Traditional Contracts

Having extensively discussed and explored the issues pertaining to encoded contracts vs natural
language contracts in the previous sections, we have come to the topic of Ricardian contracts. It
is worth reiterating that smart contracts are automated applications that run on blockchain tech-
nology, without third-party enforcement or verification. They are designed to result in a particular
agreed-upon outcome based on a set of if- then premises that put actions into motion once certain
conditions are met. Because the blockchain records information in a manner that can be described
as immutable, the execution of smart contracts is often irrevocable, which means that, once a cer-
tain action is in motion, it cannot be undone.® It is also worth mentioning that both smart contracts
and Ricardian contracts need to satisfy all of the requirements of a legally binding contract to be
enforceable.

Since smart contracts are written in code, it is difficult to determine and enforce the agreement if
there is no natural language contract that sets out the terms, especially in circumstances where the
code contains an error or carries out an action contrary to the parties’ intentions. Furthermore, it is
unclear whether the if-then statements embodied in the computer code will necessarily meet all of
the requirements of a contract.

A Ricardian Contract is a legal contract that was first introduced in 1995 by a well-known program-
mer, lan Grigg, and this concept is now part of the blockchain. What makes Ricardian contracts unique
is that they are cryptographically signed and verified. As opposed to encoded contracts, Ricardian
contracts are available in a human-readable text that is easy to understand (not only lawyers), and
these legal agreements or documents can be read by both computer programs and humans.

To put it simply, they serve two purposes. Firstly, they are easy-to-read legal contracts between
two or more parties that lawyers can easily understand. Secondly, they are machine-readable.
Hence, Ricardian contracts can be easily hashed, signed, and saved on the blockchain. On the whole,
Ricardian contracts merge legal contracts with blockchain technology and bind the parties by a legal
agreement before the execution of the actions on the blockchain network.®

Ricardian contracts set out the intentions, as well as actions that will take place in future based
on a legal agreement. The foundational difference between Ricardian contracts and smart contracts
on blockchain platforms is the type of agreement. The difference is that Ricardian contracts record
an agreement between multiple parties, while smart contracts execute whatever is defined in the
agreement as actions. Refer to the table comparing Encoded Contracts vs Ricardian Contracts vs
Traditional Contracts below.

So, do Ricardian contracts provide more clarity and certainty with respect to the terms of the
contract? These issues may be addressed by Ricardian contracts that link a natural language contract
to the underlying code. Since the text clearly specifies the smart contract code with which it is asso-
ciated, the parties can clearly see the variables that are passed on to the smart contract, as well as
how they are defined and how transaction events will trigger the execution of the code.”

The characteristics of Ricardian contract can be summarized as follow*:

% Lim, C, Saw, T.J., & Sargeant, C. (2016, July 28). Smart contract: Bridging gap between expectation and reality. Law Faculty
website.  https://www.law.ox.ac.uk/business-law-blog/blog/2016/07/smart-contracts-bridging-gap-between-expecta-

»  Geroni, D. (2021, 14 September). What are Ricardian contracts? A comprehensive guide. 101 Blockchains.
https:/[101blockchains.comricardian-contracts/

“ Lipton & Levi, 2018.

“ Grigg, 1. (n.d.). Guide to Ricardian contracts. WebFunds. http://www.webfunds.org/guide/ricardian.html
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Figure 1

Overview of How Ricardian Contracts Work*
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This, along with the manifestly equivalent characteristic above, results into the Rule of One Contract;
7. It can be represented as a legal contract;
8. It can be identified securely, wherein ‘securely’ means any attempt to distort the linkage be-
tween a reference and the contract is not feasible;
9. Itis supported by financially capable PKI (such as OpenPGP (https://www.openpgp.org/));
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2 Geroni, 2021.
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Figure 2

Comparison Table: Smart Contracts vs Ricardian Contracts vs Traditional Contracts
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10. Extensible — it can interpret bonds, shares, loyalty, etc.;

1. It can identify the legal issuer (signer of contract) and issuance server;

12. Cannot be changed by anyone except a legal issuer or other parties to the contract;

13. Verifiable in nature; and

14. Permissionless — the contract can be created and used by anyone without requiring alloca-
tions in controlled spaces.”

It is worth highlighting some other benefits of Ricardian contracts. First of all, they are secure in
nature, as they use hidden signatures, and the signing of contracts takes place through private keys.
Later, the hash of the agreement is used to attach that hidden signature to the contract. Ricardian
contracts also offer protection to parties in an agreement who do not have equal bargaining power
from parties in a stronger position that may be more likely to unilaterally change the terms of the
agreement during execution. Hence, once the agreement is finalized, it cannot be unilaterally modi-
fied, making it very secure. Furthermore, when the signature of the issuer is added to the contract, it
creates a legible and binding agreement with respect to the information described in the document.
This also makes it possible to track the parties involved with the help of a private key and hold them
accountable.** Therefore, it has been suggested that Ricardian contracts may be the best way to
bridge the gap between law and technology today.

“  Grigg, n.d.
“ Geroni, 2021
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Is Cryptocurrency Property?

United States

At the outset, it must be said that this discussion on whether cryptocurrency can be considered
property, and its regulatory treatment in various jurisdictions, is based on the positions that the
jurisdictions have adopted at the time of this paper was written.

If smart contracts, in principle, are capable of fulfilling the requirements for the formation of
contracts, then the natural question that follows would be, “Can virtual assets be seen as property?”
However, in order to answer this pressing and controversial question, it is necessary to explore and
examine the approach to crypto assets in property law, as well as its regulatory status.

In recent years, it has been noticed that most jurisdictions (like US, UK, Australia, Singapore,
and Hong Kong) have begun to edge their way towards formally recognizing this new category of
property, despite the fact that crypto assets do not generally fall within the traditional criteria for
property — with the exception of tax authorities, which moved in this direction early in order to
protect the tax base.

As crypto assets become more important in the economy, more governments around the world
have realized that crypto assets are property. This recognition has been based on a gradual expan-
sion of related principles and a lot of pragmatism. The classification of crypto assets into value/
asset, payment, or utility tokens has been widely adopted and follows the regulatory consequences.
However, the difference lies in how each regulator analyses a token taking into account the terms of
their country’s securities and payment laws.

For example, in the United States, cryptocurrencies are subject to different and sometimes over-
lapping legal and regulatory systems. These systems may include currency, securities, commodities,
or general intangibles, as it depends on the specific circumstances considered by the investigation.
Although it is not yet an established law, cryptocurrency is considered personal property in various
situations. The US Supreme Court has well established that property rights are a creature of state
law. Property rights are not empowered by the federal constitution, rather, “individual entitlement
[to property] is grounded in state law."s

However, at a statutory level, the State of Wyoming recently enacted a law that came into effect
on July 1,2019, which explicitly recognizes digital assets (including cryptocurrency) as intangible per-
sonal property.*® In most states, it remains arguable whether cryptocurrencies meet the criteria es-
tablished by the courts for the recognition of a property interest. In reference to a dispute over prop-
erty rights concerning Supplemental Type Certificates issued by the Federal Aviation Administration,
the Ninth Circuit Court of Appeals identified three criteria under California law: (i) an interest capable
of precise definition; (ii) capable of exclusive possession or control; and (jii) where the claimant has
established a legitimate claim to exclusivity.”

Therefore, the regulatory perimeter can be found in IRS Notice 2014-21, 2014-16 IRB 938 (14 April
2014), where the Internal Revenue Service ruled that, for federal tax purposes, cryptocurrencies are
treated as property.*® Some other agencies also place cryptocurrencies in the ‘digital assets’ cate-
gory. For example, on November 16, 2018, the US Securities and Exchange Commission (SEC) issued a
Statement on Digital Asset Securities Issuance and Trading, and, on April 3, 2019, issued a Framework

% Logan v. Zimmerman Brush Co., 455 U.S. 422, 430 (1982).

“ W.S. SF0125

7 (.s. Rasmussen & Associates, Inc. v. Kalitta Flying Service, Inc., 958 F.2d 896 (9th Cir. 1992).
6 |R.S. Notice 2014-21, 2014-16 |.R.B. 938 (14 April 2014).
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for Investment Contract Analysis of Digital Assets. Both directions from the SEC use the term “digital
assets” when referring to cryptocurrencies.

United Kingdom

The status of cryptocurrencies, distributed ledger technology (DLT), and smart contracts is still
unclear under both English private and financial regulation. Under English law, personal property
is either a ‘chose in possession’ or a ‘chose in action’. For example, English law does not expressly
treat intangible Bitcoins based on DLT as either. Furthermore, data or information is not considered
property in itself, nor do Bitcoins create contractual rights against anyone, though it is said by HM
Revenue & Customs that crypto assets are property for the purpose of inheritance tax.

However, it is worth noting that in the July 2019 case of Robertson v Persons (unreported, CL-2019-
000444) the London Commercial Court indirectly ‘recognized’ Bitcoin as legal property for a time. This
is because the court is preparing a temporary asset preservation order to prevent stolen Bitcoins
from disappearing or being transferring in cases of hacking, when email accounts are attacked by
spear phishing. The attackers transferred most of the Bitcoins to a digital wallet leading back to
the UK subsidiary of a well-known digital currency exchange. Some have argued that the ‘theft’ of
Bitcoin did not transfer ownership to the hackers, so ownership cannot be transferred to exchanges.
However, the judge recognized and accepted that this was a question to be tried.

Interestingly, the claimant relied on a decision by Simon Thorley 1) in the Singapore International
Commercial Court case of B2C2 Ltd v Quoine Pte Ltd [2019] SGHC(I) 03, where Bitcoin was held to be
personal property that can be the subject of a trust. In addition, an English High Court decision in
Armstrong DLW GmbH v Winnington Networks Ltd [2012] EWHC 10 (Ch)* was referred to, which con-
cerned the fraudulent transfer of carbon emissions allowances, where the court upheld the claim-
ant’s claim for the value of the allowances on the basis that they constituted a form of intangible
property.

While there is still uncertainty over crypto assets and smart contracts in the UK, the regulatory
treatment by the Financial Conduct Authority (FCA) suggests that their categorization depends on
their intrinsic structure, as well as their purpose. Security tokens that grant ownership rights, re-
fund specific amounts, or share future earnings are considered “specific investments” under the UK
Regulatory Activities Order and possible “transferable securities” under the EU Market in Financial
Instruments Directive. Such crypto assets fall within the scope of financial supervision and are there-
fore also within the scope of the FCA's powers, as well as investment products, such as derivative
contracts that reference these crypto assets. The FCA proposes that retail sales of these be banned.
Other tokens that meet the definition of e-money under the Electronic Money Regulations are also
fall within regulation.

But it is worth noting that redeemable utility tokens for specific products or services, which are
usually provided using DLT platforms, would fall outside of regulation. That would mean that cryp-
tocurrencies, crypto-coins, or payment tokens such as Bitcoin and Litecoin could potentially fall
outside of regulation. In comparison, stable-coin cryptocurrencies that are linked to fiat currencies
would possibly constitute e-money. At the very least, the FCA published guidance has the merit of
setting out its approach to the regulatory treatment of crypto assets. At the very least, as of now,
crypto assets would be brought within the AML/CTF regime in accordance with the recommendations
of the Financial Action Task Force when the UK passes the EU's Fifth Money Laundering Directive into
national law.

“  Armstrong DLW GmbH v Winnington Networks Ltd [2012] EWHC 10 (Ch).
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Australia

Although commentators have noted that, in considering Australia’s general law and economic
test for property, it is likely that crypto assets like Bitcoin would amount to property. However, to
date, there has been little guidance as to whether a crypto asset would be recognized as property
under Australian law. Property is usually considered in the context of “rights to identifiable things.’
In practice, when something does not meet the accepted indicia for property, the definition does not
standstill and the indicia adapts so that the “thing” is not improperly excluded.

Looking through the lens of regulatory treatment of crypto assets in Australia, the Australian
Treasury launched a public consultation on initial coin offerings (ICOs) in February of 2019 and called
upon industry stakeholders to make submissions. The issues paper published in conjunction with
the consultation considers Australia’s current regulatory framework for crypto assets and asks if
further regulatory action is needed to address the risks posed by ICOs and promote the smooth
functioning of the Australian 1CO market.

In 2019, both the Australian Securities and Investments Commission’s (ASIC) information sheet on
ICOs and crypto assets (INFO 225) was revised. This provides guidance on how the Corporations Act
2001 may apply to crypto assets. Under the said Corporations Act 2001, persons dealing in financial
products must hold an Australian financial services licence. Importantly, ASIC noted that each crypto
asset will be evaluated individually based on the specific rights and characteristics of the crypto asset.

While there have been legislative amendments to accommodate the use of cryptocurrencies,
these have principally focused on transactional relationships (for example, the issuing and exchang-
ing process) and activities involving cryptocurrencies rather than the cryptocurrencies themselves.

The four most common characterizations of crypto assets are as follow, and each requires the
person dealing in these crypto assets to hold a licence and comply with ongoing obligations:*
= Interests in a managed investment scheme (MIS) have three elements: (i) the contributions of

money or assets to obtain an interest in benefits produced by the scheme; (i) those which are

pooled or used in a common enterprise to produce financial benefits (or interests in property)
for those who hold interests in the scheme (e.g., using the contributor's funds to build the
platform); and (iii) that the contributors do not have day-to-day control over the operation of
the scheme. In certain cases, an ICO might constitute a MIS and a crypto asset, therefore it could
be an interest in an MIS.

= Securities: Under section 92 of the Corporations Act, securities include shares, debentures or
units of shares. A crypto asset may constitute a share where the rights attaching are similar to
those usually attached to a share. For example, where there is a right for the owner of the crypto
asset to participate in the profits of the company, then the crypto asset may be a share.

= Derivatives: A crypto asset may be characterized as a derivative, where the value of the
cryptocurrency is ultimately determined, derived from, or varies by reference to the value or
amount of an external reference (e.g., an asset, rate, index or commodity). Asset-backed tokens
that are backed by real world assets, such as oil, may in this way constitute a derivative.

= Non-cash payment facilities: A crypto asset may constitute a non-cash payment (NCP) facility
under section 763D of the Corporations Act. A cryptocurrency would be an NCP where a person
makes payments, or causes payments to be made, other than by physical delivery of cash. It is
likely that several utility tokens used for the payment for goods and services would fall to be
regulated as NCP facilities under Australian financial services law.

% Reeves, P, 0'Grady, R., & Shen, E. (2022). Australia. In J. Dewey (Ed.) Blockchain & cryptocurrency regulation 2023. Global
Legal Insights. https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/australia
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Singapore

There have been discussions in Singapore regarding the legal characteristics of Bitcoin and other
crypto assets for the past five years. Yet is remains a difficult and debatable issue, which is compli-
cated by the lack of a uniform definition for ‘crypto assets’ that can be applied to a broad class of
instruments with different functionalities. However, there are developments worth noting that may
provide some clarity in this space.

As discussed above, the decision on the very first Singapore case of B2C2 Ltd v Quoine Pte
Ltd (B2C2) was referred to by the English Courts. Although this point is not technically dis-
puted between the parties, this case is the first judicial reference to use the cryptocurrency
as property. Although the decision referred to cryptocurrencies in general, there is increasing
recognition that the nature and application of both Bitcoin and Ether differs from security
tokens or utility tokens. Correspondingly, such cryptocurrencies would warrant different reg-
ulatory treatment.

Legally, Singapore offers a neutral regime for the growth of transactions involving cryptocurrency.
Singapore law is commonly used as the governing law in cryptocurrency related contracts because
of its advanced dispute resolution laws and its reputation for being an arbitral friendly and neutral
regime.” The Payment Services Act (PSA) came into effect in January of 2020 to regulate traditional
as well as cryptocurrency payments and exchanges. The intention behind introducing the PSA was to
streamline payment services under a single piece of legislation and calibrate regulations according
to the risks such activities pose by adopting a modular regulatory regime (Ho & Law, 2021). The PSA
provides a framework to obtain a license to operate a cryptocurrency business in Singapore and out-
lines money laundering compliances to be met by cryptocurrency operators. The relevant provisions
can be found as follows:

(1) Digital payments token: The PSA uses the term “digital payments token” to refer to virtual
currencies and defines it as any digital representation of value that:

a. is expressed as a unit;

b. is not denominated in any currency, and is not pegged by its issuer to any currency;

c.is, oris intended to be, a medium of exchange accepted by the public, or a section of the public,
as payment for goods or services or for the discharge of a debt;

d. can be transferred, stored or traded electronically; and

e. satisfies such other characteristics as MAS may prescribe.®

Digital Payments Tokens (DPT) recognized by MAS include Bitcoin and Ether. The PSA further rec-
ognizes a digital payment token service as dealing in digital payment tokens and facilitating the
exchange of digital payment tokens.*

(2) License: Any person carrying out a digital payment token service must obtain a payment insti-
tution license, unless exemptions apply.* A standard payment institution license applies to compa-
nies with payment transactions up to $3 million per month and a major payment institution license
must be obtained by companies with payment transactions which exceed $3 million per month. An
application for both these licenses must be made by a company incorporated in Singapore or over-
seas, has its permanent place of business or registered office in Singapore; and has at least one

% So,A, & Tham, F. S. (2020, January 15). Singapore: Why Singapore has become Asia’s cryptocurrency and blockchain hub. Taylor
Vinters. https://www.mondag.com/fin-tech/883798/why-singapore-has-become-asia39s-cryptocurrency-and-blockchain-hub

2 Section 2, Payment Services Act, 2019.

8 Part 3, First Schedule, Payment Services Act, 2019.

s Section 5 and 6, Payment Services Act, supra note 12.
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executive director who is a Singapore citizen or a permanent resident or is a person belonging to a
class of persons prescribed by the MAS.®

(3) Anti-money laundering (AML)/Countering the financing of terrorism (CFT): MAS has released a
separate notice on AML/CFT guidelines for DPT service providers. As per the notice, DPT service pro-
viders are required to set up robust controls to detect and prefect money laundering and terrorism
financing.®® All DPT payment service providers must implement certain measures as a part of their
internal AML/CFT policy, which includes:

a. customer due diligence by verifying their identities and businesses;

b. monitoring customer transactions for signs of money laundering and terrorism financing;

C. screening customers by comparing them against relevant UN international sanctions lists; and

d. maintaining detailed records of customer activities and putting in place a process to report
suspicious transactions to MAS.”

Generally, persons dealing in crypto assets should be mindful of the implications of:
= the Commodity Trading Act (CTA);
the Securities and Futures Act (SFA); and
= the Payment Services Act (PSA).

Among other classifications, a crypto asset may be:

a commodity under the CTA;

= a capital markets product under the SFA; or

a digital payment token (DPT) under the PSA.

A crypto asset, which is a digital representation of value that is expressed as a unit not denomi-
nated in or pegged to any currency and intended to be a medium of exchange, is likely to fall within
the definition of a DPT. For example, this includes Bitcoin and Ethereum. Therefore, any business in
Singapore that deals in DPTs or offers any service facilitating the exchange of DPTs is considered to
perform a digital payment token service, which is a regulated activity under the PSA regime.

The regulator has not defined virtual currency (used interchangeably with ‘cryptocurrency’ or
‘token’ or ‘coin’, unless otherwise specified) to be one exclusive thing, but instead has stated the
following:

(a) they are not a currency or legal tender issued by any government;

(b) they are to be encouraged as a means of paying for goods or services to someone who is will-
ing to accept them as a mode of payment, and are a means of making payments;

(c) they cannot be a store of value, as their prices fluctuate (in this regard, the government atti-
tude is not to encourage people to use them as an investment tool, as they are risky);

(d) they are recognised as assets and personal property, with more and more people trading in
them.

Switzerland

There is an ongoing discussion about the legal status of crypto assets under Swiss private law.
Possible classifications include movable property, energy rights recognized by civil law, a form of
intellectual property or data ownership, non-certified securities, and other special private law rights.

% Section 6, Payment Services Act, supra note 12.
% Scorechain. (2020, June 18). Cryptocurrencies regulatory landscape in Singapore. https://www.scorechain.com/blog/
cryptocurrencies-regulatory-landscape-in-singapore/
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However, it can be said that one of the most important issues is how to transfer specific rights re-
lated to tokens. In either case, the answer varies depending on the economic function and rights of
a particular token.

For example, in other jurisdictions, like the UK, as discussed above, although the language varies,
a distinction exists between three token categories as follows:
= Payment tokens: These are synonymous with cryptocurrencies and are intended as a means of

payment for goods or services, or as a means of value transfer, and do not give rise to claims

against their issuer.

= Utility tokens: These provide access to an application or service by means of a blockchain-based
infrastructure.

= Asset tokens: These represent assets, such as a debt or equity claim against their issuer. Asset
tokens contain a promise, such as a share in future earnings of a company or a project. In terms
of their economic function, they are analogous to equities, bonds, or derivatives. Tokens that
enable the trading of physical assets on the blockchain (tokenized assets) also fall into this
category.

Since these categories are not mutually exclusive, there can also be hybrid tokens. For exam-
ple, assets and utility tokens can also constitute payment tokens, depending on additional rights.
Payment tokens usually do not come with third-party rights. For example, Bitcoin is a pure digital as-
set. Therefore, according to Swiss law, they can be transferred without written procedures. Although
the rules of property law will determine the type of action required to recover illegally disposed as-
sets from the previous owner, in many cases, due to the transnational context of most cases and the
universality and purpose of blockchain, this will essentially turn out to be a theoretical transaction.

Different private law rules may apply to public service tokens, which are essentially service
vouchers and asset tokens that usually represent promissory notes to third parties. These tokens
usually do not represent digital assets but identify the owners of rights against natural or legal
persons. This gives rise to the issue of transferability and the question of whether they constitute
non-certified securities that can only be transferred in writing. Although it is theoretically possi-
ble to use digital signatures to transfer rights under Swiss law, it is currently not possible to do
s0. The Swiss Federal Council has discussed this issue in a recent consultation on amendments
to the Debt Act. According to their proposal, the transfer of rights registered in the registry based
on distributed ledger technology will no longer need to be done in writing. If such a change is
enacted, it will increase the legal certainty of token transfers. However, it is unclear when or if this
amendment will be advanced.

There are currently no DLT-specific laws in force in Switzerland, and comprehensive regulation of
tokens or DLT is not contemplated. Rather, the traditional, principle-oriented and technology-neu-
tral approach of Swiss financial market regulation applies. There is a generally published guidance
on the regulatory treatment of tokens under Swiss law from the Swiss Financial Market Supervisory
Authority (FINMA) — 1CO Guidelines. Specifically, FINMA reviews the economic nature of a token to
determine its regulatory treatment. For example, whether to treat it as a security. For this, it employs
the ‘duck test': if it looks like a duck, swims like a duck, and quacks like a duck, then it probably is
a duck.

FINMA follows the categorization of crypto assets as payment tokens, utility tokens and asset
tokens (as well as hybrid tokens). The regulatory consequences are highly dependent on specific
‘token economics’ and the rights attached to tokens. However, some general statements are possible
to make as follows:
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= Payment tokens are not subject to prudential regulations if they are pure digital assets. They may,
however, be within the scope of prudential regulation if they convey rights to underlying assets
(such as units of gold or any other asset or basket of assets that is relatively ‘stable’) to token
holders, for instance, in the case of certain stable coins. Issuers and traders of payment tokens
must comply with Swiss anti-money-laundering laws.

= Utility tokens are not generally within the scope of financial market laws. However, if a utility
token also has an investment purpose at the point of issue, FINMA will treat such tokens as
securities.

= Asset tokens may qualify as securities, with consequences for both the primary market (i.e., the
obligation to publish a prospectus) and the secondary market (e.g., to trade only on licensed
securities trading venues, make follow-up disclosures, etc.). They may also fall within the Banking
Act, the Collective Investment Schemes Act, and other relevant laws. Therefore, particular
attention must be paid when there is an investment component related to an asset, or if the
tokens are in some way linked to an underlying asset.

Switzerland is one of the most crypto-friendly jurisdictions. Swiss law does not consider cryp-
tocurrencies legal tender or, consequently, ‘money, and does not define the term ‘cryptocurrency’
or ‘virtual currency’. For individuals, cryptocurrencies are seen as assets and are subject to wealth
tax, while capital gains on these assets are exempt from income tax. In 2017, the canton of Zug (also
known as the Crypto Valley) began accepting Bitcoin and Ether as payment for operating expenses,
and Chiasso, in the canton of Ticino, began accepting Bitcoin for tax payments in 2018, with Zug set
to follow in 2021.

Therefore, the country’s tax collection authority, the Swiss Federal Tax Administration (SFTA) re-
gards Bitcoin and Ethereum as ‘assets’, which are therefore covered by Switzerland’s Wealth Tax and
must be declared on yearly returns. The source of funds from cryptocurrency wealth will also need
to be listed on tax returns.

Hongkong

There is currently little guidance or judicial consideration as to whether crypto assets will be rec-
ognized as ‘property’ in the law of Hong Kong. The current state of affairs on the treatment of crypto
assets as property, the ownership of crypto assets, and their transfer between private individuals
is not subject to any legal restrictions or regulations, on condition that they are obtained and/or
transferred in good faith. According to their characteristics, crypto assets are sometimes called vir-
tual commodities, cryptocurrencies, digital tokens, or utility tokens, but these are not clearly defined
in the law.

The term ‘virtual assets’ was adopted by Hong Kong's Securities and Futures Commission (SFC)
to represent this broad class of instruments, stating that “the polymorphous and evolving features
of virtual assets mean that they may be, or claim to be, a means of payment, may confer a right to
present or future earnings or enable a token holder to access a product or service, or a combination
of any of these functions.”

Even so, in the regulatory treatment of crypto assets, Hong Kong regulators have made it clear
that crypto assets could be subject to regulation under existing regulatory regimes, and this may
include, currency, securities, or futures contracts, depending on the features and characteristics of
each crypto asset. For example, the Chief Executive of the Hong Kong Monetary Authority (HKMA)
considered the extent to which cryptocurrencies could serve as money, by measuring them against
the following three benchmarks, which are: (i) a medium of exchange (i.e., whether it is generally
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accepted as a means or instrument of payment to facilitate the sale and purchase of goods and
services); (ii) a store of value (i.e., the ability to hold its value over time); and (iii) a unit of account
(i.e., whether it is accepted as a standard measure of value or price of goods, services, assets, liabil-
ities, income, expenses, profits, and losses). From the HKMA's perspective, cryptocurrency does not
satisfy the criteria of ‘money’ primarily because of its failure to be readily accepted as a medium
of exchange, its high volatility in value arising from its lack of intrinsic worth, and the difficulty in
adopting cryptocurrency as a standard measure of value.

Further to that, there are various statement issued by the SFC suggesting that crypto assets could,
depending on their characteristic, fall within the meaning of ‘securities’, which includes interests in
a collective investment scheme, or ‘futures contracts’ In order to allow crypto asset-related activities
to fall within the safety net provided by the existing regulatory framework, the SFC implemented a
number of regulatory policies in November of 2018 to address the management and distribution
of crypto asset funds or portfolios by intermediaries that hold licenses to be intermediaries from
the SFC. The SFC has also launched a regulatory sandbox to explore the feasibility of regulating and
licensing crypto asset trading platforms.

As many ICO issuers have established business bases in Hong Kong and opened their activities
to Hong Kong residents, the SFC (i.e., the local securities regulatory authority) issued a statement on
ICOs on September 5,2017, warning the public about the risk of participating in ICO campaigns. It also
warms the public that ICO tokens that possess features of ‘securities’ as defined under the Securities
and Futures Ordinance (Cap. 571) (SFO) would need to be authorised by the SFC unless an exemption
applies, and that dealing in and advising on securities-based ICOs would be a regulated activity
under the SFO. Hence, such activity should only be carried out by corporations that are licensed.

The HKMA and the SFC have recognized Bitcoin and other similar currencies as ‘virtual commod-
ities. However, it unclear if and how this extends to other altcoins, which are a sub-category of
‘virtual assets), and Hong Kong has not established new legislation or regulations to define those
terms. That said, while there has been no further clarification from the SFC on which tokens or
coins may fall under the new asset class of ‘virtual assets, it has acknowledged that many virtual
assets do not necessarily amount to ‘securities’ or ‘futures contracts’ for the purpose of the SFO,
and it has particularly confirmed Bitcoin and Ether as examples that may be referred to as ‘Non-SF
Virtual Assets’.

How is public policy being interpreted?

Indonesia

In the ASEAN+6 context, we can see, for example, Indonesia’s adoption of a wider position in
the case of Bankers Trust v PT Mayora Indah Tbk (2000)* and Astro Nusantara Bvetal v PT Ayunda
Primamitra (2010),® where the definition of Public Policy was interpreted too widely by the Indonesian
court. Furthermore, Presidential Regulation No. 34 of 1981 contains only two paragraph and does not
mention which court has the authority to deal with requests for enforcement of foreign arbitral

% The Decision of the Supreme Court No. 02 K/Ex'r/Arb.Int/Pdt/2000. Some authors have discussed this case, among others,
Karen Mills, Enforcement of Arbitral Awards in Indonesia & Other Issues of Judicial Involvement in Arbitration, Paper,
February, 2003, revised February, 2005; Mutiara Hikmah, Loc.cit.

% The Supreme Court Decision No. 01 K/Pdt.Sus/2010. Some authors have discussed this case, among others, Mills, 2006;
Kristy & Jing, 2013.
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awards in Indonesia. It is also silent on the application of public policy, as incorporated in article V
of the New York Convention.

Another interesting case to look at would be PT Nizwar v Navigation Maritime Bulgare, where the
Indonesian Supreme Court refused to execute a request for the enforcement of a London arbitration
award. The Supreme Court argued that the court could not enforce the award, mainly because there
was no implementing legislation (of the Government Regulation No. 34 of 1991) that gave the Court
of Jakarta the power to enforce the foreign arbitration award (in Indonesia).

On this development, in August of 1999, the Indonesian Supreme Court put into effect Law No. 30
0f 1999 on Arbitration and Alternative Dispute Resolution. This replaced the old Dutch-private proce-
dural law on arbitration, as provided in article 615-651.% Law No. 30 of 1999 regulates both domestic
and international arbitration and their awards. It is worth noting that Article 66 provides for the
requirement of public policy and states that international arbitration awards will only be recognised
and enforced within the jurisdiction of the Republic of Indonesia if they fulfil the following require-
ments:

(a) the international arbitration award must have been rendered by an arbitrator or arbitration
tribunal in a country which, together with the Republic of Indonesia, is a party to a bilateral or mul-
tilateral treaty on the recognition and enforcement of international arbitration awards;

(b) international arbitration awards, as contemplated in item (i), are limited to awards which, un-
der the provisions of Indonesian law, fall within the scope of commercial law;

(c)international arbitration awards, as contemplated in item (i), may only be enforced in Indonesia
if they do not violate public order;

(d) international arbitration awards may only be executed in Indonesia after obtaining execution
from the head of the Central District Court of Jakarta; and

(e) when one of the parties involved in the international arbitration is the State of the Republic
of Indonesia, the international arbitration may only be enforced if it has obtained execution from
the Supreme Court, in which the power will be delivered to the head of the Central District Court of
Jakarta.

However, it worth noting that the explanatory notes of Article 66 of Law No. 30 of 1999 still do
not provide a clear explanation on what the term ‘public policy’ means. Hence, this lack of definition
would imply that the broad definition expressed under Supreme Court Regulation No. 1 of 1990 still
applies. This would mean that the term ‘public policy’ could still be extensively interpreted.

Notwithstanding the above, the good news is that Indonesia has taken a mixed approach to-
wards cryptocurrencies such as Bitcoin, Ethereum, Dash, Litecoin, and Ripple. Indonesia’s Commodity
Futures Trading Regulatory Agency (known as Bappedti) has approved regulation No. 5/2019 (February
2019), which does recognise Bitcoin and other cryptocurrencies as trading commodities, giving legal
certainty to the cryptocurrency exchanges already operating in the country. It should be noted that
the law imposes AML/CFT requirements on virtual asset service providers, and cryptocurrencies are
banned as domestic payment instruments under the Bank Indonesia Regulation No. 18/40/PBI.2016
on the Implementation of Payment Transaction Processing (November 2016).

6 Articles 615 to 651 Rv did not contain the provisions on public policy as the grounds for the annulment of (foreign) arbi-
tration awards. This suggested that Rv on arbitration seemed to regulate the domestic arbitration. The Rv on arbitration
was divided into five parts. Part 1 regulated the appointment of arbitrators (articles 615-623); part 2 was the provisions
on arbitration proceedings (articles 624-630); part 3 regulated the arbitration awards (articles 631-640); part 4 was on
the efforts or measures against the arbitration award (Articles 641-647); and part 5 contained the provisions concerning
the end of arbitrators’ duty (articles 648-651).
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This would mean that, by having cryptocurrencies recognized as trading commodities, it is likely
that potential smart contract disputes can be resolve by arbitration, as they are approved and rec-
ognized as trading commodities in Indonesia, and it can be said that they have already cleared the
public policy hurdle.

Malaysia

Malaysia’s earlier position on the enforcement of international arbitral awards can be found in the
case of Jan De Nul (Malaysia) Sdn Bhd Anor v Vincent Tan Chee Yioun Anor[2018] 1 LNS 1615, where both
parties challenged the Award, applying to refer to questions of law arising out of the Award pursuant
to section 42 of the Arbitration Act (the 2005 Act).? Both parties also raised the preliminary objections
that section 42 of the 2005 Act is inapplicable in this case, as the arbitration between them was an

“international arbitration” within the meaning of section 2 of the 2005 Act.%® Further, section 3(3) of the
2005 Act® provides that section 42 of the Act (which is contained within part Ill of the 2005 Act) has no
application unless the parties had agreed in writing for it to be applicable.

Essentially, section 42 allows for the court’s intervention by allowing the parties to refer to the
court on questions of law arising out of an arbitral award. The court will then have power to confirm,
vary, set aside, or to remit the award to the tribunal for reconsideration. This can also cause prob-
lems in terms of uncertainty in enforceability. However, in the case of AJWA For Food Industries Co
(MIGOP), Egypt v. Pacific Inter-Link Sdn Bhd & Anor (AJWA case)®, the Court of Appeal has held that
section 42 of the 2005 Act may be relied on if the arbitration agreement is governed by Malaysian
law as the governing law.

However, the Federal Court had reversed the AJWA decision and held that, although the agree-
ment had used Malaysian law as the governing law of the contract, this cannot be interpreted and
equated to an agreement to include part Ill and section 42 of the 2005 Act. So now, it can be seen
that this decision had clarified this point of law and ensured certainty. Furthermore, section 42 of the
2005 Act has been repealed by the Amendment Act 2018.%

Given this development, in dismissing JDN and Sofidra’s appeal to set the award aside for breach
of the public policy of Malaysia, because there was a breach of the rule of natural justice about the
making of the award, the Federal Court upheld the decision of both the High Court and the Court of
Appeal; it also affirmed the distinction between the application of section 37 and section 42 which
can be found in the case of Petronas Penapisan (Melaka) Sdn Bhd. v. Ahmani Sdn Bhdn (“Petronas
Penapisan”),” where the Court of Appeal held that section 37 application relates to the award making
process, while section 42 application relates to the award itself (i.e. whether the award contains an
error that substantially affects the rights of one or more of the parties). Now, with section 42 of the
2005 Act repealed, we can be certain that there are limited circumstances where parties can seek
intervention from the courts.

It should also be noted that Malaysia's Federal Court approved the following passage of the
Singapore Court of Appeal in PT Asuransi Jasa Indonesia (Persero) v Dexia Bank:

& Jan De Nul (Malaysia) Sdn Bhd Anor v Vincent Tan Chee Yioun Anor [2018] 1 LNS 1615.

& Arbitration Act 2005, s42.

8 Arbitration Act 2005, s2.

% Arbitration Act 2005, 3(3).

8 AJWA For Food Industries Co (MIGOP), Egypt v. Pacific Inter-Link Sdn Bhd & Anor (AJWA case).

6 Arbitration (Amendment) (No 2) Act 2018.

§  Petronas Penapisan (Melaka) Sdn Bhd. v. Ahmani Sdn Bhd [2016] 3 CL) 403 (“Petronas Penapisan”).
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“...the general consensus of judicial and expert opinion is that public policy under the Act encom-
passes a narrow scope. In our view, it should only operate in instances where the upholding of an
arbitral award would ‘shock the conscience... or is ‘clearly injurious to the public good or... wholly
offensive to the ordinary reasonable and fully informed member of the public'.. or where it violates
the forum’s most basic notion of morality and justice.”s

The apex court went on to say:

“[55]...However, it must be appreciated that the concept of public policy generally is itself a broad
concept. But in applying the concept for the purpose of setting aside an award... the concept of
public policy ought to be read narrowly and more restrictively. The court's intervention should be
sparingly used. The court must be compelled that a strong case has been made out that the arbitral
award conflicts with the public policy of Malaysia... “The concept of public policy must be one taken
in the higher sense where some fundamental principle of law or justice is engaged, some element of
illegality, where enforcement of the award involves clear injury to public good or the integrity of the
court's process or powers will be abused.”

Singapore

When it comes to the setting aside of international arbitral awards on grounds of offending pub-
lic policy, we can see Singapore’s position on this matter in the case of PT Asuransi Jasa Indonesia
(Persero) v Dexia Bank. We can also see that the apex court of Malaysia also approved Singapore’s
position in this case, as mentioned above. Another interesting case to note is Sui Southern Gas Co Ltd
v Habibullah Coastal Power (Pte) Ltd [2010] SGHC 62, where the High Court had to decide whether to
set aside an arbitral award on the grounds that the decision was “perverse and irrational”. However,
the Court in choosing not to set aside the award demonstrated that it is prepared to show deference
towards the decision of the arbitral tribunal. Further, Judith Prakash ) also held that arbitral tribu-
nal awards will only be set aside where the grounds for setting aside set out in the International
Arbitration Act (“the IAA") are strictly complied with.

It should be noted that it was alleged that the award in dispute should be set aside as it was
perverse and irrational. This was relied on as an independent ground for setting aside, and to further
support the application to set the award aside, Article 34, Schedule 1 of the IAA" was also relied upon,
that the award went beyond the scope of the submission to arbitration, and that it was in conflict
with public policy. The Court rejected the application on all three grounds. The Court also rejected
the argument at the threshold stage and held that the contention of breach of public policy cannot
be vague and generalized (John Holland Pty Ltd v Toyo Engineering Corp (Japan) [2001] 1 SLR (R) 443.2
And since SSGC failed to identify any particular public policy of Singapore that was breached, the
argument had failed.

In spite of that, the Court did go on to consider SSGC's dispute that public policy would operate
whenever upholding the award would “shock the conscience”, which was alleged to be the case.
However, the three aspects that were mentioned by the Court are worth noting, and they are, (i) the
court did not accept that the “shock the conscience” test could stand alone as the test for whether
public policy would operate, (ii) a very high threshold must be crossed, and shocking circumstances

8 PT Asuransi Jasa Indonesia (Persero) v Dexia Bank [2006] SGCA 41.

©  PT Asuransi Jasa Indonesia (Persero) v Dexia Bank [2006] SGCA 21.

™ Suj Southern Gas Co Ltd v Habibullah Coastal Power (Pte) Ltd [2010] SGHC 62.
7 Article 34, Schedule 1, International Arbitration Act.

7 John Holland Pty Ltd v Toyo Engineering Corp (Japan) [2001] 1 SLR (R) 443.
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such as corruption, bribery or fraud, which would contravene the most basic notions of morality and
justice, must be shown, and (iii) an assertion that the Award was “perverse and irrational” cannot, in
itself, amount to a hreach of public policy.”

India

Whilst Singapore’s and Malaysia’s position is promising, as to giving greater certainty to the en-
forcement of international awards, India’s position is also of interest. While some countries consider
public policy to mean international public policy, India is one of the few countries to statutorily
define public policy through its Arbitration and Conciliation (Amendment) Act 2015.%

In the case of Renusagar Power Co. Ltd v. General Electric Co 1994 Supp (1) SCC 644, the Indian
courts have held that there is no workable definition of international public policy, therefore, it
should be construed to be the doctrine of public policy applied by the courts in India.” India has
also statutorily included the grounds of fraud, corruption, fundamental policy of Indian law, and
basic notions of justice and morality within the definition of public policy. While it is mentioned that
public policy has no definition, its elements have been identified statutorily in section 48(2)(b)(ii) of
the Arbitration and Conciliation (Amendment) Act 2015.7

In Renusagar Power Co. Ltd v. General Electric Co, it should be noted that the Supreme Court
stressed the fact that interference on the merits of the arbitral award would be outside the con-
sciousness of Section 48 of the Arbitration & Conciliation Act 1996. Interestingly, Renusagar had
provided a narrow scope of the grounds under section 48.

Indian Courts had over the years increasingly limited their interference with arbitral awards. This
approach of non-interference is more prevalent, especially when it comes to the enforcement of foreign
awards under Section 48 of the Arbitration and Conciliation Act 1996.7 As we can see, this approach was
reaffirmed in the recent case of Vijay Karia and Ors. v. Prysmian Cavi E Sistemi SRL & Ors, where the
Supreme Court dismissed the appeal and came down heavily on the Appellants for engaging in conjec-
tural litigation and attempting to invoke the limited power of the Supreme Court to resist foreign award
enforcement only under Article 136 of the Constitution of India.” The Supreme Court also gave further
importance to the wider meaning given to ‘public policy of India’ in the case of Shri Lal Mahal Ltd. v
Progetto Grano SpA, where it opined that, in the domestic sphere, the wider meaning of ‘public policy
of India’ would not apply to section 48(2)(b) of Section 48 of the Arbitration & Conciliation Act 1996.

Finally, it is opined that Section 48 of the Arbitration & Conciliation Act 1996 gives effect to Article
V of the New York Convention, in which it set forth the limited and exhaustive grounds on which
recognition and enforcement of an arbitral award may be refused by a competent authority in the
Contracting State where recognition and enforcement is sought. The Indian judiciary had repeatedly
emphasized over the years that the grounds for resisting enforcement of foreign awards under sec-
tion 48 of the said Act are extremely limited and cannot be read in the same manner as the grounds
available for challenging an award under section 34 of the said Act.®

B John Holland Pty Ltd v Toyo Engineering Corp (Japan) [2001] 1 SLR (R) 23.
% Arbitration and Conciliation (Amendment) Act 2015.

% Renusagar Power Co. Ltd v. General Electric Co 1994 Supp (1) SCC 644.

% Arbitration and Conciliation (Amendment) Act 2015, 48(2)(b)(ii).

7 Arbitration and Conciliation Act 1996, s48.

™ Vijay Karia and Ors. v. Prysmian Cavi E Sistemi SRL & Ors.

»  Constitution of India, Article 136.

8 Arbitration & Conciliation Act 1996, s34.
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China

While the positions of the abovementioned countries are certain in recognising and enforcing for-
eign arbitral awards, the Chinese Courts have a different position when it comes to the enforcement
of foreign arbitral awards in the name of public policy. In Civil Ruling Yue 03 Min Te No 719 (26 April
2020), the Shenzhen Intermediate People’s Court set aside an award made by a local arbitral institu-
tion in Shenzhen on virtual currency where it deals with public policy as an infringement on China’s
public interest and policy (i.e., that the order and stability of financial markets as part of Chinese
mainland society was under threat). The Supreme People’s Court of China (SPC) later approved the
decision of the Shenzhen court in setting the award aside.”"

The arbitral tribunal found that the asset manager was in breach of contract and awarded the US
dollar equivalent of the value of the cryptocurrencies plus interest. The asset manager then applied to
the court to set aside the award, and that application succeeded. The award was set aside for the fol-
lowing reasons, (a) the arbitral award is in breach of public policy, (b) A ‘Notice on Precautions Against
the Risks of Bitcoins” had been issued by five PR China authorities, including the People’s Bank of China,
stating that Bitcoins do not have the legal status of a currency and shall not therefore be circulated or
used in the market, (c) An ‘Announcement on Preventing the Financing Risks of Initial Coin Offerings’
had been issued by seven PR China authorities, including the People’s Bank of China, according to
which token fundraising and exchange platforms shall not (i) provide exchange services between to-
kens and fiat currency and between cryptocurrencies; (ii) buy or sell tokens for cryptocurrencies, or act
as central counterparts facilitating the trading of tokens for cryptocurrencies; or (iii) provide pricing or
information intermediary services for the exchange of tokens for cryptocurrency, (d) the effect of the
Notice and the Announcement respectively was to prohibit illegal activities that would otherwise cause
disruption to financial order and stability, and (e) the award, if allowed to stand, would have had the
effect of facilitating circulation of Bitcoins in PR China and would therefore disrupt the integrity and
security of the financial system of PR China and, as a result, its public policy.

On the other hand, the Master plan on ASEAN Connectivity 2025 estimates that digital technol-
ogies in ASEAN could potentially be worth up to US$625 billion — 8 per cent of ASEAN's GDP by
2030 — which may be derived from increased efficiency, new products and services, etc., where smart
contracts can be a driving force.® Therefore, it is important to not just have recognition of the en-
forceabhility of smart contracts by the local courts, as in the Singapore case of B2C2 Ltd v Quoine
Pte Ltd.®: It is also vital for Governments to play an active role in shaping policy for smart contracts
moving forward.

Although there is a Masterplan with the objective to further ASEAN's Connectivity by 2025, given
the growing demand to use contracts, digital transformation could still be a challenge for almost
every aspect of the economy and society. This implies that many different policy areas need to be
considered in a whole-government response. Therefore, it requires governments to reach across
traditional policy and across different levels of government to develop a whole-of-government ap-
proach to policymaking.

Apart from the policy front, is it imperative to look at the way in which the law in various jurisdic-
tions, either now or in the future, will be subject to the principle of the law of contract. This means
that there would be a need to establish a proper legal framework for smart contracts. Contracts can

& Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
&  Wong, S., & Low, D. (2019, February 15). Forging ahead on Southeast Asia’s digital journey. The Business Times. https://www.

©  B2C2 Ltd v Quoine Pte Ltd [2019] 4 SLR 17.
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be considered an agreement involving two or more parties to comply with a series of conditions.
Whatever the form, they must include fundamental elements such as voluntary consent of the par-
ties, the object of the contract, and a fair cause that is true and lawful. They only differ in ways of
writing, their legal implications and ways of compliance (Cons & Hernandez, 2019).

In the ASEAN+6 region, Singapore, Malaysia and India would be most likely to recognize and en-
force foreign arbitral awards, compared to Indonesia and China, as discussed above. Hence, we are
of the opinion that, given the uncertainties revolving around smart contracts, arbitration would be
the preferred medium in resolving smart contract disputes.

Is there a discernible trend in applying public policy considerations to smart contract/
virtual asset disputes?

Having explored in particular the aspects of (a) the public policy consideration with regards to
the recognition of smart contracts, and (b) the regulatory treatment of cryptocurrencies by various
jurisdictions, it is fair to say that the general position of arbitration-friendly countries is to uphold
foreign arbitral awards in smart contract disputes, and that a smart contract is capable of fulfilling
contractual principles.

However, a particular jurisdiction to note would be China, in its position regarding the treatment
of foreign arbitral awards relating to smart contracts and the recognition of cryptocurrencies, in
which it had adopted a narrow approach in its interpretation of public policy, that can be found in
the “Shenzhen case”, as discussed above. The Supreme People’s Court of China (SPC) later approved
the decision of the Shenzhen court in setting the award aside® in the view that, by upholding the
foreign arbitral award in that case, it would contravene public policy and disrupt the order and sta-
bility of the financial market.®*

In contrast to China, Japan for example arguably has the world’s most progressive regulatory
climate for cryptocurrencies. Cryptocurrency exchange businesses operating in Japan have been reg-
ulated by the Payment Services Act (“PSA”) since June 3, 2016.% Furthermore, we can see from our ex-
tensive discussion in Chapter 3 regarding the topic of whether ‘cryptocurrencies are property?, that
some emerging economies have, be it directly or indirectly, recognized cryptocurrencies as property.

After the recent crackdown against cryptocurrencies this year with action taken against miners
and curbs imposed on crypto banking services and trading in China, there was a significant shift in
tone mid-July 2021, with China’s central bank now calling Bitcoin an ‘investment alternative’ It is
suggested that China realized its recent crackdown would have an adverse effect, hindering its plan
to become a powerful centre of finance and an economic powerhouse, amongst other reasons that
may or may not be known.

We can see this significant shift in Beijing’s tone on cryptocurrencies issuance and trading. Li
Bo, deputy governor of the PBOC, said during a panel hosted by CNBC at the Boao Forum for Asia
that, “We regard Bitcoin and stable coin as crypto assets... These are investment alternatives”. He
also added that, “They are not currency per se. And so the main role we see for crypto assets going
forward, the main role is investment alternative.”

As investment alternatives, “many countries, including China, are still looking into it and thinking
about what kind of regulatory requirements. Maybe minimal, but we need to have some kind of
regulatory requirement to prevent... the speculation of such assets to create any serious financial

& Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
& Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
% payment Services Act, Act No. 59 of 2009, amended by Act No. 62 of 2016.
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stability risks,” Li said.®” He added that the central bank will keep its current regulations on crypto-
currencies.

Although there already was a discernible trend toward applying public policy considerations to
smart contract and virtual asset disputes in the various jurisdictions, as discussed above, it can be
said, based on the significant shift in Beijing’s tone on cryptocurrency issuance and trading, that, in
the future, there will be a discernible trend towards applying public policy considerations to smart
contract and virtual asset disputes in favour of recognizing smart contracts and virtual assets, par-
ticularly in China. Until then, this significant development toward the enforcement of foreign awards
in relation to smart contracts and virtual assets in China is good news for investors.

In the case of Civil Ruling Yue 03 Min Te No 719 (26 April 2020), the arbitral tribunal found that the
asset manager was in breach of contract and awarded the US dollar equivalent of the value of the
cryptocurrencies plus interest. However, would there be a problem making the award in cryptocur-
rency as opposed to the equivalent in regular currency (e.g. USD or SGD)?

Cryptocurrencies can be used to pay for goods and services, as well as for investing in some areas
around the world. In this respect, they are similar to physical currencies. However, unlike fiat money,
cryptocurrencies have no physical form, nor have they been declared legal tender in most countries,
except for El Salvador, which became the first country to adopt Bitcoin as legal tender, enacting leg-
islation that will take effect in September 2021.

However, making arbitral awards in cryptocurrencies would give rise to uncertainty in terms of
the exact value to be awarded in smart contract disputes. For example, Bitcoin is much more volatile
than the dollar. From June 8 to June 15 2021, its value swung between US$32,462 and US$40,993, and
in the period from May 15 to Jun 15 2021, it ranged from US$34,259 to US$49,304.28

In the case of Civil Ruling Yue 03 Min Te No 719 (26 April 2020) (“Shenzhen case”), the company
and Li sought arbitration to establish that (a) the Shares be transferred to Gao, (b) CNY 250,000 be
paid by Gao to the Company, (c) USD 493,158.40 (equivalent of 20.13 BTC, 50 BCH and 12.66 BCD) and
interest be paid by Gao to Li, and(d) an additional CNY 100,000 be paid by Gao to Li for breach of the
Contract. It is reasonable to believe that the tribunal at that time would be faced with tremendous
uncertainty, due to the volatility of Bitcoin.

In the Shenzhen case, the arbitral tribunal ingeniously determined USD 401,780 to be the equiv-
alent of 2013 BTC, 50 BCH, and 12.66 BCD, plus interest to Li, by “taking reference” of the closing
price at the material day from the website okcoin.com. Therefore, by way of example as seen in the
Shenzhen case, it is suggested that arbitral tribunals are able to determine the value to be awarded
in smart contract disputes involving cryptocurrencies by taking reference of the closing price at the
material day from a reliable source like okcoin.com. New financial public policy is going to get more
pronounced in China.

For the sake of clarity, a blockchain is a decentralized ledger of all transactions across a peer-to-
peer network. Using this technology, participants can confirm transactions without the need for a
central clearing authority. Potential applications can include fund transfers, settling trades, voting,
and many other issues. Unlike a central bank where all the transactions are verified, processed and

& Haldane, M. (2021, July 16). China’s bitcoin crackdown: Why is it happening and what's next for the original cryptocurrency?
South China Morning Post. https://www.scmp.com/tech/big-tech/article/3141253/chinas-bitcoin-crackdown-why-it-

8 Subacchl,P(2021, 2 June)Commentary Bitcoin is now legal tender in one country. Regrets may soon follow. CNA. https://
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recorded in a centralized private ledger, in Bitcoin, every user acts as a bank and keeps a copy of this
ledger. In Bitcoin, the role of the distributed ledger is played by the so-called blockchain. There are
of course benefits and challenges in using centralized or decentralized ledgers; however, it is not the
main purpose of this paper to discuss these technical issues.

At this juncture, it is possible to suggest where the trend is moving in terms of public policy. Some
countries are less concerned about traditional public policy regarding smart contracts and/or virtual
assets. Various countries in the ASEAN+6 region are beginning to accept that public policy has to be
interpreted narrowly when using it as a ground for setting aside foreign arbitral awards.

And even in the ASEAN+6 region where there is little to no case law to determine the recogni-
tion of smart contracts and virtual asset disputes, it is evident that steps have been taken by do-
mestic authorities (such as Indonesia, Singapore, the United States, the United Kingdom, Australia,
Switzerland, Hong Kong and Malaysia) in their acceptance, or to adopt a mixed approach to crypto-
currencies by enacting new national laws and regulations. One such jurisdiction is Indonesia. This is
a promising sign that the recognition of smart contracts and cryptocurrencies is a work in progress
and its approach favors a narrow interpretation of public policy in the setting aside of foreign ar-
bitral awards. For the avoidance of doubt, jurisdictions such as Malaysia, Singapore and India have
adopted a narrow approach to public policy interpretation when it comes to setting aside foreign
arbitral awards.

Are there jurisdictional issues and challenges in terms of public policy?

In Chapter 4 on public policy considerations in smart contract disputes, it is shown that some
jurisdictions such as Indonesia and China would adopt a wider position in terms of public policy
considerations when it comes to smart contract disputes. In the process of drafting the arbitration
agreement, parties would need to consider carefully, (a) the seat of arbitration and the applicable
laws that would govern the dispute, as well as (b) how national courts will apply public policy con-
siderations when being asked to set aside an award (at the seat) or to refuse to grant recognition
and enforcement.

Considering hypothetically, if the parties have chosen China to seat the arbitration and Chinese
law to be the applicable law that will govern the dispute, it is clear that either party will be faced with
the possibility of the award being set aside in the event it is challenged in the name of public policy,
a clear example of which would be the Shenzhen case, where the Supreme People’s Court of China
(SPC) later approved the decision of the Shenzhen court in setting the award aside.®

That brings us to the next question regarding arbitrability. Is a smart contract involving crypto-
currencies arbitrable? It may well be said that smart contract disputes involving cryptocurrencies
are not arbitrable, as this is deemed to contravene some jurisdiction’s public policy (e.g., China and
Indonesia, which adopt a wide position in their interpretation of public policy).

So what is arbitrability? It relates to whether a type of dispute can or cannot be settled by ar-
bitration. It also answers the question of whether a subject matter of claim is or is not reserved to
the domain of domestic courts, under the provision of national laws. For example, if the dispute is
not arbitrable, the arbitral tribunal is limited in its jurisdiction and the claim must be submitted to
domestic courts instead.

Certain disputes may involve sensitive public policy issues (i.e., smart contracts that involve cryp-
tocurrencies) that have to be left exclusively to the jurisdiction of domestic courts by their own laws,
as it is seen in the Shenzhen case. The arbitrability of a dispute is territorial due to the different

®  Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
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policy considerations, and it also depends on how open a State is to arbitration. Non-arbitrability
of a dispute will render the arbitration agreement invalid, resulting in the lack of jurisdiction of the
tribunal, and the award might not be recognized and enforced.

The concept of arbitrability can be found in Article 2, paragraph 1, of the New York Convention,
which provides that each contracting State shall recognize an agreement in writing “concerning a
subject-matter capable of settlement by arbitration”* In addition to arbitrability, Article 5, para-
graph (2)(a) also states that recognition and enforcement of an arbitral award may be refused if the
court where such recognition and enforcement is sought finds that “subject matter of the difference
is not capable of settlement by arbitration under the law of that country””"

Pursuant to Article 1, paragraph 5 and Article 34, paragraph 2(b) of the UNCITRAL Model Law on
International Commercial Arbitration also address the issue of arbitrability;> however, the former
did not specify which matters are arbitrable, and the latter only stipulates that the arbitral award
may be set aside provided, among others, the court finds that the subject matter of the dispute is not
capable of settlement by arbitration under the law of that State. In Articles Il and V of the New York
Convention can also be found the law of arbitrability as a ground for a court to refuse to recognize
and enforce an award. However, it is silent as to which law should govern the question of arbitrability
at the pre-award stage.”

On the issue of arbitrability, it is a matter of national public policy and sometimes social policy.
For example, in the Shenzhen case, the question of arbitrability could be raised as smart contract
and virtual assets disputes (i.e., the subject matter of the dispute) are deemed not capable of settle-
ment by arbitration under the law of that State. Hence the governing law of an arbitration agreement
does matter, especially when it involves international contracting parties in a smart contract.

To ensure enforceability, the arbitral tribunal should generally determine arbitrability with refer-
ence to specific laws of the place of arbitration. In the event a dispute is not arbitrable according to
the relevant laws of the place of arbitration, parties will face a risk of setting aside procedures in that
country, and this may also affect its enforcement in another country.

Therefore, to deal with the issue of how national courts will apply (a) public policy considerations
when being asked to set aside an award (at the seat) or to refuse to grant recognition and enforce-
ment, and (b) the applicable laws that would govern the dispute, it is suggested that, to get over the
issue of applicable law and issues around the subject matter (e.g., cryptocurrencies in some jurisdic-
tion that does not recognize cryptocurrencies as arbitrable and are smart contract arbitrable), par-
ties can either adopt the Supranational framework or the UNIDROIT principle of the law of contract.

It should be noted that “where there is no express choice of law governing the arbitration agree-
ment, there is a strong presumption that the parties have impliedly chosen the law of the seat. That
is the case even where the law governing the main contract differs from that of the seat, and the
governing law of the arbitration agreement determines its interpretation, scope and validity."*

For example, supranational law like the Hague Principles on Choice of Law in International
Commercial Contracts 2015 (the “Principles”) or the UNIDROIT principles of the law of contract are
some options parties can choose that will help in governing the dispute, especially on the issue of
arbitrability, as the law of the seat would apply, and this will contribute to the issue of whether or

% Article 2, paragraph 1, New York Convention.

% Article 5, paragraph (2)(a), New York Convention.

% Article 34, paragraph 2(b), UNCITRAL Model Law on International Commercial Arbitration.

% Articles Il and V, New York Convention.

% Enka Insaat ve Sanayi SA v 000 “Insurance Co Chubb” & ors [2020] EWCA Civ 574, [2020] EWCA Civ 574.
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not cryptocurrencies are property. As far as the governing law of the substantive law is concerned,
a supranational framework can help avoid issues around smart contract recognition under the gov-
erning law for the contract if the parties are from jurisdictions that are still work-in-progress in
recognizing smart contracts and virtual assets.

International smart contracting parties can choose the Hague Principles on Choice of Law in
International Commercial Contracts 2015 (the “Principles”) as the choice of law. Firstly, it recognises
in principle that contracting parties can choose delocalised rules of law to govern their contract, pro-
vided they are “generally accepted on an international, supranational or regional level as a neutral
and balanced set of rules” (Article 3).

This means that parties can independently select, for example, the Vienna Convention on the
International Sales of Goods to govern their contract, without explicitly choosing the law of a coun-
try which has enacted the Convention into its law. The Principles will probably disallow a simple
choice of lex mercatoria since it would not meet the requisite level of acceptance at least as far as
the contents (“set of rules”) are concerned. Lastly, the Principles provides that whether a choice of
Supranational rules of law is possible is a matter for the law of the forum, and the Principles has
deliberately left it to each jurisdiction to decide whether to allow this type of choice in litigation
and arbitration contexts respectively. Therefore, it is possible for contracting parties to choose the
Principles to regulate the effects of their choice of law agreement in their contract, and this could
work in the context of international arbitration.

Alternatively, international smart contracting parties can also choose UNIDROIT princi-
ples as the choice of law to govern the substantive contract. The objective of doing so is the
same as that of choosing a Supranational law as discussed above. The fundamental reason
why the international contracting parties should be advised to opt for the express choice of
the UNIDROIT Principles in combination with international arbitration is the higher likelihood
that their contract will be recognized and given effect to the maximum extent that is legally and
practically obtainable.

If a given national law is expressly selected as the applicable law on the ground that it is fa-
vourably disposed towards not recognizing a smart contract as a contract and/or virtual assets as
property, parties will then run into overarching issues of the award being challenged on jurisdiction
and arbitrability, ultimately leading to issues of enforceability of foreign awards relating to smart
contract disputes and/or cryptocurrencies.

The UNIDROIT Principles constitute an authentic novelty among the legal instruments ap-
plicable to international commercial contracts.’® While most international uniform law instru-
ments, be they of a legislative or non-legislative nature, are restricted to particular types of
transaction (sales, leasing, carriage of goods by sea, road, or air, and so on) or to specific topics
(delivery terms, modes of payment, and so on), the Principles provide a comprehensive set of
principles and rules relating to international commercial contracts in general, comparable to
the—codified or unwritten— general part of contract law found in domestic law. Indeed, they
cover a wide range of subjects such as freedom of contract, good faith and fair dealing and
usages, as well as contract formation including contracting on the basis of standard terms,
interpretation, validity including illegality, third party rights, conditions, performance, non-per-
formance and remedies, set off, assignment of rights, limitation periods, plurality of obligors
and of obliges, and so on (Bonell, 2018).

% Hague Principles on Choice of Law in International Commercial Contracts 2015, Article 3.
% ‘Perhaps the most interesting development of the last quarter of the 20t century’. (Goode, 2005).
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In Article 3 of the Hague Principles, the ‘rules of law that are generally accepted on an inter-
national, supranational or regional level as a neutral and balanced set of rules', and the Official
Commentary expressly mentions the UNIDROIT Principles as an example of such rules of law capable
of being chosen as the governing law.*® And according to the Hague Principles, parties may choose
such non- State ‘rules of law’ as the law governing their contract only if the law of the forum does
not provide otherwise.”

It has been seen previously that due to public policy considerations, it is possible that countries
will not accept (a) smart contracts as contracts, (b) cryptocurrencies as property, and/or (c) enforcing
foreign awards that relate to smart contract disputes and/or cryptocurrencies. Therefore, having the
smart contract governed by the UNIDROIT principles of the law of contract is another possible way
out of the deadlock. That will mean that it would be for the parties to submit their dispute to arbi-
tration and to choose, as they nowadays may, according to most national arbitration laws, non-State
‘rules of law’ (i.e. UNIDROIT principles) as the law applicable to the substance of their disputes®
However, if the parties do not opt for such a solution, the determination of the applicable law will
be left to the relevant conflict-of-laws rules, with all of the uncertainties, such as, (a) resorting to
a ‘neutral’ law—that is, the law of a third country—that is foreign to both of them, and to know its
content may require time-consuming and expensive consultations with lawyers of that country, and
(b) due to the different national rules of private international law, parties risk remaining uncertain as
to the law governing their contract until the competent forum is established. Even then, depending
on the conflict-of-laws rules of the forum, the same contract may well be subject to the law of State
X or to the law of State Y (Baptista, 1995).

Therefore, it may be suggested that Supranational laws can help parties avoid the uncertainties
of not having their smart contracts recognized and/or having the foreign arbitral award set aside
relating to smart contracts and cryptocurrencies.

Finally, there is going to be an increase in the number of smart contracts and cryptocurrencies
being used widely. Hence, as time goes by, smart contracts are probably going to be used in other
contexts and in other contractual situations, not only cryptocurrencies. Therefore, it is imperative
for lawyers to grasp the direction of the trend, in terms of public policy concerning smart contracts
and cryptocurrencies.

% The more concise formulation of Art. 5 of the Paraguayan Law reads ‘rules of law of a non-State origin that are generally
accepted as a neutral and balanced set of rules..

% (f. Comment 3.6 ([R]ules of law’ that would satisfy this . . . criterion may [be] non-binding instruments formulated by estab-
lished international bodies. One example is UNIDROIT, an inter-governmental organisation responsible solely to its Member
States, which operates on the basis of consensus. The UNIDROIT Principles are an example of ‘rules of law’ that are ‘generally
accepted on an international level. Moreover, the UNIDROIT Principles expressly provide that parties may designate them to
govern their contract and suggest choice of law clauses to that end (see the footnote to the UNIDROIT Principles’ Preamble
and the Model Clauses for the Use of the UNIDROIT Principles of International Commercial Contracts).

% Significantly enough,, however, even the most vehement critics of the provision concede that their opposition would
have been much weaker if at stake was only the possibility to choose as the lex contractus the UNIDROIT Principles: so
expressly, e.g., Mankowski, 2017: ‘If it was only for the UNIDROIT Principles the battle for a choice of non-state law would
hardly be so heated.

0 Sg expressly Article 28(1) of the 1985 UNCITRAL Model Law on International Commercial Arbitration.
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Abstract

The paper focuses on the defining of the co-regulation of national and supranational legal regimes’ features of
data-sharing in the digital platforms’ functioning on the example of the EU’s practice with a special attention to the
disintegration process of Brexit. Data-sharing is one of the most appropriate spheres to demonstrate specific traits
of digital platforms — the cross-border character of their operation. This demands quid pro quo interaction of the
national and supranational regulatory regimes, filling the gap associated with the lack of international regulation
and the inability to harmonize law. We begin with the theoretical characterization of information and personal
data, the right to privacy, and classifications of interventions in private life. The EU has been chosen as an example,
acting as a flagship of interaction of national and supranational legal orders in relation to the co-regulation of
cross-border data-sharing in digital platforms. Interaction of the EU on the principle of quid pro quo, based on
the practice of making decisions on adequacy, is considered in the context of Brexit and the relevant law-making
practice of the UK. The discussion is complemented by examples of similar EU relations with South Korea and the
United States. Based on the analysis, the authors conclude that the EU supranational legal order has a high degree
of influence on the national legislation of third countries, which contributes to the constant development of regu-
lation in the sphere and the strengthening of international integration.
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AHHoTaLyS

CTaTbs NOCBSALEHA ONPEAeNEHNI0 0CO6EHHOCTEN COBMECTHOTO PerynupoBaHNs HaLUMOHANbHBIMUA U HafHALMO-
HanbHbLIMI NPABOBbIMYU PEXUMaMU 06MeHA AaHHbIMU B PYHKLMOHMPOBaHMM LMGPOBLIX NNATOPM HA NpUMepe
npakTuku EC ¢ 0co6bIM BHUMAHNEM K I€3MHTErpaLMOHHOMY npoueccy bpek3uTa. 06MeH aHHbIMM ABNSETCA 0f-
HOW U3 Hanbonee NoaxoAAwWMX cep AN AeMOHCTpaLmMm cneundmrueckux uept undpoBbix nnathopm — TpaHc-
TPaHNYHOTO XapakTepa UX (YHKUMOHUPOBaHMUSA. [laHHbI npouecc TpebyeT B3aUMOAENCTBUS HALMOHANbHbIX
W HafiHALMOHANBHBIX PEXWUMOB PErynupoBaHua no NpuHUMny quid pro quo, 3anonHAs Npo6enbl, CBA3aHHble
C OTCYTCTBMEM MEXAYHAPOAHOI0 PEryIMpOBaHNs N HECNOCOGHOCTbIO TAPMOHN3MPOBATb COOTBETCTBYIOLEE Npa-
BO. ABTOpbI HAUNHAKT MCCEA0BaHNE C TEOPETUUECKON XapaKTEPUCTUKN MH(OPMALN 1 NEePCOHANbHBIX AAHHDBIX,
npaBa Ha HEMPUKOCHOBEHHOCTb YACTHOM XM3HW U KNacCuukaLmm BMeWaTensCTB B Hee. B kauecTse npume-
pa 6bin BbiGPaH onbiT EC, BbICTYNAloWLEro B KauecTBe hnarmaHa B3aMMoAeNCTBIUA HALMOHANbHOMO U HafHALMO-
HanbHOrO NPABOMOPSAKOB B OTHOWEHUM COBMECTHOTO PErynupoBaHus TPAHCTPAHUUHOTO 06MEHa faHHbBIMK
B pamkax uudpoBbix nnatopm. B3aumoperictene EC no npunumny quid pro quo, OCHOBAHHOE Ha MpaKTUKe
NPUHATUSA pelleHuit 06 afieKBaTHOCTM, PacCMATPUBAETCA B KOHTEKCTe Bbpek3uTa u COOTBETCTBYIOWENH NPaBo-
TBOPYECKON NPAKTUKN Benuko6putaHnn. O6CyxaeHne AONONHAETCA NPUMEPAMM aHANOMMUHbIX OTHOWeHWI EC
¢ lOxHon Kopeen u CoefiHeHHbIMM LUTaTamu. Ha ocHOBE NPOBEAEHHOTO aHann3a aBTOPbl NPUXOAAT K BbIBOAY
0 BbICOKOI CTeneHu BAUAHMA HafHALMOHaNbHOro npaBonopsaka EC Ha HauMOHaNbHOe 3aKOHOAATENbCTBO Tpe-
TbUX CTPaH, UTO CNOCO6CTBYET NOCTOSIHHOMY Pa3BUTUIO PErYIMPOBAHNS B paccMaTpuUBaemoil chepe u ykpenne-
HUI0 MEXAYHAPOAHON UHTErpaL.

Kntouesble cnoa
06MeH AaHHbIMU, NePCOHaNbHble AAHHbIE, KOHDUAEHLMANBLHOCTb, NyBANYHOCTL, EBPONECKNiA Coto3, Benuko-
6puTaHus, bpexk3ut

KoHdhnukT untepecos ABTOpbI CO06LAIOT 06 OTCYTCTBMM KOHGIMKTA NHTEPECOB.

(DuHaHcupoBaune lccneioBaHme He MMEET CMIOHCOPCKOI MOe XK.
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Introduction

The phrase ‘quid pro quo’ can be described as an exchange of something for something. In the
context of the functioning of digital platforms, it usually refers to an exchange of goods and services
for personal data or other information products in place of compensation (Walker, 2015). Significant
progress in the development of digital platforms — namely the introduction of information and tele-
communication technologies and the associated increase in the volume and directions of using the
information in various spheres of public life, as well as its transmission by the latest communication
means — have significantly expanded the possibilities for collecting, storing, and processing infor-
mation in relation to individual citizens. A traditional firm can only collect data on its own customers,
but a digital platform can access a vast amount of data related to all sellers and buyers on multiple
sides of its platform (Eisenmann et al., 2011).

Activity in the formation of automated databases, processing, and dissemination of informa-
tion about persons without their knowledge has led to the emergence of a global problem, in par-
ticular, the scale (in both time and space) of the problem of information security of people, society,
and the state for the protection of personal data. The data that fuels digital platforms heightens
these dynamics in a way that is qualitatively and quantitatively different from the way it effects
conventional markets (Kira et al., 2021); that is, the problem of protecting the interests of the indi-
vidual in the information sphere is also the problem of protecting personal data, which concerns
all spheres of human activity, society, and the state. The well-being of both the individual and the
state depends on understanding the importance and necessity of creating a mechanism to protect
personal data.

Globalized trade and increased cross-border transactions present interesting legal implications
for the ability of public and private subjects to control and protect data. Digital platforms have
made it possible for transactions to be concluded beyond national borders! Consequently, the de-
velopment of digital platforms has led to a huge growth in the volume of cross-border transmitted
personal data, which acts as a new currency in the quid pro quo interaction of national and suprana-
tional regulatory regimes, particularly their co-regulation at the normative and institutional levels.

The globalization of trade in digital data and services has not been accompanied by a general
harmonization of Internet law (Voss, 2019), nor a true convergence of data protection and data pri-
vacy laws (Voss, 2020). Consequently, now it is possible to envisage an avalanche of new laws and
regulations attempting to govern and impose order on a dizzying array of tech developments.? It
is expected that international authorities will make full use of their new powers in order to apply

' Serzo, A. L. 0.(2020). Cross-border data regulation for digital platforms: Data privacy and security. [Discussion Papers DP
2020-47]. Philippine Institute for Development Studies.

2 Tene, 0. (2022, January 3). The year ahead: Privacy developments in 2022. Goodwin. https://www.goodwinprivacyblog.
com/2022/01/03/the-year-ahead-privacy-developments-in-2022/
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and enforce their respective data protection legislation in the near future.’ The headliner legislator
is the European Union, which is recognized as the creator of the global standard for ‘best practice’
in data governance and co-regulation between national and supranational legislators. Examining
the relationship between national legal regimes and supranational data protection regulation is of
special interest in the context of the unique process of Great Britain’s withdrawal from the European
Union — Brexit.

Methodology

The methodological basis of this article is a complex of general scientific and special methods,
the expediency of which is determined by the specifics of the object of research. A systematic ap-
proach and structural and functional analysis were used in the course of this study to reveal the
essence and genesis of data-sharing, its structure and functions in modern society, and the role of
digital platforms. When studying the mechanisms for legal support of data sharing at national and
supranational levels, a system-structural and dialectical method of scientific knowledge of legal pro-
cesses and phenomena was used, which manifested itself, in particular, in the widespread use of cer-
tain categories of dialectics. The application of the formal-logical method made it possible to carry
out a logical, grammatical, and morphological analysis of the existing legal norms. The use of the
comparative method made it possible to study the compliance of national legislation with European
standards in this area, as well as to analyze the process of transfer and protection of personal data
between the European Union and the United Kingdom after Brexit.

Results

From the outset, it should be mentioned that the term ‘information’ entered scientific circulation
long before the rapid development of communication tools, digital platforms, and data conversion,
as well as transmission technologies based on it. The emergence of branches of science and tech-
nology directly related to them have turned it into an iconic symbol of the modern era. There are
many definitions of information as a result of scientific discussion and various approaches to the
interpretation of this concept. The original concept of ‘information’ was associated exclusively with
communicative activities in society (Nitecki, 1985). It was found that information is the highest, most
complex result of an orderly reflection in the form of messages, knowledge, and information about
nature, society, and objective reality in general, covering all spheres of human activity used in the
process of communication, management, production, cognition, creativity, upbringing, education,
etc. This makes it possible to pay attention to the managerial nature of the information. Information
is seen as the unity of updating diversity and as its limitation. The main function of information is to
convey an idea (to inform) about an object, while reflecting its properties.

One kind of information is personal information that reflects both the individuality of a per-
son and their universal biological and social properties. Personal information reflects human di-
versity: the individuality of each person as a carrier of unique elements of physical, physiological,
mental, economic, cultural, and social identity. The defining feature of personal information is its

3 Gibson Dunn. (2022, January 31). International cybersecurity and data privacy outlook and review — 2022.
https://www.gibsondunn.com/international-cybersecurity-and-data-privacy-outlook-and-review-2022/

“  Greenleaf, G. (2021). Global data privacy laws 2021: Despite COVID delays, 145 laws show GDPR dominance. Privacy Laws &
Business. https://www.privacylaws.com/reports-gateway/articles/int169/s_int169dplaws2021/
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individualized nature and the ability to identify a specific person using certain criteria. During such
identification, the process of personifying certain information takes place: that is, linking them to
a specific person. Identifying information makes it possible to identify a person, either directly or
with the help of other factors. Information (both documented and oral) is a form of reflection of the
biological and social identity, as well as the individuality of each person (Mingers & Standing, 2018).

To refer to information about an individual that has already undergone certain processing, has
been recorded and ordered in a certain medium, and is suitable for automated processing, the term

‘personal data’ is used (Lat. personalitas — personality).

The unlawful collection, use, and dissemination of personal information damages the image of
the individual. This does not only apply to biographical data, such as a person’s surname, name,
patronymic, date of birth, place of birth, nationality, religious, political, or philosophical beliefs, ed-
ucation, place of study and work, information about marital status, presence of children, or attitude
to military service. Personal information includes information about a person’s material and finan-
cial condition (bank accounts, payments in them, real estate and movable property, property rights),
health status, personal relationships of a private nature, and a lot of other information in material
form in various areas of public life that are created, collected, stored, distributed, and used in other
ways, both with the consent of the data subject, and without their knowledge. This information
allows society to evaluate a person as an individual, to form their reputation (Lat. “reputatio” —
evaluation).’

Protecting the confidentiality of personal information has become relevant during the emergence
and widespread risks to life, health, reputation, and human well-being due to the illegal collection
and use of personal information — that is, from unwanted intrusion into the internal sphere of hu-
man life, which is protected by the right to respect for private life (Beck et al., 2016).

If half a century ago it was necessary to expend considerable effort to obtain information about a
person, the current level of information technology development — in particular, the functioning of
digital platforms — makes it possible to process data on thousands of people in a matter of seconds
without incurring excessive costs. The combination of inaccurate or outdated personal data will
create a misleading impression of an individual.

The capabilities of digital platforms that allow the collection and processing of personal informa-
tion are constantly and rapidly expanding. Technologies are improving, and their cost is decreasing.
Even with conventional information collection technologies, a significant amount of personal infor-
mation is constantly collected. For example, any payment transaction on a digital platform, whether
it is a purchase, sale, or investment, creates a collection of personal data. Subsequently, digital
platforms can use such information both for commercial purposes and for reporting to the fiscal
authorities of the state.®

It should be noted that, from the point of view of a person’s security, that different kinds of
personal information have different degrees of importance per individual, which is determined by
the level of risk of harm. Given the threat of poor perception by others, discrimination on a certain
basis, or other illegal use of personal information, its potential to create ‘vulnerability’ for a person
must be foreseen. To take into account the interests of the individual and their subjective attitude
to information, which cannot be fully covered in generalized regulatory prescriptions, a voluminous

5 Sierra, C. & Debenham, ). (2009). Information-based reputation. Proceedings of the first international conference on
reputation: Theory and technology — ICORE 09, 5 - 19. https://opus.lib.uts.edu.au/handle/10453/10892
6 OECD. (2019). The role of digital platforms in the collection of VAT/GST on online sales. www.oecd.org/tax/consumption/

CTATbI 5


www.oecd.org/tax/consumption/the-role-of-digital-platforms-in-the-collection-of-vat-gst-on-online-sales.pdf
www.oecd.org/tax/consumption/the-role-of-digital-platforms-in-the-collection-of-vat-gst-on-online-sales.pdf

Digital Law Journal. Vol. 3, No. 4, 2022, p. 71-88
Mark L. Entin, Ekaterina G. Entina, Dmitriy V. Galushko / Data-Sharing as a Quid Pro Quo

list of data must be legally classified as ‘sensitive data’ (including that concerning racial or ethnic
origin or nationality, political views, religious or philosophical beliefs, membership in trade unions
or public organizations, information related to health or the provision of health care, family and per-
sonal relationships of a private or sexual nature, criminal acts or illegal behavior), and people must
be granted the right to independently determine the boundaries of the circulation of their personal
information in society. This creates a territorial space in which a person can control the boundaries
of their individuality. To effectively protect this space, a person must have the right to define these
boundaries — that is, to determine what personal information can be transferred, for what purposes,
to what extent, and to what recipients.

This approach is due to the fact that only the person to whom the personal information relates
can assess the likely risk of misuse of such information. This is the basis of the nature of the right
to privacy of personal information and the awareness of such as belonging to the ‘private sphere’ of
human life. Legal doctrine uses the term ‘privacy’ to refer to this legal institution. It characterizes the
qualitative state of the object, which follows from its belonging to the ‘private sphere’ of human life.
In addition, this term is immediately associated with what belongs directly to a private person and
is inaccessible to the public as a ‘private matter’, as opposed to a ‘public’ one.

The first concept of the right to privacy passed judicial testing in the United States. In the practice
of American courts, cases of commercial use of the personal characteristics of individuals, such as
appearance, name, and voice, have often been considered. Such cases concerning human rights vio-
lations have often been accompanied by violations of property rights. American courts have recog-
nized these individual personality traits, which were encroached upon by other persons, as an object
of protection of property interest. The traditional Western idea of the right to privacy originates from
the right to the inviolability of homeownership, and the Western doctrine of privacy is territorial in
nature, since it protects the personal living space of a person.’

After studying the precedents created by US courts when considering cases regarding interference
with a person’s private life, an American lawyer, William L. Prosser (1964), proposed the following
classification: disclosure of facts relating to private life, reporting false information about a person,
misuse of images of a person’s appearance, voice, and, finally, physical harassment (Prosser, 1964).

The Swedish researcher Stromholm proposed his own classification of interventions in private life.
Having singled out 14 types of unlawful attacks on privacy, he grouped them into three groups, taking
into account the direction of the offenders’ actions:

1) actions aimed at invading the private sphere of a person’s life — an illegal search, sending
letters with insults, harassment by phone calls

2) illegal actions, thanks to which violators obtain information about the private life of a person:
wiretapping, interception of correspondence, etc.

3) dissemination or other use of information about a person’s private life: publication of in-
formation about a person’s private life in the press, the use of a person’s name and appearance
(Resta, 2011).

Since it is the right of a person to the privacy of personal information that becomes the object
of legal protection, this type of privacy is called ‘informational privacy’. This kind of privacy also has
a territorial dimension, since information flows circulate in a certain space. A person is the main
source of information generated within their own living space and is a consumer of information that
comes to them from the outside, particularly within digital platforms.

7 Solove, D. J. (2006). A brief history of information privacy law. In Proskauer on privacy. PLI. https://scholarship.law.gwu.
edu/cgi/viewcontent.cgi?article=2076&context=faculty_publications
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It is also necessary to distinguish between the spheres in which the social activity of a person is
realized. This makes it possible to break down the general problem of protecting human privacy into
sectors that require separate legislative regulation. According to this criteria, four types of privacy
can be distinguished:

1) informational privacy, which covers the rules for the collection and processing of personal
data

2) bodily (physical) privacy, relating to the protection of the physical integrity of a person from
coercive procedures, such as drug testing, etc.

3) communication privacy, covering the security and confidentiality of postal items, telephone
conversations, electronic correspondence, and other forms of communication

4) territorial inviolability, with regard to the establishment of a legal framework for protec-
tion against interference in the family sphere, other environments, the workplace, or a vehicle
(Resta, 2011).

This classification makes it possible to understand the complexity and interconnectedness of the
legal regulation of data-sharing, being a key to protecting the privacy of personal information. At the
same time, digital platforms act as carriers of such data. The rapid development of digital platforms,
in which messages are transmitted in digital form, does not set up the possibility, technically or
normatively, to distinguish between where communication privacy ends and personal data confi-
dentiality begins. This makes the legal developments in the sphere quite complicated. Nevertheless,
legislative measures continue to develop at speed all over the world.?

In addition, the problem of ensuring the right to privacy of users of digital platforms is com-
plicated by the extraterritorial nature of information exchange. Digital platforms make it possible
to establish direct contact between a human data subject under the jurisdiction of one state and
other subjects of information exchange that may be located on the territory of other states. In the
era of digital platforms and Big Data, legal relations arise at the intersection of jurisdictions, since
the personal data of any person (a citizen of any state) can be processed by business entities in
foreign jurisdictions. Ensuring the operation of national provisions — and therefore guaranteeing an
adequate level of privacy protection for its citizens in this environment — becomes problematic for
the state. At the same time, the creation by national governments of artificial obstacles to the free
cross-border circulation of personal information will negatively affect international cooperation in
many areas. Understanding this problem prompted the international community to develop coop-
eration in order to ensure the continuity of information exchange, which led to the creation of a set
of international norms and principles that are covered by the international legal institution for the
protection of the confidentiality of personal information.

Thus, in protecting the right to privacy of personal information, there is a focus on ensuring the
freedom of the individual to determine the spatial and temporal framework of information contact
with other subjects, as well as the controllability of the circulation of personal information in society,
which is important for maintaining the autonomy of the individual, as well as protecting the private
sphere of their life. That is the case for the European Union, where the issue of personal data pro-
tection is often considered in the context of the protection of fundamental human rights guaranteed
by Article 8 of the Charter of Fundamental Rights of the European Union. This protection afforded
to the data of European citizens extends beyond the borders of the Union, especially when data is
transferred outside European territory. More specifically, the transfer of personal data outside the

¢ DataGuidance. (2022, June 2022). Keeping up to date with global privacy updates. https://www.dataguidance.com/
resource/keeping-date-global-privacy-updates
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European Union is only permitted if the protection of data offered by the country receiving the data
is considered ‘adequate’ by the EU. Therefore, such a state must provide guarantees equivalent to
those provided by the Union’s law.

EU data protection law provides for the unimpeded flow of personal data in the European
Economic Area (hereinafter referred to as the EEA), which includes the EU member states, Norway,
Iceland, and Liechtenstein. The transfer of personal data to non-member countries is only per-
mitted in limited cases due to the fact that this issue acts as an element of the digital sovereignty
of the EU.

As the European Union is lagging behind the United States and China in certain areas of in-
formation and communication technology development, concern over the dominance of digital
platforms and security issues has naturally led to increased attention being paid to the problem of
the EU establishing its own ‘digital’ sovereignty.® Ursula von der Leyen, President of the European
Commission, has specifically pointed out this need® The need to “establish digital sovereignty as
the leitmotif of European digital policy” was also expressed by the German side in its EU Council
Presidency program of July 2020." In general, calls are increasingly being made in the EU to build
a European cloud and information infrastructure for strengthening European digital sovereignty
and addressing the fact that, today, the cloud and IT market is almost exclusively dominated by
non-European digital platforms — with potentially detrimental consequences for the security and
rights of EU citizens (Martirosjan, 2021). Later on the French Presidency™ of the Council of the
European Union has picked up the baton in this regard, paying the most serious attention to the
protection of personal data.”

The principles of the EU Charter on personal data are also embodied in the Lisbon Treaty of 2009.
On November 4, 2010, the European Commission published a strategy for strengthening data protec-
tion at the European level In January of 2012, the European Commission approved a comprehensive
reform plan, including the need to replace the Directive with an EU Regulation that would establish
uniform requirements across the EU In 2016, the same year the Brexit referendum was held, the EU
data protection law saw the most significant change since the introduction of the Data Protection
Directive in 1995 through the adoption of the General Regulation on Data Protection Regulation

Gueham, F. (2017). Digital sovereignty — Steps towards a new system of internet governance. Fondapol.org.
https://www.fondapol.org/en/study/digital-sovereignty-steps-towards-a-new-system-of-internet-governance/

" Hasanova, A. (2021). Evropejskij podhod k «tehnologicheskomu suverenitetu» [European approach to “technological
sovereignty”]. RIAC. https://russiancouncil.ru/analytics-and-comments/columns/cybercolumn/evropeyskiy-podkhod-k-

B Council of the European Union. (2021). Council Decision on the conclusion, on behalf of the Union, of the Trade and Co-
operation Agreement between the European Union and the European Atomic Energy Community, of the one part, and the
United Kingdom of Great Britain and Northern Ireland, of the other part, and of the Agreement between the European
Union and the United Kingdom of Great Britain and Northern Ireland concerning security procedures for exchanging and
protecting classified information. https://data.consilium.europa.eu/doc/document/ST-5022-2021-REV-3/en/pdf

% European Commission. (2010). European Commission sets out strategy to strengthen EU data protection rules.
https://ec.europa.eu/commission/presscorner/detail /en/IP_10_1462

5 European Commission. (2012). Commission proposes a comprehensive reform of data protection rules to increase users’
control of their data and to cut costs for businesses. https://ec.europa.eu/commission/presscorner/detail/en/IP12_46
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(GDPR),s the first EU legal instrument regulating the protection and free flow of personal data that is
directly applicable in all EU member states.
The GDPR aims to protect the regulation on personal data, which is set out in the EU Charter and
the Treaty on the Functioning of the European Union. The GDPR's substantive scope concerns auto-
matic and non-automatic data processing, with the exception of the processing of data by EU insti-
tutions, which is regulated by another regulation. The application of the GDPR has several justified
exceptions: criminal prosecution procedures, security provisions under the Treaty on the Functioning
of the European Union, scope of data processing that goes beyond EU law, and the processing of
personal data of natural persons for exclusively private purposes (“private processing”) (Voigt & Von
dem Bussche, 2017).
The GDPR'’s principles provide that personal data:
= is processed lawfully, fairly, and transparently (“legal, fair, and transparent”)
= is collected for specific, explicit, and legitimate purposes (“limitation for purposes”)
= must be adequate, appropriate (for the purposes of processing), and limited solely to the
purposes for which they are processed (“data minimization”)

= processed accurately (“accuracy”)

= stored in a form that allows the identification of the data subject no longer than is necessary for
the purposes of the processing (“storage limit”)

= processed in such a way as to ensure adequate security of personal data (“integrity and
confidentiality”)

It should be noted that some of the GDPR's principles have been elaborated and improved on the
basis of the jurisprudence of the EU Court of Justice.

According to Chapter V of the GDPR, there are several legal bases that allow the transfer of
data from the EU to non-EU countries. One of the most convenient ways to seamlessly trans-
fer data from the EU to a state that is not a member of the Union is to obtain a decision from
the European Commission on adequacy. The transfer of data to a state that is not a member
of the EU, but which has an adequacy decision, does not require additional legal grounds for
cross-border transfer (Article 45(1) of the GDPR). The procedure and requirements for the ade-
quacy decision are qualified and specified in the EU decision on adequacy.” An adequacy deci-
sion is considered a proper basis for cross-border transfer for four years after it has been made
and/or successfully reviewed, or unless it is challenged before the Court of Justice (for example,
the Privacy Shield case).

In practice, the European Commission issues an adequacy decision based on an opinion issued by
the European Data Protection Board (EDPB) in accordance with Article 70(1)(s) of the GDPR and Articles
2 and 12 of the EDPB Rules of Procedure.® This function was previously performed by the Working Party
on Article 29 (hereinafter — 29WP). The 29WP produced 12 adequacy decisions. Prior to the adoption of
the first adequacy decision in 1998, the 29WP published a special Working Paper that covered all the

% European Union. (2016b). Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance).
https://eur-lex.europa.eu/eli/reg/2016/679/0j
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important issues related to adequacy decisions!” Although 29WP has been superseded by the EDPB
(Article 94(2) of the GDPRY), this Working Paper remains a solid step-by-step plan for assessing the ade-
quacy of protection afforded by a non-member country containing practical steps to be taken by the
applicant country concerned in order to obtain an adequacy decision from the EU side.

When deciding on adequacy, the EDPB and the European Commission take into account, inter alia,

the following circumstances:

due diligence on data protection and the rule of law in a broad sense (including other international
obligations, such as those within the EEA)

access of the data subject to effective law enforcement and judicial protection

the existence of an independent and effective supervisory body

the jurisprudence of the EU Court of Justice and the European Court of Human Rights on matters
related to privacy

compliance with 29WP and EDPB guidelines

recent and future changes to the General Regulations (for example, the decision on the Privacy
Shield was made subject to the GDPR's entry into force)

In general, the participation of the European Union in dialogue and, if necessary, negotiations

with non-member countries (including EU strategic partners and the countries of the European
Neighborhood Policy) and international organizations (such as the Council of Europe, the Organization
for Economic Cooperation and Development, United Nations) tends to promote highly compatible
data protection standards worldwide.?° The EU acts as a supranational entity that sets global rules
in a number of areas of regulation: antitrust, privacy, health (through chemicals regulation), environ-
mental protection and food safety. The area of privacy protection, where Europe sets the tone, is cen-
tral, because EU legislation in this area affects the laws of territories outside its borders (Bradford,
2012). Thus, unsurprisingly, the issue of data-sharing has acquired particular relevance in connection
with disintegration reflections — the UK's withdrawal from the European Union.

Cross-border data-sharing after Brexit is no longer free but must be supported by a specific le-

gal instrument or mechanism since the United Kingdom is no longer subject to EU law. However, it
seems that the importance of such a decision cannot be truly appreciated without highlighting the
crucial role that data-sharing plays in terms of trade and economic relations, as well as other forms
of non-commercial cooperation between the UK and the EU. That is why some researchers note that
“data protection could potentially be among the problems that could ‘make’ or ‘hinder’ a possibly
successful Brexit” (De Hert & Papakonstantinou, 2017).

The months leading up to the 2016 Brexit referendum and the first few months afterwards were

characterized by lively discussions about the advantages and disadvantages of the UK leaving the EU
(Nicolaidis, 2017). A plethora of figures and data describing current trade relations with EU and non
-EU countries, as well as speculation about potential future UK relations, have been used to substan-
tiate sometimes quite opposing opinions and points of view. However, data regarding data-sharing
between the EU and the United Kingdom clearly points to a deeply intertwined architecture of trade
and economic relations between the parties, as well as other forms of cooperation in many areas

19

20

European Commission. (1998). Transfers of personal data to third countries: Applying Articles 25 and 26 of the EU data
protection directive [Working Document]. https://ec.europa.eu/justice/article-29/documentation/opinion-recommenda-
tion/files/1998/wp12_en.pdf

Shadrin, S. A. (2019). Pravovoe regulirovanie zashhity personal’nyh dannyh v Evropejskom Sojuze: Genezis i perspektivy
razvitija [Legal regulation of personal data protection in the European Union: genesis and development prospects: Ph.D.

dissertation] [Unpublished doctoral dissertation]. Kazan.
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that are heavily dependent on the exchange of personal data, which will be damaged in the event of
a sudden impediment to such cross-border exchange.”

In 2018, the UK, then an EU member state, updated its legislation to GDPR standards. The EU's
GDPR came into force on May 23, 2018, and the UK Data Protection Act of 2018 was passed on the
same day. Still, on January 31, 2020, Great Britain left the EU and entered an 11-month transition pe-
riod, during which EU legislation continued to fully apply to the territory of the country.

The 2018 Act firstly supplemented the GDPR in areas where EU regulation allowed member states
to adopt additional regulations, such as on conditions for processing special categories of data
(Article 9 of the GDPR) or on derogations from the rights of data subjects (Article 23 of the GDPR).
Secondly, it applied a limited set of GDPR rules to rare cases of data processing that went beyond its
scope — for example, to government bodies that process personal data in unregistered documents,
as well as bodies other than law enforcement or intelligence services that process data for national
security or defense purposes. Thirdly, the 2018 Act implemented EU Directive 2016/680 in UK leg-
islation, which regulates the processing of personal data by law enforcement agencies. Fourthly, it
created a legal framework for the protection of personal data processed by intelligence agencies.

This legal regime was in effect until Exit Day. The European Union (Withdrawal) Act of 2018 pro-
vides that, at the end of the transitional period, EU law in force on December 31, 2020 — including
regulations such as the GDPR and European Commission adequacy decisions — will be incorporated
into UK law as “EU retained law".? Thus, the GDPR and its principles have been and remain part of
UK law. The British Parliament has published explanatory notes confirming that the 2018 Act and the
GDPR apply substantially the same standards for most data processing in the UK and are sufficient
to create a clear and consistent data protection regime.?

Based on this, UK businesses were required to comply with both the GDPR and the 2018 Act during
the transition period, and to comply with the requirements of UK law upon its completion.

In October 0f 2018, the UK regulator published its first enforcement notice under Section 149 of the
2018 Act against AggregatelQ Services Ltd. In 2020, a notice of intent to fine the Marriott International
hotel network was published (with a fine of £18.4m) due to a data breach.” The first fine was im-
posed on December 20, 2019, on the Doorstep Dispensaree pharmaceutical company. The fine was
£275,000.% It should be noted that the GDPR and the 2018 Act affect digital platforms in the UK in a
similar way as in the European Union. At the same time, companies in the UK are having difficulty
meeting the requirements of the GDPR. Since the implementation of GDPR, the UK has reported
40,026 personal data breach notifications, with 8,355 reported in 2020, and 9,490 in 2021 — a 13.6%
increase in one year.?

2 UK Government. (2020). Explanatory framework for adequacy discussions — Section A: Covering note. https://www.gov.
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In general, British legislative changes have been aimed at the sovereignization of the legal reg-
ulation of the sphere in question. The Data Protection Act of 2018 temporarily allowed the transfer
of data to countries that received adequacy decisions from the European Commission before the EU
exit day, along with EU and EEA member states, until the rule was repealed by the appropriate com-
petent national minister. At the same time, on the one hand, the 2018 Act made the British domestic
data protection system more consistent. On the other, British and European business entities have
had to comply with the requirements of two different legal systems since the end of the transition
period. Thus, the extraterritorial scope of EU and UK legislation forces digital platforms applying to
data subjects residing in different jurisdiction to apply to both regimes, which may no longer be in
harmony with one another?

Discussions

The Trade and Cooperation Agreement between the European Union and Great Britain signed on
Christmas Eve of 2020 largely established the legal framework for the future architecture of relations
between the parties in trade, the economy, and other areas (Babynina, 2021). The UK ratified this
Agreement almost immediately by passing the European Union (Future Relations) Act of 2020. Within
the EU, ratification stretched until April 29, 2021, when, after receiving the consent of the European
Parliament on 27 April,”® the Council of the EU decided on ratification. Until then, the previous EU
legal regulation applied to the United Kingdom in its entirety, as if the UK was still a member state,
during an additional transition period, the maximum duration of which could be six months (Article
782 of the Agreement). The purpose of this transition period appears to have been twofold: on the
one hand, it prevented a sudden halt in data flows between the EU and the UK. On the other, it gave
the European Commission sufficient time to decide on adequacy. Indeed, the Agreement explicitly
provides that this transition period would end as soon as a decision on adequacy was made, or, fail-
ing that, after six months, whichever came first.

Title Il of Part Il of the Agreement governs digital trade, i.e., commerce carried out by “electronic
means.” This section focuses on cross-border data-sharing and its protection. Both parties made a
formal commitment to ensure sufficient data-sharing, while avoiding the imposition of requirements
regarding its location, as well as equipment and networks. Both parties committed to recognizing
and protecting the right to data protection and privacy in order to increase the level of trust be-
tween market participants. The EU and UK are free to develop their own legal frameworks for data
protection and sharing, while being obligated to ensure that general purpose data transfers in the
digital marketplace are appropriate. Part Ill of the Agreement is devoted to cooperation between
law enforcement and judicial authorities. Both parties are committed to protecting personal data,
along with other fundamental rights. The provisions of the Agreement confirmed the need to ensure

7 Manancourt, V. (2020, December 28). What the interim Brexit data flows deal means for Britain. Politico.
https://www.politico.eu/article/what-the-interim-brexit-data-flows-deal-means-for-britain/

% European Parliament. (2021). European Parliament legislative resolution on the draft Council decision on the conclusion,
on behalf of the Union, of the Trade and Cooperation Agreement between the European Union and the European Atomic
Energy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of the other part, and
of the Agreement between the European Union and the United Kingdom of Great Britain and Northern Ireland concerning
security procedures for exchanging and protecting classified information (05022/2021— 9-0086/2021 - 2020/0382(NLE)).

https://www.europarl.europa.eu/doceo/document/TA-9-2021-0140_EN.html
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compliance with data protection principles, such as the principle of security and storage restrictions,
in relation to this data.

Thus, by establishing the possibility of making an adequacy decision in relation to the UK as a
non-member country, the European Commission also indicated the nature of the future relationship
between the parties from the position of the sphere of personal data protection. Great Britain, as a
former member state of the Union, will not be granted any special status, particularly with respect
to automatic mandatory bilateral recognition of the adequacy of the level of protection, as originally
proposed by the UK during the negotiations. From the point of view of the legal regulation of the
protection of personal data, this rule lays the foundation for a potential divergence between the le-
gal systems of the EU and UK, which, in the context of the adopted bilateral documents, can develop
independently, without being tied to a specific architecture for the chosen model of future relations
(Entin & Galushko, 2021).

The European Commission issues decisions on adequacy unilaterally, at its discretion, subject to
an assessment of the adequacy of the legal system of the non-member country, and is obliged to
update the decision regularly thereafter. Thus, the decision on adequacy is not final or irrevocable
and can be withdrawn at any time. This is confirmed by the practice of the Court of Justice of the
European Union, which, in its decision in the Schrems | case, pointed out that adequacy decisions
are evolving documents reflecting the current state of the foreign legal system in question. Through
these mechanisms, the European Commission certifies that the non-member country provides ade-
quate guarantees to justify the authorization for the transfer of personal data out of the EU. Thus, a
positive assessment of the adequacy of a non-member country can suddenly change in the event of
reforms or the emergence of new legal regulatory mechanisms that affect the system of protection
of cross-border personal data. This possibility clearly shows to what extent the British legal system
(although formally already independent) will still be, de facto, subject to a number of restrictions
implicitly derived from EU law.

Moreover, adequacy decisions can be challenged in the Court of Justice, as Mr. Schrems success-
fully did in relation to an adequacy decision related, firstly, to the privacy regime of the US (Safe
Harbor principles) and then to a decision related to the approval of another mechanism introduced
between the EU and the USA (the EU-US Privacy Shield). In addition, adequacy decisions can be
suspended, since, if competent national authorities of EU member states have doubts about the
adequacy of the data protection regime of a non-member country, they can suspend cross-border
data-sharing with it (Fabbrini et al., 2021).

On May 21, 2021, the European Parliament adopted a resolution on the adequate protection of
personal data by the UK? calling on the European Commission to make an appropriate decision
on adequacy in relation to the United Kingdom. At the same time, as mentioned earlier, the EU
Parliament once again expressed concern about the actions of the UK in this area. Firstly, inap-
propriate law enforcement practices of the British authorities in relation to compliance with EU
law was noted, particularly with respect to the EU's GDPR. In addition, there were problems in the
immigration sphere, plus concerns about mass surveillance by British intelligence services and
the subsequent transfer of personal data, primarily to American authorities and services. At the
same time, the resolution welcomes the fact that the decision of the European Commission will
only apply for four years, while calling on it to constantly monitor the relevant practices applied
by the British authorities.

»  European Parliament. (2021). European Parliament resolution on the adequate protection of personal data by the United
Kingdom (2021/2594(RSP)). https://www.europarl.europa.eu/doceo/document/TA-9-2021-0262_EN.htm
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Finally, on June 28, 2021, the European Commission adopted an adequacy decision for the United
Kingdom under the GDPR. Since that time, it has been possible to freely conduct data-sharing between
the European Union and the United Kingdom, where it benefits from an essentially equivalent level of
protection to that guaranteed under EU law. The adequacy decision also facilitated the correct imple-
mentation of the EU-UK Trade and Cooperation Agreement, as it includes strong safeguards in case of
future divergence, such as a ‘sunset clause’ that limits the duration of adequacy to four years.®

Moreover, to build upon this, the UK Government has established a new post-Brexit council to
ensure that personal data transfers around the world match the protection they have in Britain.> On
January 25, 2022, a group of experts consisting of the world’s leading academics and digital industry
figures (including representatives of Google, Mastercard, and Microsoft) met for the first time to help
Britain seize the opportunities of better global data sharing. The International Data Transfer Expert
Council was launched to provide independent advice to the government so that it could achieve
its mission to unlock the benefits of free and secure cross-border data flows now that the country
has left the EU. This is one of the measures enshrined in the UK government’s recent consultative
document, ‘Data: A New Direction’, which explores various ways in which the UK might reform its data
protection regime, but does not actually state a change in policy.®

On July 18, 2022, the Data Protection and Digital Information Bill** was introduced in the British
House of Commons, containing a package of amendments to the UK's data protection regime. The
Bill is currently making its way through Parliament, but very slowly. This is due to the change to the
UK's governmental leadership. The Bill's impact assessment states that «the government’s view is
that reform of UK legislation on personal data is compatible with the EU maintaining free flow of
personal data from Europe».® However, whereas the proposed multiple amendments the Bill looks
quite different to the EU’ regulatory approach in the field. The more the UK diverges from GDPR, the
more likely its adequacy agreement with the EU could be undermined.* Those seeking a substantial
streamlining of requirements and the removal of obstacles to innovation and business may feel the
Bill does not go far enough; on the other hand, the proposals could be viewed as diverging suffi-
ciently from the EU GDPR to threaten the UK's adequacy status, which to be reviewed in 2024. Much
depends on the balance struck in the final text of the Bill. In any case, the EU’s rules compliance is a
huge influencing factor in the UK’s legal drafting even after Brexit.

Another recent example may be added here to support our thesis on the EU’s influence on co-reg-
ulation. The European Commission has decided to allow personal data to be transferred from the

% European Commission. (2021). Data protection: Commission adopts adequacy decisions for the UK. https://ec.europa.eu/
commission/presscorner/detail/ro/ip_21_3183

2 UK Government. (2022). Global data experts fire up government's plans to promote free flow of data: Press release.
https://www.gov.uk/government/news/global-data-experts-fire-up-governments-plans-to-promote-free-flow-of-data

% Dove, E. (2021, November 10). Data: A new direction — But which direction? A commentary on the UK Government's public
consultation on reforms to the data protection regime. The Mason Institute Blog. https://blogs.ed.ac.uk/mason-insti-
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European Union to South Korea under the GDPR.” The adequacy decision was issued only after amend-
ments were added to South Korea's Personal Information Protection Act (PIPA), which strengthened the
investigatory and enforcement powers of PIPC, South Korea's independent data protection authority.
Furthermore, during the adequacy talks, the European Commission and the PIPC agreed on several
additional safeguards to increase the protection of personal data processed in South Korea, including
with respect to transparency (by requiring South Korean digital platforms to inform Europeans about
the processing of their data) and onward data transfers (by ensuring that data continues to benefit
from the same level of protection when further transferred to third-party countries).®
After the recognition by the European Court of Justice in 2020 of the EU-US Privacy Shield as a
document that no longer ensures the proper and legal transfer of personal data from the territory
of the European Union to the United States of America,” there were many misunderstandings when
US companies operate in the EU territory.*® And the United States and the European Commission
have agreed in principle on a new Transatlantic Data Privacy Framework that will make it easier for
companies to transfer personal data, including employee data, from the EU member-states to the
United States.”” The new framework cooperation, announced in March 2022, aims to address the pri-
vacy concerns referred to by the EU Court of justice in 2020 when it invalidated the previous EU-US
Privacy Shield document.
The Transatlantic Data Privacy Framework aims to introduce better privacy protections to limit US
intelligence activities related to the personal data of EU residents and allow EU residents to claim
compensation through an independent Data Protection Court.
The European Commission cited several key principles of the new structure, noting that:
= based on the new framework, data will be able to flow freely and safely between the EU and
participating U.S. companies;

= anew set of rules and binding safeguards to limit access to data by U.S. intelligence authorities
to what is necessary and proportionate to protect national security;

= U.S. intelligence agencies will adopt procedures to ensure effective oversight of new privacy and
civil liberties standards;

= a new two-tier redress system to investigate and resolve complaints of Europeans on access of
data by U.S. Intelligence authorities, which includes a Data Protection Review Court;

= strong obligations for companies processing data transferred from the EU, which will continue
to include the requirement to self-certify their adherence to the Principles through the U.S.
Department of Commerce;

7 European Commission. (2021). Commission implementing Decision of 17.12.2021 pursuant to Regulation (EU) 2016/679 of the
European Parliament and of the Council on the adequate protection of personal data by the Republic of Korea under the

»  European Court of Justice (2020). Judgment of the Court (Grand Chamber) of 16 July 2020, Data Protection Commissioner
v Facebook Ireland Limited and Maximillian Schrems. Request for a preliminary ruling from the High Court (Ireland).
https://curia.europa.eu/juris/liste.jsf2num=C-311/18

@ The White House (2022). Fact sheet: United States and European Commission announce Trans-Atlantic Data Privacy Frame-
work. https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-sheet-united-states-and-euro-
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= specific monitoring and review mechanisms.”

While many of the details still remain unclear, the US and European Commission have represented
that the next steps will be to translate the agreement in principle into legal documents.® And the
tendency will continue. According to the European Commission’s Data Act, which was published on
February 23, 2022, digital platforms like Amazon and Microsoft must set up safeguards against illegal
data transfers to non-EU governments,* thus pushing the development of national legal arrange-
ments in the sphere. The developments will be keenly followed by a number of tech giants like
Meta, which is at risk of a suspension order being slapped on its EU-US data transfers following a
long-running complaint that's still grinding through the EU’s GDPR enforcement procedures.” Google,
whose analytics product has been hit with warnings by DPAs around the bloc over illegal transfers of
personal data, should be also added to the list.*® In this regard should be also mentioned Microsoft,
whose cloud-based productivity suite 365 is under GDPR review by German DPAs that's further com-
plicated by the data transfers issue, to name three high profile examples.”

Conclusions

This study shows that the problem of personal data protection in contemporary conditions has
the same origin and requires the same solution — to maintain an optimal balance between human
rights, society, and the state. The means of establishing a bhalance of rights is a legal regime for the
protection of personal data that is based on certain principles common to all democratic states,
regardless of the specific features of their legal systems. This set of principles constitutes a body of
good information practice: there should be no personal data processing systems in which the exis-
tence of personal data processing is secret: the person must be notified about the processing and
use of their personal data, provided with the opportunity to know what information their personal
data contains, be informed about why such data is cultivated, and how it is used. People should also
be able to prevent the use or dissemination of their personal data for purposes they have not agreed
upon and given the opportunity to make corrections or additions to their personal data. In addition,
all organizations that process or use data in a form that allows identification of an individual should
be required to take measures against the misuse of personal data, and personal data should only be
used for the purposes for which it was collected.

With regard to the example of the UK's withdrawal from the European Union, it can be stated that
the British legal regime still maintains a certain dependence on the EU and its legal order, since,
as a non-member country, it does not have the ability to influence decisions made in the Union.
In addition, in principle, Brexit has complicated the cross-border activities of digital platforms in

“  Chee, F. Y. (2022, February &). EU aims to tighten curbs on data transfers to non-EU governments — EU document. Reuters.
https://www.reuters.com/business/eu-aims-tighten-curbs-data-transfers-non-eu-governments-eu-document-2022-02-03/

% Lomas N. (2022, February, 10). France's privacy watchdog latest to find Google Analytics breaches GDPR. TechCrunch.
https:/[techcrunch.com/2022/02/10/cnil-google-analytics-gdpr-breach/

7 Lomas N. (2022, February, 15). Public sector bodies’ use of cloud services probed in joint EU data protection enforcement.
TechCrunch. https://techcrunch.com/2022/02/15/edpb-cef-public-sector-cloud/
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both jurisdictions, since the uniform legal regulation within the EU for all member states has been
replaced by a dichotomy in the form of the presence and interaction of the relevant legal norms of
both the UK and the European Union, which must now be followed, and which may contain mutual
contradictions.

In legally regulating data protection, the UK is forced to obey the EU’s legal order and is depen-
dent on the will and legal prescriptions of the Union’s institutions, primarily with respect to the need
to receive an adequacy decision from the European Commission. However, even after the adoption
of such a decision, the legal order of the United Kingdom will still be under the EU’s constant control
with respect to the assessment of the level of adequacy of its system of personal data protection
and ensuring sufficient data-sharing, which casts doubt on the stability and predictability of rela-
tions in this area, thus shifting the degree of influence in the co-regulation to the EU’s supranational
authorities. This is also confirmed by the examples of other third countries, in particular South Korea
and the United States, demonstrating the importance of strengthening and developing European in-
tegration mechanisms that can successfully overcome the reverse of integration, not only minimizing
the negative consequences of disintegration, but also strengthening international integration and
additionally influencing the legal orders of states that are not part of the integration entity.
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AHHOTaUMA

B cTaTbe paccmaTpvBaeTcs BONPOC HEOGXOAMMOCTI 3aKpenneHns «npaBa Ha 3abBeHue» Kak HOBOTO NMpaBa
uenoBeKa B KOHTEKCTE COOTHOLWEHUS C NPaBOM HA HEMPUKOCHOBEHHOCTb YACTHOM XM3HW. Ero 3aKoHOAaTeNb-
HOe pa3BuTMe U rMoBanbHOe NpUMEHEHUe CTaBAT N04 BOMPOC COOTHOLIEHNE MEXAY YACTHBIMI U NYBAUUHBIMU
WHTepecamu. Peub WAET, C OfHON CTOPOHBI, O 3aLLUTE YUACTHOM XU3HM OTAENBHOIO UL, C APYroil — 0 cBo6oge
WHGHOPMALMU 1 BbIPAKEHUS MHEHMIA. B CBA3M C 3TUM LieNb MCCNef0BaHMS 3aKMIOUaeTcsl B ONPefeneHnm noaxoaa
ANs 3aKpenneHus «nNpasa Ha 3a6BeHue» Takum 06pa3om, uTo6bl Npu 3ToM 6bin 06ecneyeH ONTUMANbHbIN 6a-
NaHC MHTEPECoB.

Wiccnenys 3BOMIOLMIO NPU3HAHNS «NPaBa Ha 3a6BeHue», NPobNeMbl ero PUMEHEHIs, a TAKKe BUSHNE Ha CBO-
60AHbBIA JOCTYN K NH(OPMALMK 1 CBO6OAY BbIPAXKEHUS MHEHMIA, aBTOP CTaTbW PACCMATPUBAET TEKYLLEe COCTON-
HUe aHHOrO MHCTUTYTA. TaK KaK «NPaBo Ha 3a6BeHune» U3HauanbHO BO3HUKNO B EBPONEICKOM COt03e, B CTaTbe
WUCCNefyeTc 3aKOHOAATENbCTBO M NPaBONPUMEHNUTENbHAS MPAKTUKA «MpaBa Ha 3a6BeHue» B Poccuiickoi Qe-
fepauuu u EBponeiickom coio3e, N0 UTOTam Yero AenaeTcs BbIBOJ O HEO6XOAMMOCTY MOHMMAHMS «MpaBa Ha 3a-
6BeHUe» KaK CaMOCTOSATENbHOI KaTeropum 1 Heo6XOAMMOCTM COBEPLIEHCTBOBAHUS 1EACTBYIOLLEr0 POCCUACKOTO
3aKOHOAATeNbCTBA. B uacTHOCTM, Npepnaraetcs gononHuth N. 1 ¢t 10.3 ®3 «06 uxthopmaumu, MHdOpMaLy-
OHHbIX TEXHOMOIUAX U 3aLUuTe MHGOPMALMU» NONOKEHNUEM O TOM, UTO ONEPaTop MOMCKOBOW CUCTEMbI BNpaBe
0TKa3aTb B YOBNETBOPEHUN 3asBNEHNs 06 yaaneHun CChiNok B Tex CyyasX, koraa nHhopMaLms, Cofepxallas-
€l B HUX, UMEET 06LEeCTBEHHYIO 3HAYMMOCTb NN NPEACTABNAET 06LLECTBEHHbIN MHTEPEC.

Knioyesble cnosa

NpaBo Ha 3a6BeHie, 3alllUTa YACTHON XKI3HN, EBPONEICKas KOHBEHLS N0 NpaBaM Yes0BeKa, NepCoHanbHble
[AaHHble, NpaBa uenoBeka, EBponeickuii o3

KoHdpnukT untepecos ABTOp €0061La€eT 06 OTCYTCTBUM KOH(NMKTA NHTEPECOB.
(DuHaHcupoBaHue iccnepoBaHne He UMEET CMOHCOPCKOW NOAAEPKKN.

AAnga uuTnpoBaHua Uy6, E. C.(2022). NpaBo Ha 3abBeHue: HOBOE NPaBo Yenoseka? Lugposoe npa-
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Abstract

The article analyzes the need to establish the “right to be forgotten” as a new human right in the context of
the correlation with the right to privacy. Its legislative development and global application call into question
the relationship between private and public interests. The issue includes protection of an individual's privacy,
on the one hand, and freedom of information and expression on the other. In this context, the purpose of the
study is to identify an approach to enshrine the “right to be forgotten” in a way that strikes an optimal balance
of interests.

Exploring the evolution of the “right to be forgotten” and the problems of its enforcement, as well as its impact
on free access to information and freedom of expression, the author examines the current state of this institu-
tion. As the “right to be forgotten” originally appeared in the European Union, the article examines legislation
and law enforcement practice of the “right to be forgotten” in the Russian Federation and the European Union,
which leads to the conclusion that the “right to be forgotten” should be considered as an independent category
in the current Russian legislation. It is proposed to supplement item 1 clause 10.3 of Federal Law “On Informa-
tion, Information Technology and Information Security” with a provision that the operator of a search engine
has the right to refuse to satisfy requests to remove references in cases where the information is of public
interest.
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Beeaenue

B anoxy undpoBbix TeEXHONOMMI MH(opMaLmMs B VHTepHETe CTana WMPOKO PacnpoCTPAHEHHOM
W NOCTOSIHHO AOCTYNHOW. MOMCKOBbIE CMCTEMbI NPEACTABAAIT CO60N HEOOXORUMBIA UHCTPYMEHT,
KOTOPbIM COBPEMEHHDIN UEN0oBeK MOMb3YeTc NPAKTUUECKU KaXAbIA ieHb ANS NOMUCKA CBEfEeHMH.
EBponeickuii Cya no npaBam YenoBeka npu3Han MHTEpHET OfHUM 13 OCHOBHbIX CPEACTB, C TOMOLLbI
KOTOPbIX MO Peanu3yIoT NpaBo Ha CBO6OAY BblpaXeHWs MHEHUS U Apyrue NPpaBa, CBA3AHHbIE C UH-
thopmaumeir”. B koHTekcTe MHTEpHETA, MH(OPMALMOHHBIX TEXHONOTUIA U COLMANbHBIX CETeM, aKTUBHO
0Ka3bIBALNX BUAHNE HA BCe Chepbl 0OLECTBA, BKNKOUAs NPaBo, CNeayeT OTMETUTD, YTo 6naroga-
pa pa3sutuio CeT NOABASAIOTCA HOBble MH(OPMALIMOHHbIE NPABa, CPeaN KOTOPbIX U «MpaBo Ha 3a-
6BeHMeEN,

«[paBo Ha 3a6BeHNe» KaK uaes, He UMeKoLLas NPAKTUYECKOro BONMOLWEHUS, BO3HUKNO eLue B XX B.
B CBAA3U C NOBCEMECTHBIM pacnpocTpaHeHnem HTepHeTa. epBoil 3HaUMMON BEXOW B €r0 Perynupo-
BaHMM cTano npuHsTue Aupektuebl N 95/46/EC EBponeiickoro napnamenta i CoBeta EC OT 24 OKTA-
6pa 1995 1. 0 3aumTe AaHHbIX (nanee — lupextnsa N° 95/46/EC), B KOTOPOW BnepBbie 6binK 3an0xe-
Hbl OCHOBbI NSl AANbHEILIEro 3aKpenneHns «npaea Ha 3abseHue» B EC.

B Poccuu yKa3aHHOe NpaBo 6bi0 3aKpenneHo OTHOCUTENbHO HedaBHO (C 1 AHBaps 2016 ) ny-
TEM BHeCeHWs NONpPaBOK B 3aKOHOAATENbCTBO 06 MH(opmauun. B DegepanbHOM 3akoHe 0T 13 uions
2015 . N@ 264-03 «O BHeceHun u3meHeHuin B GefepanbHblil 3aKoH «06 nHdopmaLuu, HGopMaLm-
OHHbIX TEXHONOTUAX W O 3aluTe WHOpMaLMN» 1 CTaTbkt 29 1 402 MpaxpaHCKOro NPoLeccyanbHOro
kogekca Poccuiickon Mefepauun» 3aMHTEPECOBAHHLIM NMLAM 6bINO NPefoCTaBAeHO NPaBo Tpe-
60BaTb OT ONeEPaTopoB MOUCKOBLIX CETEW NpPEeKPALLEeHUs PAacNpPOCTPAHeHNA HGOpMALIMK, KOTOpas
COOTBETCTBYET OMUCAHHLIM B 3aKOHE KpuTepusm. TeM He MeHee YKa3aHHbI aKT 6bll NOABEPTHYT
Cepbe3Hol KPUTUKe B CBA3M C TeM, UTo OH (1) He rapaHTMPOBaN yaaneHna CBedeHunit C UCTOUHIMKA
nHdopmauuy; (2) He YCTAHOBUA YETKUX KpUTEPUEB MHGOPMALAN, K KOTOPOW MOXET NPUMEHSATHCA
«NpaBo Ha 3a6BeHue; (3) He onpeaenun COOTHOLWEHUE «NPaBa Ha 3a6BEHNE» C UHBIMI KOHCTUTY-
LWMOHHO 3aKPEenNeHHbIMM NpaBamMu, TAKUMU KaK NMPaBo Ha CBO6OAY BbIPAXEHUS MHEHUA WU NPaBO
Ha focTyn K uHopmaumu. BBugy ykasaHHbIX Npo6nem BO3HUKAET HEO6XOANMOCTb COBEPLIEHCTBO-
BaHNS POCCUIICKOTO 3aKOHOAATENbCTBA NO AAHHOMY BOMPOCY Ha OCHOBAHWM aHaNN3a 3apy6exHoro
ONbITa W CYAEOHON NPAKTUKMA.

Llensaimu nccnefioBaHns ABAAIOTCA U3yUeHNe BO3SMOXHOCTM PaccMaTpuBaTh «NPaBo Ha 3abBeHne»
KaK HOBbIM BWA NpaBa M aHANN3 ero COOTHOWEHNS C NPABaMN YeNoBeKa NPeablaYLLIMX NOKONEHNN
(NpaBoM Ha BbipaXeHWe MHeHUs 1 NPABOM Ha 4OCTYMN K MH(OPMALWI) AN BHECEHUS COOTBETCTBYIO-
LMX U3MEHEHUIA B POCCUICKOE 3aKOHOAATENbCTBO.

rMnoTesa MCCNenoBaHUA 3aKNIUYAETCA B TOM, UTO «MPaBO Ha 3abBeHMe» npeactaBnfer cobou
CamoCToATenbHOe NpaBo, KOTOPOE HYXAAETCA B OTAENbHOM 3aKpenneHun Ha 3aKOoHOAaTeNbHOM
YPOBHE AN OTrPaHMYEHMS €ro OT APYruX MH(OPMALIMOHHbIX NPaB.

[eHe3unc 1 ToNKoBaHue «npasa Ha 3abBeHme»

«MpaBo Ha 3abseHune» (aHmn. right to be forgotten) — KOHLENUUS, NPUMEHABLIAACA B CyAEOHON
npakTuke EBponenckoro coi3a, a Take B ApreHTHe B KOHLe XX B. Tak, COrNacHo «npaBy Ha 3a6Be-
Hue» Nonb3oBaTeNb UMEET NPaBO 3anpPoCkTDb YaAaneHne B NOUCKOBbIX CUCTEMAX U APYFUX KaTanorax
ceTu iHTepHeT onpeaeneHHon MHGOPMaLLMK, KOTOPAA MOXET HAHECTI BPef ero UecTu U JOCTOUHCTBY.
«lpaBo Ha 3abBeHMe» (haKTMUeCKU NPUMEHAETCS NGO NyTeM YAANEHWUA CBEAEHUA C UCXOAHOrO

' Cengizand Others v. Turkey, 2015-VIII Eur. Ct. H.R. http://hudoc.echr.coe.int/eng?i=001-159188

CTATbI 91



Digital Law Journal. Vol. 3, No. 4, 2022, p. 89-106
Elena S. Chub / The Right to Be Forgotten: A New Human Right?

caitta («npaBo Ha cTupauue» (right to erasure)), nu60o nytem pasbiIMeHOBaHUs Be6-CaiTa NONCKOBbI-
Mu cucTemamu («npaBo Ha pasbimeHoBaHue» (right to dereferencing)) (Maietta, 2020).

HaunHas ¢ 1970-X Ir., B YyCNoBUsX pa3BuUTMS LNGPOBbIX TEXHONOTWI, KOHLLENLWUA 3aLUTbl KOH(K-
AEHUMANbHOCTYN BCe 6OMbLIE NepeceKkaeTcs C MAeer 3aluTbl NePCOHabHbIX AaHHbIX. «[paBo Ha 3a-
OBEHME» PACCMATPUBALTCA KaK peakuus Ha LudpoBble TEXHOMOINW, B NPOTUBOBEC CBOHOAE WH-
thopmaumm, N KaK KnioueBOi KOMMNOHEHT 3alLMTbl HOBbIX hOpM KOH(MAEHUMANbHOCTU. DaKTUeCKU
«MpaBo Ha 3a6BeHUe» ABNSAETCA OAHUM U3 OCHOBHbIX NpaB uenoBeka XXI B., U ero npusHaHue 6y-
€T TONbKO PacluMpsTbCs, HECMOTPA Ha MHOXECTBO apryMeHTOB NPOTUB €ro NPUMEHeHUS.

CTOPOHHUMKM «NpaBa Ha 3a6BEHME» CYUMTAIOT €10 CrpaBeANNUBbIM UHCTPYMEHTOM, KOTOPbIA NO3BO-
NAeT n36exaTb HEraTUBHOTO BANSIHUS KOMNPOMETUPYIOLLEN MHGOPMALMN HA XNU3Hb YenoBeka. Ero
KpPUTUKMN YTBEPX/AIOT, UTO CYLIECTBYET PUCK TOTO, UTO /IIOAM NOMYyYaT BO3MOXHOCTb NepenincaTb cBoe
NPoLLNOe UK AAXe NONHOCTbIO CTePETb HeraTUBHblE MOMEHTbI CBOer 6uorpaduun. Kpome Toro, npo-
TMBHUKI «NpaBa Ha 3a6BeHMe» CBA3bIBAKOT €r0 C Yyrpo30i Ans cB060AbI BbIPAKEHNA MHEHUS U CBO-
6oaHOro aoctyna K uHdopmaumu. MpaBo yenoBeka pelwatb, UTo Apyriue MOryT KMOMHUTBY O HEM,
He TONbKO BPOCAET BbI30B CYLLECTBYIOWMM NPUHLMNAM CBOOOABI BbIPAXEHUA MHEHWIA, HO U NPOTU-
BOpEUMT NpakTuke obmeHa nHdopmaumeir B Hteprete (Cofone, 2020).

«paBo Ha 3abBeHUE» TaKKe MOXET OTPULATENbHO CKA3aTbCA HAa 06paboTKe AaHHbIX, HEO6XO-
AVMbIX ANS Ueneid CTaTUCTUKM, HAYUHbIX U UCTOPUYECKUX UCCNefoBaHMIA. Takum 06pa3oMm, «npaBo
Ha 3a6BEHUe» MOXET €03[aTb Yrpo3y apXxMBHOI paboTe CNeuuanncToB, Uto NpUBEAET K UCUE3HOBe-
HUI0 MHAGOpMaLMK, Heo6X0AUMOW ANA NOHMMAHWS U aHaNM3a ONPefeneHHbIX UCTOPUUECKMX COBbI-
Tii (Jones, 2016).

B TeopeTMueckom CMbicie «NpaBo Ha 3abBeHKUe» paccMaTPUBAETCA KaK NPaBO NNL, CAMOCTOATENb-
HO onpenenaTb, KOra, KaK U B KaKOW CTeNeHU UHAOPMaLWMA, Kacalowascs ux, nepeaaetcs apyrum
NULAM, UK KaK NPaBO YeNoBeKa OCYLWECTBAATb KOHTPONb Haf CBEAEHUAMMU, KOTOPble HanpsMYIo
OTHOCATCS K €ro NYHOCTK. «MpaBo 6biTb 3a6bITbIM» BbITEKAET U3 1ENCTBMSA NPaBa Ha HENPUKOCHO-
BEHHOCTb YACTHOW XU3HM, HECMOTPS HA TO UTO OHO NPUMEHSAETCA K HdOpMaLuK, B onpeaeneHHom
CTeneHN CTaBLei 06LeCTBEHHbIM 0CTOSIHUEM.

«MpaBo Ha 3a6BeHMe» He 3aKPen/eHo B MEXYHApOAHbIX JOrOBOPaxX O NpaBax uenoBeka W Ha-
LNOHANbHBIX KOHCTUTYUMsAX. Cdhepa ero NPpUMeHEHNs 0CTAaeTC B 3HAUMTENbHOW CTENEeHN Heonpe-
AeNeHHOW: OHa MOXeT BapbupOBaTbCA OT OPaHMUEHHOr0 NpaBa, NOANAAAOLWEro noj AencTBue 3a-
KOHOAATENbCTBA O 3allMTe NEepCOHaNbHbIX faHHbIX, A0 6onee WUPOKNX KOHLENLWIA, BKNIOYAIOWMX
3aWWMTy penyTaLmm, YecTu U YeNOBEUECKOro AOCTOMHCTBA.

licToprueckm KoHUenuMa «npaBa Ha 3a6BeHMEe» BO3HWKNA U3 UaeU O TOM, UTo NpK npueme Ha pabo-
TY He CnieayeT yuuTbIBaTh NPoLunoe kaHauaata. C nosBneHuem NHTepHeTa U MOMCKOBbIX CUCTEM 3anNCK
0 NPOLUOM JTIofieiA CTaNK FOCTYNHBI B CBO60AHON hopMe. HaunHas ¢ fupexTusbl N 95/46/EC, dm3n-
UeckMM NMLAaM 6bINo NPefOCTaBNEHO NPABO YAANATb BCe CBA3aHHbIE C HUMI NEPCOHaNbHbIe aHHble,
KOrfia OHU NOKMAAIOT CIYKOY MK 3aKPbIBAIOT YUETHYIO 3anmcb. «MpaBo Ha 3a6BeHMe» BnepBble 6biNo
3aKpenneHo B 3akoHoaaTtenbcTae MpaHiy3sckon Pecnybauku (droit d l'oubli). B2010 . OpaHums npuusna
XapTuio 0 NpaBe Ha 3a6BeHue, KOTopas perynMpoBana npasoBble 0THOLWeHMA DpaHLy3ckon Pecnybnmnku
C YaCTHbIMM KOMNAHMAMM B chepe 3alyuTbl NePCOHANbHBIX AaHHbIX FPAXIaH.

TonkoBaHMe «npaBa Ha 3abBeHNe» BbINo paclupeHo B 2014 . NOCNe 3HaMeHATeNbHOTO pelleHuns
Cyna EC (The Court of Justice of the European Union (CJUE)) no neny Google Spain, B Kotopom Bnep-
Bble 6b1710 NPU3HAHO, UTO NPUHLMNbI 3aLNUTI NEPCOHANbBHbIX AAHHbIX TPUMEHNUMBI K NY6NUKaLun pe-
3yNbTaTOB NOMUCKOBbIX CMCTeM. Tak, B 2010 I. Mapuo loH3anec nogan xanoby B HaunoHanbHoe areHT-
CTBO 3alMUTbl NEpCcoHanbHbIx AaHHbix Ucnanun (Agencia Espafiola de Proteccion de Datos (AEPD))
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Ha MeXyHapoaHYI0 NOUCKOBYI0 cucTeMy Google No npuunHe TOTo, YTO B NOMCKOBOM Bbifaue Google
WHAEKCMPOBANMCh CCbINKKM HA NEPCOHANbHbIE aHHble Mapio, @ MMEHHO Ha MH(OPMaLWI0 0 ero nmy-
LecTBeHHOM NoNnoXeHuu. W3HavanbHo HauuoHanbHoe areHTCTBO 3aLMTbl NEPCOHANbHbIX AaHHbIX
OTKNOHWNO AaHHOe 3asBneHne. OfHako no3gHee OHO 6bIN0 NepefaHo B BepxoBHbI cya Ucnanum,
koTopblid 3anpocun y Cyaa EC npeaBapuTenbHble 0TBETHI Ha CleaytoLue BONPOChI.

Bo-nepsbiX, NPUMEHAIOTCA N B TaKOM Cly4yae MeXaHW3Mbl 3aWUTbl NepPCOHANbHbLIX AAHHbIX,
pernamenTupyemble fupektuBoi NO 95/46/EC, perynupoBaBlieil 3alMTy NEPCOHANbHBIX AaH-
HbIX 10 NPUHATUA O6LIEro pernameHTa o 3aluTe NepcoHanbHbIX AaHHbIX (General Data Protection
Regulation (GDPR)) 2016 r.; BO-BTOpbIX, PACIPOCTPAHSAIOTCA 11 NONOXKeHNA iupekTusbl N 95/46/EC
Mo KOHTPOMIO 3@ PacnpocTpaHeHnem nepcoHanbHbiX AaHHbIX HA MOUCKOBbIE CUCTEMbI, U, HAKOHeL,
UMeeT NN Cy6bEKT, UbM Npasa GbiIM HapyLeHbl, NPaBo TPeboBaTb yaaneHus NOUCKOBbIX CCbINOK
B MHAEKCALNU NOUCKOBbIX cucTem?

Ha nepBble ABa Bonpoca Cya EC san nonoxutenbHblil 0TBET. B 0THOWeHNH TpeTbero Bonpoca Cya
33BN, UTO AaHHOE MONOXeHME NPOTUBOPEUNT NPABY HA AOCTYN K MH(HOPMALLMM 1 NO3TOMY HE MO-
KT COOTHOCUTBLCA C NONOXEHUAMU [IUPEKTUBbI.

Ha ocHoBaHuu sanHoro fena Cyaom EC 6bin co3paH npeweneHt, copmynupoBasiLmMil NPoLEeaypY,
B PamMKax KOTOPO Mo60e 3aUHTEPECOBAHHOE NNLIO, ECNIN €70 NpaBa 6binu HapyLeHbl, NMEET NpaBo
3anonHUTb CneLnanbHyio opmy B NOMCKOBOK cucteme Google. 3T0 NO3BONAET yAANUTL U3 MHAEKCA-
LM CCbINKKM, NOpoYalLie YecTb U JOCTOMHCTBO UL UK PaCcKpbiBatOLLKE ero NepcoHanbHble AaHHble.
0paHaKo cneayet OTMETMTb, UTO UCXOAHARA MHGOPMALLMA He YAANAETCSH, TaK KaK «NpaBo Ha 3abBeHNne»
pacnpocTpaHsAeTCa Ha YAaneHue ccbinkn B Google, HO He Ha yCTpaHeHNe Cammx NepcoHanbHbIX faH-
HbIX C MCTOYHUKA NePBMYHON Ny6nukaummuz, NMpobnema 3aKNOUaeTcs B TOM, YT ANs yaaneHus cse-
AEHNI C CaMOro CailTa CyGbEKTY AaHHBIX HEOBXOAMMO N3YUaTb KAXAYI0 MHTEPHET-CTPAHULLY, HA KOTO-
poi pa3melLeHa MH(opMaLus, 1 TPe6oBaTb OT aAMUHNCTPATOPOB CAWTOB YAANEHUA NN U3MEHEHUS
KOHTeHTa.

Cya EC noctaHoBMA, UTO KaAblA YenoBeK UMEeeT NMpaBo 3anpocuTb Pa3bIMEHOBAHME ero nuy-
HbIX AAHHBIX OMEepaTopamMu NOMCKOBbIX CUCTEM, AeNCTBYIOWMMNI B EBpONenckom cotose. B To Bpems
KaK HalMOHanbHble CyAbl, perynupylolme opraqbl No 3aluTe faHHbIX, ONEpaTopbl NOUCKOBbLIX CU-
CTEM 1 3KCnepTbl N0 3aLLuTe YAaCTHON MHGOPMALMN NPEANPUHUMANM NONBITKN OLEHUTb NOCNeACTBUS
NPU3HaHNA «Npasa Ha 3a6BeHNne», HeCKOMbKO roCyAapPCTB NOCNEA0BaNN NPUMEPY U MPUHANN 33KOH,
NOCBALEHHBIA «NPaBy Ha 3abBeHuex». CeoBaTeNbHO, NPaBO Ha 3a6BeHNe» Nepectano 6biTh UC-
KNUMTENbHO €BPONEICKoN ueei 1 Npuobpeno 6onee WNPOKOE pacnpocTpaHeHue, B TOM unucne
1 B POCCMICKOM 3aKOHOAATENbCTBE.

«I'Ipaso Ha 3a0BEHME» B 3aKOHO/ATENbCTBE EBDOI’IBVICKOTU CoK3a

BnocnenctBum «npaBo Ha 3a6BeHue» 6bino MMNNEMEHTUPOBaHO B 06Nl pernameHT 2016 T. 0 3a-
LMTe NepCoHaNbHbIX AAHHDBIX, HO C ABYMA OrOBOpKaMu. Bo-nepBbix, yaaneHue HexenatenbHblX CCbl-
NOK OCYLLECTBNSAETCA OnepaTopamu NOUCKOBOM CUCTEMbI NOCNE 3aNONHEHUS CeLUanbHOl hopMbl
NOWUCKOBOW CUCTEMbI, HA KOTOPOW MHAEKCUPYIOTCA HeXenaTesbHble CCbiIKK. NPK 3TOM COOTBETCTBY-
IOLLEro peleHns cyaa He Tpebyetca. Bo-BTOpbIX, YAANAKTCA He CaMu maTepuansl, a TONbKO CCbiN-
KN Ha HUX. TaKUM 06pa3oM, HapyLWeHHble NpaBa BOCCTAHABAMUBAKOTCA NNWb YACTUYHO, UTO He fB-
nsetca B nonHon mepe 3dexTuBHbIM. CefoBaTeNbHO, «NPaBO Ha 3a6BeHMe» 6bIN0 ONpeneneHo
He KaK NoMHoe yaaneHue nepcoHanbHbIX JaHHbIX, @ KAK OrpaHUueHne AoCTyna K HUM.

2 Case (-131/12, Google Spain SL v. Agencia Espaiola de Proteccion de Datos, Mario Gonzalez, 2014 https://eur-lex.europa.
eu/legal-content/EN/TXT/?uri=CELEX%3A62012CJ0131
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B nene Google Spain Cyg EC Takke npu3Han HeobXoanMOCTb NPOBEAEHUA TecTa Ans onpeaene-
HUS BanaHca MeXAY YaCTHLIMM U NYBAUYHBIMI UHTEPECaMIA. B peweHmnm 6bi0 OTMEUEHO, UTO «NPaBO
Ha 3a6BeHKe» He ABNAETCA abCONIOTHLIM U MOXET ObiTb PeaNU30BaHO B TeX Cyyasx, Koraa npaso
Ha 3aWWKUTY YACTHOM XM3HN NPEBANMPYET Hafl MHTepecamm o6LLecTBa B AOCTYNE K MH(OPMALMK.

B peweHuu 2003 r. no aeny Bodil Lindqist® Cyn EC yka3an Ha To, UuTo Mepbl, NPUHUMAEMble TOCy-
AapCTBaMM-uneHamu Ans obecneyeHns 3aWwuTbl NePCOHaNbHbIX AAHHBIX, AOMKHbI COOTBETCTBOBATH
KaK nonoxeHuam fupektusbl N2 95/46/EC', TaK U Lenu nogaepwaHus 6anaHca mexay csobogoit
A0CTyna K MHAOopMaLMK 1 3aWnTON KOH(UAEHLUMANLHOCTY. NpK 3TOM, KaK 6biN0 0TMEUEHO, HUUTO
He NPenATCTBYeT TOMY, UTO6bl FOCYAAPCTBO-UNEH pPaclMpuno ccepy AeHCTBUS HALWMOHANbHOIO 3a-
KOHO/IATeNbCTBA, BKIIOUalOLIEro nonoxeHns [upektusbl NO 95/46/EC, Ha obnactu, He BxoaALme
B chepy ee NpUMeHEHUs, NpU YCNOBUN, UTO HUKAKME Lpyrie MONOXeHNs 3aKoHoAaTeNbCTBa CO06-
LLeCTBA He NPEenATCTBYIOT ITOMY.

MexgyHapoaHas nouckoBas cuctema Google nonyuuna c 2016 . yxxe 60nee MUATMOHA 3aNPOCOB
00 yaaneHun UHGOPMaLUKN U3 MHAEKCALMOHHOM CUCTEMbI, CPeaN KOTOPbIX 6biin YAOBNETBOPEHD
nuwb okono 100°. A no coctosHMio Ha thepanb 2018 I. NOMCKOBAA CUCTEMA 3a YETbIPE roAa Nonyun-
na 6onee 2,4 MiH 3aNpocoB Ha yfanenue URL-aapecos 13 MOMCKOBbIX 3aMpoCoB.

TepputopranbHas ctepa npUMeHeHNs «npasa Ha 3a6BEHIMA» TakkKe PaccCMaTpuBanach C NO3uLUK
CJEU. Tak, B ceHT6pe 2019 1. Cya EC ony6nukoBan pelwenue no geny Google v. CNIL®, B koTopom 6bino
YCTAHOB/NEHO OrPaHNyYeHIe Ha IMobanbHoe NpUMEHeHUe «npasa Ha 3abBeHue».

PeweHunem ot21masn 2015 I. npe3naeHT dpaHLy3CKOro opraHa no 3awuTe faHHbIX — HaLunoHanbHok
Komuccum no uHdopmaruke u ceobogam (Commission nationale de l'informatique et des libertés
(CNIL)) — Hanpasun ouumManbHoe ysefomneH1e komnaxiun Google o Tom, uTo Npu yAOBNETBOPEHNN
3anpoca )M3nYecKoro n1La 06 yaaneHnmn CCbiNoK U3 Pe3ynbTaToB NOMCKA, NPOBEAEHHOTO Ha OCHOBE
€ro MMeHU, OHa I0MKHA COBEPLLIMTb 3TO N0 BCEM JOMEHHBIM UMEHAM CBOEN NOUCKOBON CUCTEMD, T.e.
BO BCEM MUpe.

Komnanus Google oTkasanacb BbINMONHUTbL 3TO TpeboBaHWe M yaanuna CCbINKW TOMbKO U3 pe-
3yNbTaTOB NOWCKA AOMEHHBIX MMEH rocynapcTB — uneHoB EBponenckoro coto3a. Kpome toro, Google
OTMETW/I, YTO TaKaf MPAKTMKA HApYLaeT NMPUHLMUNbI BEXNUBOCTA U HEBMELIATeNbCTBa, MPU3HAH-
Hble MEX[yHapoAHbIM MYGNUUHBIM NPABOM, U HapylaeT cBO6GOAY BbIpaXeHUs MHEHWiA, WHdop-
MaLM1, KOMMYHUKALWA U NPecchbl, rApaHTUPOBAHHbIX, B YACTHOCTH, CT. 11 XapTun OCHOBHbIX NpaB
EBponeickoro coto3a’.

Cyay Heo6xoaMMo 6bIN0 PewnTb BONPOC 0 TepPUTOPUanbHOiA cepe AeicTBMA «npaBa 6bITb 3a-
ObITHIMY: CleayeT NN TONKOBATb «NPaBO HA 3a6BEHME» KaK 06A3aHHOCTb ONepaTopa NOMCKOBOM Ci-
CTeMbl yaaneHus CCbioK No Bcemy mupy, B npegenax Coto3a uim ToN1bKO Ha HaLMOHANbHOM YPOBHE?

B pewenun no peny C-507/17 Cyn EC nocTaHoBMA, UTO B COOTBETCTBUN C 3aKOHOAATENbCTBOM
EBponenckoro coto3a Google n apyrue onepatopbl NOMCKOBBIX CUCTEM He 06513aHbl NPUMEHSATb eBPO-
Nenckoe «nNpaBo Ha 3a6BeHNe» BO BCEM MUpE. B pelueHnn pa3bacHAeTCs, uTo XoTs Xutenu EC umerot

3 Case (-101/01, Criminal proceedings against Bodil Lindqvist, 2013 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri-
=CELEX%3A62001C)0101

6 Case (-507/17, Google LLC, successor in law to Google Inc. v Commission nationale de l'informatique et des libertés (CNIL),
2019 https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:62017CC0507

94 ARTICLES


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62001CJ0101
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62001CJ0101

Lindoposoe npaso. Tom 3, N2 4, 2022, c. 89-106
E.C. Uy6 / MpaBo Ha 3a6BeHue: HOBOE NPABO UenoBeKa?

3aKOHHOE «NPaBO 6biTb 3a6bITbIMIUY, OHO NPUMEHSAETCA TONbKO B Npefenax rpaHul, rocyfsapcrs —
uneHos EC. Kak noscHun Cyg, HeCMOTPA Ha TO UTO HOPMbI GDPR MOTYT NpUMEHATLCA 3a Npejenamu ro-
CYAAPCTB-UNEHOB, ONEpaTopbl NPK 3TOM He 06513aHbl YAANATb CCbIKKM U3 MOUCKOBbIX CUCTEM CTPaH,
He BXOAALLMX B EBPONEICKMI COL03.

B aaHHOM cnyuae CyA YCTaHOBUN OFpaHUYeHIUe TepPUTOPUANbHOTO AeiCTBUA NpaBa NU3NUeCcKoro
NALA Ha yaaneHne NepcoHanbHbIX AaHHbIX. WHaue roBops, Google fOMKEH yAanATb CCbITKN Ha nep-
COHanbHble AaHHble (HM3NUYECKOro NNLA M3 MOMCKOBbLIX 3aNpOCOB B WHTEpHETE, OCYLLECTBASEMbIX
B pamkax EC. Kpome Toro, Cya EC HanomHun 06 akcTepputopuanbHom aeitcteun 06Liero pernameHTa
B COOTBETCTBUMU CO CT. 3 GDPR.

Xota Cyg npu3Han orpaHuyeHne «npasa Ha YAANeHWe», OH TaKKe YKa3an Ha BaXXHble MOMEHTDI,
KOTOpble NPeAOCTaBNAIOT NPABO CyAeOHbIM OpraHam U opraHam no 3awuTe AaHHbIX B EC TpeboBath
OT OMepaTopoB NOMCKOBbIX CUCTEM MUCKNIOUEHUS CCbINTOK U3 MOMCKOBbIX CUCTEM MO BCeMy mupy. Tak,
Cyn noCTaHOBUN, YTO TOCYAAPCTBA-YUMIEHbI U OpraHbl N0 3alWyTe AAHHbIX KOMNETEHTHbI N0 CBOEMY
YCMOTPEHMI0 CHanaHCUPoBaThb NPaBO Ha HEMPUKOCHOBEHHOCTb YACTHOW XWU3HWU W 3alLMTy Nepco-
Ha/bHbIX JAHHbIX C TPABOM Ha cBo60AY MHGopMaumu. Takke Cya OTMETUN, UTO rocyaapcTBa — une-
Hbl EC MMeIoT NpaBo OTCTYNaTb OT OFPaHNYEHUIA B OTHOLWEHNN 06PABOTKI NEPCOHANbHbIX AAHHbIX
B ONPaBAAHHbIX CyyasX, @ TAKKE B LEeNaX MyPHANUCTUKKE,

OfHMM K3 Hambonee BAXHbLIX INEMEHTOB B aprymeHTauuu Cyaa ABASANOCH NONOXEHUE O TOM,
uto Google — 3T0 KOMMepueckas KOMMaHus, Leblo KOTOPOW ABMAETCS obecneueHne Kak MOX-
HO 6onbluero focTyna K WHdopmauun B NouckoBon cucteme. Mpu 3tom Google, 6yayum yacTHOM
KOMNaHWeH, CAaMOCTOATENbHO NPUHUMAET KOHEUHOE pelleHne o KBanndukauum nHdopmaumum, nog-
nafatolien Noj KaTeropuio «o6LEeCcTBEHHbIE UHTEPEChI».

[laHHoe aeno 106aBuNo NpaBOBYIO ONPeNEeNeHHOCTb B OTHOLEHUM TeppuTopUanbHon cdepo
AeiCTBUSA «NpaBa Ha yaaneHue». OfHAKO 3TO ABNSETCA MWD Pa3BUTUEM CyAeOHON NPAKTUKK NO 3a-
WnTe fAHHbIX B COOTBETCTBMM C GDPR. HecmoTps Ha To uTo peweHue Cyaa BHECNO ACHOCTb B Ce-
py TepPUTOPUANbHOTO IENCTBUA «MPaBa Ha 3a6BEHUEY, N0-NPEXHEMY OTCYTCTBYIOT UETKME YKa3aHMs
0 TOM, KaK CneflyeT OLeHMBaTb KpUTEpUiA C6anaHCUPOBAHHOCTI MEXAY KOH(AMKTYIOLMMI IPaBaMK.

®aktnueckn Cyn EC BO3NOXKMUN HA YaCTHble KOMNAHUM OTBETCTBEHHOCTb 3a COBNIOAEHME NpaB
UenoBeKa, HaJenue UX NONHOMOUNSMI CyAen U He NPefOoCTaBUB NPW ITOM PEKOMEHAALMI No pea-
NN3aunn «npaBsa Ha 3a6BeHNe» B CMOPHbIX CUTYaLMsAX. MPUHMMARA BO BHUMaHWE HOBYIO PO/b NOUC-
KOBbIX CUCTEM B YperynupoBaHuM 6anaHca YacTHbIX U NYOANYHbBIX WHTEPECOB, MOXHO KOHCTATUPO-
BaTb, YTO OHM BbIPACTAIOT U3 TEXHONOMMUHbBIX KOMNAHMIA B CTPYKTYPbI YPaBAEHUA NEPCOHANbHbIMM
JaHHbIMU.

Bnpouem, cylwecTByeT UHoOe NpeacTaBAeHUe O TeppuTOpUanbHOM AeCTBUM «npaBa Ha 3abBe-
Hue». Tak, cornacHo paHuUy3ckoii HaumoHanbHON Komuccun no uHdopmatuke n ceoboaam, 0Tkas
Google pa3bIMeHOBATb CCbIMIKM Ha BCE PaCWUMPEHUS JOMEHHOTO MMEHW NOUCKOBOW CUCTEMbI Npef-
CTaBNSAET CO60I HapylleHWe NpaB Ha yAaneHue Npu YCI0BUM, UTO CCbIKN OCTAKOTCA «AOCTYMHbIMMU
ANA Nto60ro Nonb3oBaTeNs, BbINONHSAIOWETO NOUCK N0 APYTUM PaclIMPEHUAM NOUCKOBOM CUCTEMBI»’.
Tak KaK cOBpeMeHHOe LiudpoBoe 061eCTBO BbIXOAUT 33 PaMKI HALLMOHANbHBIX FPaHNL, NPaBo Ha 3a-
WNTY [AHHBIX MOXET ObITb HAPYLWEHO B CAyyae, €CIM NOMCKOBAA CUCTEMA MOKA3bIBAET pe3ynbrar
B CTpaHe, He ABNAIOWEIACA MeCTOM NPOXMBAHUSA Cy6beKTa AaHHbIX. 113 3TOr0 Cneayert, uto eanHble

8 Case (-507/17, Google Inc. v. Nationale de I'Informatique et des Libertés (CNIL), 2019 http://eur-lex.europa.eu/
legalcontent/EN/TXT/PDF /2uri=CELEX:62017€}0507 )

°  Décision 2015-047 du 21 mai 2015 mettant en demeure la société X. [Decision No. 2015-047 of May 21, 2015 giving formal
notice to company X.] https://www.legifrance.gouv.fr/cnil/id /CNILTEXT000030746525/
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CTaHAapTbl 3alMTbl AaHHbIX JAOMKHbI MMETb 3KCTEPPUTOPUanbHble MOCNEACTBUS 3a Npefenamu
EC (Fabbrini et al., 2021). Co cBoeit cTopoHbl, Google cuuTaet, uto nonHomouus CNIL orpaHuyeHbl
OpaHuyen n uto OpaHuMa He MOXET 060CHOBAHHO NPUHWUMATDL pellieHNs O PacLIMPEeHnsX B Apy-
rMX CTpaHax, yTBepxas, uto rmo6anbHoe pasbiIMeHoBaHNe 6yeT upe3mMepHbIM U OFpaHUuNT CBO6O-
J1y BbIPAXXEHUSA MHEHWIA.

«[paso Ha 3abBeHe» B 3aKoHoAaTenbcTBe Poccuiickoit Megepauyn

B Poccuitckon Meaepauinu HOPMbI, Perynupyiolme «npaso Ha 3abseHue», nossuaucs B 2016 .
Tak, 1 sHBaps 2016 . BCTynun B cuny MepepanbHbii 3akoH 0T 13 uions 2015 1. N© 264-03, cornacHo
KOTOPOMY B 3aKOHOAATENbCTBE 6ObIN0 3aKPENNeHo «NpaBo 6bITb 3a6bITbIM». COFMACHO ITOMY HOPMa-
TMBHOMY NPaBOBOMY aKTYy, POCCUIACKME NONb30BaTeNu MiHTEpPHETA UMEIOT NPABO CKPbIBaTb HEAOCTO-
BEPHYI0 UNN YCTApeBLLYI0 MH(OPMaLM0 0 cebe, HE3aBMCMMO OT TOFO, HAHOCAT MM Takne CBEAEHUS
ylep6 nx uectn u JOCTOUHCTBY.

CnenyeTt 0TMETUTb, UTO, B OTNNUME OT GDPR, pOCCMICKNIA 3aKOH O 3aLuTe NepcoHanbHbIX AaHHbIX
He IMeeT 3KCTEpPPUTOPUANbHOTO AeiCTBUS. 10 06LWeMy NpaBuUny AeiCTBIUE 3aKOHA He PacnPOCTPaHs-
€TCA Ha Hepe3MAEeHTOB, KOTOPbIE OCYLECTBAAKT COOP NepPCOHANbHBIX AAHHbIX FpaXaaH Poccuinckom
(®epepauun 3a npeaenamu Poccuiickoro rocyaapcTea. OTeuecTBeHHas NOUCKOBAs CUCTEMA «SIHAEKCY
V)Xe B NepBbIA rof Nocne BCTYNNEHNs B CUMY HOPM O «NpaBe Ha 3abBeHue» nonyunna bonee 4000
06palleHnit N0 BONPOCY YAANEHNS HeXenaTenbHbIX CCbIOK, HO U3 HUX 6bIIM YROBNETBOPEHbI TOMb-
k0 30%'. OfHUM 13 NepBbIX U3BECTHBIX 3asBUTENEN, NPUGETHYBLIMX K «NpaBy HA 3a6BeHMe», CTan
npeanpuHumarens Cepreit AHaTonbeBny Mixainos. YacTb pesynbTaToB NOMCKA O HEM 6bina CKpbITa.
OfHAKO HEW3BECTHO, KaKMe UMEHHO CCbINKKM BbiNN yaaneHbl, Tak Kak MOMCKOBbIE CUCTEMbI He BMpa-
Be pPacKpbiBaTb AaHHble O NPUMEHEHUN «npaBa b6bITb 3a6biTbiM». CornacHo cT. 10.3 MegepanbHoOro
3aKoHa oT 27 uions 2006 . N 149-03 «06 nHthopmaLum, MHHOPMALIMOHHBIX TEXHONOTUAX U 0 3aLuuTe
nHdopmaummn» (nanee — 3akoH 06 HOPMALWK) ONepaTop NOMCKOBOW CUCTEMbI 06S3aH COXPAHATL
B TalHe MH(oPMaLLMI0 0 hakTe 06paLLeHMs K HEMY 3aBUTENA C Takum TpeboBaHuem",

Bnpouem, 3necb BO3HUKAET Apyras npo6nema, KOTopas 3akniouaeTcs B TOM, UTO NPUMEHEHUE «npa-
Ba Ha 3a6BeHMe» B POCCUINCKOI NPAKTUKe NPOTUBOPEUNT NPaBY Ha CBOGOAHDIIA AOCTYN K MHGopMaLMi
(4. 4cT.29 KoHcTUTyL MK PO)2. flo cux nop 0CTaeTcss HeM3BeCTHbIM, Ha KAKOM OCHOBAHWUW UNK UCXOAA
W3 KaKuMX [0Ka3aTeNbCTB CBEAEHNUA O 3asBUTENE ObINN yAaneHbl, NOCKONbKY WH(opMaLmus 06 ncrue
unn o6bekTe 3anpoca He MOXET 6blTb packpbiTa. Tak, KOHCTUTYUMOHHbIN Cy PO B MocTaHoBREHMM
0T 25 mas 2021 . N© 22-1 no geny o NnpoBepKe KOHCTUTYLMOHHOCTM N. 8 u. 1 CT. 6 DefepanbHOro 3aKoHa
«0 nepcoHanbHbIX AAHHBIX» B CBA3M € xano6oi 000 «MesPeidTUHM YCTaHOBUN 6ANAHC MEXY NPABOM
Ha 3aLMTY YACTHOM XU3HM M CBOGOAON PacnpocTpaHeHns MHdopmaLmm.

JlaHHoe MMocTaHoBNEHME 6bINO BbIHECEHO B CBA3M C CyAe6GHbIM pa3bupaTenbcTBOM No BONPO-
Cy YAANneHus 0T3blBa O MeAULMHCKOM PabOoTHUKE, pa3MelleHHoro Ha caite CMU «MeaPedTuHM.
06wwecTBo «MeaPelTUHM COCNANOCh Ha To, uTo CT. 6 MeaepanbHOro 3akoHa «O NepcoHanbHbIX
JaHHbIX», @ UMEHHO MOMOXEHNE 0 TOM, UTO «06PA6OTKa NePCOHANbHbIX AAHHbIX JONYCKAETCA B CNY-
yasx, Koraa OHa Heob6xoaMMa ANs OCyLWecTBReHNA NPOGECCMOHANbHOW AeATeNbHOCTH XYpHANUCTa
UM 3aKOHHOK AesTenbHocTU CMU npu ycnoBuu, Y4To NPY 3TOM He HApYLAKTCA NpaBa U 3aKOHHbIE

0 Kotosa, 10. (2021, 29 mapta). «SIHOGKC» PacKpbif YUCIO 3aNPOCO8 Ha ydaneHue CChioK Mo 3aKoHy 0 3a6eeHuu. Forbes.
https://www.forbes.ru/newsroom /tehnologii/424805-yandeks-raskryl-chislo-zaprosov-na-udalenie-ssylok-po-zakonu-o-zabvenii

" (enepanbHblii 3aKoH 0T 27.07.2006 N© 149-03 «06 uHdopmaumm, MHHOPMALMOHHBIX TEXHONOTMAX 1 O 3aLyuUTe HOpMa-
uum», CobpaHue 3aKkoHogaTenbcTBa Poccuiickoit epepaumu 2006, NO 31, €T. 3448.

2 KoHctutyuus Poccuinckonn Oeaepauum. Poccuitckas rasera, 25121993, NO 237.
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MHTEpeChl Cy6bekTa NePCoOHaNbHbIX AaHHbIX», TPOTMBOPEUNT KoHCTUTYLMK PO, Mo MHEHWI0 3asBUTE-
N9, OTCYTCTBME KpUTEPMEB Pa3rpaHNUeHns 6anaHca YacTHbIX U Ny6NUYHbIX MHTEPECOB NPensTCTBYET
OCYLECTBNEHMIO CBOBOAHON XYPHANUCTCKON aeaTenbHocT CMIA.

Mo mHeHuo KoHcTuTyumnoHHoro Cyaa PO, cBefeHUs 0 MeAULMHCKMX PabOTHUKAX B CUMY 3aKo-
HOJATENbCTBA NOANEXAT ONy6NMKOBaHMI0 HA WHTepHeT-noptanax (cr. 79 GefepanbHOro 3aKoHa
0T 21 HoA6ps 2011 1. N© 323-03 «06 0cHOBaX OXpaHbl 30POBbA rpaxaaH B Poccuitckoit Degepauum»)
U no3Tomy ABAAKTCA 06wWeaocTynHbIMU. Kak cnepcTeue, He TpebyeTca cornacue ans 06paboTku
NepCcoHanbHbIX AAHHBIX MEAULMHCKUX PaboTHUKOB. Mpu 3ToM CyA ykasan Ha 1O, UTO CBeAeHus
0 MeAMLMHCKNX PabOTHUKAX NPeACTaBNAIT 06WECTBEHHbI MHTEPeC B cuny cneumrd ki npodeccui
W TPU3HAHKA 300POBbSA BbICLIEH LLEHHOCTbIO. TaKasA OLEHKa KauecTBa OKa3aHUA MefULUHCKMX YCYT,
KaK OT3bIB Ha UHTEPHET-MOpTane, BbICTynaeT o4Houn 3 topm 061LeA0CTYNHON UHGOPMaLMN.

Takum 06pa3om, pacnpocTpaHeHUe CBeAeHUA O NepCoHaNnbHbIX AaHHbIX MegULMHCKOTO paboT-
HUKa He HapywaeT ero npas u cBo6oA. OaHako KoHcTuTyumoHHbIn Cyn PO ykasan Ha To, uTo pe-
pakuua CMU o6s3aHa NpoBOAUTL MpenBapUTeNbHbIN KOHTPOMb COfepaHus Nofo6HbIX 0T3bIBOB
BO M36eXaHWe CyXAeHW, conepallmx 0CKOPOAEeHUA U MHble BbICKa3blBaHUA, 3anpelleHHble Hop-
mamu ny6anuHoro npasa (ct. 5.61 KoAMN P®)®, Mpyu HEOAHOKPATHOM HApyLIeHUN u3aaTenbcTeom CMU
nopsfka pa3melleHns NepcoHanbHbIX AaHHbIX MEAULMHCKOTO pabOTHUKA, HANpUMep CBeAEHH, 3a-
BEJOMO NOpOUaLLMX YeCTb U fenoByto penyTaumio (cT. 152 TK PO), a Takke CBeAEHNI, COepKaLLmMX
npu3Haku knesetbl (CT. 1281 YK PO), MeanLUMHCKMIA PaBOTHUK MMEET NpaBo BOCMPENATCTBOBATb Pas-
MeLLEHNIO er0 NepCOHANbHBIX JAHHBIX 11 0T3bIBOB O €ro NPodecCMoHanbHON AeATenbHOCTU™,

Heo6X0AMMO OTMETUTb, UTO BbILIEONNCAHHBIA ClyUYail U3 NPABONPUMEHUTENBHOM NPAKTUKN OTHO-
CUTCA K CneumanbHOMy 3aKOHOAATeNnbCTBY U CT. 10.3 3akoHa 06 MHOPMALMKM CPesu UCKNIoUMTEeNb-
HbIX ClyuaeB OTKa3a B NPUMEHEHUN «NpaBa Ha 3a6BEHME» He YNOMUHAET Takoi thakTop, Kak «obue-
CTBEHHas 3HAUMMOCTb» CBEAEHUMN.

AKTyanbHble npobnembl «npasa Ha 3abBeHKe

[ns onpefeneHus Apyrux npobnem npu peanu3auuu B Haleil CTPaHe «npaBa Ha 3abBeHue»
Lienecoo6pasHo 06PaTUTbCA K eBPONENCKOMY 3aKOHOAATENbCTBY, YUNTLIBASA, UTO B MOSCHUTENBHON
3anucke K Mpoekty thesepanbHoro 3akoHa «06 WHGOpPMALMKM, MHOPMALMOHHBIX TEXHONOTMAX
1 0 3awuTe HAOPMALLMIU» YKA3bIBAETCA Ha CTPEM/IEHME 3aKOHOAATeNs NPOAOKUTD NONUTUKY Npo-
TMBOAENCTBUA Ae3MH(opMaLn B MHTepHeTe, HauaTyto EBponeinckoii komuccnein®™,

Ctatbs 10.3 3aK0Ha 06 MH(OPMALMN YCTaHABNMBAET NepeyeHb CBeAeHNI, KOTopble MOTYT 6biTb
yaaneHbl 0nepaTtopom NOMCKOBOI CUCTEMb N0 TpeboBaHmMio 3asasutens: (1) uHdopmauusa, pacnpo-
CTPaHAIWAACA C HapylieHneM [edCTBYIOWEro 3aKOHOAATeNbCTBa; (2) ABNAWAACA HenoCToBep-
Hoit; (3) noTepaABLIAA aKTYanbHOCTD; (4) y)ke YTpaTUBLIAA 3HAaUeHUe ANA 3aABUTENA NO NPUYNHE ero
AanbHEeNWNX AencTBuin. Tem He MeHee onepaTop He 06A3aH NPeKpawath BbiAauy, ecim UHPopMa-
LA CONEPXUT CBEAEHNA O COBLITUAX, COREPKALLMX NPU3HAKI YTONOBHO HaKa3yeMbiX esiHUIA, CPOKM

B Kopekc Poccuiickoii Oegepaumn 06 aMUHUCTPATUBHBIX NPaBOHapyLeHnax ot 30.12.2001 N2 195-03 (pea. ot 01.07.2021),
Co6paHune 3akoHoaaTenbcTBa Poccuiickoit Gegepaumm 2002, N 1, cT. 1.

% ToctaHoBneHne KOHCTUTYLUMOHHOTO cyaa Poccuiickonn Mepepauiy ot 25 mas 2021 N2 22-N «Mo aeny o NpoBepKe KOHCTU-
TYLMOHHOCTM NyHKTa 8 yacTu 1 cTatbnt 6 DegepanbHOro 3akoHa «O NepcoHanbHbIX JAaHHBIX» B CBA3M € Xano6oi o6uiecTBa
C OrpaHNUYeHHON OTBETCTBEHHOCTbIO «MeAPelTUHI». Poccuiickas raeta ot 08 utoHs 2021T.

B [lpoekT dheaepanbHoro 3akoHa «O BHeceHMM usmeHeHuit B OedepanbHblii 3aKoH “06 UHGOPMaLMK, NHGDOPMALMOH-
HbIX TEXHONOTMAX 1 0 3awmTe uHGopMauun” (B uacTvt NpuMeHeHs HOPMALMOHHDIX TEXHONOMNI B LiEAX MAEHTU(M-
Kaumu rpaxaan Poccuiickoit ®egepaumn)» (N2 946734-7). https://sozd.duma.gov.ru/bill /9467347
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NPUBNEYEHUS K YrONOBHOW OTBETCTBEHHOCTM MO KOTOPbIM He WCTEKNW, U CBefeHWs 0 coBeplue-
HUW TPAXAAHUHOM NPecTynneHuns, no KOTOPOMy He CHATA UKW He noralleHa CyAuMOCTb.

MpaKTuka NPUMEHEHNUA HOPM O «NpaBe rpaxaaHuHa Ha 3abBeHune» NokKasblBaeT, yTo B Poccuu
«MpaBo Ha 3a6BeHME» B HEKOTOPbIX CAYYanX KOH(AMKTYET C NPaBOM Ha JOCTYN K WHQopmauuu,
a TaKKe OrpaHNUNBAET NOCNEAHEee, UTO B KOPHE He COrnacyeTcs C u. & cT. 29 KoHcTutyuum PO.

MpaBo Ha CBOGOAY BbIPAKEHUS MHEHMI U CBOBOAHDIN AOCTYN K MHGOPMALMKM PacnpoCTPaHAETCS
Ha Bce CMW u ABNAeTCA HEOTbEMIEMOM YacTbio CBOGOABI NMMUHOCTM. MpaBo Ha CBO6OAY Bbipaxe-
HWUS MHEHWIA NPU3HAETCA NPAKTUYECKN BO BCEX HALMOHANMBHBIX KOHCTUTYLNAX U B 6ONbLINHCTBE MEX-
[YHapOfHbIX JOrOBOPOB NO NpaBaM YenoBeka, BKouas Bceoblyto aeknapaumio npas Yenoseka,
MeXayHapoaHbIA NAKT 0 rPaAAHCKIX 1 NONUTUYECKUX NpaBax (ganee — MIIMN).

Tem He MeHee CBO6O/A BbIPAXEHUS MHEHMIA He ABNSAETCS NPABOM abCONMOTHbIM. MeXayHapPOAHbIe
JOroBOpbI MO NPaBaM YenoBeKa OrpaHNuMBalOT laHHOE NPABO OMpPefeneHHbIMI YCNOBUAMMN peanu-
3aumu. Tak, cornacHo ct. 19 MINTTIN orpaHuyeHus BO3MOXHbI B Cyyasx, Koraa: (1) Takoe orpaHuyeHue
3aKOHOJATE/IbHO MPeAYCMOTPEHO; (2) CYWECTBYIOT 3aKOHHbIE LU OrpaHUUeHIs, NPAMO U3N0XKeH-
Hble B JAHHOI CTaTbe; (3) Takne OrpaHnueHna NPeACTaBAAIOTCA HEO6XOAUMbIMI B 1EMOKPATUYECKOM
obwecrse®™. B yactHocTH, TpeboBaHMe HEOOXO[MMOCTU NOAPA3YMEBAET, UTO NPUHATASA Mepa nponop-
LMOHANbHA Xenaemon uenn. Ecnm meHee obpemeHUTeNbHAA MePa CMOCOBHA JOCTUUL TOW e Lenu,
cnefyet NpUMEHATb HauMeHee OrpaHNyuTeNbHYI0 Mepy.

Takum o6pa3om, MexayHapoaHoe NPaBo AOMYCKAET OnpefeneHHble OrpaHuyeHus ceobofabl Bbl-
PaXeHU MHEHWI C LeNbio 3aLUTbl APYTiX 3aKOHHbIX MHTEPECOB, BKNIOUAsA NpaBa TPETbUX NHL.

banaHc Mexay NpaBoM Ha CBOGOAY BbIPAKEHUS MHEHWI U TPABOM HA YBAXKEHUE YACTHOM XKU3HU
Ha NPaKTUKe BbI3bIBAET CMopbl. C OfHON CTOPOHbI, 3aWKUTa NpaBa Ha HEMPUKOCHOBEHHOCTb YacT-
HOW XM3HM B WHTEpHETe UMeeT pelaloliee 3HaueHue Ans Toro, uTobbl NOAb3OBATENN UMENN BO3-
MOXHOCTb CBO6OAHOMO OCYLLECTBNEHNA NPaBa HA CBO6OAY BbipaXeHU MHeHuii (Hanpumep, nyTem
COXpaHEeHUs aHOHUMHOCTK). C Apyroi — ny6aukauma MHAOPMALMN YACTHOTO XapakTepa ABNAET-
CA rpy6bIM HapyleHNeM NpaBa Ha HempUKOCHOBEHHOCTb YacTHOW Xu3Hn (Mendel, 2018). B To e
BpeMms 06a 3TUX npaBa MOryT 6biTb OrpaHUUeHbl NPU YCNOBMM COOTBETCTBUA TPOMHOMY TecTy. IT0
03HAUaeT, uTo rocyAapcTBa He 06s3aHbl MPUHUMATL MEPbl MO 3alLMTE YACTHOM XU3HUW, eCn 3T0
AIBNAETCA UPE3MEPHbIM OrpaHuueHnem cBo6OabI BbIPAXeHUS MHeHN”. OAHOBPEMEHHO B COOTBET-
CTBUU C M@XAYHAPOAHbIM NPaBOM B 0611aCTU NPaB YenoBeKa rocyAapcTsa 06s3aHbl NPeAoCTaBnATb
CpencTBa NpaBOBOM 3alLMTbI B Clyyae HapyLweHuit 060ux npas. Jpyrumu cnoBami, CBO60AA Bbipa-
KEHWS MHEHWI 1 NPaBO HA HENPUKOCHOBEHHOCTb YACTHON XXM3HM JOMONHSAIOT APYT APYra, HO MHOTAA
BCTYNAIOT B KOH(AMKT. 3T KOH(NUKTbI 0C060 TPYAHO Pa3pewmnTb B TEX CyyasX, KOrga COOTBETCTBY-
fowwas MHopMaLLMA ABNSETCA OAHOBPEMEHHO KaK NNYHOMN, TakK U NY6ANYHOIA.

OAHMM U3 NPUHLUNUANBHBIX OTAMYNA PEryNNPOBaHUA «NpaBa Ha 3a6BeHne» B EBPONECKoOM Co-
l03e ABNAETCA ero 3akpenneHue B crneuyuanbHOM 3aKOHOAATENbCTBE O 3alMTe NepcoHanbHbIX AaH-
HbiX. Peub uaeT 0 GDPR. B poccuilckoM 3aKOHOAATENbCTBE «MPaBO Ha 3a6BEHME» He MMEeT CaMo-
CTOATENbHOTO 3aKpPemnneHns B OTAENbHOM aKTe, NOCKONbKY BKIKUYAETCA B 3aKOH 06 MHGopMaLMu.
HekoTopas CBAi3b C KaTeropuen NepCoHaNbHbIX JAHHbIX 06€CNeUnBaAETCA 3a CUET YKe YNOMSHYTOO
MoctaHoBneHus KonctutyumoHHoro Cyaa PO ot 25 mas 2021 r. N 22-11.

B coOTBETCTBUMN C NONOXKEHUAMU CT. 17 GDPR «npaBo Ha 3a6BEHME» NPUMEHAETCA B PAfe CyJaes.

% International Covenant on Civil and Political Rights art 19, Dec. 19, 1966, 999 U.N.T.S. 178. https://www.ohchr.org/en/
instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
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Bo-nepsblX, Korga yaansemble NEepPCOHaNbHble AaHHble 6O0Mblie HE COOTBETCTBYIOT LENAM,
JNS KOTOPbIX OHM ObINK NePBOHAYANBHO COBPAHbI, UNU KOFAA OHYM ObiNKM 06PabOTaHbI MHBIM 06PA30OM,
Hanpumep, ecnu 6bin pacToprHyT A0r0BOP, COAEPMHALLMIA NePCOHANbHbIE JaHHble ML,

Bo-BTOpbIX, KOFAA 3aUHTEPECOBAHHOE NNLIO OT3bIBAET CBOE COrnacue Ha 06paboTKy NepcoHanb-
HbIX AQHHBbIX.

B-TpeTbux, C TOr0 MOMEHTA, KOTfla HET HUKAKWUX OPUAMUECKNX OCHOBAHWI AN WX 06paboTKM.
Kak npaBuno, peub WaeT 0 KOH(UAEHLUNANbHbBIX AAHHDIX.

B-ueTBepTbIX, KOTAA AaHHbIE GbINK COBPaHbI B paMKax ycayru, npeanaraeMoin HecoBepLIeHHONET-
HUM, T.€. KOTfla COOTBETCTBYIOLEE NNL0 ObINO eLle HECOBEPLIEHHONETHUM Ha MOMEHT CO0Pa AaHHbIX.

HakoHeL, np1 Hanuuum LpUANYECKOro 0643aTenbCcTBa yaanaTb AaHHbIE M KOMAA 3aMHTEPECOBaH-
HOe NULLO BbICTYNAET NPOTUB 06pabOTKM CBONX aHHbIX, 3 OPraH, OTBEUAIOLNIA 32 06Pa6OTKY AAHHDIX,
He UMeeT 0CHOBaHWI, NOBYXAAIOWMX ero 0CTaBUTb 63 YA0BNETBOPEHUS 3anpocC 06 YAaneHuu.

06WMA pernameHT 0 3alyuTe NepCoHanbHbIX AaHHbIX NpeaycMaTpMBAET fAeTaNbHbin nepe-
ueHb OCHOBAHMNIA YANeHUs CBeJeHNIA, COAEpXalyuX NnepcoHanbHble faHHble 3asBUTENs. B CoOT-
BETCTBUY CO CT. 17 GDPR onepatop 0653aH yaanuTb cBefeHns B cnyyaax: (1) ecnu onn 6onblie
He HYXXHbI N9 Lienei, AN KOTOPbIX OHM 6bINN cO6PaHbl UNN 06paboTaHbl; (2) 3aMHTepecoBaHHoe
NNLO OT3bIBAET COrNacue, Ha KOTOPOM OCHOBAHA 06PAbOTKA NEPCOHANbHbLIX AaHHbIX, €CAN OT-
CYTCTBYET MHOE 3aKOHHOe OCHOBaHUe AnA 06PabOTKN NepCoHanbHbIX AaHHbIX; (3) nepcoHanb-
Hble laHHbIe BbINN MOBEPrHYTbI HE3aKOHHOW 06paboTKe; (4) 3aMHTepeCOBaHHOE NULO BbICTY-
naeT NpoTUB 06pabOTKU NEPCOHANbHbIX AAHHbIX, MPU ITOM OTCYTCTBYIOT 3aKOHHbIE OCHOBAHMA
Ana 06paboTku AaHHbIX; (5) nepcoHanbHbie faHHble COBUPANUCh B X0ae NPeAoCTaBNeHUA YCayr
nHhOpMaLMOHHOrO 061ecTBa™.

Cpean MCKMIOUEHUA, K KOTOPbIM He MpUMEHSETCA «npaBo Ha 3abBeHue», GDPR npusoawT:
(1) cnyuan, kora 06paboTka HeobXoaUMa AN Peanu3aLm Npasa Ha CBO60/Y BbIPAKEHNA MHEHWSA
1 CBO6O/IHbIA AOCTYN K MHGOPMaLMu; (2) C Lienbio BbINOMHEHNS IOPUANYECKNX 0653aTenbCTB, Npeay-
CMOTPEHHbIX 3aKOHOAATENbCTBOM EBpONENCKOro col3a MM 3aKOHOAaTeNbCTBOM rOCyAapCcTBa-une-
Ha, KOTOPOMY MOJYNHAETCA ONepaTop NepcoHanbHbIX AaHHbIX; (3) C TOUKM 3peHns 061IECTBEHHOO
nHTepeca B cpepe 3ApaBoOXpaHeHns; (4) B apXMBHbIX LNAX, B 06LIECTBEHHbIX UHTEpecax, B Lie-
NAX HAYYHbIX NN UCTOPUYECKNX UCCNEN0BAHNI UM B CTAaTUCTUUECKMX Lensx; (5) B pamkax npaso-
BbIX TPeOOBAHUIA 1 UCKOB. Tak, B 2014 I. ANennsuUMOHHbIA cyn Mapuxa paccmoTpen Aeno, B KOTOPOM
NNLO, OCYAEHHOE HECKONbKMMM FofjaMi paHee, 3afBM0 O NPeKpaLLeHnn pacnpocTpaHeHUs JOKy-
MEHTANbHOIO (hUNbMA, TOBECTBYIOLETO O NPUUKMHAX €ro ocyxaeHus. B ceoem peweHnun Cyg oTmeTun,
yYTO B JAHHOM Cyyae «NPaBO Ha 3a6BeHME» He NPeBanupyeT Hag NPaBoOM 06LECTBEHHOCTH «HA UC-
uepnbiBatoLLY0 U 06BEKTUBHY MHGOPMaLNio». Kpome TOro, OH TakiKe KOHCTAaTUPOBA, UTO «CBA3b
C \)Ke PACKPbLITLIMKU My6AUUHBIMI haKTaMK Cama Mo cebe He MOXeET NpeAcTaBnATb c06oM nocsratenb-
CTBO Ha HEMPUKOCHOBEHHOCTb YUaCTHON XU3HUN™.

% Le Réglement général sur la protection des données personnelles (RGPD) 2018 Ordonnance 2018-1125 du 12 décembre
2018 relative a la protection des données personnelles et portant modification de la loi 78-17 du 6 janvier 1978 relative
a l'informatique, aux fichiers et aux libertés et diverses dispositions concernant la protection des données a caractére
personnel [The General Regulations on the Protection of Personal Data (RGPD) 2018 Ordinance 2018-1125 of December 12,
2018 relating to the protection of personal data and amending Law 78-17 of January 6, 1978 relating to data processing,

CTATbU 99


https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000037800506
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000037800506
https://www.doctrine.fr/d/CA/Paris/2014/R6194A8E202763C55CC93
https://www.doctrine.fr/d/CA/Paris/2014/R6194A8E202763C55CC93

Digital Law Journal. Vol. 3, No. 4, 2022, p. 89-106
Elena S. Chub / The Right to Be Forgotten: A New Human Right?

Ewe B 3HaKoBOM pelueHun no aeny Google Spain Cyp EC yka3an Ha To, UTO «MpaBo Ha 3a6BeHne»
He cneayeT NPUMEHATb B TeX CyYasX, KOraa UMeKTC 0Cobble MPUUNHDI, TaKWE KaK POMb, KOTOPYIO
UrpaeT yKa3aHHOe NULUO B O6LIECTBEHHON XW3HW. ECKU CTAHET ouYeBMAHbLIM, UTO BMELIATENbCTBO
B €r0 OCHOBHble NpaBa ONPaBAaHO TeM, YTO O6LLECTBEHHOCTb 3aMHTEPECOBAHA B TOM, YTOObI B pe-
3ynbTaTe TaKoro BKMIOUYEHWUA UMETb JOCTYN K COOTBETCTBYIOWEN MHAOpMALWMK, «NPABO Ha 3a6BeHME»
He O/MKHO MPUMEHATHCA.

Cnepyet Take OTMETUTb HEOAHOPOAHOCTb €BPONENCKON CyAeBHON NPaKTUKK NO BONPOCY CBA3MU
«MpaBa Ha 3abBeHNe» C OCHOBHbIMU NpaBaMi YenoBeKa UM TOMbKO C NePCOHANbHbIMU JAHHBIMU.
BBuAY 3TOr0 HEOHXO[MMO PACCMOTPETD [1Ba PeLleHus], BbIHeCeHHble KaccaumoHHbIM cynom benbrumn
1 KaccaumoHHbIM cygom OpaHumm.

B 2016 1. KaccalloHHbIN cya benbrun paccmoTpen aeno 6enbruiickoi raseTbl, Y KOTOPOiA umencs
OHNANH-apX1B ONYGANKOBAHHbBIX CTaTel, JOCTYNHbIA ANS GecnnaTHoro npocmotpa. OagHa U3 cTaTeil
Kacanacb OCyXAeHus MCTUa NPUroBOPOM MO YrONOBHOMY Aeny, KOTOPbIA 6bin BbIHECEH HECKOMbKO
NeT Ha3aj W Mo KOTOPOMY OH YXe 6bln peabunmTupoBaH. Bocnonb3oBaBLWMCh «NPABOM ObiTb 3a6bl-
TbIM», UCTEL, NOAAN B CyA Ha IMaBHOTO PefakTopa ra3eTbl C NPOCbHOM 06 yaaneHU M1 aHOHUMN3a-
LM ero AaHHbIX 1 0 BO3MeLLeHUN ywepba.

TNaBHbIA PEAAKTOP YTBEPXAAN, UTO «NPABO ObITb 3a6bITHIM» B JAHHOM Clyuae He MOXeT npeBa-
NUPOBaTh Haj CBOOOAOW BblpaXeHWs MHeHMI. Cyn NOCTaHOBUA, UTO «LUcPOBOE apXMBUPOBAHUE
CTapoii CTaTbyi B NeYaTHbIX CPEACTBAX MACCOBOM UH(OPMaLMN He UCKAOUAETCA U3 cdepbl AeNCTBUSA
“npaBa Ha 3a6BeHune”». MaKkTUUECKN OHNANH-APXMBMPOBAHME PACCMATPUBAEMBIX CTaTeN BbINO IKBNU-
BaNeHTHO pacnpocTpaHeHnio hakTos U3-3a UX 6eCNIaTHON JOCTYNHOCTM B IHTepHeTe.

Mo MHeHuto Cyfaa, BO-NepBbIX, AOCTYNHOCTb CTaTeil B HEAHOHMMU3MPOBAHHON BEpPCUi NpeacTaB-
nAna co60i HenponopLUMOHaNbHOE HapyLeHWe NPaBa YeNoBeKa Ha YaCTHYIO XU3Hb N0 CPABHEHUIO
C NPEeNMyLLECcTBOM, NONYYEHHBIM C TOUKM 3PeHU CBOBOAbI BbIpaXeHUs MHEeHW. Bo-BTOpbIX, Orpa-
HUUYeHMe CBOBOAIbI BbIPAKEHNUS MHEHWIA ABNANOCH 3aKOHHbIM, NOCKONbKY BCe TpeboBaHus n. 2 cT. 10
EBpONeiCKOA KOHBEHLMM N0 NpaBam yenoseka (aanee — EKMY)2 66111 cobniogeHbl”.

Bcnen 3a 3Tum, Bcero uepes 15 Hen, KaccaumoHHbIi cyn OpaHLmMmM BbIHEC peLieHue, B KOTOPOM
npuien K NPoTMBONONOXHBIM BbIBOfaM: «TpeboBaHue 06 yaaneHUn apxuBUPOBaHHOKW MHDOpMa-
LN C CANTOB CPEACTB MACCOBOI MHGOPMALLMM NPEBbILIAET PAMKI OTPaHIUEHUI CBOBO/bI NPECChIN?.
KaccaumnoHHbIn cys OpaHLum CUNTAET, YTo «NpaBo Ha 3a6BeHME» He ONpaBAbIBAET TaKMX Mep BMeLUa-
TeNbCTBA B 3aKOHOAATENbCTBO O NeyaTit, KOTOPbIE 6bIN 6bl CBA3AHbI C 063aHHOCTbIO OPraHa npecchb
YAANATb UNK Pa3biMeHOBbIBATb MHGOPMALWI0. [leiCTBUTENBHO, N0 COOH6PAXEHNAM 3aLLUMTbI CBOOO/bI
BbIPAXEHUS MHEHWIA NPABO HA NEPCOHANbHbIE laHHbIe YCTaHABANBAET 0COBbLIE PeXMMbI A1 NPECCh
W CPEACTB MAccoBOK MHAOPMALIMK, K KOTOPBIM NOCAe NPUHATUA GDPR A06aBNAOTCS apXUBHbIE LieNN.
B 3TOM cnyuyae CnoxHee OTCTanBaTb «MpPaBo Ha 3a6BeHNE», OCHOBAHHOE UCKNIOUNTENBHO HA NpaBe
Ha OXpaHy YecTu 1 JOCTOUHCTBA.

Takum 06pa3om, eBpoNneincKoe 3aKOHOAATeNbCTBO NpefycMaTpuBaeT 6onee WNUPOKOe TONKOBA-
HWe 1 NPUMEHEHNe «npaBa Ha 3a6BeHNe, BKIOUAA NepeueHb UCKIKUNTENbHBIX 0CHOBAHWIA, N0 KO-
TOPbIM OHO He NpuMeHseTcs. Henb3q He 06paTUTb BHUMaHME Ha TOT (haKT, uTo EBpONECKMI Coto3

2 European Convention for the Protection of Human Rights and Fundamental Freedoms, as amended by Protocols Nos. 11
and 14, Nov. 4, 1950, 1950 ETS 5. https://www.echr.coe.int/documents/convention_eng.pdf

2 Cour de cassation [Cass.] [supreme court for judicial matters] Chambre civile 1, May 12, 2016, No. 15-17.729,
https://www.legifrance.gouv.fr/juri/id/JURITEXT000032532166/
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CBA3bIBAET «NPABO Ha 3a6BeHNe» HeNnoCPeACTBEHHO C 3aKOHOAATENbCTBOM O MEPCOHANbHbIX AdH-
HbIX, B TO BpEMS KaK POCCUNCKIIA 3aKOHOAATENb NNLLIb BHEC NONpPaBKW B ENCTBYIOWMNA 3aKOH 06 MH-
thopmaumm, a cBA3b C NEPCOHANbHBIM AaHHbIMU NOKA UTO CYLLECTBYET TONbKO Ha YPOBHE Cyae6HOIA
NPaKTUKN.

MPUHUMNMANbHBIM OTAIMYMEM ABMAETCSA W TO, UTO eBPONEICKOe 3aKOHOAATENbCTBO HE NO3BONSIET
NPUMEHATb «NPaBO Ha 3a6BeHMe» B CiyyasX, KOrga Takas WHGopMaLus npenctaBnseTca Heobxo-
AVMOIA ANA peanu3alyy npasa Ha CBO60OAY BbIPAXeHUA MHEHWI U PacnpocTpaHeHus uHdopmaumum,
ANA aPXMUBHBIX U CTaTUUECKNX Lienen, B 06LLECTBEHHDIX, HAYUHbIX UM MCTOPUYECKMX MHTEpecaX. Ele
B peweHun Google Spain EBponeicKuii o3 BbIpa3un 03a60UeHHOCTb N0 NOBOAY CBOHOAbI BbIpaxe-
HWA MHEHWIA, B TOM YnCie NOCTAHOBM, UTO NpU ONpe/eneHHbIX 06CToATeNbCTBaxX (Hanpumep, Kora
NNYHbIE laHHbIE KAcaloTca Ny6AUYHOIO NULA) NPaBo 06WECTBEHHOCTU HA AOCTYMN K 370 MHAOp-
Mauuu [OMKHO Npeobnafatb. B poccUilckoM 3aKOHOAATENbCTBE aHHbIN Te3UC NOATBEPKAAETCA CT.
7 3aKoHa 06 WHdopMaLi, COMNACHO KOTOPOIA K 06LeA0CTYNHON MH(OPMALMI OTHOCATCA CBEfieHMS
W WHas MHOPMaLLKMA, OCTYN K KOTOPOW HE OFPaHNUEH, U OHa MOXET MCMONb30BaTbCA N06bIMKM NKLA-
M O UX YCMOTPEHMIO NPYU COBNIOAEHNN YCTAaHOBNEHHbIX 3aKOHAMIU OTPaHUUEHMUI B OTHOLIEHUM pac-
NPOCTPaHeHNs Takoi MHcopMaLum.

HecMoTps Ha TO uTO B 3MOXY UM POBbIX TEXHONOMMI YUENOBEK JOMKEH 06NaiaTh NPaBOM KOHTPONU-
pOBaTb CBOI NMUHYI0 MHGOPMALWIO, DU3NUECKME NNLA HE UMEKOT U He [OMKHbI UMETb abCONOTHOTO
npaBa KOHTPONMPOBATb JOCTYN K CBEAEHUAM, Kacarowummes ux cammux. Cam takt Toro, uto MHdopma-
LS 3aTparuBaeT Kakoe-nu6bo nuuo, ABSETCA HeAOCTAaTOUHbIM 1Sl TOTO, UTOGbI Y NoCneaHero 6bino
npaBso CO6CTBEHHOCTN Ha Hee (Brimblecombe & Phillipson, 2018). B uactHocTH, husnueckue nuua
He [I0MXHbI 06M1afaTh NPABOM OrpaHMuUKMBATL JOCTYN K CBeAEHUAM 0 cebe, KoTopble 6binn ony6nu-
KOBaHbI TPETbUMI NL@MH, 38 UCKNIOUEHNEM CyJyaeB, KOraa Takas MHGOPMALMA HOCUT KNEBETHU-
UeCKNil XapaKTep 1 Korga ee Ny6AMKaumMa He onpaBfaHHa no APYrUM npUuMHam. [pyrumie CnoBamu,
AaHHbIE 0 MIOAAX TAKXKE MOTYT «NPUHAANEXATbY 06LLECTBEHHOCTH, KOTOpas, CNeA0BaTeNbHO, [OMKHA
UMeTb K HUM focTyn. Hanpumep, uHdopmaumsa 0 6aHKpOTCTBE (hU3MUECKOro LA KACAETCA He TOMb-
KO ero camoro, Ho W ero KpeaAMTOPoB 1 KOHTPAreHToB. M03BONAS OTAENbHbIM NNLAM Pa3biMEHOBATb
onpefieneHHble (aKTbl, CBA3aHHbIE C UX MMEHeM, 3aKOHOfaTeNb NPeAoCTaBNSET UM BO3MOXHOCTb
YCTPaHUTb UCKaXEHHOe npefcTaBneHune o cebe. OBILECTBEHHOCTb AOMKHA 6bITb B COCTOSHUM CO-
CTaBUTb COOCTBEHHOE O6GBHEKTUBHOE MHEHME, OCHOBbLIBAACb HAa BCel WHoOpPMaLuUW, AOCTYNHON
B IHTepHeTe. B 0CO6E@HHOCTYN 3TO KACAETCA NKL, OCYLECTBAAIOWMX NPEANPUHUMATENbCKYIO U NOMK-
TUUYECKYI0 eATENbHOCTD.

Cnenyet OTMETUTD, UTO «NPaBO Ha 3a6BeHMe» PacNPOCTPAHAETCA TONbKO HA (U3UUECKMX NULL.
OfHaKo Heo6X0aMMOCTb YAANATb CBEAEHUA MOMET KacaTbCs B TOM UMCME U HOPUAMUECKUX UL
[leicTBUTENbHO, HETOUHASA, BBOAALLAS B 3ab6Ny)xAeHNe, NOXHAA UNK Aaxe KNeBeTHUYeCKas UHdop-
MaLMA MOXET HAaHECTU TaKoW e Bped puanYeckoMy nuLy, Kak 1 u3nueckomy, OfHaKo AaHHbIA
ACNeKT 0CTAeTCA He yperynupoBaHHbIM B 1eNCTBYIOLEM 3aKOHOAATeNbCTBE.

HenoHATHbIM TaKXe 0CTAaeTcs BONPOC 0 KBanUduKaumm CBefeHNi, NOANEXALMX YAaNeHnIo one-
paTopom NOMCKOBOM CUCTEMbI, TaK KaK POCCUNCKOE 3aKOHOAATENbCTBO HEe CONEPKMT UETKUX KpuTe-
pUeB OLEHKN HeaKTyaNnbHOM, YTPATUBILEH 3HaUeHMe ANA 3aABUTENA B CUY NOCNEAYIOLWNX COBLITUIA
Unu fencTeui 3asBuTens MHdopmauuu. OTCyTCTBUE NOAOGHBIX KPUTEPUEB MOXKET NOCAYXUTb OCHO-
BaHMEM ANA 0TKa3a B yAaneHu CBeieHNiA. Kak CneficTBIUe, BO3HUKHET HeonpeaeneHHoCTb B NPaKTy-
Ke NPUMEHEHNSA «npaBa Ha 3a6BeHMEN.

«MpaBo 6bITb 3a6bITbIM» OCTAETCA PACNNbIBUATLIM MO PAAY NPUUKH. Bo-nepBbIX, A0 CUX nop
OTCYTCTBYET 3aKOHOfATeNbHOE onpefeneHne 6anaHca Mexay «nNpaBoM Ha 3a6BeHWe», C OfHOIA
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CTOPOHbI, U CBOGOAON BbIPAKEHUA MHEHMI, CBO6OAON fOCTYNA K MH(OPMALUN — ¢ Apyroi. Bo-
BTOPbIX, KNPaBO Ha 3a6BEHNE» OTHOCUTCA TONBKO K Bblfaue CCbINOK MOMCKOBbIX CUCTEM, B TO Bpe-
M5 KaK MH(OpPMALLMA HA MCXORHbIX CaTax No-NpexHemy octaeTcs. QueBUAHON NPUUNHON ABNSET-
s (haKTMUecKoe NpeuMylLecTBO NpaBa Ha CBOHOAY BbIPAXEHUS MHEHWI U CBOGOAHBIN AOCTYN
K nHdpopmaumn.

MpaBo Ha 3abBeHMe: HOBOE NPaBO Ye/oBeKa?

Kak yTBepxaaeT dpaHuy3ckuit opuct Mbep Kansep, «3abBeHne ABNAETCA BaXKHEILWeN LeHHO-
CTbi0, OHO CBA3AHO C CAaMOW NPUPOAON YeNOBEK], U 0TKA3 OT NpaBa Ha 3a6BEHME BbI3bIBAET Yrpbi3e-
HUA COBECTM Y UEN0BEK], Y KOTOPOro HET Apyroro 6yayliero, KpOME ero NPoOLWnoro, KOTOpoe CTouT
nepef HUM Kak CTeHa, 3aKpbiBaiowwas sbixoa» (Kayser, 1984).

B cBA3M C OTCYTCTBUEM 3aKOHOAATENbHOIO 3aKPeNneHUs TePMUHA «NPABO HA 3a6BEHUE» HEeKo-
TOPbIMM UCCE[0BATENAMN BbICKA3bIBAETCA MHEHWE O TOM, UTO €ro MOXHO PacCMaTpUBaTh Kak YacTb
NnpaBa YenoBeKa Ha 3allMTy YaCTHOM XN3HN, YecTn 1 Ao6poro uMeHn. OfHAKO BBUAY NOBCEMECTHO-
ro MCNoNb30BaHUA MHTEepHeTa M MOMCKOBbIX CUCTEM MONAraeMm, UTo JaHHOEe MpPaBo CneayeT onpe-
[enaTb KaK CamoCTOATENbHOE MpPaBOBOE SABMEHUE, HYXAALeecs B OTAENbHOM 3aKpenneHuu.
MpaKTMKa MEXAYHapOAHbIX CYA0B M HEKOTOPbIX €BPONEMCKNX FOCYAapCTB CBUAETENLCTBYET O TOM,
yTO ONpefieNeHHan TeHAEHLMA B ITOM HaNPaBNEHUN YXe CYLLeCTBYET.

B 2021 1. 6bI1 cenaH elle oAuH BAXHEAWMIA War K hakTUueckoMy NpU3HaHMI0 «npaBa Ha 3a6Be-
HMe» B KaueCTBe HEOTbeMNEMOro NpaBa uenoseka. Tak, EBponeiickui cya no npaBam yenoseka (a-
nee — ECMY) BbIHEC peleHne 0 TOM, YTo NPUKas3, Tpebylowuii OT 3aTens aHOHUMU3MPOBATb UCTO-
pUUECKYI0 CTaTblo B OHNANH-apXMBE, He HapyLaeT NPaBo U3[aTens Ha CBO60AY BbIPAXKEHUA MHEHMUIA
B COOTBETCTBUM CO CT. 10 EKIY.

BepxoBHbIi cyn benbrun o6s3an pefaktopa rasetbl “Le Soir” aHOHWMW3NUPOBATb CTaTblo
B lIHTepHeTe, B KOTOPOW 6bIN0 YKA3aHO WMS MYXUMHbI, BUHOBHOTO B CMEPTE/IbHOM [0pPOX-
HO-TPAHCNOPTHOM nNpouclwecTsun. TpeboBaHue 06 aHOHMMM3aLUKM GbINO OCHOBAHO Ha «npase
Ha 3a6BeHMEN, a TaKXKe Ha TOM (haKTe, UTo OCYXAEHHDIN YXe Obin peabunuTUPOBaH NO AaHHOMY feny.

B yka3aHHom cnope ECMY B3BeCun npaBo OCYXAEHHOIO Ha 3alMTy 4O6POr0 UMEHM M NPaBO pe-
AaKTopa Ha cBO6OAY BbIpaXeHUs MHeHUA. Cyal NOCTaHOBWA, UTO TpeboBaHMe 06 aHOHMMU3ALNN BU-
HOBHOTO ML (haKTUYECKM HapylwaeT NpaBo pefakTopa Ha CcBO6OAY BbipaxeHns MHeHUs.. OfHaKo,
NPUHUMas BO BHUMAHWUE HEOOXO[MMOCTb 3aLMUTUTb YeCTb U [LOCTOMHCTBO OCYXAEHHOro, «Hanbo-
fiee CnpaBeAnMBbIM CNOCOOOM 06eCneunTb NPaBoO OCYXAEHHOTO Ha YACTHYIO XU3Hb, HE HapyLwas
npu 3TOM HENPONoPLMOHANbHO CBOBOAY BbIPAXEHNS MHEHWI PefaKTopa CTaTbM, ABNAETCA aHOHM-
MU3aLMSA CTaTbn».

0 NOBbIWEHNUN 3HAUMMOCTM M aKTYanbHOCTU NPU3HAHUA «MPaBa Ha 3a6BEHME» B KaueCTBe CaMo-
CTOATENbHOW KaTeropuu cBuaeTenbcTBYyeT oTxof ECMY 0T paHee cyllecTBOBaBLIEN B JaHHOM cyae6-
HOM opraHe npakTuku. Tak, B 2009 I. 66110 BbIHECEHO NOCTaHOBNEHWe No Aeny Financial Times Ltd.
v. the United Kingdom, B koTopom Cyn npuaepxuBancs npoTuBONON0OXHON NOFUKW. B uacTHOCTH, UM
yKa3blBanoCb Ha TO, YTO CBOOOJE BbIPAKEHUS MHEHUS CNefyeT O0TAaBaTbh GONbluee NPeAnoUTEHMe,
B CBA3U C YeM cuen 060CHOBAHHbIM YCTAHOBNEHME CPOKOB MCKOBOW AABHOCTW MO fAenam o aud-
thamaumn B CMUZ. be3ycnoBHo, yKka3aHHas NOrMka NpoTMBOPEUNT OCHOBAM NMPUMEHEHUS «npaBa
Ha 3a6BeHNe», MOCKOMbKY UCKNIOUYAET BO3MOXHOCTb 06PALLEHMS K HEMY MO NPOLIECTBUN HEKOTOPOTO
BpEMeHU.

% Financial Times Ltd. and Others v. the United Kingdom, No. 821/03. 2009 Eur. Ct. H.R. https://hudoc.echr.coe.int/
fre?i=001-96157
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AHanornuHbii Noaxog 6bin ynoMsHyT B noctaHosneHun ECMY 2018 r. no aeny M.L. and W.W. v.
Germany. CyTb %ano6bl 3aKnoyanach B TOM, YTO 3aABUTENN TpebOBaNK «npasa Ha 3abBeHME» U aHO-
HUMU3aLMKM ony6nnKoBaHHbIX B CMU co06LIEHIIA O COBEpLIEHNUN UMW NpecTynneHus B 1991 ., B pe-
3ynbTate 4yero OHW 6bINN NPUroBOPeHbl K NOXU3HEHHOMY 3aktoueHuo. Cya nogaepwan no3uumu
HaLMOHANbHBIX OPTAHOB O TOM, UTO MPABO HA JOCTYN O6WECTBEHHOCTU K 3HAYMMON UHDOpMALMN
UmeeT 60NbLUNIA BEC, YeM NIPABO 3aABUTENEN HA HENPUKOCHOBEHHOCTb UACTHOM XNU3HN o CT. 8 EKMY%,
Kak yxe 6bi10 ykasaHo, BNOCNeACTBUM BblweynomAHyTas no3uuus ECMY 6bina nepecmoTpeHa
B MONb3Y NpaBa HA HEMPUKOCHOBEHHOCTb YACTHON XW3HW. MaBHbIM B pewweHun 2021 T, 6bino 3asBne-
Hue ECNY o Tom, uTo «npaBo HbITb 3a6bITbIM» MOXET ObITb BKNIOUEHO B OCHOBHbIE NPaBa YenoBeka
cornacHo cr. 8 EKMNY.

[laHHaA NPaKTUKa ABNSAETCA BaXKHEWLWen NPeanocbIKoil 1 OTNPABHOM TOUKON B 3aKOHOAATENb-
HOM BKJTIOUEHMN «NpaBa Ha 3abBeHMe» B NepeueHb OCHOBHbIX NPaB Yenoseka. Kpome Toro, 3aaBuTe-
N MOTYT CCbINATHCA HA 3TO pelleHne Ans 060CHOBAHMUA CBOMX 3aMPOCOB Ha yAaneHne HGopmauun
13 NY6AMKALMIA YACTHBIX U3AaTenei.

[lo nosBneHus «npaea Ha 3abBeHue» B 3akoHe 06 WHGOPMaLUN onpeaeneHHble NPeANOChIN-
KM AN 3aWuThl MLA OT pacnpocTpaHeHus WH(OPMALUN O HEM NPOTUB €ro BOAW COfEPHannCch
B Fpa)XaHCKOM 3aKOHOAATeNbCTBE. B uacTHOCTH, CT. 150 TK PO npeanaraeT pacluMpeHHblid Noaxoa
K OXpaHe YacTHOM XM3HU, BKIOUAA B laHHOE MOHATHE 3aLMUTy OT NPOU3BONA He TONMbKO CO CTO-
POHbI FOCYAAPCTBA, HO U CO CTOPOHBI PABHO3HAUHBIX CY6bEKTOB ((hU3MuecKinX 1 0pUANUeCKNX nuL),
KOTOpble MOTYT BTOPTHYTHCA B YACTHYI0 XNU3Hb M HEMPaBOMEPHO UCMOb30BATb UH(OPMALLMIO O NNY-
HOCTW Apyroro nuua. Tem He MeHee cornacHo cT. 152 TK P®, NocBAWEHHOW 3aWuTe YecTn, 4oCTo-
WHCTBA M 1IGNOBOW penyTaLuu, CBeAeHNS MOTYT 6biTb NPU3HAHDI OPOYALLMMI TONBKO B TOM Cyuae,
€C/I OHU He COOTBETCTBYHOT AeNCTBUTENbHOCTM. CornacHo n. 2-5 cT. 152 Kogekca rpaxpaHuH Bnpase
noTpe6oBaTth yAaneHns nopoyalLein MHGopmaLmumn u nybnukaumm onposepxennus. Mpoueaypa onpo-
BepXeHUn 6onee feTanbHO ONUCHIBAETCA B CT. 44 3aKoHa PO oT 27 fekabps 1991 . NO 2124-1 «O cpeg-
CTBaX MaccoBO MHGOpMALMM.

OTciofa BbiTekaeT npobnema cnepylowWwero xapaktepa: COrMacHo rpaxaaHCKoMy 3aKoHOfaTeNb-
CTBY YAANEHUIO NOANEXNT TONbKO Ta MHGOPMALMS, KOTOpas He COOTBETCTBYET AeMCTBUTENLHOCTY.
B TakoM cflyuae HUUTO He NPEeNsTCTBYET PACNPOCTPAHEHUI0 NOPOUALLMX CBEAEHUH, €CNN OHU NPaB-
AMBbI, UTO MOXET CEPbE3HO CKA3aTbCA Ha PenyTaLuu U YaCTHON XM3HM nuua. Mpu onpeaeneHHbIX
06CTOATENbCTBAX PANAAHUH MOXET 06pPaTUTbCA B NPABOOXPAHUTENbHblE OPraHbl HA OCHOBAHUM
CT. 1281 YK PO, ofHaKO 3TOT NPOLLECC MOMET PaCTAHYTbCA Ha rOAbl, B TEUEHUE KOTOPbIX Nopoyalume
CBefleHus BCe elle byayT AOCTYNHbI B ceTU WHTepHeT.

Bnpouem, MMEHHO C 3aKpenneHWem «npasa Ha 3abBeHMe» yka3aHHasA npobnema 6bina ycTpa-
HeHa: Ha 0CHoBaHUM cT. 10-10.3 3akoHa 06 MH(OpMaLuK rpaxaaHe NoayYuni Npaso TpeboBaHNs
yAaneHns MHGopMaLmMmu onepaTopom NOUCKOBOM CETH, ECIN OHA ABNAETCA HEJOCTOBEPHON U HeaKTy-
anbHoii. CornacHo n. 5 cT. 10.3 yKka3aHHOro aKTa onepaTop 06s3aH NpeKpaTuTb BbiAauy CCbINOK Ha Ta-
Kyto MH(opMaLmio B TeueHue 10 AHeN C MOMEHTA NONyYeHUs 3anBneHns. Ha Haw B3rnafd, AaHHas
npoLeaypa CywWweCcTBeHHO 06/1eryaeT U YyCKopAeT peanu3auunio npas rpaxaaH.

B ¢BAA3K C BbLICOKOI 11 NOCTOSIHHO BO3pacTaloLieil 3HAUMMOCTbIO «NpaBa Ha 3abBeHNe» B COBPe-
MEHHbIX YCNOBUAX NOMaraem, YTo ero cnefyer paccMaTpusaTb He Kak COCTaBHYI0 YacTb NpaBa Ha He-
NPUKOCHOBEHHOCTb YACTHOI XXM3HU, @ KaK HOBOE, CAMOCTOATENbHOE NPaBo, MOCKONbKY, KaK y)xe 6bi1o
YKa3aHo, B HEKOTOPbIX Cllyuasx OHU MOTYT BCTYNaTb B NPOTUBOpeUne Mexay co60il. Bonpoc o Heo6-
XOAUMOCTM ero 3aKpenneHus Ha KOHCTUTYLMOHHOM YPOBHE OCTAETCA OTKPbITbIM, MOCKONbKY CErofHA

% M.L.and W.W. v. Germany, 2018 Eur. Ct. H.R. https://hudoc.echr.coe.int/eng?i=001-184438
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370 NPaBO CYLLECTBYET Ha CTbIKE rPa¥AaHCKoOro M MHGOPMALNOHHOTO NpaBa U He UMEET UETKON Teo-
PETMYECKON M NPAKTUYECKOW 6a3bl. TeM He MeHee CEerofiHa C YBEPEHHOCTbI0 MOXHO YTBEpAATb,
UTO «MpaBO Ha 3a6BeHME» KaK HOBbII TEPMUH [OMKHO 6bITb OTPAXKEHO B ACHCTBYIOLEM 3aKOHOAA-
Tenbctee PO.

3aKJiyeHue

«MpaBo Ha 3a6BeHME» — KOHLENLWA, BOSHNKLIASA B MPOLINOM CTONETUN W NOCTENEHHO NONYUNB-
was 3akpennexne B npase EC n HauMOHaNbHOM 3aKOHOAATENbCTBE OTAEMbHbIX FOCYAAPCTB, BKAIO-
yas Poccuto. AHanu3 3BOMKOLMKM JAHHOTO NPABOBOrO ABNEHMS MOKa3as, uTo WHNPOKOe NPU3HAHUE
OHO NOMYYMNO OTHOCUTENbHO HelaBHO — B Hauane 2010-X IT., nocne rpomkoro gena Google Spain,
paccmoTpeHHoro Cynom EC. B cBAI3M € 3TUM TeopeTMyeckan W NpakTuueckas 6asa peannsauun aaH-
HOTO NpaBa MMeeT MHOXeCTBO NPO6EeNoB 1 HeJOCTAaTKOB 1 HYXAAeTCA B He3aMeAnMTeNbHOM COBep-
LIEHCTBOBAHUMN. B YaCTHOCTYW, HauboNbluel KPUTUKe noasepraetca (akT, uTo B COBPEMEHHOM TpakK-
TOBKE «NpaBo Ha 3a6BeHne» npeAcTaBnser cob6on NpaBo Tpe6oBaTh yAaneHus NHPOPMALMK TONbKO
KaK CCbINOK B MOMCKOBbIX CUCTEMAX, HO He B UCTOUHMKE MEPBUYHOMA Nybnukauun. Takum o6pasom,
CyTb «MpaBa Ha 3a6BeHNe» 3aKNIOUAETCA B OFPaHNUYEHUM JOCTYNA K MHGOpMaLuK, a He ee YAaNeHnH
(Carneroli, 2016).

MpakTuka EC U 0TAENbHBIX €BPONENCKMX rocyaapcTB MOKa3blBaeT, UTo «NpaBo Ha 3abBeHue»
He MMeeT abCconioTHOro XxapakTepa. Bo-nepBbix, OHO OrpaHNUMBAETCA NO TEPPUTOPUANBLHOMY MpU-
3HaKy: onepaTopbl MOWCKOBBIX CUCTEM, TaKMX Kak Google, «IHREKC» W T.0., 06513aHbl YAANATb CCbIN-
KM TOMbKO B paMKax rocyaapcTBaa, rpaxaaHuHoM KOTOporo sBnseTca 3assutenb (B ciyyae ¢ rpaxaa-
Hamu EC — Ha Bceli Tepputopun EC). Bo-BTOpbIX, B «NpaBe Ha 3a6BeHUe» MOXET 6biTb OTKA3aHO B Tex
cnyyasx, koraa uHopMauua npeacTaBseT MHTepec ANs BCero 06wecTsa, @ KOHCTUTYLMOHHbIE Npa-
Ba rpaaaH Ha A0CTYN K Heli M Ha CBO60.Y BbIPAXKEHNSt MHEHWI NPeBaNMpYIOT B CUMY 06LWECTBEHHOK
3HAUUMOCTM CBEIEHUIA.

Mo MTOraM M3yueHus «npaBa Ha 3a6BeHWe» aBTOPOM 6blnl BblAeNeH PAA aKTyanbHbIX Npobnem,
Kacalwwmxcs NpaBOBOr0 3aKpenneHus [AHHOTO fABNEeHWS. Bo-nepBbix, B HEKOTOPbIX Clyyasx
OHO BCTYMaeT B NPOTMBOpPEUNe C NPaBOM Ha JOCTYN K MH(OPMALMK, @ TaKKe OrpaHlunNBaeT ero,
YTO He cornacyeTcs ¢ Y. 4 cT. 29 KoHcTutyuuu PO. Bo-BTOpbIX, NPY ONPeAeneHHbIX 06CTOATENbCTBAX
«MpaBo Ha 3abBeHME» MOXET PaccMaTpUBaTbCA Kak hopma orpaHuueHns cB060/bl BbIpaXeH!s MHe-
Huit B CMI. B poccuiickom 3aKOHOAATENbCTBE CErOAHS He CYLIeCTBYeT KpuTepueB, NPUMEHUMbIX
ANs onpejeneHus TOro, HapylwaeT Nu peann3auusa «npasa Ha 3ab6BeHMe» B KOHKPETHOM Clyyae
KOHCTUTYLMOHHbIE NpaBa.

Ha HacToAWMA MOMEHT camoil 60blOK NPO6NEeMO, CBA3AHHON C «NPaBOM Ha 3a6BeHUE»
B KOHTEKCTe NpaB uenoBeka, ABNSETCA NPOTUBOPeUNe 1 NpensaTcTBMe CBO60Ae CoBa U AOCTyNa
K uHopmaumn. Ecnn aMHUCTMSA ABNAETCA aKTOM, MCXOAALLMM OT BNacTW, TO «NpaBo Ha 3abBe-
Hue» PaKTUUEeCKN peanu3yeTcs YaCTHbIMM KOMNAHUAMM NO UX YCMOTPEHMI0. Ha Takne KomnaHuu,
Kak Google n «SIHAEKC», BO3/IOXKEHA OTBETCTBEHHOCTb 3a MOWUCK GanaHca mMexpy WHTepecamu
BCEro fIeMOKpaTMuecKoro o6LecTBa U npaBamn OTAeNbHOro nuua. MNpeacraBnsercs, YTo yacT-
Hble KOMNAHMN He [OMKHbI fe-(haKTo BbINOMHATL POMb cyaa U 06A3aHbl N0 KpaliHen mepe py-
KOBO/ICTBOBATbCA 3aKOHOAATENbHLIMM NPUHLMNAMW NPU NPUHATUN PELIEHUA 06 YAANeHUN UH-
thopmaumn.

[ina cobniogeHns 6anaHca WHTEPECOB B AeMOKpaTUUeCcKOM o06lwecTBe Heobxoanmo, uTo-
Obl OLEHKA NPUMEHeHNs «npaBa Ha 3a6BeHUe» Gbina B KOMNETEHLUMUM CYA0B UNKU HE3aBUCUMbIX
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OPraHoB Mo 3alyuTe NepcoHanbHbIX faHHbIX. 10 Tex NOp NOKA He HAWAEeHO opUANYEecKoe 1 no-
NUTUYECKOE pelleHne 3TOM Npo6nembl, HYXHO NPEACTABUTb MOMCKOBLIM CUCTEMAM CBOJ NpaBui
1 PEKOMEHAALMIA N0 peanu3aLum «npasa Ha 3a6BeHue». C 0AHOM CTOPOHBDI, «NMPaBO Ha 3a6BeHNe»
AOMKHO TapaHTMPOBaTb 3((eKTMBHOCTb Pa3bIMEHOBAHUA OWINGOUHOI MK YCTapeBLen NHGOp-
MaLum, a C ApYron — OHO He JOMKHO YrpoXaTb CBo6OAE AOCTYNA K MHGOpMALMN ANA APYTUX NOMb-
30Bartenem.

CywecTsyloT onaceHus no noBoAdy TOro, 4To NOUCKOBasA CUCTEMA PeLlnT B OAHOCTOPOHHEM NopAfd-
Ke yAanuTb CTaTby, 3aLLMLLEHHbIE NPABOM 06LLECTBEHHOCTM HA JOCTYN K MH(opmauun. Ytobbl ycTpa-
HUTb 3Ty Npo6emy, cnesyeT BBECTU NPoLLeaypY 06bEKTUBHON OLEHKM, B paMKaXx KOTOPOI 3aABUTEND,
MOWCKOBas CUCTEMA W AAMUHMCTPATOP CanTa MOMMY 6bl BbICKA3aTb CBOM CYXAEHUA O HEO6XOAUMOCTH
OCTaBMEHMA UMW yAANEHUA Takon MHGopMaLMu.

Kpome Toro, TpyaHoCTH, ¢ KoTopbiMu cTonkHynca Cyg EC npu paccmoTpeHum Bonpoca 06 3kcteppu-
TOPUANLHOM IeMCTBMM «NPaBa GbITb 3a6bITIM», LEMOHCTPUPYIOT HEOHXO[UMOCTb PA3paboTKU MeX-
AYHAPOAHOTO aKTA W PEXUMA OXPaHbl HE TONMbKO MEPCOHANbHbIX AAHHbIX, HO M NUUHOW MHOP-
MauuK B LENOM, BKIKOYas BOMPOC O MPUMEHEHUW «MpaBa Ha 3abBeHMe» Ha MUPOBOM YPOBHE.
MpeacTaBnseTcs HeobXxoaUMoN pa3paboTka efuHbIX MEeXAYHAPOAHLIX CTAHAAPTOB MPUMEHEHUs
«MnpaBa Ha 3abBeHMe» C IKCTepPPUTOPUANbHBIMU NOCNEACTBUAMK 3a Npefenamu OTAENbHbIX ro-
cypapcrs (Dechenaud, 2015). MpuHUMan BO BHUMaHUe TOT aKT, UTO Takue KOMNaHuu, kak Google,
OCYLLECTBASAIOT JeATeNbHOCTb BO BCEM MUPE, OKOHUATENbHO He peLleH BONPoc 06 yaaneHum ccbinok
CO BCEX [JOMEHHbIX UMEH MOWUCKOBOM CUCTEMBI. B OTCYTCTBME AEMCTBYIOWNX MEXAYHAPOAHBIX CTaH-
[apToB, perynupytowmux 06paboTky nepcoHanbHbIX JaHHbIX, HALMOHANbHbIE IOPUCAUKLUN MOTYT NO-
BCEMECTHO PacnpoCTPaHATb CBOW CTAHAAPTbI KOH(MAEHLMANBHOCTI AN1S FapaHTUM NONHON 3aLuTbl
npas cBouX rpaxaaH (Susi, 2019).

370 yKa3blBaeT HA HEOOXOAMMOCTb 3aKpeneHNs NOHATUA «NPaBO Ha 3abBEHNE» B POCCUIACKOM
3aKOHOAATEeNbCTBE ANA TOrO, YUTOObI YIPOUHNUTD TEHAEHLMIO €ro hOPMUPOBAHNSA B KAUECTBE CAMOCTO-
ATENbHOTO MHCTUTYTA. Tak, NpeanaraeTc BHECTM NONPaBKN B 3aKOH 06 UH(OPMALLMK MyTEM 3aMeHbI
HblHe yTpaTuBLeil cuny cT. 10.2 HA HOBYIO CTAaTbIO C TEM K& HOMEpPOM Noj Ha3BaHueM «[paBo Ha 3a-
6BeHue». Cnepyet ykasarb cneaytolee: ««lpaso Ha 3a6BeHne» — 370 Npaso TpeboBaTb OT Oneparo-
pa NOMCKOBbIX CETeil HeMeANeHHOro yAaNneHUs CCbINOK HA NepcoHabHble AaHHbIe, KOTOPble NoANa-
[3l0T Nof KpUTEpUH, yKa3aHHbIe B 3aKoHe». Npu 3T0M 0CHOBOMONArAKWMMI LENAMU JOMKHbI 6bITb
ycuneHme KOHTPONA NoMb30BaTeNel Hag UX MMUHON MHGOpMaLMen N NpesoCcTaBNeHNe COOTBETCTBY-
IOLLYMX TAPAHTUI, BKIKOUAA CPeACTBA NPABOBOM 3aLTbI.

HecmoTps Ha NOBCeMECTHOE MPUMEHeHNe «npaBa Ha 3abBeHue», C POCTOM NPAKTUKWN BO3-
pacTaioT NpoTUBOPEUNBbIE Cly4au, KOTOpble TPeBYIOT rapMOHU3aLMKU. B CBA3M C ITUM NpeAcTaB-
NAETC HEOOXOAMMbIM BHECTU YTOUHAIOWMNE U3MEHEHUS B POCCUIACKOE 3aKOHOAATENbCTBO, pe-
rnameHTupylollee NnopaaoK NpuMeHeHUsa paccMaTpuBaemoro npaa. B yactHocTu, npeanaraercs
AONOAHMTB 0. 1cT. 10.3 3akoHa 06 MHOPMALMKM NONOXKEHNEM O TOM, UTO ONEepaTop NOUCKOBOK
CMCTeMbl BNpaBe 0TKa3aTb B YAOBNETBOPEHUN 3aABNEHNUA 06 YAaNeHUU CCbINOK B TeX Cyyasx,
Korga MHgopmauna, coaepKallanca B HUX, UMeeT 06WECTBEHHYI0 3HAUMMOCTb UNKU NpefcTaB-
nsieT 06MWeCTBeHHbI UHTepeC. Mo yKa3aHHbIMKU KaTeropusMiu B TAaKOM Clyyae cnegyeT NOHU-
MaTb WHTepec 06WecTBa B LENOM, a TaKXe 3aMHTePeCOBAHHOCTb WNPOKOW 06LLECTBEHHOCTH
B paMKax MOMMTMYECKOW, IKOHOMUYECKON W COLMANbHOW LEHHOCTU MHGopMauuu. Monaraem,
UTO BbILEONMCAHHDBIA NOAX0A NO3BOANT YNOPAROUNTL CYAEOHYI0 NPAKTUKY NO AHHOMY BONpOCY
W NPUBECTN ee K eAnHo06pasnio, a TaKKe CHU3UTb CTeNeHb NTUYHOIO YCMOTPEHUA 0NepaTopos
NpU NPUHATUMN peLleHus No 3adaBNeHNI0.
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The book is published in the series Studies on Entrepreneurship, Structural Change and is de-
voted to the study of IT development and its impact on the digital transformation of the economy in
modern conditions. The multinational team of authors comprises representatives of theoretical and
applied scientific fields under the editorship of Tessaleno Devezas, Joao Leitao, and Askar Sarygulov.

Digital transformation and the rapid development of big data, ML, Al under present-day condi-
tions concern all aspects of the development of economy and society. They alter the development
of markets and industries, management techniques and decision-making methods. Many of the cut-
ting-edge research reports are devoted to this.

In the monograph, the authors present several arguments for adjusting some of the tenets of
economic theory, delve into the development of innovative IT solutions and their impact on the
labor market, income, production, consumption and other economic factors. The book could be di-
vided structurally into several generalized chapters. The author of the review conditionally divides it
into three parts: theoretical, methodological and applied research. According to editors, ‘It consists
of providing innovative answers to still unexplored analysis topics, namely: (1) the socio-economic
changes associated with the digital transformation of production systems; (2) the impacts of digital
transformation on the sustainable functioning of socio-economic and environmental systems; (3)
the adoption of intelligent/learning systems affecting the substitution of human labor force and
smart digital management/security of cities, and (4) the type of materials and energy innovations
leading to sustainable change'.

The book consists of 15 articles. The theoretical part thereof is aimed at drawing readers’ atten-
tion to the contribution to academic science. It contributes to the research in the area.

Having conducted research with the use of mathematical apparatus under the headline “Social
and Economic Consequences of Large-scale Digitization and Robotization of the Modern Economy”,
Askar Akaev, Andrey Rudskoy, and Tessaleno Deveza expect such labor market risks as a change in
the employment structure, a dramatic decline in middle class bringing it on the verge of extinction,
higher wages and falling incomes by 2050.

In research work headlined “Revisited Economic Theory or How to Describe the Processes of
Disequilibrium and Instability of Modern Economic Systems” Askar Akaev and Viktor Sadovnichi
devised nonlinear mathematical models, that accurately describe the Schumpeter-Kondratiev the-
ory. These models can be used to calculate both long-term projected trajectories of the economic
growth and cyclical fluctuations. The research reveals that the share of digital economy will grow.
Developing the Keynes-Minsky theory, the authors propose to adjust the policy of public adminis-
tration and make management of capital markets, which are effectively unstable, the focal point of
central bankers.

Amid growing income disparity, the authors of the research article “Technological Development:
Models of Economic Growth and Distribution of Income” Askar Akaev, Askar Sarygulov, and Valentin
Sokolov make use of mathematical modeling and propose a modified neoclassical model of eco-
nomic growth, which takes into account new empirical patterns. The authors prove that if state in-
stitutions do not interfere with existing trends, the rise in inequality will persist, since there are no
endogenous economic mechanisms that could limit this process.

An empirical study of data on the US economy in the work “Breakthrough Technologies and
Labor Market Transformation: How It Works and Some Evidence from the Economies of Developed
Countries” by Elena Gorbashko, Irina Golovtsova, Dmitry Desyatko, and Viktorya Rapgof shows that
job cuts in the industrial sector and job gains in the service sector are a long-term and sustainable
trend. These structural transformation processes are not the result of market mechanisms alone.
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State programs are needed to develop and finance personnel training and retraining to mitigate the
consequences of profound structural changes in the labor market.

Askar Akaev, Andrey Rudskoy, and Tessaleno Devezas in the article “Technological Substitution of
Jobs in the Digital Economy and Shift in Labor Demand Towards Advanced Qualifications” conduct
mathematical modeling to identify the distribution of labor resources by skill level, as well as the
distribution of the probability curve of technological displacement of labour depending on the skill
level. This made it possible to calculate the actual share of low-, medium- and highly skilled workers
before and after the digital transformation of the economy. The study shows that the optimum wage
growth of highly skilled workers should be 7% per annum and double that in 10 years.

Recent changes in oil prices in 2021 have revived interest in oil shocks that affect international
stock markets and are examined in the research paper “0il Shocks and Stock Market Performance:
Evidence from the Euro Zone and the USA". The authors Joao Leitao and Joaquim Ferreira calculate
a VAR structural model to assess the impact of BRENT and WTI crude oil prices on the values of the
Dow Jones, DAX, CAC, Athens Composite and PSI20 stock indices.

Maksim Balashov, Anton Kiselev, and Alena Kuryleva as part of the study “Reinforcement Learning
Approach for Dynamic Pricing” try to solve the problem of dynamic pricing by maximizing profits
from the sale of a specific product for automatic gas stations. To address this issue, the authors
deem it appropriate to use machine learning methods that adapt to the environment, one of which
being reinforcement learning (RL).

Examining the problem of creating the concept of cyber-physical systems in the research

“Convergent Evolution of IT Security Paradigm: From Access Control to Cyber-Defense”, Dmitry Zegzhda
suggests we understand the security of cyber-physical systems as maintaining the stable function-
ing of a cyber-physical system, taking into account the targeted detrimental impact on its informa-
tion components. The article describes the transition process from access control to cybersecurity
for the full protection of cyber-physical systems.

Continuing the topic of cyber threats in the work “Al Methods for Neutralizing Cyber Threats at
Unmanned Vehicular Ecosystem of Smart City”, the authors Maxim Kalinin, Vasiliy Krundyshev, and
Dmitry Zegzhda suggest using new Al methods (swarm algorithms and neural networks) to forestall
cyber threats in V2X digital infrastructures and the results of experiments obtained using supercom-
puter modeling in intelligent environments such as loT, lloT, WSN, m2m networks.

Elaborating on cybersecurity in the research paper “Cybersecurity and Control Sustainability in
Digital Economy and Advanced Production” Dmitry Zegzhda, Evgeny Pavlenko, and Anna Shtyrkina
prove that an important feature of modern digital systems is the priority of ensuring the correct
operation of the entire system, rather than the security of its individual components. The proposed
approach is aimed at ensuring cybersecurity and cyberstability based on self-adaptation of the sys-
tem to operating conditions.

In the article “Blockchain for Cybersecurity of Government E-Services: Decentralized Architecture
Benefits and Challenges” Alexey Busygin and Artem Konoplev dissect the issue of different ap-
proaches to the creation of public e-services. The study reveals financial, operational and securi-
ty-related advantages of the decentralized approach compared to the centralized one and identifies
the pivotal problems of cybersecurity. The authors propose to use blockchain technologies in order
to solve the problems in question.

The topic of energy problems is presented in the book at both sectoral and microeconomic levels.
Yuri Nurulin, Inga Skvortsova, and Elena Vinogradova in the article “Green Energy Markets: Current
Gaps and Development Perspectives in the Russian Federation” consider this pressing issue for
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modern Russia in terms of the Doing Business rating. The authors carried out a comparative analysis
of electric networks and their capabilities in the world and Russian economy. This study also exam-
ines the Smart Grid concept with a view to finding a way to ramp up network capacity.

In the article “Energy Efficiency in Urban Districts: Case from Polytechnic University” Yuri Nurulin,
Vitaliy Sergeev, Inga Skvortsova, and Olga Kaltchenko consider an Energy Improvement District and
as a real estate object in which energy efficiency measures are taken. This example can be replicated
when it comes to private, state and regional real estate objects, which is important for stakeholders
of territorial entities of St. Petersburg.

The article “An Architectural Approach to Managing the Digital Transformation of a Medical
Organization” by Igor Ilin, Oksana Iliashenko, and Victoria Iliashenko revolves around the devel-
opment of a medical organization’s business model in the context of digitalization. The authors
propose to use the architectural model of the upper level to implement new IT technologies and
enhance the efficiency of health departments and in order to adapt the existing digital services in
such departments.

Identifying the features of the development of commodity markets in the study headlined

“Aluminum Production and Aviation: An Interesting Case of an Interwoven Rebound Effect in a Digital
Transforming World” Tessaleno Devezas and Hugo Ruao analyze the dynamics of production and
consumption of resources, including aluminum over the past 30 years. Econometric instruments are
widely used to identify the impact of various factors (the Chinese market, ecology, scrap metal pro-
duction, etc.) on aluminum consumption in space, aerospace and other industries. Resorting to fore-
cast models for the period up to 2050, the authors conclude that under the influence of digitalization
the amount of aluminum processed from scrap will suffice to produce aircraft.

Therefore, the book under review The Economics of Digital Transformation and Industrial
Dynamics is a fundamental academic work. Even though it lacks a distinct structure, the general
purpose of this book is to solve the problems inherent in IT development, as well as to implement
information technologies at macro, meso and micro levels, given the call for expanding the foun-
dations of economic theory. The book also sheds light on the quite relevant problem of the need
to restructure enterprises and markets of goods and services in the context of digitalization tools,
e-services, and IT on the whole. Such tools are being developed and improved in general. They have
a practical meaning, for instance, in the energy sector and the healthcare system.
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