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abstract
The development of new technologies and the subsequent digitalization of the economy significantly af-
fect legal relations, forcing us to rethink the usual institutions and establishing new problems that have 
not arisen before. The legal system can change, adapt and meet new challenges in two basic and interre-
lated ways: regulatory (that is, the adoption of new regulatory legal acts) and in the course of judicial reso-
lution of legal conflicts that have developed within a particular dispute. The article provides an overview 
of the most significant cases considered by Russian courts in the field of digital law in 2021. A selection 
of court decisions was carried out in four areas of emerging judicial practice: 1) use of cryptocurrencies 
and other electronic currencies; 2) protection of intellectual property; 3) protection of personal data and 
information; and 4) violation of antitrust laws. The purpose of the article is to establish the current sta-
tus of the development of law enforcement in the field of digital law in Russia and to demonstrate the 
multidirectional nature of legal relations, which are part of the subject area of digital law as an academic 
discipline. As a result, the main trends in the consideration of disputes by courts over the past year are 
determined.
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аннотация
Развитие новых технологий и последующая цифровизация экономики существенным образом воздей-
ствуют на правовые отношения, заставляя переосмысливать привычные институты и постулируя но-
вые ранее не возникавшие проблемы. Правовая система может изменяться, адаптироваться и решать 
новые вызовы двумя базовыми и взаимосвязанными способами: регуляторным (то есть принятием 
новых нормативных правовых актов) и в ходе судебного разрешения правовых коллизий, сложив-
шихся в пределах отдельного спора. В статье представлен обзор наиболее значимых дел, рассмотрен-
ных российскими судами, в области цифрового права за 2021 год. Выборка судебных решений была 
осуществлена по четырем направлениям складывающейся судебной практики: 1) оборот криптовалют 
и иных электронных валют; 2) защита права на результаты интеллектуальной деятельности; 3) защи-
та персональных данных и информации и 4) нарушение антимонопольного законодательства. Целью 
статьи является установление актуального статуса развития правоприменения в области цифрового 
права России и демонстрация разнонаправленности правоотношений, входящих в предметную об-
ласть цифрового права как академической дисциплины. В результате постулируются основные тенден-
ции рассмотрения споров судами за прошедший год.
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introduction

The year 2021 was intended to be a breakthrough year in the development of the technological 
and scientific sectors and was thus declared the year of science and technology in Russia.1 This 
circumstance not only symbolized the progress of Russian scientists and technological specialists 
on the way toward designing new inventions, creating advanced programs, enriching the Russian 
and world science, but also meant setting tasks for the domestic legal system to respond to new 
challenges both in rule-making and applying the law.

Undoubtedly, the past year will be remembered for the rapid development of the regulatory en-
vironment. Suffice it to recall the adoption of the law “On the Activities of Foreign Persons in the 
Information and Telecommunication Network ‘Internet’ on the Territory of the Russian Federation,” 
also known as the “landing law”,2 the ongoing discussion of the “Digital Ruble” project3 and many 
other legislative and government initiatives. For market participants, the regulatory agenda was 
aimed at protecting a wide range of people and stimulating Russian IT companies to implement 
competitive strategies.

Innovations in the regulatory sphere inevitably provoke disputes over the application of new 
rules. However, the process of formation of judicial practice in the field of digitalization is uneven 
and characterized by the following trends. Those changes in regulatory legal acts that are initi-
ated by the executive authorities (for example, Roskomnadzor — Federal Service for Supervision of 
Communications, Information Technology, and Mass Media) and are aimed at regulating relations 
mainly by an imperative method (primarily a body of administrative regulatory legal acts — for ex-
ample, the Law on Information Protection4), may facilitate the emergence of new cases (for example, 
to challenge the decisions of the body) shortly after the appearance of the new rules. Such quick-im-
pact changes are also characterized by the fact that the executive authorities already have models, 
methods and technologies for applying the amended or adopted acts.

The changes in legal acts that are based on a dispositive method of regulating social relations 
provide a different view on the problem. We are talking primarily about the sphere of private law 
particularly in the field of intellectual, corporate, and labor law. Normative models of behavior that 
require private autonomy for their implementation, as a rule, meet with a rather wary attitude of the 
subjects. The assimilation of new norms and analysis of the risks of their application lead to huge 
transaction costs for persons and organizations and, accordingly, require time to find ways to resolve 
conflict situations in practice. At the same time, due to the fact that the IT implementation market 
has a pronounced professional component and includes, for example, well-known IT giants — Google, 
Apple, Facebook, etc., its adaptability to new changes is significantly higher as compared to the 

1 Decree of the President of the Russian Federation “On holding the Year of Science and Technology in the Russian 
Federation”, December 25, 2020, No. 812, http://publication.pravo.gov.ru/Document/View/0001202012250002

2 Federal Law of the Russian Federation “On the activities of foreign persons in the information and telecommunication 
network ’Internet’ on the territory of the Russian Federation”. Russian Federation Collection of Legislation, 2021, No. 27 
(part I), Item. 5064.

3 Bank of Russia. (2020). A Digital Ruble. Consultation Paper. https://www.cbr.ru/StaticHtml/File/113008/Consultation_
Paper_201013_eng.pdf

4 Federal Law of the Russian Federation «On information, information technologies and information protection». Russian 
Federation Collection of Legislation, 2006, No. 31 (part 1), Item. 5064.

https://www.cbr.ru/StaticHtml/File/113008/Consultation_Paper_201013_eng.pdf
https://www.cbr.ru/StaticHtml/File/113008/Consultation_Paper_201013_eng.pdf
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non-digital market segment, and therefore postulates the accelerated appearance of major disputes 
arising from the commercial activity of such companies.

In addition, legal disputes on the use of digital technologies are often not submitted for 
discussion in court. For example, well-known media platforms are making significant efforts 
to out-of-court settlement of the conflict with both the user and the executive authorities. 
Accordingly, this circumstance significantly limits the scope of the study of conflicts in the 
field of digital law.

Since “digital law” as an academic discipline includes consideration of various branches of legis-
lation5, it seems reasonable to clarify which branches will be discussed further when reviewing spe-
cific judicial acts issued in 2021. First of all, we will consider a number of cases related to the use of 
cryptocurrencies and other e-currencies in Russia. Secondly, we will turn to a number of significant 
cases of protection of intellectual property. Thirdly, we will discuss the category of cases of the vio-
lation of the legislation on protection of personal data and the law on the protection of information 
by IT companies. Finally, we will focus on a number of major antitrust disputes that have arisen in 
the digital sector of the economy.

cases on the use of cryptocurrencies and other e-currencies 

case on unreasonable Enrichment of cryptocurrency seller

In February 2021, the Supreme Court ruled on an unjust enrichment case of a cryptocurrency 
seller.6 In 2018, third parties, having fraudulently received bank card details, transferred funds from 
the deposit of a Sberbank client to the account of another third party. The client was recognized as a 
victim under Part 3 of Art. 159 of the Criminal Code of the Russian Federation, and, subsequently, she 
asked the court to recover from Sberbank the full amount of lost money, consumer fines and moral 
damages. All customer demands were satisfied.

In turn, Sberbank filed a lawsuit to recover the sum of unjust enrichment against a third 
party who received the money from the victim. The defendant substantiated the impossibility of 
recovering unjust enrichment under Art. 1102 of the Civil Code of the Russian Federation by the 
fact that there was a legal basis for such enrichment — an agreement for the sale of cryptocur-
rency with the user on the BTC Banker platform (Hong Kong) in Telegram messenger, payments 
for which are anonymized.

The court of first instance refused Sberbank to recover from the defendant the amount of unjust 
enrichment. The appellate court, pointing out that the funds were not transferred against the obliga-
tion of the injured client, came to the conclusion that the existence of a lawful transaction between 
the platform user and the cryptocurrency seller does not exclude the possibility of recovering the 
amount of unjust enrichment. Subsequently, the Court of Cassation upheld that decision.

The Supreme Court considered that the recovery of unjust enrichment was impossible, since 
the cryptocurrency seller had legal grounds for receiving funds, namely, a contract for the sale of 

5 Inozemtsev, M.I. (2021). Digital law: The pursuit of certainty. Digital Law Journal, 2(1), 8–28. https://doi.org/10.38044/2686-
9136-2021-2-1-8-28

6 Ruling of the Judicial Chamber on Civil Cases of the Russian Federation Supreme Court of Feb. 2, 2021, No. 44-КГ20-17-К7, 
2-2886/2019.

https://doi.org/10.38044/2686-9136-2021-2-1-8-28
https://doi.org/10.38044/2686-9136-2021-2-1-8-28
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cryptocurrency. The court noted that the damage to the bank was caused by the actions of an-
other third party to pay for this purchase. However, the presence of a clear economic interest on 
the part of the defendant (seller) serves as an obstacle to recovering from him the sum of unjust 
enrichment.

The court pointed out the subsidiarity of the rules on the recovery of unjust enrichment, and 
ordered a retrial, focusing the attention of the appellate court on the question of the possibility of 
defining the nature of the claim as a claim for the recovery of damages and determining the proper 
defendant.

cases of Blocking of Bank card due to the payment for the sold cryptocurrency
In 2021, cases similar in factual circumstances were considered by the Second Cassation Court 

of the Russian Federation7 and the Sverdlovsk Regional Court.8 In both cases, the bank blocked its 
clients’ cards due to suspicious payments. The clients tried to prove the purpose of the payment 
and define it as a payment for the contract of sale of cryptocurrencies concluded on the crypto 
exchange.

In the first case, the courts of first instance and appeal denied the client’s claim, confirming the 
bank’s actions and allowing unjust enrichment to be recovered (by analogy with the case discussed 
above). The court of cassation ordered a retrial, clarifying the subject of proof by the need for the 
court to study the rules of the crypto exchange and request a register of operations and persons 
involved in them.

In the second case, the court of first instance ruled in favor of the bank. However, the appellate 
court, having ensured that the defendant had provided financial documentation confirming the pur-
pose of the payment and the nature of the transactions being carried out, took his side, obliging 
Sberbank to unblock the cards and partially reimburse the funding of the client’s the legal repre-
sentative.

the case of Electronic currency web money
On June 1, 2021, the Supreme Court issued a landmark ruling in which it recognized WMZ, the elec-

tronic currency of the Web Money Transfer payment system, as an object of civil rights.9 According to 
the circumstances of the case, the claimant transferred 5.000 WMZ to the defendant under several 
assignment agreements. The claimant went to court to recover the debt from the party to a contract 
of sale of rights.

The positions of the court of first instance, the appellate court and the court of cassation were 
based on Art. 128, 140 of the Civil Code of the Russian Federation, clause 1.1, Ch. 1 of the Regulation 
of the Bank of Russia dated June 19, 2012 “On the rules for the transfer of funds”, paragraph 19 of 
Art. 3 of the Federal Law of June 27, 2011 “On the National Payment System”. According to the courts’ 
opinions, WMZ is a title unit — an accounting unit that is subject to exchange only within the virtual 
payment system. Since this title sign is not an object of the material world, it does not have the 
7 The Second Cassation Court of General Jurisdiction. (2021, April). The Second Court of Cassation have ordered a retrial. 

https://2kas.sudrf.ru/modules.php?name=press_dep&op=1&did=335
8 Appellate Ruling of Sverdlovsk Regional Court No.  2-135/2021 of July 9, 2021, No. 33-8120/2021. https://oblsud--svd.sudrf.

ru/modules.php?name=sud_delo&srv_num=1&name_op=doc&number=15003808&delo_id=5&new=5&text_number=1
9 Ruling of the Judicial Chamber on Civil Cases of the Russian Federation Supreme Court of June 1, 2021 № 48-КG21-3-K7, 

2-5227/2019.

https://oblsud--svd.sudrf.ru/modules.php?name=sud_delo&srv_num=1&name_op=doc&number=15003808&delo_id=5&new=5&text_number=1
https://oblsud--svd.sudrf.ru/modules.php?name=sud_delo&srv_num=1&name_op=doc&number=15003808&delo_id=5&new=5&text_number=1
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quality of a thing, including money and securities, it is not an object of civil rights and the rights to 
it cannot be the subject of an assignment agreement.

The Supreme Court approached the analysis of the existing legal relations more flexibly, tak-
ing into account the actual realities of the circulation of the electronic currency WMZ. The Judicial 
Сhamber took into account the variety of ways to replenish the wallets of the Web Money Transfer 
System, the nature of this payment system, based on the guarantee of Amstar Holdings Limited, as 
well as the possibility of paying for services and items of the material world in Russia and abroad, 
including state duties, fines, etc. Thus, the Supreme Court demonstrated an exemplary analysis of 
the legal relations of using WMZ and took into account the actual involvement of this electronic 
currency in the legal field.

case of the recovery of Bitcoins held in adverse possession
While in the case considered above, the claimant tried to recover the debt under the contractual 

obligation in court, in the case that will be discussed below, the claimant turned to a different way of 
protecting the violated right — suit in rem — for the purpose of recovering bitcoins.10

According to the circumstances of the case, in 2018, the claimant transferred bitcoins to the defen-
dant for fiduciary management. Under the terms of the parole agreement, he had to invest them over 
five months and then return them back, retaining 20 % of the profit. However, after the expiration of 
the contract, the defendant did not return the cryptocurrency, explaining that he had lost it.

At the time of the presentation of the vindicatory action, the “Law on Digital Financial Assets” 
had already been adopted, according to which bitcoin refers to property.11 Nevertheless, this does 
not give grounds to consider signs of an item of property as an object of civil rights. Accordingly, 
the claimant chose an improper way to protect the right. However, due to the controversial nature 
of the transferred assets, the court noted that, all other things being equal, in accordance with 
paragraph 32 of the Plenary Ruling of the Supreme Court of the Russian Federation and of the 
Highest Arbitration Court of the Russian Federation “On some issues arising in judicial practice 
in resolving disputes related to the protection of property rights and other property rights”, it 
was not established that the property is in the possession of the defendant.12 It was found that 
the defendant returned the remaining amount of cryptocurrency, which was not disputed by the 
claimant. The risk of a decrease in the value of a cryptocurrency in the course of its trust manage-
ment, which happened in the present case, does not give rise to the right on the claimant’s side 
to sue for its quantitative equivalent.

Case of the Recovery of Lost Profits from the Electricity Supplier
Allo-Info LLC applied to the Arbitrazh Court with a statement of claim against Saratov 

Enterprise of Urban Electric Networks LLC, demanding the recovery of losses in the form of real 

10  Decision of Sverdlovsk District Court of Sep. 9, 2021, No. 2-2888/2021. https://mos-gorsud.ru/rs/savyolovskij/cases/docs/
content/3348f6c0-541c-11ec-9476-c344114bec22

11 Federal Law of the Russian Federation «On Digital Financial Assets, Digital Currency and on Amendments to Certain 
Legislative Acts of the Russian Federation». Russian Federation Collection of Legislation, 2020, No. 31 (part I), Item 5018.

12 Plenary Ruling of the Supreme Court of the Russian Federation and of the Highest Arbitration Court of the Russian 
Federation “On some issues arising in judicial practice in resolving disputes related to the protection of property rights 
and other property rights”. Ros. Gaz., 2010, No. 109.

https://mos-gorsud.ru/rs/savyolovskij/cases/docs/content/3348f6c0-541c-11ec-9476-c344114bec22
https://mos-gorsud.ru/rs/savyolovskij/cases/docs/content/3348f6c0-541c-11ec-9476-c344114bec22
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damage in the amount of 1 500 000 rubles and lost profits in the amount of 14 800 000 rubles.13 
After clarification, the claims were directed to recover losses from the defendant in the form 
of lost profits caused in connection with damage to mining equipment in the amount of 11 
200 000 rubles.

The court of first instance satisfied the claims for the recovery of actual damages, leaving 
the claims for the recovery of lost profits unsatisfied due to the lack of evidence of a causal 
relationship.

In addition, the court, being extremely categorical, indicated that the risks of carrying out busi-
ness activities related to mining in the absence of proper legal regulation are fully borne by the 
claimant and he “is not entitled to receive income that he could have received under normal condi-
tions of civil circulation if his right was not violated (lost profits).”

Of course, the last statement — about the absence of the right to recover lost profits from persons 
who carry out cryptocurrency mining — is unjustified. The issue of satisfying such demands should 
be decided upon based on the general provisions on civil liability.

cases of intellectual property protection

VK v. Double Data

This dispute has become one of the most tendentious disputes in Russia at the intersection of 
digital law and intellectual property law.14 Double Data LLC, which specializes in data mining — the 
collection of publicly available data, — regularly monitored the VK network, aggregated information 
about users and, at the request of credit institutions, compiled a profile of potential borrowers. This 
type of data mining is also known as parsing.

VK demanded to stop extracting information from user databases and stop reusing it.
In 2017, the court of first instance completely refused VK to satisfy the claims.15 The appellate 

court overruled the decision of the court of first instance and partially satisfied the requirements 
of VK.16 The Intellectual Property Court reversed the decisions of the lower courts and ordered a 
retrial.17

13 Ruling of the Twelve Arbitrazh Appellate Court. Case No. А57-15876/2020. https://kad.arbitr.ru/Document/Pdf/c79022cb-
988a-427b-87a8-a49862173a8a/9f93cfcc-6916-47ae-b9d7-cc2744d36cdb/A57-15876-2020_20210630_Postanovlenie_
apelljacionnoj_instancii.pdf?isAddStamp=True

14 Ruling of the Ninth Arbitrazh Appellate Court of July 8, 2021, No 09АП-31545/2021-GК. https://kad.arbitr.ru/Kad/PdfDoc-
ument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Pos-
tanovlenie_apelljacionnoj_instancii.pdf

15 Decision of Moscow Arbitrazh Court of October 12, 2017, No. А40-18827/17-110-180. https://kad.arbitr.ru/Kad/PdfDocu-
ment/1f33e071-4a16-4bf9-ab17-4df80f6c1556/f00dab8b-54b3-4283-bd50-133b5009310b/A40-18827-2017_20171012_Reshe-
nija_i_postanovlenija.pdf

16 Ruling of the Ninth Arbitrazh Appellate Court of February 6, 2018, No 09АP-61593/2017-GK https://kad.arbitr.ru/Kad/Pdf-
Document/1f33e071-4a16-4bf9-ab17-4df80f6c1556/2604674d-9228-4a7b-9e29-df5a0b36a7c3/A40-18827-2017_20180206_
Postanovlenie_apelljacionnoj_instancii.pdf

17 Ruling of Intellectual Property Court of July 24, 2018, Case No. А40-18827/2017. https://kad.arbitr.ru/Kad/PdfDocu-
ment/1f33e071-4a16-4bf9-ab17-4df80f6c1556/4c9d2b02-4fbd-4554-82c8-53282523639c/A40-18827-2017_20180724_Reshe-
nija_i_postanovlenija.pdf

https://kad.arbitr.ru/Document/Pdf/c79022cb-988a-427b-87a8-a49862173a8a/9f93cfcc-6916-47ae-b9d7-cc2744d36cdb/A57-15876-2020_20210630_Postanovlenie_apelljacionnoj_instancii.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/c79022cb-988a-427b-87a8-a49862173a8a/9f93cfcc-6916-47ae-b9d7-cc2744d36cdb/A57-15876-2020_20210630_Postanovlenie_apelljacionnoj_instancii.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/c79022cb-988a-427b-87a8-a49862173a8a/9f93cfcc-6916-47ae-b9d7-cc2744d36cdb/A57-15876-2020_20210630_Postanovlenie_apelljacionnoj_instancii.pdf?isAddStamp=True
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/f00dab8b-54b3-4283-bd50-133b5009310b/A40-18827-2017_20171012_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/f00dab8b-54b3-4283-bd50-133b5009310b/A40-18827-2017_20171012_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/f00dab8b-54b3-4283-bd50-133b5009310b/A40-18827-2017_20171012_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/2604674d-9228-4a7b-9e29-df5a0b36a7c3/A40-18827-2017_20180206_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/2604674d-9228-4a7b-9e29-df5a0b36a7c3/A40-18827-2017_20180206_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/2604674d-9228-4a7b-9e29-df5a0b36a7c3/A40-18827-2017_20180206_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/4c9d2b02-4fbd-4554-82c8-53282523639c/A40-18827-2017_20180724_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/4c9d2b02-4fbd-4554-82c8-53282523639c/A40-18827-2017_20180724_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/4c9d2b02-4fbd-4554-82c8-53282523639c/A40-18827-2017_20180724_Reshenija_i_postanovlenija.pdf
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In 2021, the court of first instance refused to satisfy the requirements of VK.18 Finally, the appellate 
court granted VK claims in full.19 At the same time, the Intellectual Property Rights Court will have to 
revert to the consideration of this dispute again in May 2022.

Whether the parsing of web resources in Russia will be allowed depends on the decision in this 
case. According to the latest position of the appellate court, data mining and the subsequent use of 
information obtained from sites is allowed only if the rights and legally protected interests of users 
are not violated.

Moreover, the key conclusion of the courts in this case was that the exclusive right to the 
user database belongs to VK. When deciding the issue of ownership of exclusive right to a 
database, it does not matter whether the database is an “indirect product” or not, it is only 
required to establish that significant costs are objectively required to create a database. At 
the same time, Double Data did not refute the presumption that VK costs were significant for 
its creation.

case about samsung pay Ban
In 2021, the Swiss company Squin SA filed a lawsuit against Samsung Electronics Rus and Samsung 

Electronics Co Ltd. to stop using Samsung Pay in Russia because the technology infringes on the 
claimant’s patent called “electronic payment system”.

The Moscow Arbitrazh Court fully satisfied the claim and banned “the use of products that include 
the Samsung payment service.”20 Subsequently, the court clarified in an additional decision dated 
October 26, 2021, which models of smartphones are prohibited from being imported into Russia due 
to patent infringement.

In December, the appellate court started a review of the decision of the Moscow Arbitrazh Court, 
under which the latter had refused to involve Visa Payment System LLC, Mastercard LLC and National 
Payment Card System JSC as third parties that do not declare independent claims.21 Then the court 
rejected the claim due to violation of the procedural deadlines for filing it, and in 2022 the court 
terminated the proceedings.22

18 Decision of Moscow Arbitrazh Court of March 22, 2021, Case No. А40-18827/17-110-180. https://kad.arbitr.ru/Kad/PdfDoc-
ument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/5f0df387-8b34-426d-9fd7-58facdb8a367/A40-18827-2017_20210322_Reshe-
nija_i_postanovlenija.pdf

19 Ruling of the Ninth Arbitrazh Appellate Court of July 8, 2021 Case No. 09АП-31545/2021-GК. https://kad.arbitr.ru/Kad/
PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_
Postanovlenie_apelljacionnoj_instancii.pdf

20 Decision of Moscow Arbitrazh Court of July 27, 2021, Case No А40-29590/20-12-183. https://kad.arbitr.ru/Kad/PdfDocu-
ment/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/09ecf346-23df-4689-9097-572e75cd9674/A40-29590-2020_20210727_Resh-
enija_i_postanovlenija.pdf

21 Ruling of the Ninth Arbitrazh Appellate Court No. 09АP-56078/2021, Case No. А40-29590/20. https://kad.arbitr.ru/
Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/5dd60842-bdc7-480d-a524-430e1b0ea413/A40-29590-
2020_20210820_Opredelenie.pdf

22 Ruling of the Ninth Arbitrazh Appellate Court No. 09АP-77387/2021, Case No. А40-29590/20. https://kad.arbitr.ru/Kad/Pdf-
Document/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/04c6d1b8-1915-4fe0-9049-b1ef11c22cb6/A40-29590-2020_20220304_
Opredelenie.pdf

https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/5f0df387-8b34-426d-9fd7-58facdb8a367/A40-18827-2017_20210322_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/5f0df387-8b34-426d-9fd7-58facdb8a367/A40-18827-2017_20210322_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/5f0df387-8b34-426d-9fd7-58facdb8a367/A40-18827-2017_20210322_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/1f33e071-4a16-4bf9-ab17-4df80f6c1556/a8505aef-b00b-4962-a25c-cce1bf9e18d5/A40-18827-2017_20210708_Postanovlenie_apelljacionnoj_instancii.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/09ecf346-23df-4689-9097-572e75cd9674/A40-29590-2020_20210727_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/09ecf346-23df-4689-9097-572e75cd9674/A40-29590-2020_20210727_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/09ecf346-23df-4689-9097-572e75cd9674/A40-29590-2020_20210727_Reshenija_i_postanovlenija.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/5dd60842-bdc7-480d-a524-430e1b0ea413/A40-29590-2020_20210820_Opredelenie.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/5dd60842-bdc7-480d-a524-430e1b0ea413/A40-29590-2020_20210820_Opredelenie.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/5dd60842-bdc7-480d-a524-430e1b0ea413/A40-29590-2020_20210820_Opredelenie.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/04c6d1b8-1915-4fe0-9049-b1ef11c22cb6/A40-29590-2020_20220304_Opredelenie.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/04c6d1b8-1915-4fe0-9049-b1ef11c22cb6/A40-29590-2020_20220304_Opredelenie.pdf
https://kad.arbitr.ru/Kad/PdfDocument/12c0db2f-d4ed-4af5-8d64-46a890fbc9b3/04c6d1b8-1915-4fe0-9049-b1ef11c22cb6/A40-29590-2020_20220304_Opredelenie.pdf
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cases of the protection of personal Data and the law on the protection of information by 
the it companies

case of the telegram Bot “Eye of god”
In June 2021, Roskomnadzor filed a lawsuit against the owner of one of the largest services for 

finding information about citizens and organizations, called “Eye of God”. This Telegram bot special-
ized in systematizing big data from open sources: social networks, messengers, search engines, web-
sites, applications, etc. providing, in essence, services for parsing Internet resources to a wide range 
of people (see the aforementioned VK v. Double Data case). The main difference is that, according 
to the position of Roskomnadzor, the service also used data from closed sources without the proper 
consent of the subjects of personal data.

After consideration of this case, the court ruled in favor of Roskomnadzor, recognizing the 
activity of the owner of the resource as “illegal and violating the rights of citizens to privacy, 
personal and family secrets” (Part 1 of Art. 13.11 of the Code of Administrative Offenses of the 
Russian Federation)23, which serves as the basis for including this Telegram bot in the Register of 
violators of the rights of subjects of personal data (Part 5 of Art. 15.5 of the “Law on Information 
Protection”).

Personal Data Storage Case — Roskomnadzor v. Google
In July 2021, as a result of administrative proceedings initiated by Roskomnadzor, Google LLC 

was fined 3 million rubles for refusing to localize the data of Russian users on the territory of 
the Russian Federation (Part 8 of Art. 13.11 of the Code of Administrative Offenses of the Russian 
Federation).24

The provision of Part 5 of Art. 18 of the “Law on Personal Data” prohibits the storage of personal 
data of Russian citizens on foreign servers and provides for the obligation to use Russian servers for 
these purposes. Under this provision, the maximum fine is 6 million rubles and 18 million rubles for 
repeated violation.

Roskomnadzor v. Google — the First Negotiable Fine in Relation to an IT Company
On December 24, 2021, the court issued a ruling imposing an administrative penalty on Google 

LLC for repeated violation of the procedure for restricting access to information at the request of 
Roskomnadzor (Part 5 of Art. 13.41 of the Code of Administrative Offenses of the Russian Federation).25 
The turnover fine provided for by this rule — from one twentieth to one tenth of the total amount of 
revenue received from the sale of all goods (works, services) for the period specified by law — was 
amounted to more than 7.2 billion rubles.

This decision was the first case in Russia of the imposition of a turnover fine and the correspond-
ing application of Part 5 of Art. 13.41 of the Code of Administrative Offenses of the Russian Federation 
in relation to an IT company.
23 Decision of Moscow Court of Taganskiy District of July 1, 2021, Case No. 2-2418/2021. https://mos-gorsud.ru/rs/taganskij/

cases/docs/content/435ed4c0-db5a-11eb-8710-cff7cfa2902d
24 Ruling of magistrate judge of Moscow judicial district No. 422 on the imposition of an administrative penalty of July 29, 

2021. https://mos-sud.ru/422/cases/docs/content/b66f679f-d9b9-4faf-86ac-344a10306ffa
25 Ruling of magistrate judge of Moscow judicial district No. 422 on the imposition of an administrative penalty of July 24, 

2021. https://mos-sud.ru/422/cases/docs/content/1b6bebe4-4c2a-4a73-b8b0-d65fa664e175

https://mos-gorsud.ru/rs/taganskij/cases/docs/content/435ed4c0-db5a-11eb-8710-cff7cfa2902d
https://mos-gorsud.ru/rs/taganskij/cases/docs/content/435ed4c0-db5a-11eb-8710-cff7cfa2902d
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antitrust Disputes

Booking.com v. Federal antimonopoly service of the russian Federation
At the end of 2020, the Federal Antimonopoly Service of Russia (hereinafter — the FAS) saw in the 

activities of Booking.com an abuse of its dominant position in the market, which was expressed in 
the imposition of unfavorable General Conditions for the Provision of Services on hotels (Clause 3, 
Part 1, Art. 10 of the “Law on the Protection of Competition”). In accordance with these conditions, 
contracting hotels guarantee rooms to tourists or other agencies at prices lower than those set on 
the Booking.com platform website. Thus, Booking.com tried to protect itself from losing booking 
fees in the case when a tourist chose a hotel on the platform, and made the final booking directly 
at a better price.

The Federal Antimonopoly Service demanded that the price parity clause be removed from 
hotel contracts, but the company took no action to comply with the demands of the antitrust 
authority. The FAS also ruled to impose a turnover fine on Booking.com in the amount of 
1.3 billion rubles, which amounted to 11.5 % of the turnover of the booking service in Russia 
in 2020.

Booking.com did not agree with the decision of the FAS and in 2021 went to court to challenge the 
decision of the antimonopoly body. The Moscow Arbitrazh Court upheld the claim of Booking.com to 
challenge the decision of the FAS.26 The appellate court27 and court of cassation28 upheld the decision 
of the Arbitrazh Court of first instance in force.

Similar cases involving hotel booking aggregators have already been considered by antitrust 
authorities in many countries (in particular, in Germany29 and France30). In similar cases, the 
price parity clause was found to restrict competition and therefore be contrary to antitrust 
regulation.

Price parity can be of two types:
1. Narrow parity — the aggregator prohibits direct sales to consumers on better terms (for exam-

ple, from its own website or by phone).
2. Wide parity — the aggregator prohibits sales on better terms through other aggregators.31

26 Decision of Moscow Arbitrazh Court of Sep. 9, 2021, Case No. А40-19473/2021-147-138. https://kad.arbitr.ru/Document/
Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/b5fec426-9eb9-44bd-9f1e-078aad99ad3b/A40-19473-2021_20210906_Reshe-
nija_i_postanovlenija.pdf?isAddStamp=True

27 Ruling of the Ninth Arbitrazh Appellate Court of Nov. 17, 2021, No. 09АП-69386/2021, Case No.  А40-19473/2021  
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/4f5322ad-4acf-444d-a45d-e30a867b99d4/A40-
19473-2021_20211117_Postanovlenie_apelljacionnoj_instancii.pdf?isAddStamp=True

28 Ruling of Arbitrazh Court of Moscow Circuit of March 11, 2022, Case No. А40-19473/2021. https://kad.arbitr.ru/Document/
Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/43c9d03b-0255-4283-a67f-ac9d6f6a76f4/A40-19473-2021_20220311_Resheni-
ja_i_postanovlenija.pdf?isAddStamp=True 

29 Decree of Federal Cartel Office NoB9-66/10 https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entschei-
dungen/Kartellverbot/B9-66-10.html

30 Décision 15-D-06 du 21 avril 2015. https://www.autoritedelaconcurrence.fr/fr/decision/sur-les-pratiquesmises-en- oeu-
vre-par-les-societes-bookingcom-bv-bookingcom-france-sas-et

31 Jaremchuk, А.V. (2022). Anti-Competitive Practices in Digital Markets: Experience of Foreign Countries Российское конку-
рентное право и экономика. Special Issue. pp. 78–87, https://doi.org/10.47361/2542-0259-2022-SpV-78-87 

https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/b5fec426-9eb9-44bd-9f1e-078aad99ad3b/A40-19473-2021_20210906_Reshenija_i_postanovlenija.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/b5fec426-9eb9-44bd-9f1e-078aad99ad3b/A40-19473-2021_20210906_Reshenija_i_postanovlenija.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/b5fec426-9eb9-44bd-9f1e-078aad99ad3b/A40-19473-2021_20210906_Reshenija_i_postanovlenija.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/4f5322ad-4acf-444d-a45d-e30a867b99d4/A40-19473-2021_20211117_Postanovlenie_apelljacionnoj_instancii.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/4f5322ad-4acf-444d-a45d-e30a867b99d4/A40-19473-2021_20211117_Postanovlenie_apelljacionnoj_instancii.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/43c9d03b-0255-4283-a67f-ac9d6f6a76f4/A40-19473-2021_20220311_Reshenija_i_postanovlenija.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/43c9d03b-0255-4283-a67f-ac9d6f6a76f4/A40-19473-2021_20220311_Reshenija_i_postanovlenija.pdf?isAddStamp=True
https://kad.arbitr.ru/Document/Pdf/1ed35e79-1aa7-45a9-934c-e41875c3e42d/43c9d03b-0255-4283-a67f-ac9d6f6a76f4/A40-19473-2021_20220311_Reshenija_i_postanovlenija.pdf?isAddStamp=True
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entscheidungen/Kartellverbot/B9-66-10.html
https://www.bundeskartellamt.de/SharedDocs/Entscheidung/EN/Entscheidungen/Kartellverbot/B9-66-10.html
https://doi.org/10.47361/2542-0259-2022-SpV-78-87
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The FAS banned broad and narrow parity at the same time, which generally corresponds to the 
experience of foreign law enforcement agencies, which came to this step by step banning wide and 
then narrow price parity.

The price parity condition is typical for any other contracts that are entered into by the own-
ers of aggregators and e-commerce platforms (for example, delivery services or marketplaces). 
Therefore, it is likely that other e-commerce platforms are forced to follow the decision of the 
FAS, confirmed by the court decision, and revise the terms of their agreements with counter-
parties.

conclusions
In the article, we have analyzed the most significant, in our opinion, litigation disputes that 

were resolved by Russian courts in 2021. We have tried to demonstrate the breadth of the prob-
lematic issues which Russian legal system faced in the context of digitalization, as well as their 
solutions, which, regardless of their success and compliance needs of professional market par-
ticipants, consumers and the state, determine the agenda for the development of digital law in 
several directions.

Of course, there are many other equally interesting disputes, cases and legal positions that 
the reader would probably like to get acquainted with in the course of reading the Digital Law 
Journal. That is why we invite you — our thoughtful readership — to become the author of an 
article, essay or review, in which you could state your views on certain issues of digital law, 
laying strong doctrinal foundation for the further evolution of the legal regulation of the digital 
economy in 2022.

For the third year, the Digital Law Journal has been an important discussion platform for 
debating and developing international and national problems of digital law and economics, a 
place for scientific cooperation in one of the most adaptable, innovative and changing fields 
of knowledge. The Journal invariably strengthens its position as a publishing and scientific 
project.

All this would not have been possible without the already established readership, authors willing 
to share their views, staunch adherents of the ideals of science and ethics of the reviewers, the team 
of editors and the support of the publisher.

With great pleasure, we present to your attention the first issue of the third volume of the Digital 
Law Journal and express the hope that in 2022 we will succeed in mastering the new frontiers of 
digital law and economics!
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