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abstract
This research article contributes to the field of digital governance as it reviews the conceptual definition and 
practical application of “smart cities” in the context of urban development in China. By analyzing both first-
hand interview data and secondary statistical and policy reports during the period between 2009 to 2019, we 
contend that the emergence of smart cities in China has evolved from a disorderly process to a more standard-
ized one. During this process, cities made efforts to use digital technology — such as 5G, cloud computing, and 
the Internet of Things — in social governance, infrastructure, and industrial development. However, such rapid 
development also spawned a series of emerging legal issues, which had a huge impact on China’s legal system. 
The article seeks to holistically examine the discourse surrounding the concept of a “smart city” and its practi-
cal implementation by drawing attention to its promises as well as criticisms. The article also touches upon 
the challenges — such as “information islands” in construction, technology, and management — that confront 
the emerging smart cities, and emphasizes China’s need to further improve laws and regulations, build an inte-
grated legal system, explore new regulation methods, shape a highly autonomous and refined governance order, 
and provide legal protection for the development of smart cities. The paper concludes by mentioning possible 
areas for further research to find a developmental path for “smart cities” that can realize resource integration 
and sharing. 
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аннотация
Статья посвящена проблеме цифрового управления в умных городах на примере Китае. Проанализировав 
данные опросов и статистических и политических отчетов за период между 2009 и 2019 гг., авторы пришли 
к выводу, что хаотичный процесс появления умных городов в Китае приобрел более стандартизованный 
характер. В ходе цифровой трансформации городского управления использовались такие технологий 
как 5G, облачные вычисления и «интернет вещей» в социальном управлении, инфраструктуре и промыш-
ленном развитии. Тем не менее столь бурное развитие технологий породило ряд новых юридических 
проблем, оказавших значительное влияние на правовую систему Китая. Авторы предпринимают попытку 
системно осмыслить концепцию «умный город» и ее реализацию на практике путем привлечения вни-
мания к перспективам и критике развития умных городов. Более того, в статье затрагиваются пробле-
мы «информационных островов» в строительстве, технологиях и управлении, с которыми сталкиваются 
в процессе цифровой трансформации городского управления, а также подчеркивается необходимость 
дальнейшего совершенствования законодательства Китая, в создании интегрированной правовой систе-
мы и изучении новых методов регулирования. Особое внимание уделяется потребности сформировать 
автономный и усовершенствованный порядок управления и обеспечить правовую охрану развития ум-
ных городов.
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This research article reviews the conceptual evolution and practical application of the concept of 
a smart city in China. This concept has become popular in cities worldwide since its first proposal. 
It is regarded as a strategic choice to improve the efficiency of urban governance and the quality of 
public services, as well as to promote urban industrial transformation and urban sustainable devel-
opment (Shengzu et al., 2013). In the past few decades, China has experienced rapid development in 
technology, such as the Internet of Things, big data, cloud computing, and artificial intelligence; this 
laid the foundation for smart cities. Many cities, such as Ningbo, Nanjing, Shenzhen, Shanghai, and 
Guangzhou, proposed the development of a “smart city” and issued various plans and policies to 
promote its implementation (Shengzu & Min, 2012). Recently, the technologies involved in develop-
ing a smart city have been widely used to support the prevention and control of the COVID-19 pan-
demic in China, including drug research and development, epidemiological investigation, epidemic 
visualization, analysis and prediction, auxiliary decision-making, intelligent architecture, online of-
fice and teaching, logistics and transportation, and so on. The benefits of smart cities have thus, to 
some extent, been tested in practice.

the Emergence and Evolution of smart cities

the Developmental Background of smart cities

In the 21st century, human society has significantly been transformed, with a “rural” world having 
turned into an “urban” one. According to the data released by the United Nations Department of 
Economic and Social Affairs, 55 % of the world’s population lived in cities in 2018, while the number 
is expected to reach 68 % by 2050.1 However, this rapid urbanization has also resulted in many prob-
lems pertaining to waste disposal, air pollution, resource shortages, health, traffic congestion, insuf-
ficient infrastructure, and many more. Worldwide, as cities are looking for smarter ways of dealing 
with such challenges, a “smart city” has been proposed as one way of dealing with such challenges 
(Alawadhi et al., 2012).

A notable feature of a smart city is the use of information and communication technology (ICT) infra-
structure to improve economic efficiency and promote social, cultural, and urban development. It uti-
lizes the new technological revolution represented by ICT, the Internet of Things, and cloud computing, 
which enabled cities to continuously improve their ability to perceive, process, integrate, and apply data, 
so that they can deal with more complex problems. In 2008, International Business Machines (IBM) put 
forward the vision of “smart earth”, hoping to use advanced ICT to build a new world operating model 
1 Department of Economic and Social Affairs. (2019). World urbanization prospects: The 2018 revision (ST/ESA/SER.A/420). 

United Nations. https://population.un.org/wup/Publications/Files/WUP2018-Report.pdf 
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and to explore new driving forces for urban development after the financial crisis. In 2009, IBM officially 
proposed the concept of “smart city” on the basis of the notion of “smart earth”. It was proposed that 
a smart city should be able to make full use of ICT, responding intelligently to various needs of people’s 
livelihood, environmental protection, public security, urban services, and industrial and commercial 
activities; this would create a better urban life for human beings.2 

Notably, the concept of a smart city has been influenced by neoliberalism, which represents eco-
nomic growth and business orientation (Hollands, 2008). In the face of increasing economic competi-
tion among cities, business-oriented development strategies have been accepted and implemented 
by many urban governments (Caragliu et al., 2011). 

Conceptual Definition of a “Smart City”
Various definitions of a smart city have been proposed in different scholarly backgrounds 

(Table 1). As a smart city is based on ICT: some scholars and institutions put more emphasis on the 
role of technology, while others regard it from a broader perspective and eventually define it as an 
organic interconnected system. 

A narrower perspective of a smart city emphasizes the application of technology to make urban 
infrastructure and services more intelligent, interconnected, and efficient (Washburn et al., 2010). 
This kind of intelligence and efficiency requires an instrumented urban environment. With the help 
of various sensors, electronic devices, and applications, the operational state of key urban infra-
structure can be monitored and integrated (Harrison et al., 2010) to form a self-monitoring and 
self-reaction mechanism of the city itself.3 Processing various data with the help of technology can 
optimize the function of urban infrastructure, provide more efficient services, and promote economic 
cooperation and innovation (Marsal-Llacuna et al., 2015). This definition of a smart city has techno-
logy at its core and is committed to creating a smart urban environment to improve the efficiency 
of urban operation and realize economic growth. However, less attention is paid to urban economic, 
cultural, and social activities as conducted by human beings, and thus it has been criticized for being 
too technology-oriented (Hollands, 2008).

The narrower definition of a smart city gives a technical pathway, while the broader definition 
provides a comprehensive vision of urban governance involving more fields. Giffinger4 offers a com-
prehensive definition of a smart city that includes six aspects: smart economy, smart governance, 
smart environment, smart people, smart mobility, and smart living. This is a more operational defi-
nition that is important in guiding the practice of a smart city. Neirotti (2014) give an even broader 
definition and divided smart cities into six dimensions which include natural resources and energy, 
transport and mobility, buildings, living, government, economy, and people.

A smart city, in a broad sense, involves many different dimensions. Nam and Pardo (2011) struc-
tured it into three dimensions: technology, people, and system, which not only includes the narrower 
sense of technology, but also summarizes the content of people and institution in the broad concept. 
A more simplified and abstract definition summarizes these dimensions into “hard field” and “soft 
field”.5 The former includes energy, transport, environment, and buildings, while the latter includes 
2 IBM. (n.d.). IBM Research — China. Retrieved January 7, 2020. https://www.research.ibm.com/labs/china/index.shtml
3  Hall, R. E., Bowerman, B., Braverman, J., Taylor, J., Todosow, H., & Wimmersperg, U. (2000, September 28). The vision of a smart 

city. Paper presented at the Proceedings of the 2nd International Life Extension Technology Workshop, Paris, France. 
4 Giffinger, R., Fertner, C., Kramar, H., Kalasek, R., Pichler-Milanovic, N., & Meijers, E. (2007). Smart cities: Ranking of Eu-

ropean medium-sized cities (Report). Vienna University of Technology. https://gretere.miigaik.ru/sites/default/files/
materials/3_00_Ranking%20of%20European%20medium-sized%20cities.pdf 

https://gretere.miigaik.ru/sites/default/files/materials/3_00_Ranking%20of%20European%20medium-sized%20cities.pdf
https://gretere.miigaik.ru/sites/default/files/materials/3_00_Ranking%20of%20European%20medium-sized%20cities.pdf
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Table 1

Definitions of a Smart City

Definition Source

The use of Smart Computing technologies to make the critical infrastructure 
components and services of a city (which include city administration, educa-
tion, healthcare, public safety, real estate, transportation, and utilities) more 
intelligent, interconnected, and efficient.

(Washburn et 
al., 2010)

A city connecting the physical infrastructure, ICT infrastructure, social infrastruc-
ture, and business infrastructure to leverage the collective intelligence of the city.

(Harrison et al., 
2010)

A city that monitors and integrates the conditions of all its critical infrastruc-
tures, including roads, bridges, tunnels, rails, subways, airports, seaports, com-
munications, water, power, and even major buildings, so it can better optimize 
its resources, plan its preventive maintenance activities, and monitor security 
aspects while maximizing services to its citizens.

(Hall, 2000)

Smart city initiatives try to improve urban performance by using data, infor-
mation, and ICT to provide more efficient services to citizens, to monitor and 
optimize existing infrastructure, to increase collaboration among different 
economic actors, and to encourage innovative business models in both the 
private and public sectors.

(Marsal- 
Llacuna et al., 
2015)

A city performing well in a forward-looking way in the economy, people, gov-
ernance, mobility, environment, and living, built on the smart combination of 
endowments and activities of self-decisive, independent, and aware citizens. 
A smart city generally refers to the search and identification of intelligent 
solutions which allow modern cities to enhance the quality of the services 
provided to citizens.

(Giffinger et al., 
2007)5

A city is smart when investments in human and social capital and traditional 
(transport) and modern (ICT) communication infrastructure fuel sustainable 
economic growth and a high quality of life, with a wise management of natural 
resources, through participatory governance.

(Caragliu et al., 
2011)

Smart cities as territories with a high capacity for learning and innovation, 
which are built in the creativity of their population, their institutions of 
knowledge creation, and their digital infrastructure for communication and 
knowledge management.

(Komninos, 
2011)

A smart city infuses information into its physical infrastructure to improve 
convenience, facilitate mobility, add efficiencies, conserve energy, improve the 
quality of air and water, identify problems and fix them quickly, recover rapidly 
from disasters, collect data to make better decisions, deploy resources effec-
tively, and share data to enable collaboration across entities and domains.

(Nam & Pardo, 
2011)

5 Giffinger et al., 2007.



34 ARTICLES

Digital Law Journal. Vol. 2, No. 1, 2021, p. 29–47
Bo Qin, Su Qi / Digital Transformation of Urban Governance in China 

Definition Source

A smart city can make full use of information and communication technologies 
to sense, analyze, and integrate the information of the core system of city 
operation to make smart responses to various demands, including people’s 
livelihoods, environmental protection, public safety, urban services, industrial 
and commercial activities, and to create a better urban life for mankind.

(Smart city in 
China, 2009)6

A smart city is based on the basic framework of a “digital city”. It is connected 
with “real city” through ubiquitous sensor network, and automatically controls 
various facilities by a cloud computing platform, which can store, compute, and 
analyze massive data and assist in decision making.

(Deren et al., 
2014)

The smart city is a reform and innovation system project carried out under the 
conditions of the modern information society, aiming at the practical needs 
of urban economic and social development, with the core aim of improving 
people’s happiness and satisfaction to promote the wisdom of the urban 
development mode.

(Sisi et al., 
2020)

 Continuation of Table 1

education, culture, social welfare, public management, and economy (Neirotti et al., 2014).6 However, 
the simple combination of these dimensions cannot create a smart city. Instead, it should be re-
garded as an organic network or system, in which the relationships among urban sub-systems need 
to be considered.7

In summation, the definition of a smart city can be divided into three categories. The first type 
pays attention to the extensive and in-depth application of new generation ICT in cities. It points 
out that a smart city is one that integrates and improves urban operation systems through ICT. The 
second one attaches importance to the comprehensive development of the economy, society, cul-
ture, and environment based on ICT. The third one emphasizes the dynamic process of a smart city’s 
development and regards it as an organic innovation process carried out by cities using ICT8 These 
definitions seem to have a progressive evolutionary process. Information and communication tech-
nology is the important foundation for cities to realize “smart” development, while human wisdom is 
the soul of smart cities. The goal of smart cities is to realize the comprehensive sustainable develop-
ment of the economy, society, and environment, which requires breaking through and transcending 
the traditional urban governance mode.

components of a smart city
The components of a smart city are in line with above-mentioned definitions. Scholars who define 

smart cities from a narrow perspective usually focus on the technical level and divide the idea of 

6 China Information and Communication Research Institute (CICRI). (2019, November 13). Xīn zhìhuì chéngshì de fāzhǎn 
[Development of new smart cities]. https://mp.weixin.qq.com/s/hJ3ZMn70gU11wuk5EjPavQ

7 Kanter, R. M., & Litow, S. S. (2009). Informed and interconnected: A manifesto for smarter cities. (Working Paper No. 09-141). 
Harvard Business School. https://www.hbs.edu/faculty/Pages/item.aspx?num=36185 

8 Xiaojuan, Z. (2015). Zhìhuì chéngshì xìtǒng de yāo sù, jiégòu jí móxíng yánjiū [The elements, structure and model of smart 
city system] [Unpublished doctoral dissertation]. South China University of Technology. 
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a smart city into its perception layer, network layer, and application layer. The so-called percep-
tion layer refers to the acquisition of basic data of the city based on the equipment for perceiving, 
measuring, capturing, and transferring information, such as radio frequency identification, infrared 
sensors, global positioning systems, laser scanners, mobile phones, etc. The network layer uses the 
internet, the Internet of Things, and information platforms to process, integrate, interact, and share 
scattered information, and explore the practical significance of city data by identifying problems of 
the city. The application layer is the most intuitive embodiment of a smart city’s promotion of urban 
development. It provides corresponding data supports or decision-making services for the various 
functions and needs of the city. It is also a more differentiated level, including smart logistics, smart 
energy, smart transportation, smart tourism, smart medical care, smart environmental protection, 
etc. (Deren et al., 2014).

The conceptual framework of a smart city, in a broader sense, truly treats it as a city operation 
model. It does not only treat smart infrastructure, smart governance, and smart public services as 
derivative applications of technologies, but also considers them as basic parts of urban operation 
and integrates them into a more ambitious urban operation structure. Therefore, this elemental 
framework can be understood as the top-level design of a smart city and is the overall strategy 
guiding its development (Xibo & Zaigao, 2010).

the practical applications of smart cities in china

the Development history of smart cities

Smart cities in China have developed over a decade, during which the government and enter-
prises have explored different ways to cooperate (Table 2). The whole process can be divided into 
three phases (Table 3).

The first phase took place from 2008 to 2012, which was the period in which the concept of a smart 
city was introduced. After the publication of “Smart Cities in China” by IBM in 2009, IBM began to 
cooperate with Chinese city governments, enterprises, and scholars to promote the construction of 
smart cities. Therefore, the early practice of smart cities in China was a commercial activity rather 
than a government initiative (Wang et al., 2013).

The second phase unfolded from 2012 to 2015, which was the pilot period of exploring the con-
cept of a smart city. This was a period of promoting the smart city pilot projects, with pilot projects 
also being a common method in China for implementing policies. Due to a lack of coordination 
among various departments, there had been many different pilots in the smart city’s construction, 
leading to a certain degree of confusion in the initial stage. Among these different pilots, those 
by the Ministry of Housing and Urban-Rural Development had the largest influential power; it has 
promoted 290 pilot cities in three batches. Since 2014, the construction of smart cities began to be 
standardized at the national level. The “Inter-Ministry Coordination Working Group for Promoting 
the Healthy Development of Smart City” was established, and the “Guiding Opinions on Promoting 
the Healthy Development of Smart Cities” were formulated to coordinate the work of various depart-
ments. At the same time, driven by emerging technologies such as 3G, 4G, and cloud computing, pilot 
cities began to explore local cooperation in various business application fields. The construction of 
smart cities has gradually been brought on the right track (Sisi et al., 2020).
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Table 2 

Smart City Pilot Projects in China

Time Department Name of the pilot Number

2010 Ministry of Science and Technology Pilot cities of National 863 Smart 
City Project

2

2012 Chinese Academy of Engineering “China Smart City” pilot city 5

2014 Ministry of Industry and Information 
Technology

Pilot and demonstration cities for 
building a smart city

2

2013 National Administration of Sur-
veying, Mapping and Geographic 
Information

Pilot cities of smart city space-time 
information cloud Platform

10

2013 Ministry of Housing and Urban-Rural 
Development

The first batch of national smart city 
pilot cities

90

2013 Ministry of Industry and Information 
Technolog, Ministry of Environmental 
Protection, etc.

Smart City Demonstration Pilot 
Project

6

2013 Ministry of Housing and Urban-Rural 
Development

The second batch of national smart 
city pilot cities

103

2013 Ministry of Industry and Information 
Technology

Pilot demonstration area of applica-
tion of public platform of e-govern-
ment based on cloud computing

59

2013 Ministry of Science and Technology, 
National Standards Commission

The National Smart City Pilot and 
Demonstration City

20

2013 National Development and Reform 
Commission, Ministry of Industry 
and Information Technology

Pilot cities for China-EU Smart City 
Cooperation

15

2013 Ministry of Industry and Information 
Technology

National information consumption 
pilot cities

68

2014 National Development and Reform 
Commission

Information benefit people national 
pilot city

80

2015 Ministry of Housing and Urban-Rural 
Development, Ministry of Science 
and Technology

The third batch of national smart 
city pilot cities

97
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The third phase was launched in 2016. The development concept, construction idea, implementa-
tion path, operation mode, and technical means of a smart city have all been upgraded.9 The concept 
of a smart city has been regarded as a national strategy for new urbanization and industrial trans-
formation. A series of supporting policies and plans have been introduced which has formed the 
government-guided and market-led pattern. Some new commercial activities and smart services are 
emerging, making up a ubiquitous idea of smart living.

contents of smart city practices
Until now, the content of China’s smart city policy has been comprehensive. In addition to infra-

structure, application platforms, smart economy, smart governance, and smart ecology, policy and 
standards, top-level design, and related security measures are also involved.

Policy and Standards
Since the promulgation of the “Interim Management Measures for National Smart City Pilots” in 

2012, China has issued a series of policies, technology standards, and evaluation standards for smart 
cities at the national and provincial levels (Table 4). These policies and standards can provide gui-
dance for the development of smart cities at various stages. 
9 CICRI, 2019.

Table 3 

Development History of Smart Cities in China

concept import 
(2008–2012)

Pilot exploration 
(2012–2015)

coordinated advancement 
(2016–2020)

Driving 
mode

Industry application 
driven

Emerging technology 
driven

Data driven

Key  
techno-
logy

Wireless communication, 
fiber optic broadband, 
information distribution 
technology such as HTTP, 
GIS, GPS, RS 

RFID, 2G/3G/4G, Cloud 
Computing, S OA

5G, Big data, artificial intelli-
gence, blockchain, Smart City 
platform and OS

Infor-
mation 
sharing

Single system, scattered 
construction,
spontaneous sharing

Horizontal and vertical 
division, share with key 
projects or applications

Horizontal and vertical system 
integration, sharing according 
to functions

Develop-
ment 
charac-
teristics

Enterprise introducing 
concept, Foreign software 
system integrators, IBM, 
Oracle

The ministries and 
commissions of the 
State take the lead 
in carrying out pilot 
construction, equip-
ment manufacturers, 
integrators horse racing 
enclosure

National coordination, linkage 
of 25 ministries and commis-
sions, government guidance, 
market leadership, Public-Pri-
vate Partnership, domestic 
internet enterprises, opera-
tors, software providers and 
integrators all gather together
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Table 4 

Relevant Policy and Standards for Smart City in China

Release 
time

Name of policy or standard Related content

2012 Interim Administrative Measures for 
National Smart City Pilot Project

Guiding the application, implementation, 
and management of national smart city pilot 
projects

2012 National Smart City (District, Town) 
Pilot Indicator System (Trial)

Making clear the indicator system of the 
smart city pilot

2013 Several Opinions on Promoting 
Information Consumption and 
Expanding Domestic Demand

Accelerating the development of smart cities

2014 Notice on Accelerating the Imple-
mentation of the Information Project 
for the Benefit of the People

Promoting the work of smart cities from the 
perspective of improving the quality of life 
with ICT

2014 National New Urbanization Plan 
(2014–2020)

Putting forward the key points and requirements 
promoting the construction of a smart city

2014 Guidelines on Promoting the Healthy 
Development of Smart Cities

Putting forward the development idea, con-
struction principle, main goal, and informa-
tion security guarantee of China’s smart city 

2015 Guidance on the Construction, Appli-
cation, and Implementation of Smart 
City Standard System and Evaluation 
Index System

Accelerating the formulation of relevant 
standards, and putting the standardization 
of smart cities on the national agenda

2016 Task Division of Inter-Ministerial 
Coordination Working Group on New 
Smart City Construction (2016–2018)

Clarifying the tasks and responsibilities of 
the 25 member departments of the In-
ter-ministerial Coordination Working Group

2016 Evaluation Index of New Smart City 
(2016)

Making clear the evaluation index of a smart 
city

2017 Technical Outline for the Construc-
tion of Smart City Space-time Big 
Data Platform (2017 Edition)

Realizing the promotion of smart city’s 
space-time benchmark, space-time big data, 
and space-time information cloud platform

2018 Evaluation Index of New Smart Cities 
(2018)

Updating the evaluation index of smart cities

2019 Technical Outline for the Construc-
tion of Smart City Space-time Big 
Data Platform (2019 Edition)

Further developing the space and time big 
data platform for smart cities



СТАТЬИ 39

Цифровое право. Том 2, № 1, 2021, с. 29–47
Б. Цинь, С. Ци / Цифровая трансформация городского управления в Китае

Top-Level Design
The continuous expansion of smart cities has resulted in a constant increase in the complexity 

of this systematic project. Strengthening the top-level design of smart cities is the primary step to 
make this work efficiently and orderly. In January 2019, China formally implemented the “Guidelines 
for Top-Level Design of Smart Cities”, so that top-level design and overall planning have become a 
prerequisite for the implementation of smart cities. The proportions of national-level urban agglom-
erations, national-level new districts, provincial capital cities and cities separately listed in the state 
plan, prefecture-level cities, and county-level cities in developing smart cities’ top-level designs or 
overall plans are 23 %, 52 %, 94 %, 71 %, and 25 % respectively.10

Infrastructure
Chinese cities have different key points when promoting smart cities, but ICT is always the 

foundation of such cities. Earlier infrastructure construction, which was based on broadband, 3G, 
and 4G, has shifted to new infrastructure, instead incorporating 5G, the Internet of Things, and 
cloud computing. Beijing, Shanghai, Guangzhou, Shenzhen, Chongqing, Chengdu, Hangzhou, and 
Shenzhen have almost achieved 5G coverage as of now. Regarding the Internet of Things, five new 
industrial demonstration bases have been established at the national level, such as Wuxi and 
Hangzhou.

Application Platform
With the continuous accumulation of urban data, as well as the in-depth application of various 

technologies such as big data, artificial intelligence, and blockchain, the integration of key common 
capabilities will be strengthened to eliminate the problem of data islands. The urban big data plat-
form, which originated from the early days of the sharing exchange platform regarding government 
affairs, has gradually expanded to other fields. It has incorporated various data such as urban opera-
tion perception data, enterprise data, and internet data, which has made it the core component plat-
form of a smart city. With the mature application of new surveying and mapping, analog simulation, 
deep learning, and other technologies, the construction of one-to-one mapping digital twin cities in 
the digital space is becoming a new exploration in Xiong’an and Chongqing.

smart living
The construction of a “smart city” has fully entered a new stage with service at the core. Smart 

government services have been popularized, and services that benefit the people and enterprises 
within reach have in recent years become the development focus of a smart city. With the in-depth 
advancement of “internet + government service”, the convenience of online administration of 
government services has been continuously improved. Online inquiries and the online handling of 
public services have basically been popularized nationwide. Some areas have adopted government 
big data, government service robots, and other intelligent means to promote government affairs, 
data standardization, service networking, and processing automation. For example, “appropriation 
with the application” in Shanghai and “Guangdong Provincial Affairs” in Guangdong Province can 
help citizens to obtain one-stop services such as government services, payment, e-commerce, travel, 
and meal ordering, realizing multiple channels and a wide coverage of services. These kinds of apps 
are becoming the new infrastructure pertaining to public services.

10 CICRI, 2019.
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Smart Economy
At present, 23 provincial-level regions in China have introduced top-level designs in the digital 

economy. With the core concept of “industry-city integration”, the construction of smart cities will 
help in promoting two-way data circulation between governments and enterprises, cultivating sev-
eral leading digital service companies, and exploring a win-win pattern for urban transformation 
and industrial innovation. Overall, China’s digital industry is still led by the four major clusters of 
the Beijing-Tianjin-Hebei, Yangtze River Delta, Pearl River Delta, and Chengdu-Chongqing urban ag-
glomerations.

Smart Governance
The development and innovative applications of the new generation of ICT have greatly improved 

social governance capabilities and promoted smart city governance methods that are more digi-
tal, networked, and intelligent. “Internet + supervision” has gradually developed into an effective 
means of strengthening in-process and post-event supervision. Many cities make full use of big data 
and social credit systems to strengthen the tracking and early warning of market risks. For example, 
Beijing relies on the Enterprise Credit Information Network to list 200 000 enterprises in the list of 
business abnormalities, and uses big data technology to effectively control market supervision risks 
and to implement cross-department joint credit punishments on untrustworthy enterprises. In the 
field of urban security, Baidu is building an intelligent video surveillance platform for a smart city 
and smart security, providing full-process services including camera equipment management, video 
stream access, video frame extraction, video analysis, and alarm information display. The platform 
has the ability of surveilling helmet wearing compliance testing, work clothes compliance testing, 
fireworks testing, stranger recognition, smoking recognition, and mobile phone recognition.

Smart Ecology
The concept of green sustainable development is an important component of smart cities. Driven 

by technological innovation and the demand for sustainable development, many cities are actively 
exploring greener and lower-carbon production and lifestyles and promoting more precise ecolog-
ical monitoring. The 5G integrated ecological detection system built by Xiong’an New Area utilizes 
the high speed and low latency of 5G, as well as the all-weather and all-terrain inspection features 
of drones and unmanned ships, to realize the ecological conditions and water quality monitoring of 
Baiyangdian. Its data are instantly uploaded to the platform for analysis, and it supports the staff to 
observe the analysis results and on-site conditions through monitoring screens and virtual reality 
(VR) glasses.

Data Security
While the development of smart cities brings more convenient services to the public, the in-

creased complexity of network platforms also simultaneously brings about the problem of digital 
space security. “Personal privacy protection” and “autonomy and trustworthiness” have become 
the focus of attention. The national level continues to increase the high-pressure supervision of 
data collection in violation of mobile application services. The Central Cyberspace Affairs Office is 
cooperating with the other four ministries to set up the “Special Task Force on App collection and 
use of personal information in violation of laws and regulations”. The Special Task Force aims to 
evaluate mobile applications in key areas, sort out the “blacklist” of illegal applications, and carry 
out supervision and rectification work.
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operation models of a smart city
Smart cities involve not only the evolution of the established concepts and the construction of 

infrastructure, but also the models of investment, operation management, and profit need, in order 
to enable the sustainable development of smart cities and to allow more people to benefit from 
them. In the process of developing a smart city, local governments have explored and developed 
some models to clarify the roles of government and enterprises.

Institutional Setting
The construction of smart cities is a systematic project involving a wide range of areas. Overall, 

specialized smart city management agencies in China are divided into two categories. The first 
one is the newly established Big Data Bureau, or other such specialized agencies which manage 
the construction of a smart city. At present, many cities have set up big data authorities with data 
resource management as the core function and are becoming the main institutions for data inte-
gration and sharing. According to our survey data, 277 cities across the country have established 
Big Data Bureaus or similar specialized agencies. The second one is the responsibility assumed by 
the Ministry of Industry and Informatization, the Development and Reform Commission, and the 
Cyberspace Administration of China. Tianjin, Hebei, Liaoning, Shanghai, Jiangsu, Zhejiang, and some 
other provinces have assumed responsibility.

Investment Models
Developing smart cities requires high levels of infrastructure and technological innovation, and 

a large amount of capital investment. From the perspective of operating funds, Wang et al. (2013) 
summarized the investment of smart cities into three models. First, the government independently 
invests in network construction and is responsible for maintenance. This model is mostly used in 
government affairs and some public service fields in which the main purpose is not to make profit. 
Second, the government takes the lead and is responsible for major investments, while the commis-
sions operators provide relevant support and obtain some particular benefits or subsidies. This type 
of model gives the government higher regulatory capabilities, but the operators have little influence 
on product planning and layout. Third, the government provides limited infrastructure and policy 
support, and operators are responsible for the main investment, construction, and operation (Wang 
et al., 2013). In the initial stage of the construction of smart cities in China, local telecom opera-
tors were the mainstay, and then the local government was gradually encouraged to cooperate with 
social capital. Some technology companies and social capital, such as Alibaba and Huawei, began 
participating. The construction of smart cities has evolved from a single government-led model to a 
diversified model of social participation and joint construction and operation.

Operation Models
At present, among the 657 cities that carried out data monitoring, 433 (accounting for 65.91 %) 

have developed smart city projects with non-governmental agencies (firms and NGOs) acting as the 
main body. With the upgrading of a smart city, new operating models and the relationship between 
government and enterprises have emerged, giving rise to the role of “smart city operators” to coor-
dinate the construction, operation, and management of smart cities. 

Smart city operators can be divided into two categories. The first is where the government and 
enterprises cooperate to establish specialized operating companies. This model could be described 
as “government-enterprise cooperation, the separation of management and operation”, which is the 
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innovation of Guangdong’s “digital government” reform. The government departments took greater 
management responsibilities for analyzing needs and evaluating services. Tencent, China Mobile, 
China Unicom, and China Telecom jointly funded the Digital Guangdong Network Construction Co. 
Ltd., which assumed the operating responsibilities, including a series of tasks such as standard for-
mulation, demand docking, data fusion, and system operation. The other category is to carry out 
the smart city initiatives that rely on large companies. In Zhejiang, Alibaba has proposed its being 
an in-depth partner not only for business cooperation but also for all aspects of planning, design, 
construction, and services.

Profit Models
The construction and maintenance of smart cities require a large amount of capital investment, 

which is financially difficult for the government to bear. Therefore, the development of smart cities 
must form a clear profit model to ensure sustainability. 

At present, the profit model of smart city projects is mainly divided into three categories. The first 
is to accumulate users and monetize network flow. This entails accumulating many users through 
smart tourism, smart education, and other projects, and then providing value-added services to 
monetize network flow. For example, Tencent cooperated with the Puzhehei government in Yunnan 
Province to build a smart scenic spot, relying on a large amount of tourist information to develop 

“tourism installment”, “tourism loan”, and other business schemes. 
The second is based on contract management and revenue sharing. For example, for a smart 

streetlight project invested by a company, the government will repay the saved electricity bills to 
the company in installments. When the contract management expires, the smart streetlight will be 
transferred to the government free of charge. This zero-government investment model effectively 
solves the problem of lack of funds and realizes the “three-win” situation of government saving 
money, social energy saving, and corporate profits.

The third is data desensitization and limited operation. The desensitized data is leased to an 
enterprise for further exploration of their potential commercial value. For example, in an Urban 
Smart Campus Project, the campus monitoring, campus surrounding monitoring, and school bus 
monitoring are integrated and opened to professional operating companies through the inte-
grated urban operation platform. The operating companies can provide paid services to the gov-
ernment, schools, and parents, whilst allows parents to track their children’s activity through the 
application.

The Challenge Facing the Adoption of a “Smart City” Model
Smart cities are the product of technology and an urban development; in a short period, this has 

hugely influenced and nurtured many emerging businesses in China. Such rapid development will 
inevitably impact the original social legal order and pose unforeseen danger for the development of 
cities. Poor laws and regulations, similar / uniform / monotonous conceptions of smart cities, and 
isolated information islands are some of the challenges that should be resolved in future.

legal challenges
The development of smart cities depends on the advancement of related technologies such as 

the Internet of Things, big data, and artificial intelligence. This has created a double-layered space 
between the networked society and the real society, which is characterized by the coexistence of 
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humans and machines (Changshan, 2018). This new social organization has profoundly changed legal 
values, legal relations, and legal practices. 

In terms of legal practice, the current smart city construction mainly involves two legal issues: one 
for “people”, the other for “things”. Specifically, it includes the issue of the civil subject of the legal 
qualification of robots (Yujie, 2017), the copyright issue of works generated by artificial intelligence 
(Zhiwen, 2017), the tort law issue of human damage caused by intelligent systems (Handong, 2017), 
the personal rights issue of human data privacy protection (Wei, 2016), the traffic law issues of intel-
ligent driving systems (Xiao & Jianfeng, 2017), the labor law issues of machine “workers” (Handong, 
2017), and so on. These emerging issues have posed a huge challenge for China’s existing legal system.

Firstly, existing legal norms are difficult to adjust and ineffectively cover legal interests. The de-
velopment of smart interconnection has spawned many emerging things and businesses, such as 
smart contracts, virtual currencies, online shopping, ride-hailing, etc. These have formed an un-
precedented relationship and fashioned a new framework of rights and obligations; for existing 
legal concepts, rules, and principles, this is difficult to effectively cover. Secondly, it is becoming 
increasingly difficult for this to be explained effectively by China’s existing civil and commercial laws, 
theories, and rules. In the context of a smart city, data resources have become important factors of 
production and social wealth. A series of platform companies, such as Tencent, Taobao, and JD, are 
constantly excavating and analyzing data to realize their own business interests. However, the na-
ture, classification, ownership, usage rules, and legal responsibilities of data and information lacks 
explanatory power in this regard. 

In addition, various platforms, based on their business type and operational needs, have the 
right to self-regulate the marketing order of the platform themselves. The government has no time 
or ability to supervise the huge, ever-changing, and technical platform transactions. Instead, re-
view management power has been granted to platforms in the form of laws, regulations, or rules. 
They have the rights to formulate platform rules, penalize platform violations, and resolve platform 
disputes, which are the powers of quasi-legislation, quasi-enforcement, and quasi-judicial. This un-
doubtedly affects government intervention and market self-discipline, and the concepts, principles, 
and regulatory methods of administrative law have also encountered challenges (Changshan, 2018). 

Finally, the existing judicial dispute resolution mechanism has also encountered obvious obsta-
cles. The intelligent, hierarchical, and fragmented characteristics of internet crime make it difficult to 
adapt to the crime detection system based on traditional geographical and hierarchical jurisdiction. 
The detection rate of crimes such as cyber fraud is low, but the cost is high. Although China has es-
tablished an internet court in Hangzhou, it lacks a clear legal system and clear responsibilities. There 
are still many issues that need to be resolved for the court in terms of jurisdiction, trial procedures, 
case trials, and judgment enforcement.

Taking the China National Health Code as an example, the promotion of the health code has be-
come a pioneering work in China’s epidemic prevention and control; however, it also runs personal 
information security risks. On the one hand, a large amount of sensitive personal information is 
concentrated under government control with the risk of personal information leakage; on the other 
hand, the handling of personal information lacks legal guidelines, and there are a large number of 
personal information processing activities that ignore the principle of informed consent and exceed 
the principle of minimum use and disclosure (Yuan, 2020). 

In the field of data security, Europe and the United States have already conducted some legal 
explorations. The United States has passed the Consumer Privacy Bill of Rights Act of 2015 (CPBR), 
introduced a new scenario-led personal information protection mechanism, and taken the lead in 
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breaking through the current global structural model. The EU has added new mechanisms such as 
data breach notification, privacy impact assessment, and third-party certification in its draft “General 
Data Protection Regulation” (GDPR), highlighting new concepts such as scenario orientation and risk 
assessment (Wei, 2016). 

China implemented the Cyber Security Law in 2017, but it is not maneuverable enough, with less 
than a half of normative clauses (Qin, 2020). China still lacks clear legislation aiming at data pri-
vacy and security, and relevant regulations mainly rely on regulatory documents of government de-
partments. At the national level, China has enacted “Guiding Opinions on Promoting the Healthy 
Development of Smart City”. At the same time, Shenzhen, Shanghai, Yinchuan, Tianjin, and other 
cities have also issued relevant documents on information security, which put forward requirements 
for data security management; nevertheless, their legal validity and enforcement binding have some 
limitations. At present, the relevant laws, regulations, systems, and policies in the field of smart 
cities need further improvements to promote their safe, healthy, and orderly development. 

commercial challenges
Although the concept of a smart city has become the development model chosen by many, it is 

prudent to highlight some of the criticisms raised against this concept. The definition of a smart city 
has always been relatively vague, often associated with an intelligent, creative, and digital city. It 
regularly implies a relationship between technological progress and political, economic, and cultural 
changes. The hype of these terms is difficult to separate from the real practice, and eventually they 
are used more for the purpose of city marketing wherein some emerging cities are advertised as 

“smart cities” (Hollands, 2008). 
These cities pay more attention to business-led urban development, hoping to use network in-

frastructure to improve economic and political efficiency and promote social, cultural, and urban 
development. However, their focus is on specific high-tech and creative industries. Hollands believes 
that a smart city has a technological determinism and capital dependence tendency to some degree 
but pays insufficient attention to people; at the same time, he also questioned the environmental 
sustainability of a smart city (2008). An important question is whether a smart city is truly environ-
mentally friendly; the ICT revolution may not be as environmentally friendly as it initially seemed 
(Hollands, 2008). Even in some cities that truly practice the principles of a “smart city”, they have 
introduced specific technical parameters to distinguish between “good” and “bad” cities, leaving a 
new moral order for cities. Therefore, the discourse of a smart city may be a powerful tool for gene-
rating docile subjects and political legitimization mechanisms (Vanolo, 2013).

The construction of smart cities in China initially had obvious commercial tendencies. After a pe-
riod of governmental guidance, companies still play a pivotal role. This confirms Hollands’ criticism 
of a smart city’s commercial orientation. The result is that many cities rushed into mass action. China 
carried out “smart city” construction in more than 320 cities in 2012. The local governments followed 
the experience of urban construction and formed path dependence, which restricts the innovation 
and development of cities. The practices and functions of every smart city are very similar, so effec-
tive complementary relationships cannot be formed between cities (Shengzu et al., 2013). Due to the 
lack of a reasonable top-level design, blindly following the trend has also led to the inadequate un-
derstanding of a “smart city” in some cities. They either only emphasize the informatization projects, 
or include all kinds of irrelevant tasks into the scope of a smart city (Biyu et al., 2015). Besides, the 
technological orientation and capital-dependency of smart cities have formed a spatial aggregation 
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and imbalance. There is a clear gap in the construction level between the east and the west, and 
between cities of different levels (Liying & Chao, 2019). 

information Fragmentation challenges
As IBM said, a smart city can make full use of ICT to sense, analyze, and integrate various informa-

tion in the core system of city operation.11 After more than ten years of development, China’s current 
smart city projects still face information islands as the biggest obstacle to resource integration.

At the technical level, the notion of a smart city covers many areas but currently lacks uniform 
guiding standards in terms of construction, operation, and evaluation. The interfaces between differ-
ent systems are complicated, which makes it difficult to achieve system interconnection, information 
sharing, and coordination. At the practical level, although various departments in the city have accu-
mulated massive amounts of data and information in the long-term informatization application, the 
independence and segmentation of each system and the lack of scientific and effective information 
sharing mechanisms have led to many informatization islands. At the management level, it is diffi-
cult for urban departments to coordinate horizontally; administrative and managerial divisions are 
widespread. Some collaborative problems are often technically easy to solve but practically difficult 
to address within the management systems (Shengzu et al., 2013).

conclusion
As a solution to urban problems, particularly after the 2008 economic crisis, the notion of a 

smart city has opened new development paths for cities. Relying on the sudden emergence of 
5G, cloud computing, the Internet of Things, and other technical fields, China has made relatively 
outstanding progress in the construction of smart cities. China has built up mature basic technical 
facilities and application platforms, and related technologies are widely used in the fields of eco-
nomy, governance, and general life. At the same time, results evaluation and sustainable models 
are also constantly being explored. These achievements have brought groundbreaking changes to 
China’s urban development in the past decade. However, apart from such achievements, there are 
still barriers such as “information islands” in construction, technology, and management. These 
tremendous changes have also led to the criticisms of “labeling” and “urban marketing” being 
levelled at a part of so-called smart cities, which has brought new challenges to China’s economic, 
legal, and social orders. 

In the future, China needs to further improve laws and regulations, build an integrated legal 
system, explore new regulation methods, shape a highly autonomous and refined governance 
order, promote effective law enforcement, justice, embed risk control institutional mechanisms, 
maintain a good legal order, and provide legal protection for the development of smart cities. At 
the same time, the supervision of smart cities should be strengthened through reasonable evalua-
tion to weaken the marketing motivation of some cities using the “smart city” model as a gimmick. 
In addition, further research in the fields of technology and management is needed to eliminate 

“information islands” and find a “smart city” development path that can realize resource integra-
tion and sharing. 

11 CICRI, 2019.
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