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Abstract

The article examines 2020 post-crisis results and 2021 trends in FinTech regulation development. FinTech, being
a relatively new term, has become a completely new industry, which combines rapidly developing technologies
and financial products (including digital assets) or services. The year 2020, despite the pandemic and localiza-
tion (and maybe even more so), seems as significant, if not more so, for market change and further development.
The world has changed, and new technologies are vital for successful competition among financial players and
even for their survival. Most of the leading international financial centers have focused on regulating FinTech
and the use of innovations in classic highly regulated areas. In the article we address the pros and cons of tech-
nology regulation and make a comparative analysis of the leading revolutionary trends.

The most revolutionary developments have appeared in smaller European countries, which the leaders are
forced to follow. Law harmonization has become a natural step forward for Europe to regulate blockchain busi-
nesses and to agree on terminology and risk prevention measures for innovation support. The research exa-
mines the development and regulation of FinTech in such jurisdictions as Switzerland, Malta, Liechtenstein,
Gibraltar and the United States. The approach is interdisciplinary, linking Russian legal norms, applicable rules,
and expected results. The main methods used in the research are analysis, comparative-legal, and formal-legal
methods.
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AHHoTauuA

B cTatbe uccnenyloTcs nocnencTBus kpusuca 2020 rofa W TeHAEHUMM pasBUTUS perynupoBaHus FinTech
2021 roga. FinTech, siBNAsiCb OTHOCUTENbHO HOBbBIM TEPMUHOM, CTasl COBEPLIEHHO HOBOW OTPAC/bIO, KOTOpas
CoyeTaeT B Cebe 6bICTPO PasBMBANOLMNECH TEXHONOMN W (hMHAHCOBbIE MPOAYKTHI (B TOM uncne uMdpoBble ak-
TUBbI) UK ycyru. 2020 rofi, HECMOTPA Ha MAHAEMMIO 1 NOKANN3aLMI0 (2 MOXeET 6bITb 6narofaps naHaemuy),
NPefCTaBAETCA CTOMb e 3HAUUTENbHBIM, ECIN He 60Nee 3HAUNTENbHBIM, AN N3MEHEHUS PbIHKA 11 ero fanb-
Heillwero pa3suTus. Mup U3MEHUNCA, U HOBblE TEXHONOTMM UMEIOT XM3HEHHO BAXXHOE 3HAUEHME ANS YCNewWwHOM
KOHKYPEHLMM Mexay (UHAHCOBbIMI UrPOKaMK, U AaXe AN UX BbDKMBAHMA. BONbLIMHCTBO BeAylMX MeXay-
HapOAHbIX (HMHAHCOBBIX LLEHTPOB COCPEAOTOUMNOCH HA perynupoBaHum FinTech 1 cnonb3oBaHUN UHHOBALMIA
B KNACCMYeCKMX BbICOKO perynmpyembix 061acTsx. B cTaTbe Mbl paccmatpvBaem NAKOChl U MAHYCbl perynnpoBa-
HUsl TEXHONOTUI 1 NPOBOANM CPABHUTENbHBIN AHANU3 PA3BUBAOLNXCA TEHAEHLNN

Han6onee peBoNOLMOHHbIE TEHAEHLMI TPOABUANCL B HEGOMbLUNX €BPONEICKIUX CTPAHAX, 33 KOTOPbIMU Nuge-
Pbl BbIHY)X[EHbI CNEf0BaTh. TApMOHN3aLLMA 3aKOHOAATENbCTBA CTana Ans EBPOMbl eCTECTBEHHBIM LIAroM Bnepes
B perynupoBaHum 6nokueiiH 6U3Heca, U COrMAcoBaHUM TEPMUHONOMAN U Mep MO NMPeLOTBPALLEHNI PUCKOB
ANsi NOAAEPKKI MHHOBALMIA. B CTaTbe paccMaTpuBaeTcs pa3BuTHe U perynuposanue FinTech B TakuX PUCANK-
uuax, kak Lsenuapus, Manbta, /iuxteHwTeinH, mépantap u CoeguHeHHble LWTaTbl.

Moaxon ABNSETCS MEXAUCLMNANHAPHDBIM, YBS3bIBAIOWMM POCCUACKNE NPABOBbIE HOPMbI, TPUMEHNMbIE NPABM-
na n oxmpaemble pesynbrarbl. OCHOBHbIMIU METOAMM, MCNONb3YEMbIMU B MCCNENOBAHNN, ABASIOTCA aHaNUTUYe-
CKMI, CPAaBHUTENbHO-NPaBOBO 1 (HOPMANbHO-IOPUBNUYECKIMIA METOAbI.
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Kntouesble cnoBa

FinTech, nocTkpusmncHoe perynupoBaHue, GuHaHCOBbIN CeKTOP, 6NOKYEliH, LUdpOoBbIe aKTMBbI, Poccus, EC,
Lsenuapus

KoHchnukT untepecos ABTOPbI CO06LIAKT 06 OTCYTCTBIN KOHMIMKTA MHTEPECOB.
(uHaHCupoBaHue liccnegoBanme He MMeNo CNOHCOPCKON NOAAEPKKM.

Inf uuTMpOBaHUA LlawkoBa, A. B., ArpaHoBckas, M. A., Kuumapuwsunu, fl. 3. (2020). FinTech u Ho-
Bble LMpoBble cpencTa. MocTkpusncHoe passutne: Poccus u EBpona. Lugpo-

* ABTOp, OTBETCTBEHHDIN 33 NEPEenmcky

Moctynuna: 12.09.2020, npuHsaTa B neyarb: 02.10.2020, onyb6ankoBaHa: 20.12.2020

Introduction

FinTech, being a relatively new term, has become a whole new industry that combines rapidly de-
veloping technology (blockchain, artificial intelligence (Al) and machine learning, Internet of things
(IoT), big data, etc.) and financial products (including digital assets) or services. Considering this
issue in the context of the current situation and post-crisis results analysis, it would be useful to
revert to previous experience, specifically the year 2008. Apparently, the crisis then gave rise to new
FinTech products and projects, an innovation initiative, and the renewal of banking, insurance, pay-
ment systems, lending, and other activities in the financial world (Arner et al., 2016).

2020, despite (or maybe even more due to) the pandemic and lockdown, seems to be as signifi-
cant — if not even more so — for the market change and further development. The world has changed,
and new technologies are vital for successful competition between and even the survival of financial
players.

Most leading international financial centers have paid a lot of attention to regulation of FinTech,
largely as a special block — blockchain and digital assets, accordingly, and the use of innovation in
the classic highly regulated areas. The regulatory update has been welcomed in light of the social
and economic impact of the financial crisis. The experiences of reasonable regulators over recent
years (2017-2020) support legal improvements in this regards; for example, blockchain related pro-
jects in Switzerland or Singapore have resulted in the market revival, new local and foreign invest-
ments, and new international collaboration opportunities too.

Analysis of the Current FinTech State. The “Pulse of FinTech” Trends

This year's crisis has shown the great need for cooperation and the legal grounds for this,
as well as a harmonization of standards and procedures in the financial world, alongside other
such matters. The European Union Commission has recently announced its goal to complete
its work on digital finance, in particular, to introduce a clear definition for cryptocurrency into
European law. As the Commission Executive Vice President Valdis Dombrovskis highlighted
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this June, a “lack of legal certainty is often cited as the main barrier to developing a sound
crypto-asset market in the EU. This is a good chance for Europe to strengthen its international
standing and to become a global standard-setter, with European companies leading new tech-
nologies for digital finance”!

The outcome of the 2019 consultation held by the Commission for experts around Europe was
a “non-paper"2with clear priorities:
= Definitions for all types of crypto, including stablecoins and security tokens.
= Changes to the markets in Financial Instruments Directive Il (“MiFID II" Directive 2014/65/EU)?

to include crypto assets.
= A regime for blockchain-based platforms.

Many important players, such as PayPal or Google, have made their contributions. Bruno Schneider
Le-Saout, the President of the Blockchain Federation (Brussels), has named the upcoming legislation
as “historic”*

Among the pioneers of new local regulatory developments within the EU have been Malta and
Liechtenstein, as examples, but the rules then were valid only for a single country territory; now,
the whole EU market should be covered. The pandemic outburst has only proven the importance
of new efficient cross-border mechanisms, new technology implementation, and common interna-
tional standards and rules. The regulation of financial markets is probably one of the most difficult
to change, especially requiring various considerations of political and economic interests. Some ret-
rospective references to previous post-crisis measures have been used to understand the efficiency
of the new measures to be taken. The cross-jurisdictional comparative analysis may demonstrate
the most successful regulatory solutions in specific FinTech areas or mechanisms for the general
development of the economy, e.g., sandboxes and experimental legal regimes (Allen, 2020). Such
work may assist in the unification and harmonization of international approaches and the setting of
the best practices and common standards for financial technology regulation that can “open a new
era in FinTech” (Arner et al., 2016).

Russia has been comparatively active in FinTech and the digitalization of its economy (though
the success in different financial spheres of technology application is not the same). The National
Digital Economy Programme® has been introduced, covering the main goals for several years. The
crisis has definitely had a serious impact on these plans. The state and regional budgets for new
technology projects are being cut and the resources redistributed to healthcare and support of the
most affected businesses. Together with that, enhancing and updating the legal framework becomes
even more important for the economic recovery and new investments in technology. Such work will

' European Commission. (2020, June 23). Speech by Executive Vice-President Valdis Dombrovskis at the Digital Finance Out-

2 For more information see: Houben, R., & Snyers, A. (2020). Crypto-assets. Key developments, regulatory concerns and res-
ponses (Study). Luxembourg: European Parliament. https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648779/
IPOL_STU(2020)648779_EN.pdf

5 Natsional’naya programma “Tsifrovaya ekonomika Rossiyskoy Federatsii” [The National Digital Economy Program of the
Russian Federation]. (2019). This includes the current normative regulation of digital industry.
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be continued intensively in 2020 and beyond. Three important acts regulating blockchain related
matters and new financial assets have been a subject of debate for at least a couple of years, and
this year has brought the long-awaited results. The new, and as-yet outstanding, regulation will be
discussed further.

The main part of this article addresses in more detail the specific area of financial sector regula-
tion — blockchain based or digital financial assets, crypto currencies, and new investment platforms
involving digital assets — and the impact of new regulation on the market development (based on
the Russian example).

New FinTech & Blockchain Related Country Regulation: Licensing Regimes

After the financial crisis of 2008, banks were also forced to comply with the Basel IlI°, the
Dodd-Frank Act’, and other similar requirements, which led to increased costs. Competition with
efficient FinTech firms has forced banks to go online, introducing different services to their custom-
ers and trying to reduce high operational expenses to cope with payment startups. Slow regulatory
changes and huge institutional players with internal procedures and rules are unable to regulate this
promptly changing area with a lot of relatively small players. Accordingly, this has been an obstacle
for development and raising investment for technology and FinTech startups. From an industry per-
spective and from a regulatory perspective alike, a change in attitude is needed towards how FinTech
should be regulated. From this point of view, the examples of Switzerland, Liechtenstein, Gibraltar,
and Malta are remarkably interesting.

Often, new FinTech regulation concerns the use of DLT or new financial assets built on and trans-
ferred via blockchain. In this article we are only giving a couple of examples and will be following up
with further articles and a more in-depth comparative analysis of all leading jurisdictions (UK or the
USA, Singapore, some CIS countries, and more).

Gibraltar

Gibraltar, a British overseas territory, was the first jurisdiction that implemented special
FinTech regulatory legislation. By passing the Financial Services (Distributed Ledger Technology
or DLT) Regulations 20178, entered into force from 01 January 2018, the Gibraltar Financial Services
Commission (GFSC) became the standard-setter body, licensing any person (legal entity), in or from
Gibraltar, that uses DLT for storing or transmitting value belonging to others (Lifshits, 2016). There
are three classes of DLT licenses in Gibraltar, based on the complexity of the matter — Malta came
out later, but has gone further with a more structured approach to legislation (as described below).

The Republic of Malta
The Maltese legal framework governing the FinTech industry consists of three main laws, namely:

6 Basel lll is a global regulatory framework on bank capital adequacy, liquidity risks, stress testing. (2019, November 19).
https://www.bis.org/bcbs/basel3.htm

& HM Government of Gibraltar. (2020, September 17). The British Overseas Territory Gibraltar. Distributed ledger technology
regulations — 631/2020. https://www.gibraltar.gov.gi/press-releases/gibraltar-regulator-refreshes-jurisdictions-distributed-
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= The Innovative Technology Arrangements and Services Act (ITAS)%
= The Malta Digital Innovation Authority Act (MDIA)";
= The Virtual Financial Assets Act (VFAA)"

It has to be mentioned that the Malta Financial Services Authority plays a significant role in the
process of “lawmaking” by issuing its FinTech guidelines.

Licensing issues are regulated by the VFAA. One of the salient features which determines the
applicability of the VFAA is the type of asset which the operator would be dealing with. Through the
application of the Financial Instrument Test, a DLT asset (i.e. a cryptocurrency) will be classified as
either a virtual token, a financial instrument, e-money, or a virtual financial asset. In this regard, it
has to be mentioned that the EU Directives and Regulations on markets in financial instruments,
e-money, payment services, and anti-money laundering are additionally applicable; this, despite
Maltese laws not applying and local licenses not being valid throughout the EU. The same applies,
for example, to Gibraltar (not being formally part of the EU).

The provision of the following services in or from within Malta, in relation to a DLT asset which has
been determined to be a virtual financial asset in terms of VFAA, requires a license to regulate one of
the following services: the reception & transmission of orders; the execution of orders on behalf of
other persons; custody or nominee services; portfolio management; dealing on one’s own account;
investment advice; placing virtual financial assets; operations of a VFA exchange. In order to provide
these services, it is needed to obtain a license. There are four types of “FinTech licenses”: VFAA Class
1to 4 (depending on the activity itself).

The Virtual Financial Assets Act establishes the application procedure and the requirements that
the service providers shall meet in order to be granted a license, including — but not limited to — or-
ganizational requirements, financial requirements, operational requirements and anti-money laun-
dering (AML), combating the financing of terrorism (CFT), and cybersecurity related requirements.
The VFAA license will only cover services with respect to virtual financial assets. If a particular asset is
classified as a financial instrument, then any service provided in relation thereto would require prior
authorization under traditional financial services legislation (including placement).

The Principality of Liechtenstein

Liechtenstein is also amongst the world’s first jurisdictions to pass a specialized “Blockchain
Act"® The new Blockchain Act applies to all trustworthy technology service providers (instead of
just using the term “blockchain” or “distributed ledger technology”, the term “trustworthy tech-
nology or TT" is used). From 01 January 2020 (from the date when this law entered into force)
the following services on a professional basis in Liechtenstein must register with the Financial
Market Authority of Liechtenstein (FMA): token issuers; token generators; TT Key Depositaries and
TT Token Depositaries.

Generally, the law clearly defines the end scope of services that should be registered (licensed)
by the Liechtenstein’s FMA. In addition to the aforementioned services, other TT services can be

°  The Innovative Technology Arrangements and Services Act (ITAS). (2018).

" The Malta Digital Innovation Authority Act (MDIA). (2018).

" The Virtual Financial Assets Act (VFAA). (2018).

?  Malta Financial Services Authority. (n.d.). Virtual Financial Assets. https://www.mfsa.mt/fintech/virtual-financial-
assets/HlegislativeRegulatoryFramework

B Qriginally, the Token and TT-Service Provider Act (the so-called Blockchain Act) was adopted by the Liechtenstein’s
Parliament on October 3, 2019. https://www.regierung.li/media/medienarchiv/950_6_04_11_2019_TVTG_english.pdf?t=1
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mentioned: TT Protectors and Physical Validators; TT Exchange Service Providers; TT Verifying
Authorities; and TT Price and Identity Service Providers! The Blockchain Act aims to improve in-
vestor protection, combat money laundering, and establish legal certainty in regulating blockchain
projects.

The Swiss Confederation

The Swiss legal framework governing the activities of traditional banking (financial) services
and FinTech firms consists of federal acts, implementing ordinances, a number of circulars, and
guidance from the Financial Market Supervisory Authority (FINMA). More specifically, under the
recent amendments to the Banking Act 2019, a new “FinTech license” has entered into force!
FinTech related companies came into conflict with the Banking Act, as the acceptance of deposits
from the public requires a banking license. Since the Banking Act places high demands regarding
the granting of licenses, the banking license is a considerable barrier to market entry for FinTech
companies.
The Swiss FinTech model now creates opportunities for all market participants, whether estab-
lished financial service providers or startup companies. FINMA takes a fundamentally neutral stance
towards new business models and technologies, and considers innovation as an important factor for
the competitiveness of the Swiss financial market. At the same time, the Swiss standard-setter pays
close attention to prudential and conduct supervision.® Switzerland’s model is based on several
core elements that are briefly described below.
= A FinTech license allows non-banking companies to accept deposits from the public and not
conduct any lending business with maturity transformation or interest payments.

= The conditions to be fulfilled for obtaining a FinTech license are lower than for traditional banks";
deposits may not exceed a value of CHF 100 mln. and may not be reinvested; the minimum capital
shall always be 3 % of the total amount of deposits held, but not less than CHF 300 000.

= A legal entity pursuant to Art. 1b of the Banking Act 2019 is subject to supervision by FINMA and
must have certain requirements audited by an auditing company.

These requirements allow FinTech firms to successfully set up and compete with classic banks.
Indeed, as of 21 April 2020, there is now a registered entity licensed by FINMA pursuant to Art. 1b
of the Banking Act 2019%: Yapeal AG (https://yapeal.ch/#intro), the “neobank” registered in Zurich.
Yapeal will offer accounts with Swiss IBAN without being tied to an offline bank payment system.
With FINMA banking and securities dealer licenses, Sygnum and SEBA (https://www.seba.swiss/)
banks are other examples of how traditional and innovative banking services can be combined.
These “crypto banks” enable professional individuals and companies as well as institutional clients
to invest, safely keep, trade, and borrow against digital and traditional assets, all in one space. For
Swiss Blockchain companies they provide accounts and custody for fiat and digital assets. In addi-
tion, they are trying to issue their own digital currencies (e.g. Sygnum).

In this regard it is interesting how FinTech is regulated in Russia; Accordingly in the following
paragraph we will analyze current trends and regulations of FinTech in Russia.

5 The Swiss Banking Act. (2019).
% Swiss Financial Market Supervisory Authority (FINMA). (n.d.). Reports on key financial market issues. Supervisory reports.
https://www.finma.ch/en/documentation/finma-publications/reports/supervisory-reports/

v The Swiss Banking Act. (2019).
®  The list of persons licensed by FINMA (FinTech License) can be found on FINMA's webpage. https://www.finma.ch/en/search/
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Russian Trends and Regulations

The Russian FinTech market has been growing significantly for the past several years in terms of
both the number of deals and the volume of investment.® The Central Bank of Russia (CBR) issued
“The Main Directions of Financial Technology Development for the Period 2018-2020" (the “Main
Directions”) and the road map naming the key technologies. In particular, a blockchain-based plat-
form is envisaged, with the corresponding marketplace having been set up. Various projects have
been launched, and several documents enacted accordingly.
The regulation of payment systems has been updated; some examples of this would be Federal
Law “On the National Payment System” No. 161-FZ of 27 June 2011 (the “NPS Law"), and Federal Law
“On the Central Bank of the Russian Federation” No. 86-FZ of 10 July 2002 (the “CBR Law"), concern-
ing relations between local money transfer operators and international payment services providers,
anti-money laundering and some other matters. The localization of foreign services for GDPR rea-
sons remains a hot topic (not all providers may extend their services to Russia properly — e.g. PayPal).
The progress is significant, though the legislation is yet to be updated in order to cope with tech-
nological development. The amendments are not always sufficient, and the regulator often takes a
conservative approach. Regions are also participating in regulatory development and adopting new
acts within the scope of competence. Some regions are very progressive (e.g. Tatarstan, the Moscow
Oblast (Region), Kaliningrad), while others are much behind.

Digital Assets, Blockchain

There are three “blockchain” acts regulating this new technology application and use in the fi-
nancial sector:
= The “Digital Rights Act” — Federal Law No. 34-FZ of 18 March 2019 “On Amendments to Parts One,

Two and Article 1124 of Part Three of the Civil Code of the Russian Federation” (in force as of

01 October 2019);

= The “Crowdfunding Act” — Federal Law No. 259-FZ of 02 August 2019 “On Raising Investments Using
Investment Platforms and Amendments to Certain Legislative Acts of the Russian Federation”
(in force as of 01 January 2020);

= The “DFA Act” — Federal Law of 31.07.2020 Nr.259-FZ “On Digital Financial Assets, Cryptocurrency
and Amendment of Separate Legal Acts of the Russian Federation (in force as of 01 January 2021).

Existing legal acts relating to issues such as securities markets (most significantly), banking and
payment services, advertisement, consumer rights protection, information security, cyber security,
and more still apply, working together with the above specific acts. Russia is surprisingly far behind
regarding cryptocurrency and digital asset regulation. The first two acts have finally entered into
force, but the main act regulating DFA issue and exchange, the DFA Act, governing digital tokens,
cryptocurrencies, the circulation of crypto-assets, and market participant activities enters into force
on 01)January 2021.

The legal grounds for the regulation of digital or blockchain based assets have been introduced
step by step. The first important acknowledgement of a concept of “digital rights” was introduced
in spring 2019 by an amendment of the Civil Code. The New Clause 141.1 “Digital Rights” has been
introduced. The digital rights definition acknowledged some rights (rights of claim and other rights
named in the law as such), if their content and terms of execution were determined by the rules

" Agranovskaya, M. (2020, March 2). FinTech law and practice in Russia. In FinTech 2020. Global practice guide. Cambers and
Partners. https://practiceguides.chambers.com/practice-guides/fintech-2020/russia
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of an information system subject to characteristics provided for in the legislation. Operations and
transactions with digital rights are only possible within the information system.

From that point on, reference was even given to the legal act from which the information system
definition should be taken (there is more than one such act). The DFA Act has clarified that the defi-
nition of information shall be referred to the Federal Law of 27 July 2006 Nr. 149-FZ “On information,
information technology and information protection”, just as the “information system operator”. It
has to be noted that the definition of “information” is very broad, thus giving rise to a collision of the
existing term of “digital currency” (limited in turnover as a mean of payment for goods and services)
with bonuses, award miles, and the like.

The regulated area will cover only the DFA issue and exchange, and potential candidates may
apply for licenses as of next year (with the Central Bank). No cryptocurrency exchanges, nor traders
or depositaries, may be regulated yet. What is more, no payments are allowed for now in crypto for
goods and services: this remains one of the most disputed areas of the business and the lawmakers.

There have not been any possibilities to receive a license and become a fully regulated player in
the legal field for blockchain related businesses, including cryptocurrency exchanges, depositaries,
token issuers, miners, or others, not to mention crypto-banks, crypto-funds, or insurance programs,
until the year 2020. Many players have been present at the market (e.g., Huobi) through representa-
tive offices or operations involving foreign regulated entities run by Russian beneficiaries.

As regards operators of investment platforms, the CBR has already published Instruction
No. 5342-U of 04 December 2019 “On the Way of Record Keeping for the Investment Platforms
Operators™ and Instruction No. 5337-U of 02 December 2019 “On Requirements for the Internal
Document(s) for Managing Conflicts of Interest of the Investment Platform Operator”? The theore-
tical base is there, but many definitions and explanations are absent.

The DFA Act has been a long-awaited subject of hot discussions. The final variant represents only
a partial and incomplete set of solutions; the cryptocurrency market has been left out of its scope for
now. This autumn the discussions are continuing, but the only aspect known for now is that crypto
will not be allowed freely as a means of payment for goods and services. As has already been men-
tioned, a proper distinction from the digital miles and bonuses or non-documentary securities is for
now absent. Together with that, a huge step forward has been made.

Digital assets classification: for now, they are classified (on the basis of all acts that have been
enacted) as follows: digital financial assets (DFA); digital currency; utility digital rights (UDR).

DFA resemble security tokens when compared to more common divisions in Switzerland and
other European countries, as well as Singapore. Their distinction from non-documentary securities
is mainly based on the technology first principle (not dissimilarly to Malta). Existing securities laws
apply, where applicable: in particular, the limitations relating to issues to be distributed to qualified
investors. The Central Bank has wide discretion to expand the list of DFA that may only be issued to
such investor community.

Digital currency definition is amhbiguous and too broad, thus resulting in problems with award
miles and e-commerce. It is defined as electronic data (digital code or reference) in an informa-
tion system that are offered or may be accepted as means of payment subject to Rubles or foreign

2 Ukazaniye Banka Rossii N 5342-U “0 poryadke vedeniya reyestra operatorov investitsionnykh platform” [Bank of Russia
Ordinance No. 5342-U “On the Procedure for Maintaining the Register of Investment Platform Operators”] (2019).

2 Ukazaniye Banka Rossii N 5337-U “O trebovaniyakh k vnutrennemu dokumentu (dokumentam) po upravleniyu konfliktami
interesov operatora investitsionnoy platformy” [Bank of Russia Ordinance No. 5337-U “On Requirements for an Internal
Document (Documents) for Managing Conflicts of Interest of an Investment Platform Operator”] (2019).
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currency, should a person be absent liable to each owner of such data, except for an operator and
(or) nodes of the system that are only responsible for the compliance of an issue of such data and
entry of operations in the system according to its rules.

UDR are listed in Clause 8 of the Crowdfunding Act. They shall be circulating within the investment
platform (being an information system per se):
= The right to claim vindication.
= The right to claim IP rights title transfer or the rights to use such.
= The right to claim that services are conveyed or works are done.

They have to arise within the platform as a digital right initially. Despite the similarity, they are
not in practice utility tokens in the common understanding.

Currently the regulated payers include operators of investment platforms based on DLT
(the Crowdfunding Act); information systems issuing digital financial assets (DFA Act); DFA ex-
change (DFA Act).

From 01 January, 2021, the issue of a new financial instrument in digital form (the DFA) or their
exchange shall be made via the regulated operator. The conflict of the DFA Act with certain provisions
of the Federal Law on the Securities Market? and the Federal Law on Joint-Stock Companies® as well
as with the Criminal and the Criminal Procedural Codes is obvious (Shashkova, 2019). The Act creates
a kind of a surrogate as well of the digital securities market, and requires additional clarification
work from the Central Bank.

In addition, it should be noted that CBR launched a sandbox in April 2018 in accordance with the
Main Directions for piloting and modelling processes for new financial services and technologies in
case the regulation needs amendment. The sandbox should encourage new financial services and
technologies such as a system of fast payments, a unified system of biometric identification, and
a financial supermarket. Together with this, the Central Bank is still taking a very rigid position as
regards cryptocurrencies and their use in electronic commerce. No special licenses or permits have
yet been introduced to allow mining or cryptocurrency exchange for Rubles, and the pending amend-
ments to the legislation in discussion are not at their most positive at the moment.

An important new act has been passed: “On Experimental Legal Regimes in the Digital Innovation
Field in Russia and on Amendments to Certain Legislative Acts of the Russian Federation"% (ELD
Law). This allows legal sandbox-like exceptions for the new digital technology projects. The CBR is
also recognized as the regulatory power for financial innovation. The CBR sandbox and the ELR Law
procedures differ; it could be noted that the process and deadlines therein seem rather optimistic
(e.g. 85 days for an application processing in general).

The Swiss FINMA example of forming the new legitimate field and attracting investments by re-
viewing projects on a case-hy-case basis could be much more successful for Russia than vertically
governed and lengthy legislative processes and their subsequent implementation, especially to
cope with rapidly changing technology. Unfortunately, the regulator is not very active in Russia com-
pared to those in Switzerland, Liechtenstein, Singapore, Malta, and other countries.

2 Federal Law on the Securities Market of the Russian Federation. (1996). Retrieved from Bank of Russia website:

% Federal Law on]omtStock Compames of the Russian Federation. (1995). Retrieved from Bank of Russia website:
http://cbr.ru/Content/Document/File/33657/208-FZ.pdf

% Federal'nyy zakon N 258-FZ “Ob eksperimental'nykh pravovykh rezhimakh v sfere tsifrovykh innovatsiy v Rossiyskoy
Federatsii” [Federal Law N 258-FZ “On Experimental Legal Regimes in the Field of Digital Innovation in the Russian

Federation”] (2020).
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Conclusion

The regulatory field had been poor for good crop until the year 2020. The new area of the
financial market has been developing in an almost grey area. Court practice, tax authorities, and
regulatory acts have often been contradictory. The regulator has not been actively supporting
innovative products and businesses with private addresses for clarification of safe ways to work
on the existing legislation basis. FINMA in Switzerland (just to mention the Libra related regula-
tion on stablecoins), FMA in Lichtenstein, MAS in Singapore, and some other regulators have been
active in creating the new legal regimes on the basis of the existing acts when working at private
addresses: “how to do” approach instead of “we warn you and prohibit it”. In Russia this has not
been the case, and few projects have gained support so far, even in the sandbox. Together with
that, considering the regulatory sandbox activity and the enactment of new legislation and the ac-
tive support of the business community, 2021 should prove a breakthrough year. Cryptocurrencies
as a method of payment, and the use of DFA in payments as well as mining, however, are (so far)
out of the legal field.

The DFA Act has not (as many had expected) created a comprehensive database for the classi-
fication and qualification of all digital assets nor a clear system of terminology. The definition of
cryptocurrencies referred to above herein allows dangerous terminology competition with air miles,
e-commerce certificates, or bonuses. Cryptocurrencies are so far legal but discouraged as a means
of payment, while digital financial assets issue and crowdfunding have gained popularity as alter-
native sources of capital. Some terms do not require extra considerations as they are currently used
in international practice. However, other new institutes to be implemented raise conflicts with the
currently applied domestic workings — this refers to DFA as a term, for example.

The UDR in the Crowdfunding Act should in theory be commonly accepted utility tokens, but in
reality the substance of this is different. Payment tokens do not exist as such; hybrid tokens are
only allowed as DFA with other elements. DFA is the security token, whilst some UDRs may also be
security tokens as they are described in particular regulations, such as (to give some examples)
those issued in the aforementioned countries in Europe, just as in Gibraltar or in Singapore.
Integration of this terminology within the global market may be a problem, but, at least, the legal
grounds are there to start with.

At the same time, other legal developments relating to digitalization in the Russian Federation
are said to be among the highest priorities of the State Duma and the Central Bank, together with
other competence centers involved (like Skolkovo). Such directions as new financial instruments,
information systems, information security, and transparency of process development are continu-
ing further at full speed in Russia. The COVID-19 crisis — as any other crisis — shall exacerbate the
named trends with the facilitation of the Russian political will, which has been highlighted in the
Presidential Decree No. 204 of 7 May 2018 “On the National Goals and Strategic Tasks of the Russian
Federation Development for the Period until 2024"%, and in the National Digital Economy Programme
that includes the current Normative Regulation of the Digital Sphere project. The Central Bank has
issued the special road map for these, and the major competence centers, universities, and market
players are very enthusiastic supporters of this activity, addressing the State Duma and the House
of Parliament Chamber with initiatives via expert groups for specific areas. Political will is expected
for further developments.

% Ukaz Prezidenta Rossiyskoy Federatsii N2 204 [The President Decree No. 204] (2018).
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