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Abstract

In the rapidly evolving field of quantum communication, the regulatory framework plays a crucial role in en-
suring security, standardization, and international cooperation. This article examines various approaches em-
ployed by countries to regulate quantum communication. The purpose of this research is to comprehensively
analyze and compare different international approaches to the regulation of quantum communication to iden-
tify key features characteristic of the current stage of development and regulation of quantum communication,
as well as to develop recommendations for optimizing and improving regulatory governance in this area. The
methodological basis of the study consisted of general scientific and special methods. A detailed study of
various legal documents, strategies, and standards related to quantum communication was conducted using
the following general scientific methods: analysis, synthesis, induction, and system analysis. Among the spe-
cial legal methods used was the comparative legal method, which made it possible to identify general trends,
differences, and unique approaches in the regulation of quantum communication, as well as the formal-legal
method for studying legal categories and legislative techniques used in various acts in the studied area. The
study systematically examines legislative measures, government policies, and industry standards to determine
the relationship between technological innovation and regulatory governance in the field of quantum commu-
nication. The research revealed that the regulation of quantum communication is primarily carried out at the
level of strategic documents, such as national roadmaps, which contain recommendations and guidelines for
regulating quantum communication. It was found that technical standards play a vital role in the development
of quantum communication, with this development occurring at both national and international levels. Special
groups and centers have been established for the effective implementation, development, and regulation of
quantum communication, which allows for the identification of social, legal, political, and ethical issues. The
main conclusions include the need to monitor administrative barriers, identify priority sectors for the imple-
mentation of quantum communication, and recognize quantum communication as a dual-use technology. It is
recommended that an international certification and tracking system be created for quantum communication
devices for export and import control purposes.
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[JIObANIbHBIE NOAXO0AbI
K PETYJIMPOBAHUIO KBAHTOBbIX
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AHHOTaUWA

B 6bICTp0 pa3B|/|Ba|om,el7|cn 061aCTN KBAHTOBbIX KOMMyHI/IKaLI,I/II;I HOPMATUBHO-NPaBOBaA 6a3a nUrpaet peula-
fowLyi0 ponb B o6ecreueHnn 6e30MacHOCTH, CTAaHAAPTM3ALMN N MEXAYHApOAHOTO COTPYAHWUECTBA. B 3TOM
CTaTbe PaCcCMaTpPUBAKOTCA Pa3finyHble CI'IOC06bI, npumeHaemble CTpaHaMn K perynupoBaHn0 KBAHTOBbIX KOM-
MyHVIKaLlMI;I. Ll,erIbIO NAaHHOIo nccnefoBaHna ABndeTca BCGCTOpOHHI/IVI dHaNn3 U CpaBHEHNE Pa3INYHbIX MeXay-
HAPOAHbIX NOAX0A0B K perynupoBaHUi0 KBAHTOBbIX KOMMyHI/IKaLWII;I ONA BblIABNEHUA KNKYEBbIX 0C06€HHOCTEI7I,
XapPaKTePHbIX ANnA TeKylero 3tana pPa3BUTuA 1 perynupoBaHUA KBAHTOBbIX KOMMyHMKaLlMI?I, a TaKXe pa3pa-
60TKM pEKOMEH,[laLI,I/IVI ana onTUMK3aunn n CoOBepLIeHCTBOBAHNA HOPMATUBHOIO ynpaB/ieHUA B ,U,aHHOI;I o6bna-
CTI. MeTO,qOJ'IOFI/I'-IE‘CKOVI OCHOBOI;I uccnenoBaHua ABUNUCb 06LI.LEHay'—IHbIe U cneunanbHble METOAbI. ﬂeTaanoe
N3yyeHune pa3nnyHbIX NPaBOBbIX JOKYMEHTOB, CTpaTeFI/II;I W CTaHAAPTOB, CBA3AHHbIX C KBAHTOBbIMU KOMMYHW-
Kauuamm, npoBoannocb ¢ nCnonb3oBaHnem cneayowmnx 06LI.LEHay'—IHbIX MEeTOA0B NO3HAHUA: aHaNN3a, CUHTE3a,
WHAYKUUN 1 MmeToAa CUCTEMHOIO aHanun3a. Cpe,qu cneumnanbHbIX KPUANYECKMX METOAOB NO3HAHUA UCNONb30Ba-
NUcb CpaBHVITerIbHO-I'IpaBOBOﬁ meTton, KOTOprI?I Nno3BOMNN BbIABUTb 06u.w|e TeHaeHUun, pasnnuyna n yHukanb-
Hblé noaxodbl B perynupoBaHnn KBaHTOBbIX KOMMyHI/IKaLI,I/IVI, d TakKXe q)opmaano-}opmnmquKMﬁ MeToA Anga uc-
cnefoBaHMA NpPaBoOBbIX KaTeropm?l n 3aK0H0,[|aTEI1bHOI7I TeXHUKK, NCNONb3yeMbIX B Pa3NUHbIX aKTaX B obnactu
KBAHTOBbIX KOMMyHMKaLlMI?I. B Pamkax uccneaoBaHuAa cncrtematnyeckn UsyvyatoTca 3aKOHO4aTe/ibHbie Mepbl, Npa-
BUTENbCTBEHHbIE NONMUTUKK W OTPaC/eBble CTaHAAPTbl ANA NOHUMAHUA B3aMMOCBA3N MeXAY TEXHONTOrMYeCKumun
WHHOBALMAMN N HOPMATUBHbIM ynpaBneHnem B cd)epe KBAHTOBbIX KOMMyHMKaLlMI?I. bbino BbIABNIEHO, UTO pery-
NUpoBaHNe KBAHTOBbIX KOMMyHI/IKaLI,VII;I B OCHOBHOM OCyLLeCTBNAETCA Ha ypOBHE CTPaTernyeCcKux AOKYMeHTOB,
TaKUX KaK HaLMOHaNbHblEe JOPOXHbIE KaPTbl, KOTOPbIe COAEPXAT peKoMeHAauun U pyKoBoaALlme npuHLKANDI
no perynnpoBaHU0 KBAHTOBbIX KOMMyHI/IKaLI,I/Iﬁ. 06Hapy)KEHO, UTO TexXHuuYeckne CTaHOapTbl UrparoT Ba)KHEI7I-
WY POJib B Pa3BUTUN KBAHTOBbIX KOMMyHI/IKaLI,I/IVI, npuuem unx pa3pa60TKa NPONCXOAMNT KaK Ha HaWOHANbHOM,
TaK U Ha MeXAYHAPOAHOM YPOBHAX. CI'IELI,I/IaHbeIE rpynnbl 1 LeHTPbI CO34ak0TCA Ana 3(1)¢)EKTVIBHOF0 BHeApeHusa,
pa3pa60TK|/| N perynnpoBaHnA KBAHTOBbIX KOMMyHI/IKaLI,I/Iﬁ, UTO NO3BOJNIAET BbIABNATL COUKANbHbIE, NPaBOBbIE,
nonuTnyeckne n 3Tuyeckne sonpocobl. OCHOBHble BblBOJibl BKMHOUAOT HeoﬁXO,[WIMOCTb MOHWUTOPUHIA aAMUHN-
CTPATUBHbIX ﬁaprPOB, onpeaeneHne NPUOPUTETHDBIX CEKTOPOB ANA BHeAPEeHUA KBAHTOBbIX KOMMyHI/IKaLI,I/II;I,
a TaKXe NMPU3HaHne KBAHTOBbIX KOMMyHMKaLLI/II;I KaK TEXHOHOFI/IVI }J,BOI7IH0FO Ha3Ha4yeHus. PEKOMEH,[lyeTCH Cco-
30aHne Me)KﬂyHapO,qHOﬁ CuUcTembl CepTI/Id)I/IKaLI,I/IM N OTCNEeXNBAHNUA KBAHTOBbIX KOMMYHUKALUMOHHbIX yCTpOI;ICTB
ansa u,ene|7| 3KCNOPTHOIO U UMMNOPTHOIO KOHTPONA.
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Introduction

In an era characterized by exponential technological growth, the realm of communication stands
as a cornerstone of innovation, driving advancements across various sectors. Among the myriad
emerging communication technologies, quantum communication holds exceptional promise, offer-
ing unparalleled security and efficiency in data transmission. Leveraging the principles of quantum
mechanics, such as superposition and entanglement, quantum communication systems have the
potential to revolutionize information exchange, rendering conventional cryptographic methods ob-
solete.

Despite the transformative potential of quantum communication, the regulatory landscape
governing its deployment remains relatively uncharted. With the rapid proliferation of quantum
communication technologies, policymakers are faced with the daunting task of crafting regulatory
frameworks capable of fostering innovation while safeguarding against potential risks. Moreover,
the global nature of quantum communication necessitates an understanding of the diverse regula-
tory approaches adopted by different countries and regions.

Against this backdrop, this research endeavors to address the pressing need for a comprehensive
analysis of quantum communication regulation on a global scale. The main objective of this research
is to thoroughly examine and contrast various global strategies for regulating quantum communi-
cation in order to pinpoint essential characteristics unique to the current phase of the develop-
ment and regulation of quantum communication, and to formulate recommendations for enhancing
and refining regulatory governance in this field. Through a comparative legal analysis of regulatory
frameworks, this research seeks to uncover common trends, disparities, and emerging patterns in
regulating quantum communication, thereby providing valuable insights for policymakers, research-
ers, and industry stakeholders alike.

To achieve these objectives, the research will be conducted in several stages. Qualitative and
quantitative analyses will be employed to assess the regulatory frameworks implemented in differ-
ent countries and regions. By systematically examining legislative measures, governmental policies,
and industry standards, this research aims to shed light on the intricate interplay between techno-
logical innovation and regulatory governance in the realm of quantum communication.
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In essence, this study seeks to contribute to the burgeoning field of quantum communication

by offering a comprehensive exploration of its regulatory landscape. By highlighting the regulatory
challenges and opportunities inherent in this rapidly evolving field, this research aims to promote
evidence-based policy making and foster international collaboration in creating secure and efficient
quantum communication infrastructure.

Results

Research into foreign regulation of quantum communication has yielded several key findings, not

only concerning the regulation itself but also related measures:

1.

Regulation of quantum communication is primarily carried out at the level of strategic
planning documents. National roadmaps in the field of quantum technologies typically contain
recommendations and regulatory guidelines for quantum communication, identify best practices,
and list existing and planned initiatives that may receive financial support from one or more
government agencies. The process of drafting a roadmap provides a valuable opportunity to
engage a wide range of stakeholders in the development of national strategies. Roadmaps
usually encompass all government structures and identify opportunities for inter-sectoral
cooperation among stakeholders. The roadmap development process also creates opportunities
for stakeholders to collaborate in developing their own strategies and policies, as well as sharing
knowledge, information, and best practices. In most cases, such roadmaps are developed by
government bodies and organizations, but there are also roadmaps from private quantum
associations, for example, in the European Union.

. Technical standards play a paramount role in the development of quantum communication. Their

development occurs not only at the national level but also internationally. The international
dimension is seen as a means of promoting protocols from individual countries and enhancing
influence. However, it is essential to prevent the formation of different international
standardization systems.

. Special groups and centers are established for the effective implementation, development, and

regulation of quantum communication. Their task is to identify social, legal, political, and ethical
issues related to quantum communication. Such groups play a crucial role in informing society
and shaping a positive image of quantum communication.

. For effective legal regulation, it is necessary to monitor administrative barriers that hinder the

implementation of quantum communication. These barriers may include complicated rules for
government procurement, as well as procedures for obtaining licenses and certificates.

. It is necessary to identify the sectors where the implementation of quantum communication is

expected to occur first. These sectors may include the financial sector, healthcare, defense, and
critical infrastructure.

. Regulating and implementing quantum communication involves the use of experimental legal

regimes. It is recommended to include quantum communication in the list of technologies that
may be subject to experimental legal regimes.

The overwhelming majority of countries classify quantum communication as a dual-use
technology. This means it can be used for both civilian and military purposes.

. The classification of quantum communication as a dual-use technology is undoubtedly aimed

at ensuring national security, but at the same time, it imposes significant export restrictions. A
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solution to this could be the establishment of a transparent certification system and tracking of
quantum communication devices. To achieve this, it is possible to create an international system
for tracking and certifying quantum communication devices for the purpose of export and import
control under the auspices of the United Nations.

9. Most countries encourage the use of public-private partnerships. Collaboration between
public and private organizations facilitates quicker responses than traditional regulatory
bodies, providing flexibility in achieving regulatory outcomes for quantum communication and
addressing industry challenges (Johnson, 2019, p. 21).

10.For countries facing challenges in accessing global markets, a viable strategy could involve
orientating towards regional blocs. This approach aims to position them either as local hubs
for quantum technology development or as significant infrastructure players, particularly in
the realm of quantum communication. This strategy is particularly relevant for countries like
Australia and Russia.

11. It is crucial to pay close attention to the ethical aspects of regulating and using quantum
communication. The current era necessitates efforts to initiate the development of a quantum
ethics code and the establishment of an ethical and legal compliance system, both at the national
and international levels.

Discussion

1. Understanding quantum communication

Quantum communication refers to a set of information technologies aimed at transmitting and
protecting information, the operation of which is based on the laws of quantum physics. Quantum
communication harnesses the principles of quantum mechanics, such as superposition and entan-
glement, to facilitate secure and efficient transmission of information (Hoofnagle & Garfinkel, 2021,
p. 25). Superposition denotes the simultaneous existence of multiple states within a single object.
The renowned double-slit experiment demonstrates various quantum phenomena, showcasing the
dual wave-particle nature of small particles and the concept of superposition. The primary inference
drawn from the experiment is that we are unable to determine which slit the individual photon
traversed; instead, the photon exists as a probability wave. Unlike classical communication systems,
which rely on classical bits to encode information, quantum communication employs quantum bits,
or qubits, which can exist in multiple states simultaneously.

The next phenomenon under examination is quantum entanglement, wherein the quantum states
of two or more entities become mutually dependent, despite being spatially distant. Entangled par-
ticles exhibit synchronized behavior, irrespective of the spatial separation between them. Empirical
validation of this property was notably achieved by China in 2017 through the utilization of a quan-
tum satellite (Juan et al., 2017, p. 4).

An additional crucial characteristic of quantum particles, exploited in quantum commu-
nication, pertains to the impossibility of cloning a quantum state (Imre, 2014, p. 139). Given
that a quantum state eludes precise measurement, the act of accurately duplicating it is like-
wise unattainable. As a result, the replication of quantum messages inevitably introduces er-
rors, thereby notifying the communicating parties of any observation by an external observer.
Consequently, users retain the capability to consistently detect the presence of surveillance or
any attempted intrusion.
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Here's a simplified overview of how quantum communication works: Alice sends photons with
random directions, called polarizations. Bob also randomly chooses directions to measure these
photons. After Bob receives and measures the photons, Alice tells him which directions she used.
Bob discards the cases where his directions didn't match Alice’s and informs her where data trans-
mission failed. Even without sharing the actual measurement results, Alice and Bob can generate the
same key. Moreover, if a third party tries to interfere and measure the photons, their polarization
changes, and Alice and Bob can detect errors.

The most popular application of quantum communication is quantum key distribution (QKD)
(Renner, 2008, p. 9). In the process of key generation, the parties exchange photons. Due to the
aforementioned quantum properties, any attempt by a third party to eavesdrop will inevitably dis-
rupt the delicate quantum states, which the communicating parties will immediately detect (Silva et
al, 2012, p. 13).

At present, the lack of regulatory frameworks governing the advancement and application of
quantum technologies opens avenues for ethical and societal quandaries. Without sufficient regula-
tions in place, these issues could arise, potentially endangering ethical norms and societal welfare
(Johnson, 2019, p. 12).

2. Regulation of quantum communication in different countries

2.1. Ganadian regulation of quantum communication

This country’s most recent strategy is Canada’s National Quantum Strategy. The document em-
phasizes the importance of quantum communication for ensuring the confidentiality of information.
A forecast is provided which predicts that the quantum sector will become a $139 billion industry in
Canada by 2045, generating over 200,000 jobs and $42 billion in revenue, potentially contributing
3% of Canada’s GDP.

In the section dedicated to quantum communication, the Canadian government emphasizes the
crucial role of post-quantum cryptography. It is noted that a national quantum communication net-
work, combined with post-quantum cryptography, can enhance the security of confidential informa-
tion, critical applications, and infrastructure. Such a network will encompass ground and satellite
infrastructure, significantly surpassing current Canadian and international capabilities. In the future,
the ‘quantum internet’ may also be utilized by Canadian industries, such as the financial sector,
which require the transmission of confidential information and compatibility of their networks with
those of reliable international partners. Consequently, there is a task to promote the adoption of
post-quantum cryptography and quantum communication products in order to protect data stored
by the Canadian government and Canadian industry.

Among other tasks, increasing organizations’ awareness of the importance of data confidenti-
ality and quantum communication as a means of ensuring such confidentiality is highlighted. The
document indicates an understanding of the importance of quantum technology and the need to
encourage the private sector to invest in this area. There are no specific standards or acts aimed at
regulating quantum technology. On the contrary, the strategy emphasizes Canada’s international
participation in the development of standards, implying that these standards will be applied in the
country.

The strategy also acknowledges that quantum communication may fall into the hands of ma-
licious actors, leading to negative consequences for security and resilience. It is noted that the

' Ministry of Innovation, Science and Industry. (2022). Canada’s National Quantum Strategy. Government of Canada.
https://ised-isde.canada.ca/site/national-quantum-strategy/sites/default/files/attachments/2022/NQS-SQN-eng.pdf
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regulation of quantum communication should be based on principles of security, compatibility,
and neutrality.

For effective regulation, the establishment of a Quantum Advisory Council is envisaged, compris-
ing representatives from industry, science, non-profit, and investment communities. To coordinate
government bodies, the creation of an Interdepartmental Quantum Committee is proposed.

In pursuit of advancements in the quantum sphere, the Canadian government plans to achieve
success by providing additional funding, offering alternative forms of support for industry and re-
search, and developing roadmaps.

Quantum communication is classified as a dual-use technology, meaning it can be used for both
civilian and military purposes. According to the Wassenaar Arrangement of 1995, quantum cryptog-
raphy technology is listed as a dual-use technology, which consequently imposes export restrictions
on companies wishing to participate in international trade.

Thus, there are no specialized laws applicable to quantum communication in Canada. While the
country's national quantum strategy lays important foundations for the further development of quan-
tum communication, there are no plans concerning its regulation, such as identifying administrative or
bureaucratic barriers. This may hinder the development of quantum communication in Canada.

2.2. EU regulation of quantum communication

A key EU strategic planning document is the European Union Strategy for Cybersecurity in the
Digital Decade.?

In the field of quantum communication, the importance of standardization is noted. It is stated
that standards acquire significant importance in addition to traditional legal regulation.

Among the issues emphasized is the importance of preventing individual countries from exploit-
ing international standardization for their own political objectives and the emergence of competing
international standardization systems.

In 2016, the EU launched a large-scale program known as the Quantum Flagship Initiative.> The
program is aimed at supporting the work of hundreds of quantum researchers over a period of 10
years, with an expected budget of €1 billion. It is noteworthy that in the same year, 2016, the key
areas of activity in the field of quantum technologies were approved to ensure the EU's leadership in
the second quantum revolution. These directions are known as the Quantum Manifesto (hereinafter
referred to as the Manifesto).* The Manifesto calls on private companies to participate in the devel-
opment of quantum technology. They are provided with opportunities to engage in the creation and
advancement of quantum technology through public-private partnerships, grants, and other means.
The Manifesto identifies three pillars upon which the development of quantum technology, including
quantum communication, relies: science, education, and technology.

Additionally, as part of the private initiative, The European Quantum Industry Consortium (QuIC)
has developed the Strategic Industry Roadmap (SIR) 2024.° For instance, researchers note that the

2 European Commission Joint Communication to the European Parliament and the Council JOIN (2020) 18 final, The EU’s

*  European Commission. (2018, October 29). Quantum technologies flagship Ricks off with first 20 projects [Press Release].
https://ec.europa.eu/commission/presscorner/detail/en/IP_18_6205
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most promising approach to utilizing quantum key distribution (QKD) and quantum cryptography
is their synergy. Therefore, legislators should be mindful of timelines and lay the groundwork for
long-term funding and support for QKD. Alongside governmental investments, this also entails rec-
ommendations and subsequent regulatory acts regarding the use of QKD-based solutions in areas
where private and public information is processed and transmitted.

Additionally, a recommendation is provided for the development of regulatory acts that could
assist in the development of products, especially for systems manufactured for European organiza-
tions.

It is noted that immigration controls and export control rules often do not allow non-European
specialists to work in Europe outside of academic environments, and provisions on work visas typ-
ically do not specify specialists in the field of quantum technologies. Similar proposals attracting
talent and creating opportunities for specialists in quantum technology can be found in many coun-
tries, such as China, Russia, and Australia. Typically, such initiatives target quantum communication
engineers and developers, but rarely encompass representatives of the humanities (lawyers, ethics
specialists). For the most comprehensive and thorough development and implementation of quan-
tum communication, from both a technical and legal perspective, the candidacy of all stakeholders
should be considered.

2.3. German regulation of quantum communication

In Germany, the primary act dedicated to quantum technologies, including quantum communica-
tion, is the German Government's Action Plan for Quantum Technologies.®

Germany views quantum communication as a technology for ensuring confidential communica-
tion.

The characteristic shortage of personnel in the field of quantum technology is noted, which is
typical for many countries. Therefore, there is a need to develop a program both for educating new
specialists and attracting experts from abroad.

Just like QuIC, the German government is considering a scenario involving the use of quantum
communication alongside post-quantum cryptography. When combined with post-quantum cryptog-
raphy based on mathematical principles, the confidentiality of sensitive information can be main-
tained in the long term. However, continuous monitoring of risks in the field of information security
and data protection is imperative.

To coordinate government agencies, the creation of a special interdepartmental group is envis-
aged. Such initiatives deserve attention as they are found in many countries and are primarily aimed
at overcoming bureaucratic hurdles that could significantly hinder the development of quantum
communication.

Besides supporting pan-European initiatives, Germany will collaborate with national institutions,
which also indicates a public-private approach.

In addition, the federal government has adopted a framework program titled ‘Quantum
Technologies — From Basics to Market’ which outlines the following goals of the federal government:

¢ Quantum Computing Lab. (n.d.) Germany’s action plan for quantum technologies. Retrieved November 25, 2023, from
https://www.quantumcomputinglab.cineca.it/en/2023/05/09/germanys-action-plan-for-quantum-technologies/;  Bun-
desministerium fiir Bildung und Forschung [Federal Ministry of Education and Research]. (2023). Handlungskonzept
Quantentechnologien der Bundesregierung [Federal Government’s quantum technology action plan]. Bundesregierung

[Federal Government]. https://gbn.world/wp-content/uploads/2023/04/Action-Plan-Quantum-Technologies-by-Ger-
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strengthening Germany's strong positions in quantum physics research and paving the way for appli-
cations using quantum technology; creating a framework of conditions to prepare for new economic
opportunities and markets; establishing a solid foundation for Germany’s leading role in developing
industrial applications for quantum technology; fostering international collaboration in the devel-
opment of quantum technologies; informing the German population and involving them in the ad-
vancement of this new key technology.’

It is noted that, from the federal government's perspective, there is a particular need to develop
quantum-resistant cryptographic systems that are secure against both quantum and classical com-
puters and can operate with existing communication protocols and networks. The federal govern-
ment aims to take measures in this area to maintain Germany’s place as the number one encryption
country. Here, arises the challenge of transitioning to new cryptographic infrastructures while also
focusing on a degree of encryption flexibility.

In general, though Germany lacks specialized laws dedicated to quantum communication, it has
a general strategy for quantum technology that sets the right direction for future development and
regulation of quantum communication.

2.4, British regulation of quantum communication

0n March 23, 2015, the United Kingdom adopted a National Quantum Technologies Strategy® that
sets various goals and identifies actions that the British government must take. For example, one
task is the development of regulatory acts and standards. It is noted that standards are a useful tool
for the future development of technology, as they provide confidence and uniformity in an evolving
market that can be recognized internationally by all links in the supply chain. The aim is to ensure
that standards are developed at an appropriate pace and used properly to facilitate the planned
development of quantum technology.

Similarly, existing regulatory acts can often be revised to unlock opportunities in the emerging
market. Developing effective regulation that covers innovations in quantum technology will contrib-
ute to advancing the shared vision.

Special attention is given to the necessity of creating dialogue among all stakeholders. For in-
stance, one of the principles for implementing standards is named as consultation with relevant
stakeholders to better understand the need for standard implementation. It should be noted that
such initiatives should not only pertain to standards but also to the regulation of any technology.

‘Quantum communication’ is also mentioned in the 2021 National Security and Investment Act,
where it is defined as:’

(a) The transmission of information utilizing the properties of quantum mechanics, including su-
perposition, entanglement, single-photon technology, the utilization of conjugate variables, or their
combination;

(b) The utilization of communication networks (quantum or otherwise) for the distribution of
quantum states or information about quantum states;

7 Bundesministerium fiir Bildung und Forschung [Federal Ministry of Education and Research]. Quantum technologies —
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(c) The creation of cryptographic keys or the generation of provably random numbers using a
quantum physical process.

The purpose of the mentioned law is to grant the UK government powers to scrutinize and in-
tervene in certain acquisitions, including those made by enterprises or investors, that may pose a
threat to the United Kingdom’s national security. Under this law, any entity intending to acquire a
company developing quantum technology is required to notify the UK government

It is also important to mention the theoretical approach to regulating quantum technology pro-
posed by the Regulatory Horizons Council (RHC) in the ‘Regulating Quantum Technology Application’
report in February of 2024/° The main principle of this approach lies in regulating the specific ap-
plication of the technology rather than the technology itself. For instance, instead of attempting to
regulate quantum communication as a whole, the focus is on regulating its applications, such as
in quantum key distribution. A similar approach is outlined in the German government’s Quantum
Technology Action Plan.

Thus, the British government views public-private partnerships as the most rational mechanism
for developing and implementing quantum communication, while it is simultaneously developing
national standards and participating in international standardization bodies.

2.5. Dutch regulation of quantum communication

Another prominent player in the quantum communication market is the Netherlands with its
National Program on Quantum Technologies!" The program is a comprehensive document pro-
viding an overview of all kinds of quantum technology, their practical applications, and descrip-
tions of the main challenges inherent in developing quantum technology. It is worth noting that
the program places special emphasis on forming and utilizing the quantum internet for quantum
communication. A technical challenge is highlighted concerning the deployment of the quantum
internet on a large scale, which involves overcoming various issues such as achieving entangle-
ment over long distances and enhancing the functionality of quantum networks. The program
concludes that the quantum internet will operate fundamentally differently from the mod-
ern internet, requiring a new network stack architecture capable of interacting with the cur-
rent internet stack and fully leveraging the specific advantages of quantum communication.
The program highlights the international aspects of quantum communication.

The Netherlands considers itself a potential international leader in developing the regulatory and
ethical aspects of quantum communication.

2.6. Russian regulation of quantum communication

In Russia, quantum communication is defined as a key end-to-end technology, the development
of which is determined by the Roadmap for the Development of End-to-End Digital Technology,
dubbed ‘Quantum Technologies’ (hereinafter — the Roadmap)” and the Passport of the Roadmap

" pepartment for Science, Innovation and Technology & Regulatory Horizons Council. (2024). Regulating quantum

2 Ministry of Digital Development, Communications and Mass Media of the Russian Federation. (2019). The roadmap for
the development of “end-to-end” digital technology “quantum technologies”. The Government of the Russian Federation.
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for the development of the high-tech field of ‘Quantum Communication’ for the period up to 2024
(approved by the Ministry of Digital Development of Russia on 08/27/2020 No. 17) (hereinafter — the
Passport)

In the Roadmap, one of the initiatives for developing quantum communication is ‘Regulatory
Regulation’. As part of this initiative, the preparation and consolidation of proposals for amending
existing regulations are planned, as well as consideration of proposals and preparation of draft
amendments to regulations by the responsible executive authorities.

According to Federal Law No. 258-FZ of July 31, 2020, ‘On Experimental Legal Regimes in the Field
of Digital Innovations in the Russian Federation, this regime can be applied to a number of tech-
nologies, the list of which is established by the resolution of the Government In the Resolution
of the Government of the Russian Federation No. 1750 of October 28, 2020, ‘On Approval of the List
of Technologies Applied within the Framework of Experimental Legal Regimes in the Field of Digital
Innovations, that quantum technologies are among such technologies, including in the areas of
quantum computing, quantum communication, quantum sensors, and metrology.”

In the Government of the Russian Federation’s Order No. 1484-r of July 8, 2019, ‘On the Signing
of Agreements of Intent between the Government of the Russian Federation and State Corporations
and State-Owned Companies for the Development of Certain High-Tech Directions, Article 2 states
that the implementation of the Roadmap is ensured by creating a comfortable regulatory environ-
ment, including the removal of administrative barriers, improving standardization and technical reg-
ulation, and establishing experimental legal regimes®

Quantum cryptography is designated as a dual-use technology in the Resolution of the Government
of the Russian Federation No. 1299 of July 19, 2022, ‘On the Approval of the List of Goods and Dual-
Use Technologies That Can Be Used in the Development of Weapons and Military Equipment and on
Which Export Control Is Implemented””

As part of the establishment of specialized organizations, the Quantum Valley Innovation Science
and Technology Center, established in accordance with the Resolution of the Government of the

B Passport of the «roadmap» for the development of the high-tech field «quantum communications» for the period up to
2024" (approved by the Ministry of Digital Development of Russia, Aug. 27, 2020, No. 17 (Russ.).

% Federal'ny Zakon RF ob eksperimental'nykh pravovykh rezhimakh v sfere cifrovykh innovacij v Rossijskoj Federacii [Fede-
ral Law on Experimental Legal Regimes in the Field of Digital Innovations in the Russian Federation], Sobranie Zakono-
datel'stva Rossiyskoy Federatsii [SZ RF] [Russian Federation Collection of Legislation] 2020, No. 31 (Part ), Item 5017.

5 Postanovlenie Pravitel'stva RF ob utverzhdenii perechnya tekhnologij, primenyaemykh v ramkakh eksperimental’nykh
pravovykh rezhimov v sfere cifrovykh innovacij [Decree of the Government of the Russian Federation on approval of the
list of technologies used within the framework of experimental legal regimes in the field of digital innovations] Oct. 28,
2020, No. 1750.

' Rasporyazhenie Pravitel'stva RF o podpisanii Soglashenij o namereniyakh mezhdu Pravitel'stvom Rossijskoj Federacii i go-
sudarstvennymi korporaciyami i gosudarstvennymi kompaniyami po razvitiyu otdel'nykh napravlenij vysokikh tekhnologij»
[Order No. 1484-r of July 8, 2019, ‘On the Signing of Agreements of Intent between the Government of the Russian Federa-
tion and State Corporations and State-Owned Companies for the Development of Certain High-Tech Directions], Sobranie
Zakonodatel'stva Rossiyskoiy Federatsii [SZ RF] [Russian Federation Collection of Legislation] 2019, No 28, Item 382%.

7 Postanovlenie Pravitel'stva Rossijskoj Federacii ob utverzhdenii perechnya tovarov i tekhnologij dvojnogo naznacheniya,
kotorye mogut byt' ispol’zovany pri razrabotke vooruzheniya i voennoj tekhniki i v otnoshenii kotoryh osushchestvlyaet-
sya eksportnyj kontrol [Decree of the Government of the Russian Federation on the Approval of the List of Goods and
Dual-Use Technologies that can be used in the Development of Weapons and Military Equipment and on which Export
Control is implemented], Sobranie Zakonodatel'stva Rossiyskoiy Federatsii [SZ RF] [Russian Federation Collection of Leg-
islation] 2022, No 30, Item 5630.
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Russian Federation No. 2133 of November 30, 2021, ‘On the Establishment of the Quantum Valley
Innovation Science and Technology Center’ (hereinafter referred to as Quantum Valley), has been cre-
ated.® One of Quantum Valley's areas of activity is advanced digital technologies, including quantum
technology and artificial intelligence. Operations within this center offer significant tax incentives
(0% corporate income tax, 0% VAT, 0% property tax), which will have a positive impact on the indus-
try's condition.

The Concept of Regulation of the Quantum Communication Industry in the Russian Federation
until 2030 (hereinafter referred to as the Concept) was adopted in 2023. Among its regulatory tasks
are to identify legal barriers hindering the development and application of quantum communication
in various sectors of the economy and society; to shape a legal framework for the market for goods,
works, and services in the quantum communication industry which is based on the national stan-
dardization and conformity assessment system; and to harmonize legal acts.

One of the regulatory initiatives involves developing legal acts in the field of quantum communi-
cation at the international level.

The first step in regulating quantum communication is to establish and define a conceptual frame-
work. Subsequently, the goal will be to establish a legal institution to regulate the use of quan-
tum communication within existing communication networks through the application of regulatory
sandboxes.

Of particular interest is the preliminary ‘Quantum Communication: Terms and Definitions’ na-
tional standard (hereinafter referred to as the Standard), which identifies promising directions for
developing quantum communication not only in Russia but also in other countries.

The Standard defines the term ‘quantum signature’ as quantum information associated with other
information in electronic form (the information being signed) and used to identify the entity signing
the information. Quantum signature is likely to become an additional option for remote document
signing, used optionally for enhancing security or in compliance with legislation, such as in the
transmission of electronic documents among critical infrastructure entities.

The term ‘quantum internet’ refers to a global information network based on quantum technol-
ogy, where quantum information is generated, processed, and stored in nodes interconnected by
quantum channels. The development of a quantum internet will raise issues related to governmental
control and identification to a new level. For instance, in the EU, the Quantum Internet Alliance is
engaged in the development and implementation of the quantum internet®

One of the promising scenarios for the use of the quantum internet is the implementation of
quantum currency, which is protected against counterfeiting due to the no-cloning theorem of quan-
tum states. This could lead to changes in the regulation of monetary transactions. Just like for quan-
tum communication, the development of standards will be required for the quantum internet, as
noted in the Japanese Strategy for Creating the Quantum Future Industry.?°

' Postanovlenie Pravitel'stva Rossijskoj Federacii o sozdanii innovacionnogo nauchno-tekhnicheskogo centra “Kvantovaya
dolina” [Resolution of the Government of the Russian Federation on the Establishment of the Quantum Valley Innovation
Science and Technology Center] Sobranie Zakonodatel'stva Rossiyskoiy Federatsii [SZ RF] [Russian Federation Collection
of Legislation] 2021, No 49 (Part I1), Item 8318.

2 Quantum Research Promotion Office. (n.d.). Quantum Future Industry Creation Strategy. Ministry of Education, Culture,
Sports, Science and Technology of Japan. Retrieved October 23, 2023 from www.mext.go.jp/a_menu/shinkou/ryoushi/
mext_02468.html
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Thus, in Russia, there are several strategic acts that define areas for regulation and set specific
tasks for improving such regulation. However, there are no specialized laws that specifically ad-
dress quantum communication, nor are there laws similar to those in the United States and Korea,
which establish an organizational framework for the development and implementation of quantum
communication. Unlike the approach in the US and Korea, Russia tends to rely on state-oriented
partnerships, as state-owned companies are involved in the development of quantum communica-
tion. In other words, Russia has adopted a state-oriented approach instead of a softer approach or
co-regulation.

2.7. US regulation of quantum communication

The United States’ National Quantum Initiative Act was signed into law in 2018. Its aim is to ensure
the United States’ continued leadership in the field of quantum technology. It emphasizes the need
for international quantum security standards, thereby assigning responsibility to relevant authori-
ties and organizations to develop and implement national standards.

Additionally, the Act provides for the establishment of special bodies and committees whose
primary goal will be to conduct research in the field of quantum technology.

Additionally, in accordance with Sec. 109 of the Export Control Reform Act of 2018, the Bureau of
Industry and Security classified quantum information technologies, including quantum encryption,
as critical technologies for export control purposes.”

In 2022, the National Institute of Standards and Technology (NIST) selected the non-profit re-
search institute SRI International to develop the first roadmap for the production of quantum tech-
nologies, which is crucial for establishing reliable and high-quality supply chains.?

2.8. Australian regulation of quantum communication

An Australian government corporation, the Commonwealth Scientific and Industrial Research
Organisation (CSIRO), published a roadmap for quantum technologies in 2020, (CSIRO, 2020).Z One
of the key tasks it identified was to introduce certainty in the rules governing the control of trade in
defense goods, as well as to support dialogue among stakeholders to foster trust in the industry and
ensure the protection of intellectual property and Australia’s security.

Moreover, Australia has adopted a National Quantum Strategy. The structure of the National
Quantum Strategy consists of 7 objectives with proposed policy initiatives to:

1. Create a conducive environment for the development, commercialization, and utilization of
quantum research, including by raising awareness and demand;

2. Strengthen Australia’s global leadership in quantum research by stimulating the next wave of
quantum discoveries and technological breakthroughs;

3. Make Australia a primary destination for attracting talent in the field of quantum technology and
stimulate the growth of a skilled workforce to enable industry scalability;

2 Export Control Reform Act of 2018, H.R.5040, 115th Cong., s. 109 (2018), https://www.congress.gov/hill/115th-congress/
house-bill /5040 /text.

% Department of Industry, Science and Resources. (n.d.). National Quantum Strategy. Australian Government. Retrieved
October 23, 2023 from https://consult.industry.gov.au/national-quantum-strategy
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4. Remove barriers in the supply chain;

5. Strengthen domestic and international partnerships;

6. Create the right conditions to strengthen trust, ensure inclusivity, and balance national interests
with economic opportunities.

Similar objectives are embedded in many other strategies, such as those in Russia. It is worth
taking note of the initiatives aimed at removing barriers in the supply chain, such as identifying and
eliminating procurement barriers within the quantum ecosystem that restrict the commercialization
of quantum technology. Of interest is the attention paid to reducing the high dependency of the
quantum industry on imports, including through the accumulation of reserves and expanding do-
mestic production capacity, as well as raw material production.

Australia’s vision for the development of its regulatory framework is intriguing. In its creation, a
holistic approach is planned to ensure the achievement of a proper balance and to prevent unfore-
seen consequences of regulatory enactments. Achieving national interests in the field of quantum
technologies will also require an active bhalance between:
= Commercial opportunities;
= The transformative impact of quantum technologies;
= National security requirements (including proper control over technologies to protect intellectual

property and national interests).

Therefore, the most appropriate legal mechanisms for achieving the above-mentioned objectives
may involve the piloting of experimental legal regimes.

In addition to the points mentioned, Australia has also adopted an Army Quantum Technology
Roadmap.?” It is asserted that widespread adoption of quantum networks in the near future is un-
likely. Quantum communication will be limited to a few high-priority channels.

2.9. Japanese regulation of quantum communication

Japan stands out with a significant number of strategic initiatives in the field of quantum technol-
ogy. There are three: Innovation Strategy in Quantum Technologies, Vision of the Quantum Society
of the Future, and Strategy for Creating the Quantum Future Industry, as well as a Roadmap for
Innovation strategy in the field of quantum technologies.

In the Strategy for Creating the Quantum Future Industry, it is noted that for the widespread use
and dissemination of quantum communication, it will be recommended to incorporate quantum
communication into rules, guidelines, etc. Additionally, the government will support the use of quan-
tum technologies in public institutions and local government bodies. There is already a recognized
need to develop new standards for the quantum internet of the future.

To expand and popularize the use of quantum cryptography communication devices, there are
plans to develop a certification system for these devices by a third-party organization. It is expected
that this system will be autonomous, where private companies will serve as evaluation institutions,
and the responsibility will be placed on these companies and their executives.

In collaboration with industry and academic circles, the Japanese government has committed to
forming a venture ecosystem in order to attract investment. This system will include mechanisms
for discovering and generating new ideas (such as pitch competitions, idea/hackathons, etc.), col-
laboration with existing companies, cooperation between startup companies, and dissemination

% The Australian Army. (2021). Army Quantum Technology Roadmap. The Australian Government. https://researchcentre.

CTATBU 67


https://researchcentre.army.gov.au/sites/default/files/RD5734_Quantum%20Roadmap%20WEB.pdf
https://researchcentre.army.gov.au/sites/default/files/RD5734_Quantum%20Roadmap%20WEB.pdf

Digital Law Journal. Vol. 4, No. 4, 2023, p. 54-72
Dmitry A. Kuleshov / The Global Approaches to the Regulation of Quantum Communication

of information about business activities, both domestically and internationally. As a result, a
comprehensive innovation platform will be formed that will create and support startups through
close collaboration between industry, academic circles, and the government, including support for
accessing foreign markets. In other words, the emphasis is placed on public-private partnerships.

The Vision Strategy for the Quantum Future is particularly interested in addressing issues related
to intellectual property, standardization, and international norm-setting, primarily for quantum
computers and quantum communication. It is noted that quantum computers and quantum cryp-
tographic communication represent complex systems that integrate various technologies, including
quantum and traditional (classical) technologies, and it is expected that they will encompass diverse
intellectual property in the future.

In light of this, a strategy of openness/closure is envisaged to protect intellectual property re-
lated to quantum technologies. Furthermore, issues are being considered related to mandating the
licensing of inventions. For this reason, in collaboration with private companies, the government will
promote an ‘open-closed’ strategy and encourage initiatives from the private sector. The Japanese
government expects the formation of a patent pool led by the private sector in the future and the
creation of a private management organization based on the ‘open-closed’ strategy. Furthermore,
the formation of an international patent pool led by the private sector is expected to enable simul-
taneous licensing of multiple intellectual property assets.

In the field of investment, there is a plan to expand the use of government funds for particularly
risky projects. To promote the development of the quantum market, the government and related
organizations are expected to be obliged to actively procure new products for early adoption in order
to stimulate demand.

A similar proposal is present in the Innovation Strategy in Quantum Technologies. Additionally,
based on an agreement on an international export control regime, Japan will advocate strict control
of secure trade and management systems based on its Foreign Exchange and Foreign Trade Act.

Thus, Japan offers the most comprehensive and holistic approach to the vision and future
regulation of quantum technology. The government places significant emphasis on public-pri-
vate partnerships in developing and financing quantum technology. There is a focus on the
development of quantum computers and quantum communication. Changes in intellectual
property legislation are expected to create a mechanism for compulsory licensing of inventions.
Certification legislation will change to transfer this procedure into private hands, with the re-
sponsibility placed on the certifying bodies. There will be comprehensive changes in investment
legislation aimed at facilitating investment and expediting the adoption and formation of the
quantum technology market.

2.10. South Korean regulation of quantum communication

In 2023, amendments were added to South Korea's Special Law on Promotion of Information and
Communication and Activation of Fusion. These changes allocate certain rights to the Minister of
Information and Communication Technology (hereinafter referred to as the ICT Minister) and the
government regarding the development of quantum communication.?

The ICT Minister is empowered to support and promote activities related to the standardization
and certification of quantum information and communication technologies, facilitate international

% Special Act on Promotion of Information and Communication and Activation of Convergence, amended by Act. No. 19240,
March 21,2023 (S. Kor.).
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cooperation in the field of quantum information and communication technologies, and appoint a
specialized institution for the effective implementation of projects in the field of quantum commu-
nication (Article 27.2). In coordination with the governor of the city, the ICT Minister may designate
areas for the development and dissemination of new quantum information and communication
technology, as well as for workforce training and enhancing the competitiveness of the industry
(Article 27.4).

The government is empowered to determine the priority of support measures for high-tech and
venture enterprises utilizing quantum information and communication technology, as well as for
enterprises initiating entrepreneurial activities using quantum information and communication
technology (Article 27.3).

On October 6, 2023, the Quantum Scientific Technology Development and Industry Act (hereafter
referred to as the Quantum Technology Industry Act) was enacted. The main content of this act
revolves around establishing an institutional framework to provide various forms of support for
developing quantum scientific technology and industry.”

The aim of the Act is to promote scientific and technological innovation, national security, and
the development of the national economy by establishing a research base in the field of quantum
science and technology and systematically developing the quantum industry.

The government’s Ministry of Science and Information Technology is specifically tasked with cre-
ating a plan for the development of quantum science and technology every five years. This plan must
address issues related to standardization and the protection of intellectual property rights.

Article 13 of the Quantum Technology Industry Act specifically establishes the right of patent
holders to present the results of intellectual activities under an exclusive license. Apparently, this
measure is aimed at combating potential illegal dissemination of quantum technology.

Additionally, the government is tasked with supporting startups related to quantum technology
by providing them with workspace and conference rooms to foster the development of the quantum
industry.

South Korea is actively engaged in standardizing quantum communication technology both at the
national level and internationally.®

Thus, the regulation of quantum communication in South Korea resembles that in the United
States. There are laws establishing an institutional framework for organizing, financing, developing,
and applying quantum technology. Responsible bodies are designated or created to carry out rel-
evant duties. Alongside this, there is parallel development of quantum communication standards
both at the national and international levels.

2.11. Chinese regulation of quantum communication

China's primary strategic document is the ‘Made in China 2025' National Plan (hereinafter referred
to as the National Plan)?® and also the current 14th Five-Year Plan for China’s Social and Economic
Development (2021-2025). In these documents, there are declarations of “major breakthroughs,” in-
cluding in the field of quantum technology.

7 Quantum Science and Technology and Quantum Industry Fostering Act (S. Kor.).
% Quantum Information and Communication Research Association. (2018). Standardization for Quantum Key Distribution.
Ministry of Science and ICT. https://scienceon.kisti.re.kr/srch/selectPORSrchReport.do?cn=TRK0202100006406
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According to the National Plan, the development of quantum technology will be driven by sys-
tematic education in the field of quantum technology, the advancement of numerous national in-
novation projects, and the establishment of laboratories. Significant state funding is expected to
contribute to substantial achievements in the development of quantum technology. The funding is
primarily directed towards the commercialization of quantum communication technology.

In 2018, a draft of a national standard dubbed ‘Terminology and Definitions of Quantum
Communication’ was introduced.*® This document provides definitions of concepts and terms in the
field of quantum communication, including quantum communication technology, in both a broad
and narrow sense, as well as terms related to the quantum information processing technology in-
volved in quantum communication. The project focuses on defining terms related to current practical
quantum key distribution technology, standardizing the description of quantum key distribution
technology in industries related to quantum communication, and providing reference materials for
the application of this technology in existing networks, as well as its evaluation and testing.

China enacted an Encryption Law in 2020, which regulates the use and development of cryp-
tographic technologies, including those used in quantum communication. Additionally, there is a
Cybersecurity Law enacted in 2016, which requires network operators to take measures to protect
the security of their networks and the information they handle, including quantum communication
networks.”

3. Ethical regulation

Ethical regulation could indeed emerge as a promising approach for guiding the development and
deployment of quantum technology. It has the potential to influence all other forms of regulation
and could serve as a foundation for governing quantum technology. There are already proposals in
Europe for conducting Quantum Impact Assessments (QIA) to evaluate the legality, ethics, social im-
plications, and technical reliability of quantum technologies throughout their lifecycle. This holistic
approach could help ensure that quantum technologies are developed and used in a responsible
and socially beneficial manner.? The following rules are proposed:

1. Ensuring the integrity of quantum systems storing and transmitting information, as well as
auditing information processing by quantum systems;

2. Providing traceability, testability, and predictability of actions performed by the quantum system;

Compliance with the intellectual property rights of third parties;

4. Respecting individuals' privacy, confidentiality of information, fundamental ethical principles,
and industry laws and regulations related to the application of quantum technology;

5. Clarifying and delineating responsibilities within the chain of development — component
application — service provision.

As part of the quantum technology and quantum communication impact assessment, interdis-
ciplinary groups are envisaged to be established. These groups will formulate future implementa-
tion plans for Quantum Impact Assessment (QIA) within each sector (such as healthcare, agriculture,

w

% Ministry of Industry and Information Technology. (2018). Quantum Communication Terminologies and Definitions.

Network Security Law of the People’s Republic of China (promulgated by the Standing Comm. Nat'l People’s Cong., Nov. 7,
2016, effective June 1, 2017) (China).

Kop, M. (2021, March 30). Establishing a legal-ethical framework for quantum technology. Yale Journal of Law & Technology
Blog. https://yjolt.org/blog/establishing-legal-ethical-framework-quantum-technology
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energy, finance, transportation, education, media, arts and entertainment, defense) with the aim of

monitoring and influencing the social consequences of deploying quantum technology.*
Here are the proposed principles for the responsible implementation of quantum communication

by some authors (Kop et al., 2023, p. 12):

1. Consideration of information security as an integral part of quantum communication aimed at
eliminating security threats;

2. Prevention of the malicious use of quantum technology and mitigation of risks of dual-use;

3. Pursuit of international cooperation based on shared values, guided by the ‘winner-takes-all
principle;

4. Balance between transparency and secrecy;

5. Establish an ecosystem for studying the potential uses and consequences of quantum
technologies, expanding our understanding of responsible quantum technology usage;

Conclusion

Quantum communication is already part of the market in many countries. However, the regula-
tion of quantum communication is still in its infancy and consists of a scattered array of acts, with a
focus on strategic planning documents and roadmaps. A projected scenario for the development of
quantum communication regulation may involve an increase in the number of laws establishing the
organizational framework for the implementation, testing, and development of quantum communi-
cation. Subsequently, targeted amendments to laws concerning critical infrastructure, information
security, telecommunications, and electronic signatures are expected. Anticipated changes may be-
come subjects for further research and investigation.
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