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Abstract

The subject of the research is the transformation of the state institution under the influence of the digital revo-
lution. The choice of topic is determined by the transition of the state institution from bureaucratic to service
and from service to digital. This transition entails significant changes in the methods of regulating public rela-
tions, the forms of state participation in the life of citizens, as well as the architecture of interaction between
state, business and society in the new environment. The aim of the research is to create and justify a model of
digital public administration, in which the necessary access to personal information of the digitized state will
not be used against citizens. Therefore, the digitalization of public administration should be a tool to improve
the efficiency of public services. The research methods are: institutional and comparative legal analysis, as well
as methodology of value chain management by M. Porter. The results of the research show that (1) the created
value chain of public administration includes main and auxiliary activities in the system of public administra-
tion in the digital state, (2) changes in the governance due to the increasing role of the digital state have been
proved based on the doctrinal components of the new public administration of C. Hood, and (3) substanti-
ated the reasons for the evolution of public administration through the prism of management structures: from
linear-functional to project-functional structure and, as a result, to state digital platforms. Based on the decla-
rations of the UN General Assembly, the conclusion is made that it is necessary to strengthen the control of the
judiciary over the executive to avoid the establishment of digital totalitarianism. These findings reinforce the
methodological significance of the evolution of public administration, as well as the practical value in reforming
the system of governance under the influence of the digital revolution.
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NOPOTA U3 XXENTOIO KUPMUYA
K LLUOPOBOMY rOCYZIAPCTBY
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AHHOTaUWA

MpeaMeToM MCCneoBaHus B CTaTbe BbICTYMAET TPaHC(HOPMALMA UHCTUTYTA rocyAapcTBa Nof BAUSHUEM Lnd-
pOBOIA peBoMioLMK. Bbibop TeMbl OnpefenseTcs NepexofoM rocyAapCcTBEHHOMO YUpexaeHus OT 6lopokpatuye-
CKOFO K CEPBUCHOMY 11 OT CEPBUCHOMO K LinchpOBOMY. 3TOT Nepexoz BreueT 3a Co060i 3HaUnTeNbHbIE M3MEHEeHMWs!
B Cnoco6ax perynupoBaHns 06LecTBEHHbIX OTHOWEHWH, hopMax yuacTus rocyAapcTBa B XU3HM rpaxzaH, a Tak-
e B apXUTEKTYpe B3anMOofieiCTBISA roCyAapCTBa, GU3HeCa 1 061ecTBa B HOBbIX YCNOBUAX. Lienblo uccnegoBaHus
ABNAETCS CO3/jaHNe U 060CHOBAHME MOZENH LuthpoBOro rocyapcTBEHHOTO YpaBneHus, B KOTOpoil Heobxoau-
Mbli JOCTYN K TMYHOI MH(OPMALLN LUpOBU3MPOBAHHOTO FOCYAAPCTBA He ByAeT UCMoNb30BaTbes NPOTUB rpa-
¥zaaH. Mo3ToMy LMdpoOBU3aLLAS TOCYAAPCTBEHHOTO YNPaBNeHUsl JOMKHA CTaTb UHCTPYMEHTOM MOBbIWEHNS -
(heKTMBHOCTY FOCYLAPCTBEHHbIX yCNyr. MeTofibl MCCNe0BaHNS: MHCTUTYLLMOHANbHBIIA 1 CPAaBHUTENbHO-NPABOBO
aHanus, a Takxe MeTOLONOrNs YNpaBNeHns Lenoukoi LeHHoct M. MopTepa. Pesynbtatbl MccnegoBaHus noka-
3anu, uto (1) CO3AaHHAA LENOoUKa LeHHOCTU TOCYAAPCTBEHHOTO YNPABNEHUA BKMIOUAET OCHOBHbIE U BCMIOMOrA-
TesbHble BUbl AEATENbHOCTU B CUCTEME LM(POBOTO roCyAAPCTBEHHOIO YNPABIeHNS:; (2) Ha 0CHOBE AOKTPMHANb-
HbIX KOMMOHEHTOB HOBOTO FOCYAAPCTBEHHOIO ynpasreHus Y. XyAa NpesnoxeHo COOTBETCTBYIOLLEE U3MEHEHNE
B CUCTEME FOCYAAPCTBEHHOTO YNIPaBNeHIs B CBA3N C BO3pACTaHUEM pofin LudpoBoro rocyaapctea v (3) asonto-
LS 6IOPOKPATUECKOTO, CEPBUCHOTO 11 Li(POBOTO roCyAAPCTBa, a TAKKE UX annapaToB NOCPEACTBOM CTPYKTYP
yNpaBneHns NpOMCXOAUT MO CNeAyiollemy CLUEHapuio: OT NMHeNHO-(PYHKLMOHANbHOM K MPOEKTHO-(YHKLMO-
HasbHOW CTPYKTYpe 1 K rocyAapCcTBeHHbIM LncpoBbiM nnaTdopmam. Ha ocHoBaHNM Aeknapaumii [eHepanbHol
Accam6nen OOH cienaH BbIBOA 0 HEOGXOAUMOCTY YCUNEHUS KOHTPONA CyAe6HO BNACTU HaZ UCTONHUTENbHON
BO U36eXaHNe YCTaHoBNeHUs LdPOBOro TOTaNNUTapu3Ma. 3! BbIBOAbI NOATBEPHIAIT METOLONOMNUECKYIO 3Ha-
UMMOCTb 3BOMIOLMY TOCYAAPCTBEHHOTO YNIPABNEHNS, @ TakKXKe MPAKTUUECkyio LLEHHOCTb pedhopMUpOBaHNS CicTe-
Mbl TOCYapCTBEHHOTO YNpaB/eHus Nog BAMSHUEM LM(POBOI PEBOIOLUN.

Kniouesble cnosa
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Introduction

States that transition from one political order to another do so with different aims. Their eco-
nomic situation, sustainable power structures, the maturity of civil society, and their international
competitiveness are factors that inform this transition. This last feature requires the creation of an
effective institutional environment to attract investments, raising the quality of human capital and
technological modernization.

A favorable environment for economic development has been created by the technologies of the
4™ industrial revolution, the Internet of things, and the digitalization of an increasing number of pro-
cesses for production and service. They help to increase efficiency after all other management tools
have already been implemented and have exhausted their capabilities. When the public adminis-
tration system is assessed, the problem of efficiency can clearly be found there too. The transition
from a bureaucratic state to a service state was done with the aim of increasing how efficient public
administration could be. This would transpire by reducing the cost of performing public functions,
whilst also improving their quality by optimizing service times, reducing waiting times, using budget
funds in a targeted way, and individualizing state support for citizens.

The idea itself turned out to be quite attractive; it was first adopted by the United Kingdom (Bar-
ber, 2008), and later by many other states, including Russia. Criticism, however, was leveled at this
approach almost immediately; service standardization was introduced as part of the transition to a
service state, raising new problems. It turned out that, since citizens differ vastly in their require-
ments, their needs do not fit into the approved standards for the provision of public services. The
transition from a bureaucratic to a service state was reminiscent of the transition from artisanal
production to mass production; however, it was business that realized the significant diversity of
human needs, and thus the inefficiency of mass production. Due to the hyper-competitive struggle,
business was forced to switch to mass customization, which could individualize and satisfy various
consumer needs. The inconveniences that service states place on their citizens also exposed how
dissatisfied they were with public services. Here, however, this problem resulted in a decrease in the
level of trust citizens held in their state, which could be fraught with social upheavals. This outcome
did not suit the authorities.

The transition of the political order from a service state to a more efficient system proved to be an
urgent problem, yet a solution was found rather quickly, prompted yet again by business. For states
that are rapidly losing their citizens’ trust, digitalization has shown itself to be a lifeline. There has
been a rapid growth in states which are transferring the order of their services to digital platforms.
Estonia and Denmark were ahead of all other countries in the digitalization of their public adminis-
tration.

In terms of the digitalization of the public services system, Estonia and Denmark are world lead-
ers. In Estonia, almost all public services are provided digitally, apart from acts of civil status where
a personal presence is necessary (marriage and divorce, as well as the purchase of real estate while
making entries in the state cadastre). The authorities of both Denmark and Estonia were able to im-
plement state digitalization projects; in terms of scale, these projects were comparable to the largest
internet platforms (Fuchikawa, 2020). Importantly, the governments of countries leading in digital-
ization, as well as internet platforms, have set consumer needs as priorities, and agile technologies
(flexible testing and learning methods) as their implementation method. The use of agile methods
alone would not ensure success when digitalizing public services: changing the flow of information
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is not consistent with consumer interests and, vice versa, the interests of consumers do not always
coincide with the results of optimizing information flows.

At the same time, some state bodies cannot provide a unified architecture for their digital envi-
ronment. In these situations, they are forced to coordinate their actions and projects at the govern-
mental level (Osipov, 2016); when digitalizing their public service system, this acts as a consolidating
and directing center. The role of each national government is not limited to consolidating the ideas
of disparate and independent state bodies; the tasks faced by national government are much greater
than might seem at first glance. The government should not only develop, approve and implement
their digitalization strategy (in which the goals, objectives, priorities, and methods of its implemen-
tation are clearly fixed); it should also offer a unified IT platform, as well as the technical standards
necessary for developing the components necessary to underpin their digital environment (with the
possibility of their integration with each other based on a single digital platform), and ensure the
timely submission of hills to parliament, which will fix new institutional conditions for the provision
of public services amongst many others'.

The transition from a service state to a digital one also has a number of requirements. The first
consideration is the coverage and quality of internet connection. It is no coincidence that it was
Estonia and Denmark that were among the leaders in constructing a digital state — for implementing
such large-scale internet platform projects, a small territory and a small population turned out to
be positive characteristics.

Both in terms of population and territory, Russia is much larger, which means that its task of
digitalization is much more complicated. However, this is merely the technical side of the matter;
cell towers, satellite launches, and fiber optic networks can solve the coverage problem. However,
another, much more serious problem almost always casts a shadow over technological advances in
public administration: respecting the right to privacy. In countries where either bureaucracy and/or
the service state are the prevailing political ideologies, it has been relatively easy to balance efficient
digitalization with non-interference in citizens’ private lives. For such public administrations, it is
relatively easy to adopt a system of internet platforms and digitalize public services.

Institutions streamline how citizens and organizations act and contribute to stabilizing the state.
If, however, the state is the main institution (or institution of institutions), the different levels of
institutions must be clarified; branches of Big Government include executive institutions, legislative
institutions, and judicial institutions. The most important condition for state sustainability is the
balance between these branches. Obviously, the violation of this balance ultimately leads to insta-
bility, social upheaval, and even revolution.

However, it must be not forgotten that, at the end of the 20th century, about forty countries tran-
sitioned from authoritarianism or totalitarianism regimes to democracy. As the USSR collapsed, and
a number of former socialist states transitioned to democracy, this mass change of regime should, in
theory, have bought the problems of state science to the forefront of theoretical and legal research
in sciences, especially since this transformation affected 24 CMEA countries (including observers and
associate members). Some CMEA member countries have split up into separate independent states —
for example, the Socialist Federal Republic of Yugoslavia, the Czechoslovak Socialist Republic, the
USSR, and the German Democratic Republic completely ceased to exist. Considering this, it seems

' Daub, M., Domeyer, A, Klier, J., & Lundqvist, M. (2017). Digitizing the state: Five tasks for national governments. McKinsey&
Company. https://www.mckinsey.com/industries/public-sector/our-insights/digitizing-the-state-five-tasks-for-national-
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more than strange that the crucial issue of rediscovering the laws of formation and disintegration of
states was not discussed in legal sciences; these were driving forces behind these states’ historical
development. Among such regularities, so-called “path dependence” can be clearly traced, which
assess how future developments depend on previously achieved results, national characteristics,
habits, beliefs, etc.

It is interesting to imagine that, by virtue of digitalization, such states can receive total control
over the individualized information of each citizen, despite their background of exerting a totalitar-
ian political order. Due to the gauge effect, individual statesmen could seek to establish unlimited
power using the received official information.

In connection to this, in his famous “History of the Government”, S.E. Finer convincingly argues
that, throughout the 5200 year historical trend he describes, “the longevity of the state is ensured
by the well-developed institutional structure of the state and its ability to unity in action” (Finer,
1997). Thus, it is not only international competitiveness that is dependent on a well-developed insti-
tutional structure, but also the longevity of the state.

This is a transition (or departure) away from the Marxist-Leninist doctrine, where the state is an
arm of the ruling class and reflects their political power; notoriously, Lenin noted that the state can
be a special tool for exerting control. When the state had the grounds for keeping one part of society
from another, the Marxist-Leninist philosophy predicted that, if the basic conditions for creating a
classless society were fulfilled, “the socialist state may wither away”; Lenin’s hope was for the onset
of communism to instigate this withering. The utopian idea of a classless society, as well as the polit-
ical transformation in almost forty countries (CMEA countries and the Republics of the former USSR),
should have manifested itself in political studies into the process of how a political order transforms
and the results of such a process. Furthermore, the result of the transformation process is reflected,
as we see it, in the institutional structure of the state and its stability.

Following the previously expressed ideas, special institutions play a rather important role in the
development of states, contributing to the formation and transition to the next stage of develop-
ment.

We are critical of the economic category of “institution”, and use it only as a term denoting insti-
tutions rather than norms and rules (although they remain in the theory of law). Our definition of the
state follows that of Maurice Hauriou, the French lawyer who first conveyed the idea that the State —
acting as the organizer, controller, and coordinator of social and political order — is the institution
of institutions. Therefore, for us, regarding the political, economic and legal systems which society
follows, the state is an institution of institutions, or the main institution above all (Hauriou, 1910).

Methodology

Institutional analysis and legal comparative analysis were used in the article to identify and jus-
tify the institutional structure of a state on its way to digitalization. An interdisciplinary approach
was used in the research because institutional theory has a duality, based to both legal and eco-
nomic sciences. Legal science laid the theoretical foundations of institutionalism, and economic sci-
ence contributed to the implementation of the ideas of institutionalism in the practice of political
order transition and public administration.

The necessity to move from a service state (with its mass standardized approach to satisfying cit-
izens' needs) to a digital state (with mass individualized satisfaction of citizens' needs for public ser-
vices) was brilliantly shown by Michael Porter in his famous figure of the value chain (Porter, 2004).
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We have taken advantage of its development, and will show how the public administration system can
be analyzed from the perspective of this value chain; the needs of the consumer must be met as and
when it is convenient for them. We called this figure the Value Chain of Public Administration (Figure 1).

As can be seen in figure 1, public policy can conditionally be divided into two large groups of
policies: main and support.

The main policies have conditional stages, as well as stages in the manufacture of a product
in business: from incoming material, information, and financial types of flows (amongst others),
through their transformation, into an outgoing flow. The marketing block comes afterwards. By
thinking about what products we associate with individual countries, it becomes clear that each
country, due to the international division of labor, specializes in its own product groups. Due to the
transition to the VI technological structure, obviously, services occupy an increasing share of the
structure of the economies of highly developed countries; therefore we distinguish services as the
final level of the main policies of the state, which is something slightly separate. State policies which
support this are diverse and specifically relate to each individual state, but we can distinguish these
as: infrastructure, human capital development, technological development, and institutional policy.

Infrastructure is a block of supporting policies in the field of social development, industrial policy,
transport, and the financial structure, but it is not limited to them.

The development of human capital affects the areas of healthcare and medicine, education, cul-
ture, science, food safety, ecology, social insurance, etc.

Technology development stands out as a separate policy group, since it relies on the state at
whichever stage of technological development it is; that is, it is reliant on how effectively the busi-
ness is heading towards technological modernization.

Institutional policy forms the basis of all other policies. It consists of the quality and integra-
tion of effective market and state institutions that are aimed at the quality protection of property
rights, quality justice, and protecting competition. This is the only part of the Value Chain of Public

Figure 1

Value Chain of Public Administration, Doctrinal Components of Modern Public Administration

Infrastructure (social, industrial, transport, financial etc.)
Human capital development (qdugation, health care, culture, science,
S%?pton ! food security, social insurance, ecology etc.) )
ate NN
Policy Technology development (stage of technological mode, ‘%f‘a
level of technological development etc.) o;)?%
X
Institutional Policy (quality and embeddedness of institutions, quality of court 2%
proceeding, protection of property rights, quality of antitrust policy etc.)
(2]
SS
Operations Brand ) < S
Inflow (specialization Outflow of the country Service Qg‘hg
products in the production products (Governmental economy N
stages) Marketing)

Main St;;e Policy
Note. Created by the author.
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Administration that the state can use in a coordinating role. The most important function here is to
ensure fairness, without violating human and civil rights, when making decisions about security, pro-
tection, and law and order. The main institution here should be a court, which must be independent
from the executive and legislative branches.

At the right end of the value chain, it can be seen that most politicians aim for a minimum of
budget expenditures; this is the target performance indicator they aim to meet precisely. At the same
time, supportive politicians aim to meet citizens’ public service needs. It is here that a citizen faces
the state face to face.

The unique, combinatory nature of the main and supporting policies — their quality, their in-
teraction and their coordination — are a condition for a state’s stable institutional structure as it
transitions from one political order to another. In this case — in the transition from a service state to
a digital one — the most important role is played by institutional policy, since all other policies seem
to retain their essence in this transition. We take this methodology to describe the transition process
of the state from a bureaucratic to a service and to a digital one.

Almost all the types of policies included in the Value Chain of Public Administration can be dig-
italized; due to new technologies, both the efficiency of spending budget funds and the quality of
public administration services can be improved. The only policy which largely cannot be digitalized
is institutional policy, since this is a mechanism on which the architecture of the entire public admin-
istration system of a digitalized state can be founded. The sustainability of the state depends on how
effectively this function is realized and how sustainable the institutional structure is. For a digital
state, this is also true, since satisfying the needs of public service consumers is not reliant on if the
quality of these services is low and if citizens express their dissatisfaction through social upheavals
that shock the state. Thus, institutional policy is the main component of state policy for maintaining
the state’s sustainability and development.

The philosophy of transitioning from a service to a digital state is based on satisfying the needs
of the consumer, which is expressed precisely as a tool of the value chain.

Discussions

Public and private managements have long been interacting with each other (Lepawsky, 1949;
George, 1972; Bourdieu, 2012; Mann, 2012). The business analogy and the methodology of profes-
sional economics revealed their influences on public administration. Public administration on all
levels must be made cost-conscious — and hence efficient — by measuring the productivity of their
services at whatever level they originate. It was argued that only by this macro means, in which the
country was again made fully competitive, can the state hold its competitive global position (Dimock
etal, 1983).

When Hood (1991) formulated his principles for new public management, he focused on the busi-
ness practices and management tools of a business enterprise. As it happens, his ideas turned out
to be revolutionary precisely because of how business practice transferred to the sphere of public
administration. Paying tribute to Hood's ideas, we note that they remain relevant when reviewing the
transition from a bureaucratic state to a service one, nor from a service state to a digital one.

Firstly, Hood correctly noted that, if a state maintained a long peaceful condition after the Second
World War, they created for themselves a set of unique social prerequisites and economic conditions
which contribute to the growth of the global economy. Indeed, a lasting peace creates opportunities
for long-term forecasting, and thus public administration systems can be designed on an increas-
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ingly effective basis. In wartime, this is completely impossible, since the logic of public administra-
tion is subordinated to a mobilization economy, as Andrain correctly notes (Andrain, 1994)

Sustainable economic growth created the conditions for a positive change in the levels of income
and distribution mechanisms. Revolutionary technological changes have also had a significant im-
pact on the socio-economic system, which has led to the removal of traditional barriers between

“public sector work” and “private sector work” (Jessop, 1988). The work of state apparatus has be-
come more and more like how corporations function: similarities can be seen in management tools,
decision-making mechanisms, methods of selecting personnel, their promotion along the career
ladder, etc.

The use of business tools in government — which are significantly different from bureaucratic
tools — has led to a uniform approach to business and government.

This trend could not but lead to the digitalization of the state. The digitalization of business, and
the creation of internet platforms and ecosystems, had already been rapidly developed. The state
simply had to follow.

Swan noticed that one implication of blockchain governance is that the model of government could
shift from being the compulsory, one-size-fits-all, “greater good” model — as it is at present — to one

Table1

Doctrinal Components of New Public Management with Specific for Digital State

1 ‘Hands-on

Active, visible, discre-

Accountability

Responsibility for

professional  tionary control of orga-  requires clear as- creating an internet
management’ nizations from named  signment of respon-  platform in the form of
inthe public  persons at the top, ‘free  sibility for action, not  value chain of public
sector to manage’ diffusion of power administration

2 Explicit stan-

Definition of goals,

Accountability

Transition from the

dards and targets, indicators of requires clear state-  mass satisfaction of

measures of  success, preferably ex-  ment of goals; effi- citizens' needs to mass

performance  pressed in quantitative  ciency requires ‘hard  customized individ-
terms, especially for look’ at objectives ualized satisfaction
professional services of citizens in public

services
3 Greater Resource allocation Need to stress results This task remains, since

emphasis and rewards linkedto  rather than proce- the project approach to

on output measured performance; dures solving public admin-

controls breakup of centralized istration problems is

bureaucracy-wide per-
sonnel management

not removed from the
agenda when moving to
a digital state
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Continuation of Table 1

4  Shifttodis-  Break up of formerly Need to create Creation of a system of
aggregation  ‘monolithic’ units, ‘manageable’ units, distributed solutions of
of unitsin the unbundling of U-form  separate provision public administration
public sector management systems  and production inter-  problems in public

into corporatized ests, gain efficiency  project offices
units around products,  advantages of use of

operating on decentral- contract or franchise

ized ‘one-line’ budgets  arrangements inside

and dealing with one as well as outside the

another on an ‘arm'’s public sector

length’ basis
5  Shiftto Move to term contracts  Rivalry as the key Increased competition
greater com-  and public tendering to lower costs and between state and
petition in procedures better standards business for IT pro-
public sector fessionals capable of
creating and managing
internet platforms
6  Stresson Move away from Need to use ‘proven’  Strengthening the trend
private sector  military-style ‘public private sector man-  towards the adoption
styles of service ethic’, greater agement tools inthe  of business tools
management  flexibility in hiringand  public sector regarding the creation
practice rewards; greater use of of internet platforms
PR techniques and digital technologies
from business to public
administration
7 Stress on Cutting direct costs, Need to check The trend continues
greater raising labour disci- resource demands of  and intensifies with the
discipline and pline, resisting union public sector and ‘do  transition to a Digital
parsimony in  demands, limiting more with less’ State
resource use  ‘compliance costs’ to
business

Note. Created on the base of Hood (1991).
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that can be tailored to the needs of individuals; it is thus possible to imagine a world of governance
services which is as individualized as Starbucks coffee orders. As an example of personalized gover-
nance services, one resident might pay for a higher-tier waste removal service that includes compost-
ing, whereas their neighbor pays for a better school package. Personalization in government services,
instead of the current one-size-fits-all paradigm, could be orchestrated and delivered via blockchain
(Swan, 2015). As can be seen, blockchain — as one digital technology — may be used in public adminis-
tration videlicet for individualized needs in the satisfaction of citizens in public services.

The logic of state transformation and its apparatus is laid out in the following figure.

As history shows, the process of transforming from a bureaucratic state to a digital state requires
going through a service state type. Due to this, it must be observed that transitioning directly from
a bureaucratic state to a digital state is impossible, as states cannot jump from single production
directly into mass individualized customization. This is a kind of law of the evolution in business and
public administration. In this paradigm of transforming into a digital state, it is necessary to note the
risks of violation of human rights.

As law is digitalized, the risks of a technocratic attitude towards individuals increase; a per-
son, their basic human rights and freedoms, and their security and dignity may be more sus-
ceptible to this threat. Berman noted that people mainly see the law as a mass of legislative,
administrative, and judicial rules that apply in their country (Berman, 1994). Digitalization runs
the risk of taking a further step towards the mechanization of law coming true. Primarily, the
robotization and algorithmization of law enforcement are the main contemporary trend (Hong &
Goodnight, 2020; Eldem, 2020).

Robotization is a specific technocratic paradigm which, in a developed and politically organized
society, transmutes the law into a tool of social engineering and a highly specialized form of social
control.

Pound noted that, under these conditions, “law” was given a new meaning. Conditions for this
change include: social control as state control; the state as an end in itself; the legal order as a re-
gime for ordering all conduct and dictating all adjustment of relations by official application of the
force of a politically organized society to the case at hand; law as what those officials do because
they do it; the judicial process as simply effective exertion of the power of the state officials (in other
words, an omnicompetent state, in contrast with politically organized society carrying on a regime

Figure 2

Evolution of Types of the State and its Apparatus’ Structure

Bureaucratic ; Service } Digital
Type of the State State State State
Y Y Y
Type State apparatus’ Linear-Functional | .| Project-Functional | State Digital
structure Structure Structure Platforms

Note. Created by the author.
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of social control through orderly application of force according to prescribed models or patterns of
decision and determination); a law state (Pound, 2002).

Facial recognition systems provide a very useful digital technology, which can make public ser-
vices individualized, as has been noticed by Swan (2015). This technology is already used in banks
for financial services, where offices no longer require documents to prove identify before providing
financial services. Another way facial recognition systems are used is by the police and Interpol; the
Interpol Face Recognition System (IFRS) contains facial images received from more than 160 countries,
making it a unique global criminal database. As Interpol's official site makes clear (www.interpol.
int), computerized facial recognition is a relatively new technology which law enforcement agencies
around the world are introducing in order to identify persons of interest. Coupled with an automated
biometric software application, this system is capable of identifying or verifying a person by compar-
ing and analyzing the patterns, shapes and proportions of their facial features and contours. Proving
its effectiveness, more than 650 criminals, fugitives, persons of interest, or missing persons have
been identified since the launch of Interpol’s facial recognition system at the end of 2016.

Of course, facial recognition systems allow wanted criminals to be identified; however, people
who have committed no crimes or offenses, but whose movements will be controlled in order to
track criminals, should be allowed to voice their opinion. Such controls could lead to the develop-
ment of secrets in a citizen's personal life. There are people who take pleasure in showing them-
selves to the whole community, but not everyone shares this feeling. Knowing that they are being
constantly monitored, does this not pose a threat to a citizen’s mental health, as was notoriously
noted by George Orwell (1945)?

Conclusion

The resolution adopted by the General Assembly on 18 December 2013 (on the report of the Third-
Committee (A/68/456/Add.2)). 68/167 “The right to privacy in the digital age”, reaffirms the right to
privacy, according to which no one shall be subjected to arbitrary or unlawful interference with his or
her privacy, family, home, or correspondence, as well as reaffirming the right to the protection of the
law against such interference, as set out in article 12 of the Universal Declaration of Human Rights
and article 17 of the International Covenant on Civil and Political Rights. Following on from that point,
the General Assembly notes that the problem of human rights in the digital age is in the full growth,
with no reasons to say that almost 7 years the situation is becoming better; the General Assembly
also affirmed that the same rights that people have offline must also be protected online, including
the right to privacy. In this case it must be noted that this point runs counter to the task of security
and facial recognition systems, and also with free access of state security bodies to mobile calls, SMS,
and suchlike. In addition, the access internet platforms have to the private lives of citizens must be
assessed. Internet platforms track user requests and offer contextual advertising, information, or
products in accordance with user requests. As mentioned above, the General Assembly’s Resolution
warns of threats to privacy, and names the tasks the state must undertake to respect and protect
the right to privacy, including in the context of digital communication. It also suggests measures
that must be implemented to put an end to any violations of those rights, and the conditions that
must be created to prevent such violations, including by ensuring that relevant national legislation
complies with obligations under international human rights law. Using digital platforms to collect
personal data runs counter to personal privacy.
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The resolution adopted by the General Assembly on 18 December 2013 (on the report of the Third-
Committee (A/68/456/Add.2)). 68/168 “Globalization and its impact on the full enjoyment of all hu-
man rights” recognizes that while globalization may affect human rights (by its impact on, inter alia,
the role of the State), the promotion and protection of all human rights is first and foremost the
responsibility of the State. Protecting human rights holistically is a task for individual actors/States,
who have their own goals of security, and thus may be interested in violating human rights — for
altruistic reasons — to achieve such security. However, if the State predicts threats against its power,
such data can also be collected and used against individuals. Looking to the future, there is conflict
of interest between the responsibility of Digital State to protect privacy as basic human right, and
the task of Digital State to control people and their political activity.

This conflict of interest is the key problem Digital States face at present and in the foreseeable
future. If this problem is not solved, people around the world will face a new digital totalitarianism;
if s0, supposed democracies could exert total control over the behavior of their citizens.

The essentials of digital totalitarianism include the extinction of the spirit of justice, the removal
of emotional sources of thoughts, formal logical solutions to disputes, and the denial of the spirit
of the law in favor of its letter. The problem is that all citizens are different from each other, but in
the framework of algorithmization, these differences in nature cease to exist and each citizen be-
comes just a registration object with serial number. Commonly, this political order is called “digital
totalitarianism”, as there are many similarities between this public administration and the worst
examples from history.

Strengthening the role of the Constitutional court could solve this problem; this is the solution
we propose. By virtue of its authority, the court should work more diligently to verify that execu-
tive authorities, if they try to establish control over the society using digital technologies, comply
with fundamental human rights. Such a decision is possible only if the constitutional court is truly
independent from the executive authorities, which today seems utopian. It would be necessary to
strengthen the role of legislative power in the formation of the constitutional court, and to protect
the judges of the constitutional court from pressure from the executive authorities. The power bal-
ance of legislative and executive bodies in the formation of a constitutional court can lead to the
judiciary as a whole exerting increased independence; to us, this seems the only way to avoid slip-
ping into digital totalitarianism.
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