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Abstract

Satellites are increasingly used for remote sensing, aiding in disaster management, however they also raise privacy
concerns. Despite the existence of international instruments such as the Outer Space Treaty, Principles Relating
to Remote Sensing of the Earth from Outer Space and International Charter Space and Major Disasters, there are

no specific rules addressing satellite misuse leading to privacy breaches during natural disasters. This article ex-
amines the existing legal frameworks for satellite regulation and privacy in Australia and Indonesia, two disaster-
prone countries, with the aim of determining their adequacy for addressing privacy concerns arising from satellite

use during natural disasters. By conducting a comparative analysis of both legal frameworks vis-a-vis relevant
international law, this article highlights the gaps that affect their applicability and effectiveness. It finds that inter-
national rules on the use of satellites for remote sensing activities generally lack binding force, and do not address

the issue of privacy breaches resulting from satellite misuse. Both countries also lack specific legal frameworks

addressing privacy breaches caused by satellite misuse during disasters. It recommends that in the absence of
unequivocal and specific provisions under international law, both countries could review and rely on their national

legal frameworks to address potential privacy issues due to advancing remote sensing capabilities. The provision

of Article VI of the Outer Space Treaty requires states to authorise and ensure continued supervision of activities of
non-governmental entities in outer space. This provision could be relied on to impose, through the instrumentality

of domestic laws, restrictions, or conditions on space activities, including privacy provisions. Existing space legisla-
tion requiring liability insurance could also be extended to include privacy provisions.
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AHHOTaUWA

CnyTHUKK BCE Yallle UCMIONb3YIOTCA AN AUCTAHLNOHHOTO 30HANPOBAHNSA 3eMIU BO BPEMS CTUXMIHbIX 6eACTBU,
UTO BbI3bIBAET TPEBOTY B OTHOLIEHNM HAPYLIEHNA KOH(DUAEHLMANBHOCTA JAaHHbIX YACTHbIX NiLL. HecMoTps Ha cy-
1IECTBOBAHME MEXAYHAPOAHbIX IOKYMEHTOB, Takux Kak [Jo2060p 0 kocmoce, [IpuHyunbl, Kacaowuecs OUcmax-
YUOHHO20 30HAUPOBAHUSA 3eMau U3 KOCMUYEcKo2o Mpocmpascmea, W MexdyHapodHas xapmus no KocMmocy
U KpYMHbIM KAMAcmpogham, He CyuwecTBYET KOHKPETHbIX MPaBUA, KACAIOWMXCA HeNpaBoMEPHOro UCNoNb30Ba-
HUA CNYTHUKOB, BEAYLETO K HApYIIEHU0 KOH(UACHLMANbHOCTU. B HACTOALEN CTaTbe PacCMaTpUBAETCA Cylie-
CTBYIOLLEE NPABOBOE PerynupoBaH1e UCMONb30BAHUA CMYTHUKOB U KOH(MNUAEHLUMANbHOCTI AaHHbIX B ABCTpa-
nun U NHAOHE3Mu, CTpaHax, 4acto NofBepraeMbiX CTUXUIHbIM 6EACTBUAM, C LieNbI0 ONPEeeNeHns roTOBHOCTH
NpaBonopaKka paspelarb BONPOCh KOH(MUAEHLUMANbHOCTU AaHHbIX. OCPEACTBOM MPOBENEHNA CPABHUTEND-
HOTO aHajn3a 060MX NPaBONOPSAAKOB U MEXAYHAPOAHOMO MpaBa B CTaTbe MOAYEPKUBAIOTCA CYUIECTBYIOWME
npasoBble NPO6ebl, KOTOpble BANAKT Ha NPUMEHUMOCTb U 3(EKTUBHOCTb AeCTBMA HOPM. ABTOpbI Nofara-
10T, UTO HOPMbI MEXAYHAPOAHOrO NPaBa Mo UCMO/b30BAHUI0 CMYTHUKOB ANA ANCTAHLIMOHHOO 30HANPOBAHMUS,
KaK Mpasuno, He MMeIOT 06A3aTeNbHON CUMbl M HE KACAloTCA NPO6IEeMbl HAapYIIEHUs KOH(UAEHLMANbHOCTH.
B 06eux CTpaHax Takwe OTCYTCTBYIOT KOHKPETHbIE NPaBOBbIE HOPMbI AN1A YCTPAHEHNA HAPYLIEHUIA KOH(DUAEH-
LIMaNbHOCTH, BbI3BAHHbIX HEMPABU/bHBIM MCMONb30BAHMEM CMYTHUKOB BO BpeMs CTUXMItHbIX 6eacTBuiA. B ycno-
BMAX OTCYTCTBUA HEBYCMbICIEHHbIX U KOHKPETHbIX HOPM MEX[YHapOAHOTO NPaBa aBTOPbI CUMTANOT, UTO CTPa-
Hbl MOMIK 6bl NONAraThCA HA HALMOHANBHOE NPaBO, BO3MOXHO, YaCTUYHO NEPECMOTPEB HEKOTOPLIE €70 HOPMbI,
NS peleHns NoTeHLMaNbHbIX NPO67eM KOHDUAEHLUMANBHOCTY B CBA3M C Pa3BUTUEM BO3MOXKHOCTEN AUCTAHLM-
OHHOTO 30HAMPOBAHNA. YCTAHOBNEHUE HALMOHANbHBIX YCIOBMIA U OTPAHUUEHNI HA OCYLECTBAGHIUE KOCMUYe-
CKOW [1eATeNbHOCTY, BKAIOYAs MOMOXEHNA 0 KOHMUACHLNATIbHOCTI, MOXHO 6bI10 6bl 060CHOBATb NPUMEHEHN-
em cTatbu VI [loroBopa 0 KoCMoce, TpebyIolieid OT roCYapCTB CaHKLMOHNPOBATL U 06€CNeUnBaTh HeNPepblBHbII
Ha/130p 3a eATe/IbHOCTbIO HeMPABUTENbCTBEHHBIX OPraHU3aLyii B KOCMUYECKOM NpoCcTpaHcTee. CywiecTayioliee
KOCMUYECKOe 3aKOHO/IATe/IbCTBO O CTPAXOBAHNM OTBETCTBEHHOCTM TAKKE MOXHO 6blI/I0 6bl PaCLIMPUT, BKNIOUMB
B HEr0 NONOXEHUS 0 HeMPUKOCHOBEHHOCTY YaCTHON XU3HU.

Knioyesble cnosa

KOHdJI/I).lEHU,I/IafIbHOCTb NaHHbIX, npasosoﬂ PeXxum, CTUXMIHbIE 6€CTBUSA, AUCTAHLMOHHOE 30HAUpoBaHue,
HenpaBoMepHOe UCnonb3oBaHKe CNYTHUKOB

KoHdpnukT untepecos ABTOpbI CO06LAIOT 06 OTCYTCTBMM KOH(IMKTA NHTEPECOB.
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Introduction

In November 2022, an earthquake hit Cianjur, West Java, Indonesia, resulting in the death of at
least 600 people and causing extensive damage. In a similar vein, several parts of South Australia
were affected by a devastating flooding of the River Murray between December 2022 and January
2023, leading to human displacements and significant damage to properties and infrastructure.?

Indonesia is located within the ring of fire, a path along the Pacific Ocean that experiences fre-
quent seismic activities leading to earthquakes, volcanic eruptions, and tsunamis (Hakim & Lee,
2020). Consequently, the country is prone to natural disasters, with over 2000 occurrences reported
yearly since 2016.> Australia on the other hand, has a diverse climate marked by temperature and
rainfall variations throughout the year. Significant parts of the country transition between dry and
hot conditions characterised by droughts and heatwaves to moist and cooler conditions that often
result in flooding.* This climate variability is linked to several natural disasters such as bushfires,
floods, and heatwaves (Boon, 2013).

During natural disasters, satellites® play a vital role in providing essential data and services.®
They are used in search and rescue efforts to locate individuals who may be stranded or missing,

1 Statista Research Department. (2023, January 17). Number of fatalities due to natural disasters in Indonesia 2016-2022.

2 Some have suggested that this might be the most significant natural disaster in the history of South Australia. See
Richards, S. (2023, January 16). River Murray flood “most significant” natural disaster in SA history. InDaily. https://indaily.
com.au/news/2023/01/16/river-murray-flood-most-significant-natural-disaster-in-sa-history/

“  Royal Commission into National Natural Disaster Arrangements. (2020). Royal Commission into National Natural Disaster
Arrangements — report. https://naturaldisaster.royalcommission.gov.au/system/files/2020-11/Royal%20Commission %20

5 The earthquakes that occurred in certain areas of Turkey and Syria on 6 February 2023 serve as a clear indication of
the crucial role of satellites during natural disasters. The activation of the International Charter on Space and Major
Disasters facilitated the provision of satellite data (such as images and maps of the impacted areas) to assist in the
rescue and recovery operations. See Office for Outer Space Affairs UN-SPIDER. (2023, February 7). Earthquake in Turkey
and Syria—International Charter and Copernicus active. United Nations. https://www.un-spider.org/news-and-events/

& Bronner, E. (2023, February 7). Earthquake in Turkey and Syria: How satellites can help rescue efforts. The Conversation.
https://theconversation.com/earthquake-in-turkey-and-syria-how-satellites-can-help-rescue-efforts-199357
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thereby minimising the disaster's impact.” Recently, satellite loT (Internet of Things), in the form of
hundreds or thousands of sensors placed on satellites launched into orbit, is being used as early
warning systems to monitor natural disasters such as hurricanes, tornadoes, and earthquakes, and
providing critical information to communities at risk.® Governments often process the data col-
lected through remote sensing to take necessary actions to detect and mitigate the effects of these
natural disasters.’

According to Moran (2017), remote sensing involves ‘identifying, observing, and measuring
an object without coming into direct contact with it In other words, it is a means of observing
the Earth’s surface from space (Nafis et al., 2021). Earth observation satellites launched into
orbit carry remote sensors capable of detecting, observing, and collecting information about
the Earth’s surface and other planetary bodies using various means including satellite imaging
(Tronchetti, 2015). This is particularly important as terrestrial communication limitations during
natural disasters make the use of satellite technology for emergency communications critical
(Page & Besco, 2021). Both private entities and governments are increasingly building or plan-
ning to build constellations of Earth observation satellites to conduct remote sensing activi-
ties In 2008, there were only 150 Earth observation satellites in orbit (Tatem et al., 2008). As
of 2022, there are over 1,000 Earth observation satellites occupying different orbits.? The cost
of launching imaging satellites as well as procuring high-resolution satellite images capable of
remote sensing is constantly decreasing.”

Historically, Earth observation satellites were placed in the geosynchronous equatorial orbit
(GEO), which is about 36,000 km above Earth’s surface Due to the distance from Earth, images cap-
tured from GEO were of low quality (Emery & Camps, 2017). However, with the continuous advance-
ments in technology, Earth observation satellites are now being placed in the low Earth orbit (LEO),
which is much closer to Earth’s surface (Emery & Camps, 2017). This allows for higher spatial resolu-
tion images to be captured, as the closer a satellite is to Earth’s surface, the better the resolution of
the images that can be captured (Emery & Camps, 2017). This has led to diverge opinions as to how
different countries view remote sensing activities. Countries that actively engage in remote sensing
believe that collection and dissemination of satellite data have significant international benefits
(Mosteshar, 2016). Others, especially developing countries, hold the view that the use of satellites

7 Fair Tech Institute. (2020). The Role of Satellite Communications in Disaster Management. https://accesspartnership.com/

& Inmarsat. (2021, April 22). Satellite-based monitoring to reduce impact of natural disasters. [Press Release].
https://www.inmarsat.com/en/news/latest-news/government/2021/satellite-monitoring-impact-natural-disasters.html

" These satellites are equipped with advanced high precision sensors capable of capturing and processing high-definition
images of the Earth’s surface. See Beam, C. (2019, June 26). Soon, satellites will be able to watch you everywhere all
the time: Can privacy survive? MIT Technology Review. https://www.technologyreview.com/2019/06/26/102931/satellites-
threaten-privacy/

B Chow, D. (2022, April 9). To cheaply go: How falling launch costs fueled a thriving economy in orbit. NBC News.
https://www.nbcnews.com/science/space/space-launch-costs-growing-business-industry-rcna23488

18 ARTICLES


https://accesspartnership.com/wp-content/uploads/2022/03/The-Role-of-Satellite-Communications-in-Disaster-Management.pdf
https://accesspartnership.com/wp-content/uploads/2022/03/The-Role-of-Satellite-Communications-in-Disaster-Management.pdf
https://accesspartnership.com/wp-content/uploads/2022/03/The-Role-of-Satellite-Communications-in-Disaster-Management.pdf
https://accesspartnership.com/wp-content/uploads/2022/03/The-Role-of-Satellite-Communications-in-Disaster-Management.pdf
https://www.technologyreview.com/2019/06/26/102931/satellites-threaten-privacy/
https://www.technologyreview.com/2019/06/26/102931/satellites-threaten-privacy/
https://spectrum.ieee.org/commercial-satellite-imagery
https://spectrum.ieee.org/commercial-satellite-imagery

LiucdhpoBoe npaso. Tom &, N 2, 2023, c. 15-39
T. NaBanb, M. [xekco, E. feopruanec / KoHduaeHUnanbHoOCTb B 3NOXY AUCTAHLMOHHOTO 30HAMPOBAHMA

by sensing countries which extends to obtaining data about the territory and natural resources of
another State violates their sovereignty, and such activities should require the prior consent of the
Sensed state (Mosteshar, 2016).

Thus, despite the immense benefits of remote sensing activities carried out using satellites, they
are also prone to misuse, particularly during natural disasters. With the constant advancements in
remote sensing capabilities (Ito, 2011; Sitanggang, 2018), the potential for the misuse of satellites
resulting in privacy breaches have increased. Misuse can occur when monitoring places, objects, or
people without prior notification or authorisation. Any information collected through satellite imag-
ing can be misused through the improper dissemination of data or reaching false conclusions based
on wrong data interpretation.®

Consequently, satellites’ misuse can result in privacy breaches when collecting data through re-
mote sensing activities. Singh et al. (2012) highlight concerns about the commercialisation of remote
sensing using satellite imagery and the potential for abuse. Santos and Rapp (2019) argue that as
low-cost commercial satellite systems become operational, high-resolution imagery will become a
regular part of end-user products and information services. Accordingly, advancements in the reso-
lution capacity of remote satellite technology will inevitably raise debates on the infringement of
citizens' privacy, as monitoring can now be done from continents away without the need for installed
cameras’® Singh et al. (2012) further suggest that ‘the rapidly improving resolution capacity cou-
pled with the growth in nanotechnology could enable live recording instead of imagery in the near
future and we are left to imagination to perceive the threat posed by unfettered usage of remote
sensing satellites.

Although there are international frameworks such as the Remote Sensing Principles” and Disasters
Charter;® as discussed later, they are generally not legally binding and do not provide specific rules
for addressing privacy breaches that occur during satellite-based remote sensing activities, particu-
larly in natural disasters situations (de Beer, 2020; Sitanggang, 2018).

Consequently, this article, which consists of two parts, focuses on the intersection of privacy pro-
tection and satellite use during natural disasters. The first part clarifies the specificity of collecting
and processing personal data during natural disasters by distinguishing it from general electronic
surveillance. It discusses the unique challenges posed by disaster situations such as the urgency and
necessity of data collection, the potential for large scale data breaches, and the increased vulner-
ability of affected individuals. An analysis of how the circumstances of natural disasters can impact
privacy rights, including issues of consent, data security, data retention, and the potential for re-
identification of anonymised data is also undertaken.

The second part provides a comparative analysis of the relevant provisions of Australian
and Indonesian law pertaining to use of satellite, particularly for remote sensing, and privacy

5 Beam, C. (2019, June 26). Soon, satellites will be able to watch you everywhere all the time: Can privacy survive? MIT
Technology Review. https://www.technologyreview.com/2019/06/26/102931/satellites-threaten-privacy/

% Between 2007 and 2017, India launched CARTOSAT-2, a series of remote sensing satellites with spatial resolution of less
than a meter. To illustrate the extent of these sort of resolution capabilities, the satellite imagery collected by these
satellites are capable of being used to detect the model and make of a car on Earth. See (Singh, 2012).

7 The Principles Relating to Remote Sensing of the Earth from Outer Space, UN GA Res 41/65 — adopted on 3 December 1986.
See generally the different principles, especially Principle | that defines raw data, processed data and analysed data,
Principle XI that envisages that ‘Remote sensing shall promote the protection of mankind from natural disasters.

®  Charter on Cooperation to Achieve the Coordinated Use of Space Facilities in the Event of Natural or Technological

Disasters, opened for signature 20 October 2000.
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considerations during natural disasters. It also analyses relevant international instruments related
to remote sensing, natural disasters, and privacy, evaluating their applicability and effectiveness in
addressing privacy issues arising from the use of satellites for remote sensing during natural dis-
asters. Through this, gaps are identified in the existing legal frameworks and suggestions proffered
for potential improvements that can be explored to address the specific privacy issues arising from
advancing remote sensing capabilities.

Part | — Handling of personal data during natural disasters

Contrasting personal data collection during natural disaster and surveillance

To better understand the focus of this article on privacy implications arising from collection and
processing of personal data using remote sensing capabilities during natural disasters, an appropri-
ate starting point would be to distinguish this process from general electronic surveillance.

The first differentiating factor pertains to the purpose of data collection. During natural disasters,
data is typically collected for emergency management, disaster relief, and recovery activities (Yu et
al., 2018). In contrast, electronic surveillance is often carried out for national security, economic sta-
bility, or other social benefits.?? Consequently, the legal implications and law governing both activi-
ties differ considerably. Where they exist, legal frameworks relating to data collection and processing
during natural disasters are generally designed to ensure the safety and well-being of individuals.”
These frameworks, such as the provision of Part VIA of the Privacy Act (Cth) discussed later, may
specify the types of data that can be collected, the purposes for which it can be used, and the spe-
cific safeguards required to protect privacy and data security. They may also include provisions for
securing and preventing unauthorised access and misuse of the collected data. On the other hand,
electronic surveillance is often governed by wiretapping statutes that regulate the interception of
electronic communications for law enforcement or national security purposes (National Research
Council, 1996). These laws, such as the Telecommunications (Interception and Access) Act 1979 (Cth),
are typically employed for intercepting and retaining communications data, especially during intel-
ligence operations.

Another important distinction between data collection during natural disasters and surveil-
lance is the impact on privacy. During natural disasters, data collection and processing may
involve accessing social media posts, health records, and other personal information (Kuner &
Marelli, 2020). As earlier alluded to, this is primarily done to provide emergency services and
support, rather than for surveillance purposes. However, general electronic surveillance can sig-
nificantly impact a broad spectrum of rights, including privacy. Some argue that surveillance is
inherently harmful, as Quentin Skinner explains: “I think it is very important that the mere fact of
there being surveillance takes away liberty... it is true that my privacy has been violated if some-
one is reading my emails without my knowledge... my liberty is also being violated, not merely by

P While the emphasis for potential misuse of satellites in this article pertain to privacy breaches in the context of natural
disasters, it should be noted that the misuse of satellites also applies in other contexts.

2 Lee, NT., & Chin, C. (2022). Police surveillance and facial recognition: Why data privacy is imperative for communities of
color. Brooklings. https://www.brookings.edu/articles/police-surveillance-and-facial-recognition-why-data-privacy-is-

2 United Nations Office for Disaster Risk Reduction. (2015). Sendai Framework for Disaster Risk Reduction 2015-2030. United
Nations. https://www.undrr.org/quick/11409
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the fact that someone is reading my emails but also by the fact that someone has the power to do
so should they choose”.?

Challenges of data collection in relation to privacy during natural disasters

Despite the primarily beneficial nature of data collection during natural disasters, there are
unique challenges and considerations related to privacy.

One such challenge is the urgency and necessity of data collection. During natural disasters, there
is often an urgent need to gather data to support emergency management, particularly in order to
deliver health services, relief materials, and carry out recovery activities (Kuner & Marelli, 2020). For
example, the activation of the Disaster Charter is available year-round, and activations typically oc-
cur within 10 days of a disaster.? Member agencies prioritise providing satellite data to requesting
countries as quickly as possible to aid in disaster management and recovery. Therefore, obtaining
informed consent from disaster victims becomes impractical in many cases. This impacts one of
the salient principles of data protection — consent as a lawful basis for processing personal data.
In distressing situations, it is questionable to consider any ‘consent’ given by someone in need of
humanitarian assistance as truly ‘freely’ given (Kuner & Marelli, 2020). Moreover, during natural dis-
asters, individuals are more likely to share personal information in exchange for emergency support
(Sheinidashtegol et al., 2019), which increases their vulnerability and the risk of privacy breaches.
Individuals affected by natural disasters may be unaware of how their personal data is collected,
processed, or used, potentially breaching the provisions of some data privacy legislation (Privacy
Act 1988 (Cth), APPs 3, 6, 11).

Another challenge relates to data retention. A common requirement during data collection
and processing is the obligation to delete or anonymise data once the purpose for which it was
collected has been served. However, during a natural disaster event, there might be a need for
data to be retained longer than would be necessary in a non-emergency situation (Sanfilippo et
al., 2020). The risk of privacy breaches, therefore, heightens especially if the data is not securely
stored and is subsequently accessed by unauthorised persons. While data minimisation, which
involves collecting only the minimum amount of personal data necessary for a specific purpose, is
considered a useful strategy (Qu et al., 2019), it does not completely eliminate the risk associated
with privacy breaches.

Furthermore, there remains an associated risk of data breaches, including cyber-attacks on data
collected during natural disasters. Anonymisation is often proposed as a preventive measure to pro-
tect individuals’ privacy by removing personally identifiable information from datasets (Nishara &
Pandey, 2015). In the context of natural disasters, the expectation is that once data is anonymised,
the personal information of individuals is safeguarded while allowing for data collection and analy-
sis. However, the risk of re-identifying anonymised data is not completely eliminated, especially
when such data is combined with other datasets.

2 Marshall, R., & Skinner, Q. (2013, July 26). Liberty, liberalism and surveillance: A historic overview. OpenDemocracy.
https://www.opendemocracy.net/en/opendemocracyuk/liberty-liberalism-and-surveillance-historic-overview/

Z  Office of Outer Space Affairs. (n.d.). International Charter Space and Major Disasters. United Nations. Retrieved June 7,
2023. https://www.un-spider.org/international-charter-space-and-major-disasters

% Tyrrell, J. (2023, February 2). Re-identification risks: Can data ever be fully anonymized? T_HQ: Technology and business.
https://techhg.com/2023/02/re-identification-risks-can-data-ever-be-fully-anonymized/
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Part Il — National and International legal regime on remote sensing, natural disasters
and privacy

Resulting from the analysis in the previous part, it becomes important to probe the question of
whether there exist adequate provisions, generally under international law, and specifically under
Australian and Indonesian law to address the potential for privacy breaches that may arise when
carrying out remote sensing activities during natural disasters.

Landscape of national Legal framework for the regulation of LEO satellites

The advancement in satellite technology is facilitating the deployment of constellations of sat-
ellites in the low earth orbit (LEO). These satellites are used for various purposes, including for
remote sensing. It therefore becomes important to commence the discussion in this section with an
overview of the current legal framework in Australia and Indonesia which relates to the regulation
of LEO satellites.

Australia

In Australia, space activities are primarily regulated pursuant to the Space Act® and the
Telecommunications Act It is a State Party to all the major international treaties governing
space, including the Outer Space Treaty.? The Australian Space Agency (ASA) regulates Australian
space activities, while the Australian Communications and Media Authority (ACMA) regulates
communications and media services. ACMA also serves as the Australian administration for the
International Telecommunications Union’s international process of managing frequencies for satel-
lite communications.?

Under Section 42 of the Telecommunications Act, a carrier license is required for any person who
uses a network unit to supply a carriage service to the public. A network unit includes a designated
radiocommunications facility that uses different means, including satellites, to supply carriage ser-
vices between different points in Australia. If such operator requires the use of radio frequency spec-
trum, a radiocommunications licence must be granted,” as well as other necessary authorisations to
set up and operate a satellite network.®

Section 18 of the Space Act contains regulatory and licensing provisions relating to launch facili-
ties, launching, and returning of space objects (which encompasses satellites),”" as well as liability
for damage by space objects. By virtue of Sections 11, 12, 15, 18 and 28 of the Space Act, a licence is

% Space (Launches and Returns) Act, 2018 (Cth).

% Telecommunications Act, 1997 (Cth).

Z Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space, including the Moon and
Other Celestial Bodies (GA Res 2222 (XXI), annex) — adopted on 19 December 1966, opened for signature on 27 January
1967, entered into force on 10 October 1967.

% Australian Communications and Media Authority. (2012). Australian procedures for the coordination and notification
of satellite systems. Australian Government. https://www.acma.gov.au/sites/default/files/2019-11/aust_procedures-

»  See generally Chapter 3 of the Radiocommunications Act, 1992 (Cth).

% Australian Communications and Media Authority. (n.d.). Set up and operate a new satellite network. Retrieved June 7, 2023.
https://www.acma.gov.au/set-and-operate-new-satellite-network

3 Although satellites are not explicitly mentioned under the Space Act, Section 8 defines ‘space objects’ to mean ‘any
object the whole or a part of which is to go into or come back from an area beyond the distance of 100 km above mean

sea level. This definition captures satellites within its scope.
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generally required to operate a launch facility in Australia, and a launch permit is required to launch
and return a space object from and to a facility or area in Australia. Australian nationals require an
overseas payload permit and return authorisation to launch and return space objects respectively
from and to a place outside Australia pursuant to Sections 14, 15A, 46B, and 46L of the Space Act.
Since satellites fall under the definition of space objects, the regulatory and licensing provisions
under the Space Act also apply.

As part of the licensing process, Section 22, 56, and 102 of the Space (Launches and Returns)
(General) Rules requires an applicant to submit a technology security plan that includes procedures
for preventing unauthorised access to the technology and ensuring cybersecurity. However, while
the plan requires that the cybersecurity of the technology used in relation to the launch and return
of a space object be safeguarded, it does not stipulate any standards for safeguarding these space
objects against cyberattacks during launch and return. This is particularly concerning since remote
sensing satellites launched into orbit can capture high-resolution images of Earth’s surface, includ-
ing information that can be used to identify individuals (Singh et al., 2012). As would be discussed
in the later part of this article, the Privacy Act? requires personal information to be safeguarded
against potential unauthorised use, loss, disclosure, alteration, or access.

Although the above provisions of the Space (Launches and Returns) (General) Rules relate to
safeguards during launch and return of satellites, it is nonetheless useful to highlight the connec-
tion with the Privacy Act as explained above. To put in context, there have been instances when
sensitive satellite infrastructure of the Australian government or private entities have been subject
to sophisticated cyber-attacks (Verco, 2021). For instance, between 2015 and 2016, the systems of
the Australian Bureau of Meteorology were subjected to cyber-attacks.® Besser & Sturmer (2016)
suggest that the true targets for this attack may have been the defence assets linked to the Bureau
of Meteorology and its ‘vast data collection capabilities.* It is evident that satellites are becoming
increasingly susceptible to cyberattacks that can lead to privacy breaches, and with the increasing
participation of governments, private entities, and individuals in space activities, it becomes impor-
tant that these satellites are adequately protected from cyber-attacks (Housen-Couriel, 2016).

Indonesia

Indonesia, as a State Party to the Outer Space Treaty, has an obligation to regulate space activities
within its territory (von der Dunk, 2002). To meet this obligation, Indonesia has specific frameworks
for regulating space activities and the use of satellites for communications services. The primary
laws in this regard are the Law on Telecommunication® and the Space Law.*

Telecommunications is defined under Article 8 of the Law on Telecommunication as ‘any emission,
transmission, and/or reception of information in the forms of signs, signals, writings, images, voice
and sound through wire, optic, radio, or other electromagnetic systems. This definition is broad

# Privacy Act 1988 (Cth).
% Uhlmann, C. (2015, December 2). China blamed for “massive” cyber attack on Bureau of Meteorology computer. ABC News.
https://www.abc.net.au/news/2015-12-02/china-blamed-for-cyber-attack-on-bureau-of-meteorology /6993278

% Law No. 36 of 1999 on Telecommunication.
% Law No 21 of 2013 Concerning Space Activities.
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enough to cover different mediums of transmission, including satellites and the different uses they
can be put to.

Due to its unique geography (Nafis et al., 2021), Indonesia’s telecommunications system relies
heavily on communications satellites (Sastrawidjaja & Suryanegara, 2018), which transmit and re-
ceive information through radio frequencies (Sitanggang, 2018). Communications satellites are
essential to many services including remote sensing activities, mobile communication services,
broadcasting, disaster management, and weather forecasting (Supancana, 2006). Whilst Indonesia
uses foreign satellites, it also has its own system of communications satellites (Nafis et al., 2021)
currently made up of nine (9) satellites.” Pursuant to Article 33 of the Law on Telecommunication,
the use of radio frequency spectrum and satellite orbit is a licensable telecommunication
undertaking.

Furthermore, Article 6 of the Law on Telecommunication empowers the Minister of Communications
and Informatics to regulate telecommunications in Indonesia, including the use of satellites for com-
munications services. While the National Institute of Aeronautics and Space (LAPAN) has been car-
rying out supervisory functions over all space activities in Indonesia pursuant to Article 38(4) of the
Space Law. Despite not being specifically mentioned under the Space Law, LAPAN has been under-
taking that responsibility as the existing national space agency since its establishment in 1963.3
However, with the creation of the National Research and Innovation Agency (BRIN), LAPAN's role as
the country’s space agency is being transferred to BRIN (Nugraha et al., 2022). A thorough reading of
Article 1and 5 reflects that the Space Law applies to all space activities occurring within the territory
or jurisdiction of Indonesia, all space activities occurring on behalf of or otherwise attributable to
Indonesia, or space activities conducted by Indonesian citizens or Indonesian legal entities with a
license to undertake space activities.

To regulate space activities, Article 41 and 42 of the Space Law requires entities to obtain a li-
cense before engaging in space activities. Additionally, Article 71 of the Space Law mandates that
all space objects, including satellites, must be registered with the Indonesian government, provid-
ing sufficient information on their orbital parameters, function, purpose, and launching entity. It
clarifies that registration is necessary to ensure open information and must be published and easily
accessible. Operators of space activities are prohibited from placing, orbiting, or operating nuclear
weapons or other weapons of mass destruction (Supancana, 2015). Furthermore, operators must
ensure the protection and preservation of the environment, including any activities that may con-
taminate Earth’s environment (Froehlich & Seffinga, 2018). Indonesia recognises the involvement of
private entities in the space segment, and the Space Law aims to ensure that all space activities,
including commercialisation, are carried out in an orderly manner and for the benefit of humankind
(Froehlich & Seffinga, 2018).

International Legal framework related to use of LEQ satellites for remote sensing
during natural disasters

The use of outer space for various activities, including remote sensing using satellites, increased
significantly after the end of the Cold War (Zunnuraeni et al., 2020). To guide the carrying out of these

¥ Mulyadi. (2016, September 6). Indonesian Satellite Service Regulatory Framework. ITU International Satellite Symposium
2016, Bali. https://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/ Documents/Events/2016/Sep-1SS2016/Presen-

3 Mardianis. (2014, March 24). The Indonesian Space Act NO. 21/2013. Fifty-third session of UNCOPUOS Legal Subcommittee,
Vienna. https://www.unoosa.org/pdf/pres/lsc2014/tech-02E.pdf
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activities, the Remote Sensing Principles® were passed in 1986 as a resolution of the United Nations
General Assembly (Gummadi & Gupta, 2022). The Principles were adopted as a compromise between
the conflicting views of sensed States and sensing States (Mosteshar, 2016). While sensing States
believe that the data collected during remote sensing are of immense international benefits, most
sensed States believe that such activities impede on their territorial sovereignty (Mosteshar, 2016).

In relation to natural disasters, Principle XI of the Remote Sensing Principles provides that ‘re-
mote sensing shall promote the protection of mankind from natural disasters. According to Dodge
(2014), this Principle is the ‘clearest statement in international law that space-based Earth observa-
tion is to be used to protect human life from the effects of natural disasters. However, its provisions
only serve as principles and are not legally binding on States, even if those States voted in favour
of them and agreed to them (von der Dunk, 2002). Furthermore, it failed to clearly address issues
such as liability and privacy considerations when conducting remote sensing. It also falls short in
ensuring satellite data obtained during remote sensing comply with privacy laws under national
and international laws (Gummadi & Gupta, 2022), which is relevant in the context of remote sensing
during natural disasters.

The Disaster Charter is another framework established to provide guidelines for use of remote
sensing technology during natural disasters. The Disaster Charter was created in 1999 by the Centre
National D'Etudes Spatiales®® and the European Space Agency during the Unispace Il conference
held in Austria, but officially came into operation on 20 October 2000 after the Canadian Space
Agency joined.” Currently, it consists of 177-member space agencies who jointly provide free satel-
lite imagery over the disaster areas as soon as the charter is activated.? It serves as a framework
through which its members collaborate to respond to major natural disasters around the world using
satellites. These member space agencies provide fast access to satellite data to aid disaster manage-
ment as soon as it is triggered by any of the authorised users.”?

One main distinction between the Remote Sensing Principles and the Disaster Charter is that
while parties to the former are States, members of the latter are space agencies and space sys-
tems operators which include private entities (Mosteshar, 2016). Accordingly, it fosters collaboration
among space agencies, to share their space facilities in managing major natural or man-made disas-
ters (Mosteshar, 2016). This cooperation ensures that necessary assistance, through the provision of

¥ The Remote Sensing Principles comprise 15 non-binding but politically relevant principles that guide how UN member
states conduct remote sensing activities. It defines what remote sensing is and attempts to establish a legal framework
prescribing how collection and dissemination of remote sensing data should be carried out while also restating general
principles of international law contained under the Outer Space Treaty. See (Gummadi & Gupta, 2022).

“ The French national space agency.

@ Bally, P, Boubila, F, Viel, M., Jutz, S., Cheli, S., & Briggs, S. (2010). In Action Around the World: The International
Charter ‘Space and Major Disasters’ (Bulletin No. 143). European Space Agency. https://earth.esa.int/eogateway/

2 Bronner, E. (2023, February 7). Earthquake in Turkey and Syria: How satellites can help rescue efforts. The Conversation.
https://theconversation.com/earthquake-in-turkey-and-syria-how-satellites-can-help-rescue-efforts-199357

3 Registration to become an authorised user is open to the disaster management authorities of all countries in the world,
provided they meet the prescribed criteria stipulated under the Charter. As of February 2022, national users from 67 coun-
tries have been designated authorised users. In addition, 15 international organisations, including the United Nations
Office of Outer Space Affairs (UNOOSA), can trigger the Charter system, thereby ensuring all countries of the world can
benefit from the Charter, regardless of their registration status. See The International Charter Space and Major Disasters
Executive Secretariat. (n.d.). How to become an authorised user. Retrieved June 7,2023. https://disasterscharter.org/web/
guest/how-to-register-as-a-user
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satellite data collected, is extended to countries or communities that are exposed to an imminent
risk, or that have already been affected by such disasters (Mosteshar, 2016).

Since 2000, the Disaster Charter has been activated 798 times in 131 countries (Mosteshar, 2016)*.
However, it is a voluntary agreement among its members and is not legally binding (Zollner, 2018). Like
the Remote Sensing Principles, it does not create any obligations but serves as a mechanism to provide
information and other assistance (Mosteshar, 2016). While the Disaster Charter aims to facilitate the
exchange of satellite data between space agencies and disaster management organisations to support
response and recovery efforts (Zollner, 2018), it does not address issues regarding the use of satellites
that may result in privacy breaches. Arising from the shortcomings of these international frameworks,
the next section will examine the international law regime concerning privacy, after which an evalua-
tion of the national legislation in Australia and Indonesia that deal with data privacy will be carried out.

Legal framework on data privacy

As noted previously, satellites play a vital role in supporting rescue and recovery efforts during
natural disasters. Nevertheless, it is also important to ensure privacy rights are protected while us-
ing satellites to collect data, especially when the data collected can potentially be used to identify
individuals. Satellite technologies gather different types of data, and as technology advances, it
is not far-fetched that information capable of being used to identify individuals can be obtained
during remote sensing activities. User identity has been identified as one of the important areas of
concerns while discussing different countries approaches to remote sensing regulation (Mosteshar,
2016). In light of this, it is essential to ensure that privacy considerations are not overlooked when
examining issues of satellite sensed data under national legislation.* Therefore, it is important, in
this context, to assess the existing legal frameworks pertaining to data privacy first under interna-
tional law, and then under Australian and Indonesian law.

International law regime related to data privacy

The characteristics of remote sensing make it probable that technologies used to carry out these
activities would have privacy ramifications. The applicability of privacy law in this context stems
from the understanding that while the sensing activity itself takes place in space through Earth
observation satellites, the information gathered by these satellites relate to activities and informa-
tion on Earth (Freeland & Ireland-Piper, 2022). Thus, an Earth observation satellite used in obtaining
satellite imagery of areas where a natural disaster has occurred would essentially be capturing data
relating to the disaster areas, and not ‘space’ data. This presents an opportunity to examine these
activities within the framework of existing international law to assess how effectively they address
privacy concerns during remote sensing.

In this respect, the Universal Declaration of Human Rights (UDHR),* International Covenant on
Civil and Political Rights (ICCPR)7 and the International Covenant on Economic Social and Cultural

“  See also The International Charter Space and Major Disasters Executive Secretariat. (n.d.). How to become an authorised
user. Retrieved June 7, 2023. https://disasterscharter.org/web/guest/how-to-register-as-a-user

% Universal Declaration of Human Rights, GA Res 217A (1ll), UN Doc A/RES/217(111) (10 December 1948)
7 International Covenant on Civil and Political Rights, UN GA Res 2200A (XXI) — adopted 16 December 1966, opened for
signature 19 December 1966, entered into force 23 March 1976.
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Rights (ICESCR)® are three key international covenants that form the basis of human rights provi-
sions in various international, regional, and national legal frameworks.

Interestingly, the proximity in the dates the ICCPR and ICESCR were adopted (16 December 1966)
and when the first major international treaty governing space — Outer Space Treaty — was adopted
(19 December 1966) cannot be seen as a mere coincidence. Reflecting on the provisions of Article
1l of the Outer Space Treaty shows that its intention is to be read in consonance with other inter-
national law. Specifically, it provides that ‘State Parties to the Treaty shall carry on activities in the
exploration and use of outer space... in accordance with international law...in the interest of main-
taining international peace and security and promoting international co-operation and understand-
ing. The inclusion of the phrase ‘in accordance with international law’ in this provision, as well as in
Article I, can be interpreted as a deliberate consideration of existing international law such as UDHR
as well as concurrent negotiations that were being carried out in respect of other international legal
framework, such as the ICCPR, at that time.

Furthermore, the provision of Article Il of the Outer Space Treaty, when read in conjunction with
Articles I and I, establishes a dual concept. Firstly, it guarantees the freedom of every country to
engage in exploration activities in outer space. Secondly, it prohibits any nation from asserting ter-
ritorial sovereignty over any part of outer space. As remote sensing is an activity conducted from
outer space, it falls within the scope of the aforementioned freedom (von der Dunk, 2013: 2). This
is further buttressed by the right to freedom to seek, receive, and impart information through any
media or frontier, pursuant to the provisions of the UDHR and ICCPR.* Since remote sensing is used
to seek and receive information about activities taking place on the Earth’s surface, it aligns with
these rights.

The right to privacy, guaranteed under the UDHR and ICCPR, is a competing right that should be
considered in the context of remote sensing. Article 12 of the UDHR states that ‘no one shall be sub-
jected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon
his honour or reputation.’ A similar provision is found in Article 17 of the ICCPR. However, these pri-
vacy provisions are drafted in broad terms and do not specifically address the privacy concerns that
may arise from remote sensing activities. Additionally, while Greenwood et al. (2017)° argues that
data privacy during humanitarian crises should align with international human rights and humani-
tarian law and standards, there is no established internationally recognised humanitarian standard
for data privacy in such situations.” Consequently, these instruments do not sufficiently accommo-
date or regulate data privacy issues in the context of remote sensing during natural disasters.

On one hand, the Outer Space Treaty grants each nation the freedom to conduct activities in
outer space, a freedom extended to the freedom to seek, receive, and impact information through
any frontier (in this case, remote sensing) under Article 19 of both the UDHR and ICCPR. This freedom
is not subject to territorial jurisdiction in outer space. On the other hand, the UDHR and ICCPR guar-
antee individuals' right to privacy. These two perspectives create a potential conflict that requires a
balancing act, one that is not clearly addressed under international human rights law.

8 International Covenant on Economic, Social and Cultural Rights, UN GA Res 2200A (XXI) — adopted 16 December 1966,
opened for signature 19 December 1966, entered into force 3 January 1976.

“  Article 19 UDHR and Article 19 ICCPR.

% Greenwood, F.,, Howarth, C., Poole, D. E., Raymond, N. A., & Scarnecchia, D. P. (2017). The signal code: A human rights ap-
proach to information during crisis. Harvard Humanitarian Initiative. https://hhi.harvard.edu/sites/hwpi.harvard.edu/

CTATbI 27


https://hhi.harvard.edu/sites/hwpi.harvard.edu/files/humanitarianinitiative/files/signalcode_final.pdf?m=1607469621
https://hhi.harvard.edu/sites/hwpi.harvard.edu/files/humanitarianinitiative/files/signalcode_final.pdf?m=1607469621

Digital Law Journal. Vol. 4, No. 2, 2023, p. 15-39
Temitope Lawal, Melanie Jackson, Eugenia Georgiades / Privacy in the Age of Remote Sensing

It is worth noting that the Outer Space Treaty lacks specific rules or guidance on how the freedom
to conduct activities in outer space may be limited, particularly regarding potential privacy concerns
that may arise during remote sensing. Some argue that this lack of specificity could be attributed
to the fact that privacy concerns resulting from remote sensing were not prominent when the Outer
Space Treaty was adopted, as high-resolution remote sensing technology did not exist at that time
(von der Dunk, 2013: 7). Moreover, the primary focus of the United Nations at that time was to create
guiding rules for the exploration of outer space for peaceful purposes, and for the benefit of every
nation, in an era when the two major space faring nations — US and USSR — were increasingly devel-
oping their space technology capabilities (Freeland and Pacujlic, 2018).

As a result, von der Dunk (2013) suggests that in the absence of any general international law
agreements or customary international law addressing privacy concerns, which could be incorporat-
ed into the scope of the Outer Space Treaty under Article Ill, it is the responsibility of individual coun-
tries to establish safeguards within their national laws to limit the seemingly unfettered freedom to
conduct remote sensing activities that the Outer Space Treaty or any other international law has not
limited, in light of privacy concerns. This is so as Article VI of the Outer Space Treaty imposes inter-
national responsibility on individual countries for their own outer space activities, as well as those
of non-governmental entities under their jurisdiction. Accordingly, countries have the authority to
regulate private space activities, including the power to prohibit them altogether or require compli-
ance with specific national laws protecting privacy of individuals and entities (von der Dunk, 2013).

With this in mind, the next section examines the legal framework on data privacy in Australia and
Indonesia to assess the adequacy of these laws in addressing privacy concerns arising from remote
sensing activities.

Legal framework on data privacy in Australia and Indonesia

Australia

The main data privacy framework in Australia is the Privacy Act.”> One of its objects under Section
2A is ‘to provide the basis for nationally consistent regulation of privacy and the handling of per-
sonal information. Personal information is defined in Section 6 as ‘information or an opinion about
an identified individual, or an individual who is reasonably identifiable, whether the information or
opinion is true or not; and whether the information or opinion is recorded in a material form or not.
Georgiades (2020) opines that the scope of the Privacy Act applies to personal information recorded
and captured digitally.

As has been previously discussed, during a natural disaster, personal information collected by
satellites can result in misuse. For example, satellites can capture very high-resolution images when
used for remote sensing (Kaku, 2019). The capturing of such images has potential ramifications
for people’s privacy because such images can include information that can identify an individual.
Consequently, the processing of the information captured would need to comply with the Privacy Act
as it falls within the scope of collecting, storing, and monitoring of data. Although the Act does not
explicitly mention satellites, it applies to data collected by various means, which includes satellites.

2 Privacy Act, 1988 (Cth). Australia currently lacks a legal framework specifically regulating the use of remote sensing tech-
nology to prevent data privacy breaches. Nonetheless, it is important to examine the existing data privacy framework, to
determine if they are adequate in preventing misuse during natural disasters. See The University of Adelaide. (2019). Laws
applicable to remote sensing. Australian navigational guide explaining laws for space. https://spacelaws.com/articles/
laws-applicable-to-remote-sensing-activities/
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Therefore, compliance with the provisions of the Privacy Act is required when collecting personal
information.

The Privacy Act is applicable to and imposes obligations on APP entities. Section 6 defines an APP
entity to be an agency or an organisation. An agency includes inter alia, a Minister, a Department, a
body, or tribunal established for a public purpose under a Commonwealth, State, or Territory law.
An organisation is defined under Section 6C to include an individual, body corporate, partnership,
unincorporated association, or trust. However, State or Territory authorities, political parties, and
small business operators are not considered organisations.”

An important provision of the Privacy Act is Section 5B that deals with extra-territorial applicabil-
ity of the Privacy Act. Section 5B(2) and (3) extends the applicability of the Privacy Act to organisa-
tions or small business operators with an ‘Australian link’. Examples of Australian link under Section
5B(2) include where an organisation is incorporated or forms a partnership in Australia. By virtue of
Section 5B(3), even where an organisation or small business operator does not fall under any of the
above listed entities, it would still be considered to have an Australian link if it carries on business in
Australia. The term ‘carries on business in Australia’ has generally been viewed as two elements that
are connected; however, they can be considered separately (Luckins v Highway Motel (Carnavon) Pty
Ltd, 1975; Bray v F Hoffman-La Roche Ltd, 2002; ASIC v Active Super (No 1), 2012).

In a recent ruling, the full bench of the Federal Court interpreted ‘carries on business in Australia’
to encompass foreign organisations that collect or hold personal information of persons located in
Australia, notwithstanding that such entities do not have physical assets in Australia (Facebook v. AIC,
2022). Thus, merely collecting or handling personal information of any person located in Australia
will suffice to make an entity subject to the provisions of the Privacy Act ( Svantesson, 2014, 2015)%.
This means that as long as satellites are used to carry on business which involves collection, holding
or storing of personal information of any person located in Australia, the Privacy Act will apply.

The Privacy Act also protects biometric information which is categorised under Section 6 as sensi-
tive information. While Section 6 does not include a list of information that could be considered bio-
metric information, the Office of the Australian Information Commissioner lists attributes such as an
individual's face, iris, fingerprint, palm, voice, and signature, as constituting biometric information.”
This information can be collected with the relevant individual's consent, except when authorised by
law or to prevent a serious threat to life, health, or safety (Privacy Act 1988 (Cth) APPs 3.3, 3.4). In this
regard, Maniadaki et al. (2021) argues that ‘the application of facial recognition or big data analytical
software in data collected by remote sensing technology puts in danger the protection of personal
data when it constitutes the process of personal data.

Whilst satellite imagery is useful for weather monitoring and defence intelligence, in the event of
natural disasters, the use of high-resolution satellite imagery create challenges for data protection
(Coffer, 2020). In addition to geographical locations and interactive maps, there are now facial recog-
nition technologies causing more concern for personal data collection (Maniadaki et al., 2021). Since
satellites can capture higher resolution images, it is crucial to comply with the requirements set

% Office of the Australian Information Commissioner. (n.d.). State and territory privacy legislation. Retrieved June 7, 2023.
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out in the Privacy Act if satellite imagery includes biometric information. Of importance is Schedule
1 of the Privacy Act which contains 13 Australian Privacy Principles (APPs) that govern the utilisation,
exposure, and safeguarding of gathered data (Alazab et al., 2021; Daly, 2018; Sainty & Rowe, 2020).
Among these principles, APP 4, 6, 8, and 11 may be applicable to the collection, use, and disclosure
of data gathered by satellites in different contexts including remote sensing activities. The relevant
APPs are examined subsequently.

APP 4 provides the way in which an entity is to handle unsolicited personal information.
Unsolicited personal information is described under Schedule 1 to mean personal information re-
ceived by an APP entity without it taking active steps to collect such information. This APP is relevant
to satellites since they can often inadvertently collect data about an individual. This could also lead
to unauthorised surveillance or uncontrolled data generation and use (Caron et al., 2016). If unso-
licited data is obtained in the process of carrying out remote sensing activities, the APP entity must
ascertain whether this type of data can be collected under APP3. According to APP 3, data can only be
collected by an agency or organisation if it is reasonably necessary or directly related to the agency
or organisation’s functions and activities. If the APP entity determines that it can collect the type of
data under APP 3 or data collected is contained in a Commonwealth Record, then the APP entity is
not mandated to destroy or de-identify the information. However, Schedule 1, Part 2, Section 4.4 of
the Privacy Act provides that the entity must comply with APPs 5-13.

APP 6 outlines the framework governing the circumstances under which an APP entity can use
or disclose personal information. An APP entity can use or disclose personal information if it is rel-
evant to the ‘primary purpose’ of collecting that information. In 2020, the Australian Information
Commissioner sued Facebook (now Meta) for inter alia disclosing the personal and sensitive in-
formation of Australian Facebook users for a purpose other than that for which it was collected
between 2014 and 2015, thereby contravening APP 6.% According to Perram J, ‘APP 6 prevents an
organisation which has collected information for a particular purpose to use it for another, ex-
cept in limited circumstances’ (Facebook v AIC, 2022). As noted by the Court in this case, personal
information can still be used and disclosed for a secondary purpose under certain circumstances.
These exceptions, contained under Schedule 1 of the Privacy Act, include situations where the APP
entity is an organisation and a permitted health scenario exists, or when the secondary use or
disclosure is mandated by an Australian law or an order of a court or tribunal. This APP is relevant
in the context of satellites and natural disasters because any personal information collected via
satellite during a natural disaster could be used and disclosed for the primary purpose of col-
lecting data to ensure safety. More importantly, breach of this APP could lead to unauthorised
surveillance or uncontrolled data generation and use (Caron et al., 2016: 10). Part VIA of the Privacy
Act is closely related to the provisions of APP 6 and contains special provisions that apply to
emergency situations or disasters (which by necessary implication includes natural disasters). It
specifies how personal information obtained during a declared” emergency or disaster should be
handled by entities that obtain such information. The entities permitted to handle this informa-
tion are agencies, organisations, and persons (Privacy Act 1988 (Cth) s. 80P(7)). While agencies can
disclose information to other agencies, State or Territory authorities, organisations, entities in-
volved in disaster management, or even a person responsible to an affected individual (Privacy Act
1988 (Cth) s. 80P(1)(c)), organisations or any other person can only disclose such information to

% Byrne, E. (2023, March 7). High Court to decide if Facebook is liable for the possible breach of 300,000 Australians’ personal
data. ABC News. https://www.abc.net.au/news/2023-03-07/facebook-in-australian-high-court-over-data-breach/102061004

% The Prime Minister is empowered under Section 80) to make a declaration of emergency.
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agencies, entities providing services to affected individuals, and entities prescribed by regulation
or the Minister (Privacy Act 1988 (Cth) s. 80P(1)(d)). This allows for flexibility in expanding the cate-
gories of entities that can access personal information of individuals affected by natural disasters
as needed. However, the practical applicability of this provision to instances where personal data
is collected through remote sensing during natural disasters remains uncertain, especially when
entities are operating from outside Australia’s territorial borders.

APP 8 allows for cross-border disclosure of data collected and works in conjunction with Section
16C of the Privacy Act. APP 8 stipulates that if data is to be disclosed cross-border, the APP entity
responsible for the disclosure must take reasonable steps to ensure that the recipient overseas does
not violate any of the APP principles (Privacy Act 1988 (Cth) APP 8.1). The APP entity disclosing the in-
formation is accountable for any failure of the overseas entity to comply with the APPs. In the event
that an APP entity wishes to disclose data collected from a natural disaster to an overseas entity, it
is required to ensure that the recipient adheres to these principles. Breach of this APP could lead to
uncontrolled generation and use, and information security risks (Caron et al., 2016).

APP 11 governs the security of personal information collected by an APP entity. Breach of this APP
could lead to uncontrolled generation and use, inadequate authentication, and information security
risks (Caron et al,, 2016). The Court in Facebook v AIC (2022) held that Facebook was in breach of APP
1 as it failed to implement measures to obtain consent directly from the affected Australian users
before disclosing their personal information. It is mandatory for any APP entity collecting personal
information to safeguard it against potential unauthorised use, loss, disclosure, alteration, or access.
Additionally, once the personal information is no longer required by the APP entity, it must either
be destroyed, or de-identified to prevent identification of the relevant individual (Privacy Act 1988
(Cth) APP 11.2).

It is important to note that a person’s data privacy may potentially be breached when their im-
age is captured by remote sensing technologies when such technologies are used for monitoring
purposes (Maniadaki et al., 2021). Privacy breaches may still occur even if the use is for ostensibly
beneficial reasons such as search and rescue efforts during natural disasters. Non-disclosure of the
purpose for data collection, details of the entity collecting such data, may exacerbate the unease
and leave data subjects feeling that their right to control the use of their personal information has
been unjustly compromised (Maniadaki et al., 2021). This may be the case where the person has
not consented to the use of their image. The issue of consent highlights some limitations for the
scope of the Privacy Act because if a person consents to their image being held, collected, or used
by an APP entity, the Privacy Act will not apply. This is because consent has two purposes under the
Privacy Act.®® The first is that it acts as an exception when an APP entity collects and uses personal
images. The second is that consent authorises the use of personal data. This therefore underscores
the importance of having in place a legal framework that addresses privacy concerns of those indi-
viduals whose personal data might be included in satellite imagery collected during natural disaster
management operations.

Indonesia

Similar to Australia, Indonesia also has a responsibility to ensure that its remote sensing ac-
tivities do not violate international laws, including the right to privacy. However, there is no spe-
cific framework in place for regulating remote sensing activities or for addressing key issues re-
lating to data access and international cooperation (Zunnuraeni et al., 2020). The Space Law and

% Sch1, APPs 3.3 (a), 6.1 (a) of the Privacy Act.
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the Government Regulation No. 11 of 2018 Concerning Remote Sensing (GR 11/2018) cover technical
aspects of remote sensing, but not regulations for private entities engaged in remote sensing activi-
ties (Sitanggang, 2018).

The Space Law requires all government remote sensing activities to be conducted by the National
Research and Innovation Agency, and only for specific purposes (Sitanggang, 2018). Prior to the pass-
ing of the Personal Data Protection Law (PDP Law)® in 2022, the regulation of private entities with
regards to data privacy was not covered by specific laws but was part of Indonesia’s broader privacy
laws such as Government Regulation No. 71 of 2019 Regarding Implementation of Electronic Systems
and Transactions and the Minister of Communication and Informatics Regulation No. 20 of 2016
Regarding Personal Data Protection in Electronic Systems. It was generally accepted under these ear-
lier regulations that the collection and use of personal data required express consent from the data
owner. However, these regulations were not comprehensive and only applied to specific electronic
systems, instead of all telecommunication systems.®

The PDP Law now provides comprehensive rules for processing personal data, which can also
apply to personal data collected during remote sensing activities.® Article 2 of the PDP Law applies
to any individual, corporation, public agency, or international organisation that carries out activi-
ties within Indonesia, or outside Indonesia that may have legal consequences within Indonesia
or affect Indonesian citizens. The PDP Law defines personal data as any data concerning a person,
whether identified or who may be identified independently or combined with other information,
either directly or indirectly, through an electronic or non-electronic system. Data subjects have
specific rights set out under Article 5-14 of the PDP Law, including the right to be informed about
the purpose of data collection, how the data will be used, and the liability and obligations of the
party requesting the personal data. Data subjects also have the right to withdraw their consent
at any time.

As previously noted, prior to the PDP Law, consent was the primary basis for processing per-
sonal data. While the PDP Law maintains this requirement, it also recognises, under Article 20,
other grounds for processing personal data, including fulfilling contractual obligations, meeting
legal obligations of the controller, protecting the vital interests of the data subject, performing
public duties for public interest or service, or exercising lawful authority of the controller, and
the processing of personal data to fulfill other lawful interests. Article 65 and 66 of the PDP Law
prohibits certain uses of personal data, such as illegally obtaining or collecting personal data,
unlawfully disclosing personal data, using personal data of another in a manner that contravenes
the law, and creating false or fake personal data that may cause harm to other persons. Infractions
of the PDP Law carry varying sanctions, ranging from fines to imprisonment. The law has a tran-
sitional period of two years for compliance from the date of its enactment, and a data protection
authority will be established pursuant to Article 58 through a presidential regulation, reporting
directly to the president.

% Law No. 27 of 2022 on Protection of Personal Data.
6 |skandar, E., Lubis, D.B., & Hartanto, AW. (2023, January 6). The technology, media and telecommunications review: Indonesia.
The Law Reviews. https://thelawreviews.co.uk/title/the-technology-media-and-telecommunications-review/indonesia

& Panggabean, K., Purba, )., & Karina, T. (2022, October). Highlights of Indonesia’s personal data protection law. Norton
Rose Fulbright. https://www.nortonrosefulbright.com/en/knowledge/publications/31bce8f0/highlights-of-indonesias-
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Liability for misuse of satellites

Liability and responsibility under international legal framework

As previously discussed, the main international frameworks regarding use of satellites for remote
sensing and disaster management are not legally binding, and do not deal with data privacy con-
cerns arising from misuse of satellites. Thus, liability for misuse of satellites which results in privacy
breaches might be difficult to impose if reliance is placed solely on the Remote Sensing Principles
and Disaster Charter. Also, it is debatable whether the Liability Convention, which deals with li-
ability arising from damages caused by space objects, would cover violations of individual privacy
rights (Nafis et al., 2021). Based on Articles Il and IIl of the Convention, it has been argued that the
Convention was primarily designed to address physical damages® collisions between spacecrafts
and component parts (Christol, 1980; Dodge, 2014).

Notwithstanding, liability can arise under general international law if a State can successfully
argue that another State’s activities, including those of its private actors or corporations, caused
damage to it or its nationals (Schmalenbach, 2022).5 For instance, State A could argue that State B's
remote sensing activities violated the privacy of State A's nationals. In addition, most of the princi-
ples under the Remote Sensing Principles restate the rules under the Outer Space Treaty or allude to
general principles of international law.®

Also, the Preamble of the Disaster Charter refer to the Remote Sensing Principles which implies
that the Principles should be observed when carrying out remote sensing activities under the
Disaster Charter. Article VI of the Outer Space Treaty provides that ‘State Parties to the Treaty shall
bear international responsibility for national activities in outer space... whether such activities are
carried on by government agencies or by non-government entities... This means that States are re-
sponsible for any wrongdoing caused in outer space either by the government, or by private entities.
This would extend to commercial activities. Remote sensing is listed as a type of commercial activity
which is increasingly being carried out by private entities (Gupta & Raju, 2019).

Resultantly, through a combined reading of the above international instruments, States can be
held responsible for remote sensing activities carried out by them, and their private entities dur-
ing natural disasters.® Since Australia and Indonesia are parties to the Outer Space Treaty, it would
therefore be important to examine the liability provisions under their various national laws as they
relate to satellites.

Liability and responsibility under national legal framework

Australia

The Space Act sets out legal liability for any damage caused in outer space by a space ob-
ject launched by Australia. Section 8 of the Act defines ‘damage’ in the same way as the Liability

& Convention on International Liability for Damage Caused by Space Objects (UN GA Res 2777 (XXV1), annex)—adopted on 29
November 1971, opened for signature on 29 March 1972, entered into force on 1September 1972.

8 Article | define damage as ‘loss of life, personal injury or other impairment of health; or loss of or damage to property of
States or of persons, natural or juridical, or property of international intergovernmental organizations.

& A common example of this is environmental pollution. Here, States have claimed that transboundary pollution injures
their rights to enjoy their territory or that the transboundary pollution is causing injury to their nationals.

6 See Principle IV, Remote Sensing Principles.

8 See Principle XIV of the Remote Sensing Principles which buttresses this point.
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Convention. Therefore, the same argument made earlier applies here, which is that violation of pri-
vacy rights resulting from the misuse of satellites for remote sensing activities are not covered by
this Act. Notwithstanding that the Space Act liability provisions might only apply to physical damage
involving satellites during launch into outer space or re-entry into Earth, the Privacy Act will apply to
privacy breaches relating to data collected through satellites or other means.

By virtue of Section 13(1)(a) of Privacy Act, an act or practice that breaches any of the APPs in
relation to personal information about an individual is an interference with the privacy of such an
individual. Where this act or practice is done repeatedly by the APP entity, such would be a serious
and repeated interference with privacy and is classified as a civil liahility under Section 13G. Under
Section 13G (2) and (3), the maximum penalty that can be imposed on a body corporate for this
contravention is $50,000,000, and $2,500,000 for a person other than a body corporate. It should be
noted that by virtue of Section 80U, only the Information Commissioner is authorised to bring an ap-
plication before the Federal Court or Federal Circuit Court and Family Court of Australia in respect of
a civil liability action.” Thus, if a satellite is used by an APP entity for remote sensing activities that
violate the provisions of any of the APPs under the Privacy Act, the following enforcement actions
can be taken against that entity — civil liability actions, infringement notices, enforcement undertak-
ings, and injunctions.

Indonesia

Pursuant to Article 41(1) of the Space Law, Indonesia is responsible for overseeing all of its nation-
al space activities and is accountable for any wrongful acts that result from the misuse of satellites.
Like Australia, Indonesia has provisions in its Space Law®® that deal with liability for damage caused
in space, on Earth or to an aircraft in flight. However, damage in this context is limited to physical
damage and does not cover liability for privacy breaches resulting from misuse of satellites.

Regarding the violation of personal data under the PDP Law, both administrative and criminal
sanctions may be imposed. In the absence of a standalone regulatory framework specific to the
misuse of satellites in the context of privacy breaches, the provisions of the PDP Law will be ap-
plicable. As provided under Article 67 and 68 of the PDP Law, criminal sanctions include a fine of up
to IDR 6 billion and/or imprisonment of up to six (6) years. Administrative sanctions include written
warning, temporary suspension of personal data processing activity, deletion of personal data, or
imposition of administrative fines under Article 57. These penalties may be imposed on the manage-
ment, controller, instructor, beneficial owner, or corporation.

Conclusion

In conclusion, it is apparent that international rules on the use of satellites for remote sens-
ing activities generally lack binding force, and they do not effectively address the issue of privacy
breaches that may result from satellite misuse. International human rights framework such as UDHR
and ICCPR which provide for right to privacy are broad, and their provisions are not sufficiently ro-
bust to cover use of satellite data, especially for commercial or private use. In the context of natural
disasters, it is even more important to ensure data privacy concerns are given due consideration

& See also Flannery, A., & Cass, S. (2020, May 21). Australia: Liability for breaches of Privacy Act to increase, but class actions
unlikely to be supported. Mondagq. https://www.mondag.com/australia/data-protection/938568/liability-for-breaches-

8 See Article 76(2).
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while the satellites are being used for remote sensing during the disaster management process
(Mosteshar, 2016).

As already stated, with advancements in technology, it becomes even more probable that data
collected during natural disasters by the sophisticated sensors placed on LEO satellites would
include those capable of identifying individuals. As a result, safeguards need to be in place to
ensure that satellites continue to play the important role of aiding in rescue efforts during natural
disasters without infringing on individuals’ privacy rights in the process. As this article highlighted,
itis a challenging feat to try to balance the public interest in disaster management with individual
privacy rights, mainly because the expectation of privacy during natural disasters differs consid-
erably from non-emergency situations (Sanfilippo et al., 2020). However, this should not be a basis
for countries to take with levity the need to adequately consider and take steps to mitigate the
materialisation of the risks of privacy breaches resulting from remote sensing activities during
natural disasters.

In the absence of a uniform set of rules at the international level that adequately regulates data
sharing or privacy issues, individual countries can address these issues through the instrumentality
of their national laws.’ In the case of Australia and Indonesia, both countries lack standalone legal
frameworks that specifically address privacy breaches caused by misuse of satellites during natural
disasters. However, a combination of space activity legislation and data protection laws in both
countries can serve as a temporary measure to determine liability for privacy breaches resulting
from satellite misuse during natural disasters.

Ultimately, it is recommended that both countries review their existing legal frameworks to
address the potential unintended consequences of advancing remote sensing capabilities on data
privacy. Since both countries have provisions in their space legislation” requiring adequate insur-
ance in respect of liability for damage (Kerkonian, 2021), the scope of what constitutes liability for
damage under both legal frameworks could be expanded to explicitly include provisions relating
to privacy.

Another suggestion is for both countries to make remote sensing activities subject to licens-
ing through their domestic laws. This is supported by the provision of Article VI of the Outer
Space Treaty which imposes an obligation on countries to authorise and supervise space activi-
ties within their respective jurisdictions. This authorisation regime, which could be in form of
compulsory licensing for entities engaged in remote sensing activities, provides an opportunity
for both countries to impose restrictions or conditions on space activities, including provisions
for respecting privacy. These restrictions could include satellite capacity limits, resolution limits
for satellite images, exclusive acquisition of rights to relevant satellite images”, requirements
of blurring personal identifying information in satellite images, and more. National legislation
should play a significant role in addressing privacy concerns arising from remote sensing activi-
ties conducted with LEO satellites (Linden, 2016), as not only States, but also private entities and
individuals globally are increasingly involved in commercial remote sensing activities. Expressly
including respect for privacy as a condition for engaging in space activities would be a pioneering
move and set a precedent for other countries to follow.

% Rotola, G., Farrar, L., Nasr, F,, Wiser, L., Navalgund, R., Ciarravano, L., & Grattan, K. (2022, January). Earth Observation Data,

™ Space (Launches and Returns) Act, 2018, Section 4787; LawNo 517 of 5(51737(507n7ce7rri iinlgisipiaicé Act|V|t|es, 7A;ticil;8747(1).

" Rotola, G., Farrar, L., Nasr, F., Wiser, L, Navalgund, R., Ciarravano, L., & Grattan, K. (2022, January). Earth Observation Data,
Climate Change, and Human Rights. Jus Ad Astra. http://www.jusadastra.org/SGAC-Law-Climate-Change.html
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