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Abstract

The paper focuses on the defining of the co-regulation of national and supranational legal regimes’ features of
data-sharing in the digital platforms’ functioning on the example of the EU’s practice with a special attention to the
disintegration process of Brexit. Data-sharing is one of the most appropriate spheres to demonstrate specific traits
of digital platforms — the cross-border character of their operation. This demands quid pro quo interaction of the
national and supranational regulatory regimes, filling the gap associated with the lack of international regulation
and the inability to harmonize law. We begin with the theoretical characterization of information and personal
data, the right to privacy, and classifications of interventions in private life. The EU has been chosen as an example,
acting as a flagship of interaction of national and supranational legal orders in relation to the co-regulation of
cross-border data-sharing in digital platforms. Interaction of the EU on the principle of quid pro quo, based on
the practice of making decisions on adequacy, is considered in the context of Brexit and the relevant law-making
practice of the UK. The discussion is complemented by examples of similar EU relations with South Korea and the
United States. Based on the analysis, the authors conclude that the EU supranational legal order has a high degree
of influence on the national legislation of third countries, which contributes to the constant development of regu-
lation in the sphere and the strengthening of international integration.
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AHHoTaLyS

CTaTbs NOCBSALEHA ONPEAeNEHNI0 0CO6EHHOCTEN COBMECTHOTO PerynupoBaHNs HaLUMOHANbHBIMUA U HafHALMO-
HanbHbLIMI NPABOBbIMYU PEXUMaMU 06MeHA AaHHbIMU B PYHKLMOHMPOBaHMM LMGPOBLIX NNATOPM HA NpUMepe
npakTuku EC ¢ 0co6bIM BHUMAHNEM K I€3MHTErpaLMOHHOMY npoueccy bpek3uTa. 06MeH aHHbIMM ABNSETCA 0f-
HOW U3 Hanbonee NoaxoAAwWMX cep AN AeMOHCTpaLmMm cneundmrueckux uept undpoBbix nnathopm — TpaHc-
TPaHNYHOTO XapakTepa UX (YHKUMOHUPOBaHMUSA. [laHHbI npouecc TpebyeT B3aUMOAENCTBUS HALMOHANbHbIX
W HafiHALMOHANBHBIX PEXWUMOB PErynupoBaHua no NpuHUMny quid pro quo, 3anonHAs Npo6enbl, CBA3aHHble
C OTCYTCTBMEM MEXAYHAPOAHOI0 PEryIMpOBaHNs N HECNOCOGHOCTbIO TAPMOHN3MPOBATb COOTBETCTBYIOLEE Npa-
BO. ABTOpbI HAUNHAKT MCCEA0BaHNE C TEOPETUUECKON XapaKTEPUCTUKN MH(OPMALN 1 NEePCOHANbHBIX AAHHDBIX,
npaBa Ha HEMPUKOCHOBEHHOCTb YACTHOM XM3HW U KNacCuukaLmm BMeWaTensCTB B Hee. B kauecTse npume-
pa 6bin BbiGPaH onbiT EC, BbICTYNAloWLEro B KauecTBe hnarmaHa B3aMMoAeNCTBIUA HALMOHANbHOMO U HafHALMO-
HanbHOrO NPABOMOPSAKOB B OTHOWEHUM COBMECTHOTO PErynupoBaHus TPAHCTPAHUUHOTO 06MEHa faHHbBIMK
B pamkax uudpoBbix nnatopm. B3aumoperictene EC no npunumny quid pro quo, OCHOBAHHOE Ha MpaKTUKe
NPUHATUSA pelleHuit 06 afieKBaTHOCTM, PacCMATPUBAETCA B KOHTEKCTe Bbpek3uTa u COOTBETCTBYIOWENH NPaBo-
TBOPYECKON NPAKTUKN Benuko6putaHnn. O6CyxaeHne AONONHAETCA NPUMEPAMM aHANOMMUHbIX OTHOWeHWI EC
¢ lOxHon Kopeen u CoefiHeHHbIMM LUTaTamu. Ha ocHOBE NPOBEAEHHOTO aHann3a aBTOPbl NPUXOAAT K BbIBOAY
0 BbICOKOI CTeneHu BAUAHMA HafHALMOHaNbHOro npaBonopsaka EC Ha HauMOHaNbHOe 3aKOHOAATENbCTBO Tpe-
TbUX CTPaH, UTO CNOCO6CTBYET NOCTOSIHHOMY Pa3BUTUIO PErYIMPOBAHNS B paccMaTpuUBaemoil chepe u ykpenne-
HUI0 MEXAYHAPOAHON UHTErpaL.

Kntouesble cnoa
06MeH AaHHbIMU, NePCOHaNbHble AAHHbIE, KOHDUAEHLMANBLHOCTb, NyBANYHOCTL, EBPONECKNiA Coto3, Benuko-
6puTaHus, bpexk3ut

KoHdhnukT untepecos ABTOpbI CO06LAIOT 06 OTCYTCTBMM KOHGIMKTA NHTEPECOB.

(DuHaHcupoBaune lccneioBaHme He MMEET CMIOHCOPCKOI MOe XK.
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Introduction

The phrase ‘quid pro quo’ can be described as an exchange of something for something. In the
context of the functioning of digital platforms, it usually refers to an exchange of goods and services
for personal data or other information products in place of compensation (Walker, 2015). Significant
progress in the development of digital platforms — namely the introduction of information and tele-
communication technologies and the associated increase in the volume and directions of using the
information in various spheres of public life, as well as its transmission by the latest communication
means — have significantly expanded the possibilities for collecting, storing, and processing infor-
mation in relation to individual citizens. A traditional firm can only collect data on its own customers,
but a digital platform can access a vast amount of data related to all sellers and buyers on multiple
sides of its platform (Eisenmann et al., 2011).

Activity in the formation of automated databases, processing, and dissemination of informa-
tion about persons without their knowledge has led to the emergence of a global problem, in par-
ticular, the scale (in both time and space) of the problem of information security of people, society,
and the state for the protection of personal data. The data that fuels digital platforms heightens
these dynamics in a way that is qualitatively and quantitatively different from the way it effects
conventional markets (Kira et al., 2021); that is, the problem of protecting the interests of the indi-
vidual in the information sphere is also the problem of protecting personal data, which concerns
all spheres of human activity, society, and the state. The well-being of both the individual and the
state depends on understanding the importance and necessity of creating a mechanism to protect
personal data.

Globalized trade and increased cross-border transactions present interesting legal implications
for the ability of public and private subjects to control and protect data. Digital platforms have
made it possible for transactions to be concluded beyond national borders! Consequently, the de-
velopment of digital platforms has led to a huge growth in the volume of cross-border transmitted
personal data, which acts as a new currency in the quid pro quo interaction of national and suprana-
tional regulatory regimes, particularly their co-regulation at the normative and institutional levels.

The globalization of trade in digital data and services has not been accompanied by a general
harmonization of Internet law (Voss, 2019), nor a true convergence of data protection and data pri-
vacy laws (Voss, 2020). Consequently, now it is possible to envisage an avalanche of new laws and
regulations attempting to govern and impose order on a dizzying array of tech developments.? It
is expected that international authorities will make full use of their new powers in order to apply

' Serzo, A. L. 0.(2020). Cross-border data regulation for digital platforms: Data privacy and security. [Discussion Papers DP
2020-47]. Philippine Institute for Development Studies.

2 Tene, 0. (2022, January 3). The year ahead: Privacy developments in 2022. Goodwin. https://www.goodwinprivacyblog.
com/2022/01/03/the-year-ahead-privacy-developments-in-2022/
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and enforce their respective data protection legislation in the near future.’ The headliner legislator
is the European Union, which is recognized as the creator of the global standard for ‘best practice’
in data governance and co-regulation between national and supranational legislators. Examining
the relationship between national legal regimes and supranational data protection regulation is of
special interest in the context of the unique process of Great Britain’s withdrawal from the European
Union — Brexit.

Methodology

The methodological basis of this article is a complex of general scientific and special methods,
the expediency of which is determined by the specifics of the object of research. A systematic ap-
proach and structural and functional analysis were used in the course of this study to reveal the
essence and genesis of data-sharing, its structure and functions in modern society, and the role of
digital platforms. When studying the mechanisms for legal support of data sharing at national and
supranational levels, a system-structural and dialectical method of scientific knowledge of legal pro-
cesses and phenomena was used, which manifested itself, in particular, in the widespread use of cer-
tain categories of dialectics. The application of the formal-logical method made it possible to carry
out a logical, grammatical, and morphological analysis of the existing legal norms. The use of the
comparative method made it possible to study the compliance of national legislation with European
standards in this area, as well as to analyze the process of transfer and protection of personal data
between the European Union and the United Kingdom after Brexit.

Results

From the outset, it should be mentioned that the term ‘information’ entered scientific circulation
long before the rapid development of communication tools, digital platforms, and data conversion,
as well as transmission technologies based on it. The emergence of branches of science and tech-
nology directly related to them have turned it into an iconic symbol of the modern era. There are
many definitions of information as a result of scientific discussion and various approaches to the
interpretation of this concept. The original concept of ‘information’ was associated exclusively with
communicative activities in society (Nitecki, 1985). It was found that information is the highest, most
complex result of an orderly reflection in the form of messages, knowledge, and information about
nature, society, and objective reality in general, covering all spheres of human activity used in the
process of communication, management, production, cognition, creativity, upbringing, education,
etc. This makes it possible to pay attention to the managerial nature of the information. Information
is seen as the unity of updating diversity and as its limitation. The main function of information is to
convey an idea (to inform) about an object, while reflecting its properties.

One kind of information is personal information that reflects both the individuality of a per-
son and their universal biological and social properties. Personal information reflects human di-
versity: the individuality of each person as a carrier of unique elements of physical, physiological,
mental, economic, cultural, and social identity. The defining feature of personal information is its

3 Gibson Dunn. (2022, January 31). International cybersecurity and data privacy outlook and review — 2022.
https://www.gibsondunn.com/international-cybersecurity-and-data-privacy-outlook-and-review-2022/

“  Greenleaf, G. (2021). Global data privacy laws 2021: Despite COVID delays, 145 laws show GDPR dominance. Privacy Laws &
Business. https://www.privacylaws.com/reports-gateway/articles/int169/s_int169dplaws2021/
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individualized nature and the ability to identify a specific person using certain criteria. During such
identification, the process of personifying certain information takes place: that is, linking them to
a specific person. Identifying information makes it possible to identify a person, either directly or
with the help of other factors. Information (both documented and oral) is a form of reflection of the
biological and social identity, as well as the individuality of each person (Mingers & Standing, 2018).

To refer to information about an individual that has already undergone certain processing, has
been recorded and ordered in a certain medium, and is suitable for automated processing, the term

‘personal data’ is used (Lat. personalitas — personality).

The unlawful collection, use, and dissemination of personal information damages the image of
the individual. This does not only apply to biographical data, such as a person’s surname, name,
patronymic, date of birth, place of birth, nationality, religious, political, or philosophical beliefs, ed-
ucation, place of study and work, information about marital status, presence of children, or attitude
to military service. Personal information includes information about a person’s material and finan-
cial condition (bank accounts, payments in them, real estate and movable property, property rights),
health status, personal relationships of a private nature, and a lot of other information in material
form in various areas of public life that are created, collected, stored, distributed, and used in other
ways, both with the consent of the data subject, and without their knowledge. This information
allows society to evaluate a person as an individual, to form their reputation (Lat. “reputatio” —
evaluation).’

Protecting the confidentiality of personal information has become relevant during the emergence
and widespread risks to life, health, reputation, and human well-being due to the illegal collection
and use of personal information — that is, from unwanted intrusion into the internal sphere of hu-
man life, which is protected by the right to respect for private life (Beck et al., 2016).

If half a century ago it was necessary to expend considerable effort to obtain information about a
person, the current level of information technology development — in particular, the functioning of
digital platforms — makes it possible to process data on thousands of people in a matter of seconds
without incurring excessive costs. The combination of inaccurate or outdated personal data will
create a misleading impression of an individual.

The capabilities of digital platforms that allow the collection and processing of personal informa-
tion are constantly and rapidly expanding. Technologies are improving, and their cost is decreasing.
Even with conventional information collection technologies, a significant amount of personal infor-
mation is constantly collected. For example, any payment transaction on a digital platform, whether
it is a purchase, sale, or investment, creates a collection of personal data. Subsequently, digital
platforms can use such information both for commercial purposes and for reporting to the fiscal
authorities of the state.®

It should be noted that, from the point of view of a person’s security, that different kinds of
personal information have different degrees of importance per individual, which is determined by
the level of risk of harm. Given the threat of poor perception by others, discrimination on a certain
basis, or other illegal use of personal information, its potential to create ‘vulnerability’ for a person
must be foreseen. To take into account the interests of the individual and their subjective attitude
to information, which cannot be fully covered in generalized regulatory prescriptions, a voluminous

5 Sierra, C. & Debenham, ). (2009). Information-based reputation. Proceedings of the first international conference on
reputation: Theory and technology — ICORE 09, 5 - 19. https://opus.lib.uts.edu.au/handle/10453/10892
6 OECD. (2019). The role of digital platforms in the collection of VAT/GST on online sales. www.oecd.org/tax/consumption/
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list of data must be legally classified as ‘sensitive data’ (including that concerning racial or ethnic
origin or nationality, political views, religious or philosophical beliefs, membership in trade unions
or public organizations, information related to health or the provision of health care, family and per-
sonal relationships of a private or sexual nature, criminal acts or illegal behavior), and people must
be granted the right to independently determine the boundaries of the circulation of their personal
information in society. This creates a territorial space in which a person can control the boundaries
of their individuality. To effectively protect this space, a person must have the right to define these
boundaries — that is, to determine what personal information can be transferred, for what purposes,
to what extent, and to what recipients.

This approach is due to the fact that only the person to whom the personal information relates
can assess the likely risk of misuse of such information. This is the basis of the nature of the right
to privacy of personal information and the awareness of such as belonging to the ‘private sphere’ of
human life. Legal doctrine uses the term ‘privacy’ to refer to this legal institution. It characterizes the
qualitative state of the object, which follows from its belonging to the ‘private sphere’ of human life.
In addition, this term is immediately associated with what belongs directly to a private person and
is inaccessible to the public as a ‘private matter’, as opposed to a ‘public’ one.

The first concept of the right to privacy passed judicial testing in the United States. In the practice
of American courts, cases of commercial use of the personal characteristics of individuals, such as
appearance, name, and voice, have often been considered. Such cases concerning human rights vio-
lations have often been accompanied by violations of property rights. American courts have recog-
nized these individual personality traits, which were encroached upon by other persons, as an object
of protection of property interest. The traditional Western idea of the right to privacy originates from
the right to the inviolability of homeownership, and the Western doctrine of privacy is territorial in
nature, since it protects the personal living space of a person.’

After studying the precedents created by US courts when considering cases regarding interference
with a person’s private life, an American lawyer, William L. Prosser (1964), proposed the following
classification: disclosure of facts relating to private life, reporting false information about a person,
misuse of images of a person’s appearance, voice, and, finally, physical harassment (Prosser, 1964).

The Swedish researcher Stromholm proposed his own classification of interventions in private life.
Having singled out 14 types of unlawful attacks on privacy, he grouped them into three groups, taking
into account the direction of the offenders’ actions:

1) actions aimed at invading the private sphere of a person’s life — an illegal search, sending
letters with insults, harassment by phone calls

2) illegal actions, thanks to which violators obtain information about the private life of a person:
wiretapping, interception of correspondence, etc.

3) dissemination or other use of information about a person’s private life: publication of in-
formation about a person’s private life in the press, the use of a person’s name and appearance
(Resta, 2011).

Since it is the right of a person to the privacy of personal information that becomes the object
of legal protection, this type of privacy is called ‘informational privacy’. This kind of privacy also has
a territorial dimension, since information flows circulate in a certain space. A person is the main
source of information generated within their own living space and is a consumer of information that
comes to them from the outside, particularly within digital platforms.

7 Solove, D. J. (2006). A brief history of information privacy law. In Proskauer on privacy. PLI. https://scholarship.law.gwu.
edu/cgi/viewcontent.cgi?article=2076&context=faculty_publications
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It is also necessary to distinguish between the spheres in which the social activity of a person is
realized. This makes it possible to break down the general problem of protecting human privacy into
sectors that require separate legislative regulation. According to this criteria, four types of privacy
can be distinguished:

1) informational privacy, which covers the rules for the collection and processing of personal
data

2) bodily (physical) privacy, relating to the protection of the physical integrity of a person from
coercive procedures, such as drug testing, etc.

3) communication privacy, covering the security and confidentiality of postal items, telephone
conversations, electronic correspondence, and other forms of communication

4) territorial inviolability, with regard to the establishment of a legal framework for protec-
tion against interference in the family sphere, other environments, the workplace, or a vehicle
(Resta, 2011).

This classification makes it possible to understand the complexity and interconnectedness of the
legal regulation of data-sharing, being a key to protecting the privacy of personal information. At the
same time, digital platforms act as carriers of such data. The rapid development of digital platforms,
in which messages are transmitted in digital form, does not set up the possibility, technically or
normatively, to distinguish between where communication privacy ends and personal data confi-
dentiality begins. This makes the legal developments in the sphere quite complicated. Nevertheless,
legislative measures continue to develop at speed all over the world.?

In addition, the problem of ensuring the right to privacy of users of digital platforms is com-
plicated by the extraterritorial nature of information exchange. Digital platforms make it possible
to establish direct contact between a human data subject under the jurisdiction of one state and
other subjects of information exchange that may be located on the territory of other states. In the
era of digital platforms and Big Data, legal relations arise at the intersection of jurisdictions, since
the personal data of any person (a citizen of any state) can be processed by business entities in
foreign jurisdictions. Ensuring the operation of national provisions — and therefore guaranteeing an
adequate level of privacy protection for its citizens in this environment — becomes problematic for
the state. At the same time, the creation by national governments of artificial obstacles to the free
cross-border circulation of personal information will negatively affect international cooperation in
many areas. Understanding this problem prompted the international community to develop coop-
eration in order to ensure the continuity of information exchange, which led to the creation of a set
of international norms and principles that are covered by the international legal institution for the
protection of the confidentiality of personal information.

Thus, in protecting the right to privacy of personal information, there is a focus on ensuring the
freedom of the individual to determine the spatial and temporal framework of information contact
with other subjects, as well as the controllability of the circulation of personal information in society,
which is important for maintaining the autonomy of the individual, as well as protecting the private
sphere of their life. That is the case for the European Union, where the issue of personal data pro-
tection is often considered in the context of the protection of fundamental human rights guaranteed
by Article 8 of the Charter of Fundamental Rights of the European Union. This protection afforded
to the data of European citizens extends beyond the borders of the Union, especially when data is
transferred outside European territory. More specifically, the transfer of personal data outside the

¢ DataGuidance. (2022, June 2022). Keeping up to date with global privacy updates. https://www.dataguidance.com/
resource/keeping-date-global-privacy-updates
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European Union is only permitted if the protection of data offered by the country receiving the data
is considered ‘adequate’ by the EU. Therefore, such a state must provide guarantees equivalent to
those provided by the Union’s law.

EU data protection law provides for the unimpeded flow of personal data in the European
Economic Area (hereinafter referred to as the EEA), which includes the EU member states, Norway,
Iceland, and Liechtenstein. The transfer of personal data to non-member countries is only per-
mitted in limited cases due to the fact that this issue acts as an element of the digital sovereignty
of the EU.

As the European Union is lagging behind the United States and China in certain areas of in-
formation and communication technology development, concern over the dominance of digital
platforms and security issues has naturally led to increased attention being paid to the problem of
the EU establishing its own ‘digital’ sovereignty.® Ursula von der Leyen, President of the European
Commission, has specifically pointed out this need® The need to “establish digital sovereignty as
the leitmotif of European digital policy” was also expressed by the German side in its EU Council
Presidency program of July 2020." In general, calls are increasingly being made in the EU to build
a European cloud and information infrastructure for strengthening European digital sovereignty
and addressing the fact that, today, the cloud and IT market is almost exclusively dominated by
non-European digital platforms — with potentially detrimental consequences for the security and
rights of EU citizens (Martirosjan, 2021). Later on the French Presidency™ of the Council of the
European Union has picked up the baton in this regard, paying the most serious attention to the
protection of personal data.”

The principles of the EU Charter on personal data are also embodied in the Lisbon Treaty of 2009.
On November 4, 2010, the European Commission published a strategy for strengthening data protec-
tion at the European level In January of 2012, the European Commission approved a comprehensive
reform plan, including the need to replace the Directive with an EU Regulation that would establish
uniform requirements across the EU In 2016, the same year the Brexit referendum was held, the EU
data protection law saw the most significant change since the introduction of the Data Protection
Directive in 1995 through the adoption of the General Regulation on Data Protection Regulation

Gueham, F. (2017). Digital sovereignty — Steps towards a new system of internet governance. Fondapol.org.
https://www.fondapol.org/en/study/digital-sovereignty-steps-towards-a-new-system-of-internet-governance/

" Hasanova, A. (2021). Evropejskij podhod k «tehnologicheskomu suverenitetu» [European approach to “technological
sovereignty”]. RIAC. https://russiancouncil.ru/analytics-and-comments/columns/cybercolumn/evropeyskiy-podkhod-k-

B Council of the European Union. (2021). Council Decision on the conclusion, on behalf of the Union, of the Trade and Co-
operation Agreement between the European Union and the European Atomic Energy Community, of the one part, and the
United Kingdom of Great Britain and Northern Ireland, of the other part, and of the Agreement between the European
Union and the United Kingdom of Great Britain and Northern Ireland concerning security procedures for exchanging and
protecting classified information. https://data.consilium.europa.eu/doc/document/ST-5022-2021-REV-3/en/pdf

% European Commission. (2010). European Commission sets out strategy to strengthen EU data protection rules.
https://ec.europa.eu/commission/presscorner/detail /en/IP_10_1462

5 European Commission. (2012). Commission proposes a comprehensive reform of data protection rules to increase users’
control of their data and to cut costs for businesses. https://ec.europa.eu/commission/presscorner/detail/en/IP12_46
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(GDPR),s the first EU legal instrument regulating the protection and free flow of personal data that is
directly applicable in all EU member states.
The GDPR aims to protect the regulation on personal data, which is set out in the EU Charter and
the Treaty on the Functioning of the European Union. The GDPR's substantive scope concerns auto-
matic and non-automatic data processing, with the exception of the processing of data by EU insti-
tutions, which is regulated by another regulation. The application of the GDPR has several justified
exceptions: criminal prosecution procedures, security provisions under the Treaty on the Functioning
of the European Union, scope of data processing that goes beyond EU law, and the processing of
personal data of natural persons for exclusively private purposes (“private processing”) (Voigt & Von
dem Bussche, 2017).
The GDPR'’s principles provide that personal data:
= is processed lawfully, fairly, and transparently (“legal, fair, and transparent”)
= is collected for specific, explicit, and legitimate purposes (“limitation for purposes”)
= must be adequate, appropriate (for the purposes of processing), and limited solely to the
purposes for which they are processed (“data minimization”)

= processed accurately (“accuracy”)

= stored in a form that allows the identification of the data subject no longer than is necessary for
the purposes of the processing (“storage limit”)

= processed in such a way as to ensure adequate security of personal data (“integrity and
confidentiality”)

It should be noted that some of the GDPR's principles have been elaborated and improved on the
basis of the jurisprudence of the EU Court of Justice.

According to Chapter V of the GDPR, there are several legal bases that allow the transfer of
data from the EU to non-EU countries. One of the most convenient ways to seamlessly trans-
fer data from the EU to a state that is not a member of the Union is to obtain a decision from
the European Commission on adequacy. The transfer of data to a state that is not a member
of the EU, but which has an adequacy decision, does not require additional legal grounds for
cross-border transfer (Article 45(1) of the GDPR). The procedure and requirements for the ade-
quacy decision are qualified and specified in the EU decision on adequacy.” An adequacy deci-
sion is considered a proper basis for cross-border transfer for four years after it has been made
and/or successfully reviewed, or unless it is challenged before the Court of Justice (for example,
the Privacy Shield case).

In practice, the European Commission issues an adequacy decision based on an opinion issued by
the European Data Protection Board (EDPB) in accordance with Article 70(1)(s) of the GDPR and Articles
2 and 12 of the EDPB Rules of Procedure.® This function was previously performed by the Working Party
on Article 29 (hereinafter — 29WP). The 29WP produced 12 adequacy decisions. Prior to the adoption of
the first adequacy decision in 1998, the 29WP published a special Working Paper that covered all the

% European Union. (2016b). Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance).
https://eur-lex.europa.eu/eli/reg/2016/679/0j
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important issues related to adequacy decisions!” Although 29WP has been superseded by the EDPB
(Article 94(2) of the GDPRY), this Working Paper remains a solid step-by-step plan for assessing the ade-
quacy of protection afforded by a non-member country containing practical steps to be taken by the
applicant country concerned in order to obtain an adequacy decision from the EU side.

When deciding on adequacy, the EDPB and the European Commission take into account, inter alia,

the following circumstances:

due diligence on data protection and the rule of law in a broad sense (including other international
obligations, such as those within the EEA)

access of the data subject to effective law enforcement and judicial protection

the existence of an independent and effective supervisory body

the jurisprudence of the EU Court of Justice and the European Court of Human Rights on matters
related to privacy

compliance with 29WP and EDPB guidelines

recent and future changes to the General Regulations (for example, the decision on the Privacy
Shield was made subject to the GDPR's entry into force)

In general, the participation of the European Union in dialogue and, if necessary, negotiations

with non-member countries (including EU strategic partners and the countries of the European
Neighborhood Policy) and international organizations (such as the Council of Europe, the Organization
for Economic Cooperation and Development, United Nations) tends to promote highly compatible
data protection standards worldwide.?° The EU acts as a supranational entity that sets global rules
in a number of areas of regulation: antitrust, privacy, health (through chemicals regulation), environ-
mental protection and food safety. The area of privacy protection, where Europe sets the tone, is cen-
tral, because EU legislation in this area affects the laws of territories outside its borders (Bradford,
2012). Thus, unsurprisingly, the issue of data-sharing has acquired particular relevance in connection
with disintegration reflections — the UK's withdrawal from the European Union.

Cross-border data-sharing after Brexit is no longer free but must be supported by a specific le-

gal instrument or mechanism since the United Kingdom is no longer subject to EU law. However, it
seems that the importance of such a decision cannot be truly appreciated without highlighting the
crucial role that data-sharing plays in terms of trade and economic relations, as well as other forms
of non-commercial cooperation between the UK and the EU. That is why some researchers note that
“data protection could potentially be among the problems that could ‘make’ or ‘hinder’ a possibly
successful Brexit” (De Hert & Papakonstantinou, 2017).

The months leading up to the 2016 Brexit referendum and the first few months afterwards were

characterized by lively discussions about the advantages and disadvantages of the UK leaving the EU
(Nicolaidis, 2017). A plethora of figures and data describing current trade relations with EU and non
-EU countries, as well as speculation about potential future UK relations, have been used to substan-
tiate sometimes quite opposing opinions and points of view. However, data regarding data-sharing
between the EU and the United Kingdom clearly points to a deeply intertwined architecture of trade
and economic relations between the parties, as well as other forms of cooperation in many areas

19

20

European Commission. (1998). Transfers of personal data to third countries: Applying Articles 25 and 26 of the EU data
protection directive [Working Document]. https://ec.europa.eu/justice/article-29/documentation/opinion-recommenda-
tion/files/1998/wp12_en.pdf

Shadrin, S. A. (2019). Pravovoe regulirovanie zashhity personal’nyh dannyh v Evropejskom Sojuze: Genezis i perspektivy
razvitija [Legal regulation of personal data protection in the European Union: genesis and development prospects: Ph.D.

dissertation] [Unpublished doctoral dissertation]. Kazan.
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that are heavily dependent on the exchange of personal data, which will be damaged in the event of
a sudden impediment to such cross-border exchange.”

In 2018, the UK, then an EU member state, updated its legislation to GDPR standards. The EU's
GDPR came into force on May 23, 2018, and the UK Data Protection Act of 2018 was passed on the
same day. Still, on January 31, 2020, Great Britain left the EU and entered an 11-month transition pe-
riod, during which EU legislation continued to fully apply to the territory of the country.

The 2018 Act firstly supplemented the GDPR in areas where EU regulation allowed member states
to adopt additional regulations, such as on conditions for processing special categories of data
(Article 9 of the GDPR) or on derogations from the rights of data subjects (Article 23 of the GDPR).
Secondly, it applied a limited set of GDPR rules to rare cases of data processing that went beyond its
scope — for example, to government bodies that process personal data in unregistered documents,
as well as bodies other than law enforcement or intelligence services that process data for national
security or defense purposes. Thirdly, the 2018 Act implemented EU Directive 2016/680 in UK leg-
islation, which regulates the processing of personal data by law enforcement agencies. Fourthly, it
created a legal framework for the protection of personal data processed by intelligence agencies.

This legal regime was in effect until Exit Day. The European Union (Withdrawal) Act of 2018 pro-
vides that, at the end of the transitional period, EU law in force on December 31, 2020 — including
regulations such as the GDPR and European Commission adequacy decisions — will be incorporated
into UK law as “EU retained law".? Thus, the GDPR and its principles have been and remain part of
UK law. The British Parliament has published explanatory notes confirming that the 2018 Act and the
GDPR apply substantially the same standards for most data processing in the UK and are sufficient
to create a clear and consistent data protection regime.?

Based on this, UK businesses were required to comply with both the GDPR and the 2018 Act during
the transition period, and to comply with the requirements of UK law upon its completion.

In October 0f 2018, the UK regulator published its first enforcement notice under Section 149 of the
2018 Act against AggregatelQ Services Ltd. In 2020, a notice of intent to fine the Marriott International
hotel network was published (with a fine of £18.4m) due to a data breach.” The first fine was im-
posed on December 20, 2019, on the Doorstep Dispensaree pharmaceutical company. The fine was
£275,000.% It should be noted that the GDPR and the 2018 Act affect digital platforms in the UK in a
similar way as in the European Union. At the same time, companies in the UK are having difficulty
meeting the requirements of the GDPR. Since the implementation of GDPR, the UK has reported
40,026 personal data breach notifications, with 8,355 reported in 2020, and 9,490 in 2021 — a 13.6%
increase in one year.?

2 UK Government. (2020). Explanatory framework for adequacy discussions — Section A: Covering note. https://www.gov.
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In general, British legislative changes have been aimed at the sovereignization of the legal reg-
ulation of the sphere in question. The Data Protection Act of 2018 temporarily allowed the transfer
of data to countries that received adequacy decisions from the European Commission before the EU
exit day, along with EU and EEA member states, until the rule was repealed by the appropriate com-
petent national minister. At the same time, on the one hand, the 2018 Act made the British domestic
data protection system more consistent. On the other, British and European business entities have
had to comply with the requirements of two different legal systems since the end of the transition
period. Thus, the extraterritorial scope of EU and UK legislation forces digital platforms applying to
data subjects residing in different jurisdiction to apply to both regimes, which may no longer be in
harmony with one another?

Discussions

The Trade and Cooperation Agreement between the European Union and Great Britain signed on
Christmas Eve of 2020 largely established the legal framework for the future architecture of relations
between the parties in trade, the economy, and other areas (Babynina, 2021). The UK ratified this
Agreement almost immediately by passing the European Union (Future Relations) Act of 2020. Within
the EU, ratification stretched until April 29, 2021, when, after receiving the consent of the European
Parliament on 27 April,”® the Council of the EU decided on ratification. Until then, the previous EU
legal regulation applied to the United Kingdom in its entirety, as if the UK was still a member state,
during an additional transition period, the maximum duration of which could be six months (Article
782 of the Agreement). The purpose of this transition period appears to have been twofold: on the
one hand, it prevented a sudden halt in data flows between the EU and the UK. On the other, it gave
the European Commission sufficient time to decide on adequacy. Indeed, the Agreement explicitly
provides that this transition period would end as soon as a decision on adequacy was made, or, fail-
ing that, after six months, whichever came first.

Title Il of Part Il of the Agreement governs digital trade, i.e., commerce carried out by “electronic
means.” This section focuses on cross-border data-sharing and its protection. Both parties made a
formal commitment to ensure sufficient data-sharing, while avoiding the imposition of requirements
regarding its location, as well as equipment and networks. Both parties committed to recognizing
and protecting the right to data protection and privacy in order to increase the level of trust be-
tween market participants. The EU and UK are free to develop their own legal frameworks for data
protection and sharing, while being obligated to ensure that general purpose data transfers in the
digital marketplace are appropriate. Part Ill of the Agreement is devoted to cooperation between
law enforcement and judicial authorities. Both parties are committed to protecting personal data,
along with other fundamental rights. The provisions of the Agreement confirmed the need to ensure

7 Manancourt, V. (2020, December 28). What the interim Brexit data flows deal means for Britain. Politico.
https://www.politico.eu/article/what-the-interim-brexit-data-flows-deal-means-for-britain/

% European Parliament. (2021). European Parliament legislative resolution on the draft Council decision on the conclusion,
on behalf of the Union, of the Trade and Cooperation Agreement between the European Union and the European Atomic
Energy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of the other part, and
of the Agreement between the European Union and the United Kingdom of Great Britain and Northern Ireland concerning
security procedures for exchanging and protecting classified information (05022/2021— 9-0086/2021 - 2020/0382(NLE)).

https://www.europarl.europa.eu/doceo/document/TA-9-2021-0140_EN.html
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compliance with data protection principles, such as the principle of security and storage restrictions,
in relation to this data.

Thus, by establishing the possibility of making an adequacy decision in relation to the UK as a
non-member country, the European Commission also indicated the nature of the future relationship
between the parties from the position of the sphere of personal data protection. Great Britain, as a
former member state of the Union, will not be granted any special status, particularly with respect
to automatic mandatory bilateral recognition of the adequacy of the level of protection, as originally
proposed by the UK during the negotiations. From the point of view of the legal regulation of the
protection of personal data, this rule lays the foundation for a potential divergence between the le-
gal systems of the EU and UK, which, in the context of the adopted bilateral documents, can develop
independently, without being tied to a specific architecture for the chosen model of future relations
(Entin & Galushko, 2021).

The European Commission issues decisions on adequacy unilaterally, at its discretion, subject to
an assessment of the adequacy of the legal system of the non-member country, and is obliged to
update the decision regularly thereafter. Thus, the decision on adequacy is not final or irrevocable
and can be withdrawn at any time. This is confirmed by the practice of the Court of Justice of the
European Union, which, in its decision in the Schrems | case, pointed out that adequacy decisions
are evolving documents reflecting the current state of the foreign legal system in question. Through
these mechanisms, the European Commission certifies that the non-member country provides ade-
quate guarantees to justify the authorization for the transfer of personal data out of the EU. Thus, a
positive assessment of the adequacy of a non-member country can suddenly change in the event of
reforms or the emergence of new legal regulatory mechanisms that affect the system of protection
of cross-border personal data. This possibility clearly shows to what extent the British legal system
(although formally already independent) will still be, de facto, subject to a number of restrictions
implicitly derived from EU law.

Moreover, adequacy decisions can be challenged in the Court of Justice, as Mr. Schrems success-
fully did in relation to an adequacy decision related, firstly, to the privacy regime of the US (Safe
Harbor principles) and then to a decision related to the approval of another mechanism introduced
between the EU and the USA (the EU-US Privacy Shield). In addition, adequacy decisions can be
suspended, since, if competent national authorities of EU member states have doubts about the
adequacy of the data protection regime of a non-member country, they can suspend cross-border
data-sharing with it (Fabbrini et al., 2021).

On May 21, 2021, the European Parliament adopted a resolution on the adequate protection of
personal data by the UK? calling on the European Commission to make an appropriate decision
on adequacy in relation to the United Kingdom. At the same time, as mentioned earlier, the EU
Parliament once again expressed concern about the actions of the UK in this area. Firstly, inap-
propriate law enforcement practices of the British authorities in relation to compliance with EU
law was noted, particularly with respect to the EU's GDPR. In addition, there were problems in the
immigration sphere, plus concerns about mass surveillance by British intelligence services and
the subsequent transfer of personal data, primarily to American authorities and services. At the
same time, the resolution welcomes the fact that the decision of the European Commission will
only apply for four years, while calling on it to constantly monitor the relevant practices applied
by the British authorities.

»  European Parliament. (2021). European Parliament resolution on the adequate protection of personal data by the United
Kingdom (2021/2594(RSP)). https://www.europarl.europa.eu/doceo/document/TA-9-2021-0262_EN.htm
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Finally, on June 28, 2021, the European Commission adopted an adequacy decision for the United
Kingdom under the GDPR. Since that time, it has been possible to freely conduct data-sharing between
the European Union and the United Kingdom, where it benefits from an essentially equivalent level of
protection to that guaranteed under EU law. The adequacy decision also facilitated the correct imple-
mentation of the EU-UK Trade and Cooperation Agreement, as it includes strong safeguards in case of
future divergence, such as a ‘sunset clause’ that limits the duration of adequacy to four years.®

Moreover, to build upon this, the UK Government has established a new post-Brexit council to
ensure that personal data transfers around the world match the protection they have in Britain.> On
January 25, 2022, a group of experts consisting of the world’s leading academics and digital industry
figures (including representatives of Google, Mastercard, and Microsoft) met for the first time to help
Britain seize the opportunities of better global data sharing. The International Data Transfer Expert
Council was launched to provide independent advice to the government so that it could achieve
its mission to unlock the benefits of free and secure cross-border data flows now that the country
has left the EU. This is one of the measures enshrined in the UK government’s recent consultative
document, ‘Data: A New Direction’, which explores various ways in which the UK might reform its data
protection regime, but does not actually state a change in policy.®

On July 18, 2022, the Data Protection and Digital Information Bill** was introduced in the British
House of Commons, containing a package of amendments to the UK's data protection regime. The
Bill is currently making its way through Parliament, but very slowly. This is due to the change to the
UK's governmental leadership. The Bill's impact assessment states that «the government’s view is
that reform of UK legislation on personal data is compatible with the EU maintaining free flow of
personal data from Europe».® However, whereas the proposed multiple amendments the Bill looks
quite different to the EU’ regulatory approach in the field. The more the UK diverges from GDPR, the
more likely its adequacy agreement with the EU could be undermined.* Those seeking a substantial
streamlining of requirements and the removal of obstacles to innovation and business may feel the
Bill does not go far enough; on the other hand, the proposals could be viewed as diverging suffi-
ciently from the EU GDPR to threaten the UK's adequacy status, which to be reviewed in 2024. Much
depends on the balance struck in the final text of the Bill. In any case, the EU’s rules compliance is a
huge influencing factor in the UK’s legal drafting even after Brexit.

Another recent example may be added here to support our thesis on the EU’s influence on co-reg-
ulation. The European Commission has decided to allow personal data to be transferred from the

% European Commission. (2021). Data protection: Commission adopts adequacy decisions for the UK. https://ec.europa.eu/
commission/presscorner/detail/ro/ip_21_3183

2 UK Government. (2022). Global data experts fire up government's plans to promote free flow of data: Press release.
https://www.gov.uk/government/news/global-data-experts-fire-up-governments-plans-to-promote-free-flow-of-data

% Dove, E. (2021, November 10). Data: A new direction — But which direction? A commentary on the UK Government's public
consultation on reforms to the data protection regime. The Mason Institute Blog. https://blogs.ed.ac.uk/mason-insti-
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European Union to South Korea under the GDPR.” The adequacy decision was issued only after amend-
ments were added to South Korea's Personal Information Protection Act (PIPA), which strengthened the
investigatory and enforcement powers of PIPC, South Korea's independent data protection authority.
Furthermore, during the adequacy talks, the European Commission and the PIPC agreed on several
additional safeguards to increase the protection of personal data processed in South Korea, including
with respect to transparency (by requiring South Korean digital platforms to inform Europeans about
the processing of their data) and onward data transfers (by ensuring that data continues to benefit
from the same level of protection when further transferred to third-party countries).®
After the recognition by the European Court of Justice in 2020 of the EU-US Privacy Shield as a
document that no longer ensures the proper and legal transfer of personal data from the territory
of the European Union to the United States of America,” there were many misunderstandings when
US companies operate in the EU territory.*® And the United States and the European Commission
have agreed in principle on a new Transatlantic Data Privacy Framework that will make it easier for
companies to transfer personal data, including employee data, from the EU member-states to the
United States.”” The new framework cooperation, announced in March 2022, aims to address the pri-
vacy concerns referred to by the EU Court of justice in 2020 when it invalidated the previous EU-US
Privacy Shield document.
The Transatlantic Data Privacy Framework aims to introduce better privacy protections to limit US
intelligence activities related to the personal data of EU residents and allow EU residents to claim
compensation through an independent Data Protection Court.
The European Commission cited several key principles of the new structure, noting that:
= based on the new framework, data will be able to flow freely and safely between the EU and
participating U.S. companies;

= anew set of rules and binding safeguards to limit access to data by U.S. intelligence authorities
to what is necessary and proportionate to protect national security;

= U.S. intelligence agencies will adopt procedures to ensure effective oversight of new privacy and
civil liberties standards;

= a new two-tier redress system to investigate and resolve complaints of Europeans on access of
data by U.S. Intelligence authorities, which includes a Data Protection Review Court;

= strong obligations for companies processing data transferred from the EU, which will continue
to include the requirement to self-certify their adherence to the Principles through the U.S.
Department of Commerce;

7 European Commission. (2021). Commission implementing Decision of 17.12.2021 pursuant to Regulation (EU) 2016/679 of the
European Parliament and of the Council on the adequate protection of personal data by the Republic of Korea under the

»  European Court of Justice (2020). Judgment of the Court (Grand Chamber) of 16 July 2020, Data Protection Commissioner
v Facebook Ireland Limited and Maximillian Schrems. Request for a preliminary ruling from the High Court (Ireland).
https://curia.europa.eu/juris/liste.jsf2num=C-311/18

@ The White House (2022). Fact sheet: United States and European Commission announce Trans-Atlantic Data Privacy Frame-
work. https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-sheet-united-states-and-euro-
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= specific monitoring and review mechanisms.”

While many of the details still remain unclear, the US and European Commission have represented
that the next steps will be to translate the agreement in principle into legal documents.® And the
tendency will continue. According to the European Commission’s Data Act, which was published on
February 23, 2022, digital platforms like Amazon and Microsoft must set up safeguards against illegal
data transfers to non-EU governments,* thus pushing the development of national legal arrange-
ments in the sphere. The developments will be keenly followed by a number of tech giants like
Meta, which is at risk of a suspension order being slapped on its EU-US data transfers following a
long-running complaint that's still grinding through the EU’s GDPR enforcement procedures.” Google,
whose analytics product has been hit with warnings by DPAs around the bloc over illegal transfers of
personal data, should be also added to the list.*® In this regard should be also mentioned Microsoft,
whose cloud-based productivity suite 365 is under GDPR review by German DPAs that's further com-
plicated by the data transfers issue, to name three high profile examples.”

Conclusions

This study shows that the problem of personal data protection in contemporary conditions has
the same origin and requires the same solution — to maintain an optimal balance between human
rights, society, and the state. The means of establishing a bhalance of rights is a legal regime for the
protection of personal data that is based on certain principles common to all democratic states,
regardless of the specific features of their legal systems. This set of principles constitutes a body of
good information practice: there should be no personal data processing systems in which the exis-
tence of personal data processing is secret: the person must be notified about the processing and
use of their personal data, provided with the opportunity to know what information their personal
data contains, be informed about why such data is cultivated, and how it is used. People should also
be able to prevent the use or dissemination of their personal data for purposes they have not agreed
upon and given the opportunity to make corrections or additions to their personal data. In addition,
all organizations that process or use data in a form that allows identification of an individual should
be required to take measures against the misuse of personal data, and personal data should only be
used for the purposes for which it was collected.

With regard to the example of the UK's withdrawal from the European Union, it can be stated that
the British legal regime still maintains a certain dependence on the EU and its legal order, since,
as a non-member country, it does not have the ability to influence decisions made in the Union.
In addition, in principle, Brexit has complicated the cross-border activities of digital platforms in

“  Chee, F. Y. (2022, February &). EU aims to tighten curbs on data transfers to non-EU governments — EU document. Reuters.
https://www.reuters.com/business/eu-aims-tighten-curbs-data-transfers-non-eu-governments-eu-document-2022-02-03/

% Lomas N. (2022, February, 10). France's privacy watchdog latest to find Google Analytics breaches GDPR. TechCrunch.
https:/[techcrunch.com/2022/02/10/cnil-google-analytics-gdpr-breach/

7 Lomas N. (2022, February, 15). Public sector bodies’ use of cloud services probed in joint EU data protection enforcement.
TechCrunch. https://techcrunch.com/2022/02/15/edpb-cef-public-sector-cloud/
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both jurisdictions, since the uniform legal regulation within the EU for all member states has been
replaced by a dichotomy in the form of the presence and interaction of the relevant legal norms of
both the UK and the European Union, which must now be followed, and which may contain mutual
contradictions.

In legally regulating data protection, the UK is forced to obey the EU’s legal order and is depen-
dent on the will and legal prescriptions of the Union’s institutions, primarily with respect to the need
to receive an adequacy decision from the European Commission. However, even after the adoption
of such a decision, the legal order of the United Kingdom will still be under the EU’s constant control
with respect to the assessment of the level of adequacy of its system of personal data protection
and ensuring sufficient data-sharing, which casts doubt on the stability and predictability of rela-
tions in this area, thus shifting the degree of influence in the co-regulation to the EU’s supranational
authorities. This is also confirmed by the examples of other third countries, in particular South Korea
and the United States, demonstrating the importance of strengthening and developing European in-
tegration mechanisms that can successfully overcome the reverse of integration, not only minimizing
the negative consequences of disintegration, but also strengthening international integration and
additionally influencing the legal orders of states that are not part of the integration entity.
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