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Abstract
Smart contracts provide some benefits, such as better facilitation for contracting parties to monitor perfor-
mance of their obligation and reducing the cost spent monitoring the contract. However, it is critical to un-
derstand various limitations of this concept as well as many legal and public policy uncertainties around it. 
Given the non-existence of an “universal rule” that governs smart contracts, the issues vary from jurisdiction 
to jurisdiction. The article applies comparative legal method to analyse the legal regulation of smart contracts 
in ASEAN+6 countries as well as the leading jurisdictions in the sphere of implementing digital technologies in 
the economy. Due to public policy considerations, there are different scenarios of smart contract development. 
The possible outlook is that ASEAN+6 countries would not accept smart contract as contract, cryptocurrency as 
property, and/or enforcing foreign awards that relate to smart contract disputes and/or cryptocurrency. An-
other possible way out of the deadlock is to govern relations under smart contracts by the UNIDROIT Principles. 
However, if the parties do not opt for such a solution, the determination of the applicable law will be left to the 
relevant conflict-of-laws rules with all of the uncertainties. Therefore, the author suggests that supranational 
laws is the better path for avoiding uncertainties in smart-contractual relationships. 
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СТАТЬИ

СПОРЫ ИЗ СМАРТ-КОНТРАКТОВ 
И ПУБЛИЧНЫЙ ПОРЯДОК СТРАН 
АСЕАН+6
Г. Р. Де Эн Го
Школа права 
2000, Австралия, Сидней, Джордж-стрит, 570

Аннотация 
Смарт-контракты обладают рядом преимуществ, в частности облегчение контроля за выполнени-
ем условий договора сторонами и снижение затрат на мониторинг исполнения обязательства. Однако 
крайне важно учитывать технологические возможности смарт-контрактов, а также случаи противоречия 
последствий применения норм публичному порядку. Отсутствие «универсальных норм», регулирую-
щих смарт-контракты, создает сложности их правовой регламентации, которые варьируются в зависимо-
сти от юрисдикции. В статье на основе сравнительно-правового метода проведен анализ опыта регулиро-
вания смарт-контрактов и в странах АСЕАН+6, а также в необходимых случаях юрисдикций, занимающих 
ведущие позиции в области внедрения цифровых технологий в имущественный оборот. Ввиду различ-
ной интерпретации публичного порядка существует несколько вариантов применения смарт-контрактов. 
Один из возможных подходов к их регулированию заключается в том, что страны АСЕАН+6 не будут ква-
лифицировать смарт-контракты в качестве договоров, криптовалюту в качестве имущества, приводить 
в исполнение решения иностранных судов по спорам, связанным со смарт-контрактами и (или) крипто-
валютой.  Возможным выходом может стать применение к смарт-контрактам Принципов УНИДРУА. Одна-
ко, в случае если стороны не включают условие об их выборе в качестве применимого права в договор, 
право определяется посредством применения коллизионных норм, что создает известные сложности. 
По мнению автора, указанных неопределенностей можно избежать при наличии соответствующей регла-
ментации на наднациональном уровне.
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A new technology called “smart contracts” has 
emerged. What makes these legal agreements in-
novative is that their execution is made automatic 
through the use of computers. 

Max Raskin1

Introduction
In this day and age, smart contracts have provided some benefits, such as better facilitation for 

contracting parties to monitor the each other’s performance inside the contract, verifying if and 
when a contract, or one of its conditions, has been completed, guaranteeing that only the details 
necessary for completion of the contract are revealed to both parties, saving time through self-en-
forcement, and reducing the cost spent policing the contract, among others (Szabo, 1996).

This has, no doubt, provided speed and efficiency in the business context, as smart contracts 
essentially do not rely on human intervention, and their implementation is guided and overseen by 
other basic units of data structure (i.e., nodes) in the blockchain network. Hence, once the contract 
is triggered, the scripted contract self- executes (Nzuva, 2019). 

Despite the various benefits of implementing smart contracts already noted, it is also critical 
to be aware that smart contracts are associated with various limitations, and there is much legal 
and public policy uncertainty surrounding smart contracts that has led to disputes. Some of these 
limitations and uncertainties are: (a) technology often outpacing the law and regulatory framework 
(Kõlvart et.al., 2016), (b) immutability, (c) contractual secrecy, (d) security, (e) enforceability of smart 
contracts under contract law, (f) governing legal and jurisdiction issues, (g) the legal value of block-
chain-based proof, (h) blockchain creation of assets, (i) decentralized autonomous organizations 
(DAOs), and (j) blockchain transfers of value.

The legal uncertainties related to smart contracts are:
(a) whether a smart contract is legally binding;
(b) unexpected performance issues caused by coding errors;
(c) broader problems of enforceability;
(d) uncertainty over legal jurisdiction and governing law;
(e) formation;
(f) modification;
(g) public policy considerations.
Given the non-existence of a ‘universal rule’ that governs smart contracts, the uncertainty raised 

above varies from jurisdiction to jurisdiction and will be discussed in detail. 
Taking into account the legal uncertainty surrounding smart contracts, how will countries’ courts 

apply public policy considerations when being asked to set aside an award (at the seat) or refuse 
to grant recognition and enforcement? On the one hand, it is well accepted that public policy is 
meant to be construed narrowly. However, Article V (2b) of the New York Convention provides that: 

“recognition and enforcement of an arbitral award may also be refused if the competent authority 
in the country where recognition and enforcement is sought finds that the recognition or enforce-
ment of the award would be contrary to the public policy of that country”,2 where it is referring to 
national public policy in the sense that it is either at the court at the seat that a party is seeking 
1 Raskin, 2017.
2 Article V(2)(b), New York Convention (NYCG) 1958.
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to set aside an award, or the court in the territory of enforcement if a party is seeking to challenge 
enforcement. One example where public policy is interpreted widely is the case of Ruling Yue 03 Min 
Te No 719 (26 April 2020) (“the Shenzhen case”).3

Another example would be the Indonesian court’s adoption of a wider position in the case of 
Bankers Trust v PT Mayora Indah Tbk (2000)4 and Astro Nusantara Bvetal v PT Ayunda Primamitra 
(2010),5 which caused problems in enforceability and recognition of foreign awards. However, 
in recent years, Indonesia had adopted a mixed approach to cryptocurrencies such as Bitcoin, 
Ethereum, Dash Litecoin, and Ripple under the Commodity Futures Trading Regulatory Agency 
(known as Bappedti). So, is this good news with respect to the recognition of smart contracts and 
virtual assets?  

Undoubtedly, most courts in arbitration friendly jurisdictions will adopt a narrow interpretation 
of public policy. Jurisdictions like Singapore, Malaysia, and in recent years India, have adopted a nar-
row interpretation of public policy. The high standard required to set aside an award on grounds of 
public policy in the case of BVU v BVX [2019] SGHC 696 is one example. So, should national public pol-
icy considerations be construed as and confined to those matters that are found to breach natural 
justice, fairness, and equality? In this dissertation, we will extensively explore the positions of var-
ious countries in interpreting public policy, particularly, Singapore, Hong Kong, Malaysia, Indonesia, 
India, and China. 

Is there something about smart contracts that is going to cause a problem there? It might in some 
nations. What if a country doesn’t recognise a smart contract as being a proper contract or takes the 
view that smart contracts do not adhere to the traditional principles of contract law. Then, it is going 
to say that public policy is an issue. And what about courts in jurisdictions that do not accept that 
virtual assets like cryptocurrency are property? 

Therefore, should parties have smart contracts governed not by a specific country’s laws, but by 
supranational law, or even by soft law principles, such as the UNIDROIT Principles of International 
Commercial Contracts? Whatever the choice, it incumbent on parties and the tribunal to understand 
where enforcement is likely. 

In the end, the courts are going to face inherent conflicts, as there is a demand for a narrow in-
terpretation for public policy, but at the same time, national laws in some countries have not taken 
into account smart contracts or the approach they take to cryptocurrency as virtual assets. Therefore, 
at the moment, one way forward might be for parties to say they do not want the law governing a 
particular contract to be tied to any particular jurisdiction, and, instead, have the option of choosing 
supranational law or UNIDROIT Principles to govern the contract. 

Another possibility that would give parties room to manoeuvre is the adoption of a form of 
Ricardian contract, where the parties can have an encoded version, as well as a natural language ver-
sion. This could help in countries that are less inclined to accept smart contracts as proper contracts. 
Therefore, this research will be generally relevant to legal practice, as smart contracts are likely to be 
used for AI concluded contracts, as well as those involving virtual assets. 

3 Ruling Yue 03 Min Te No 719 (26 April 2020)
4 The Decision of the Supreme Court No. 02 K/Ex’r/Arb.Int/Pdt/2000. Some authors have discussed this case, among others, 

Mills, K. (2006). Enforcement of arbitral awards in Indonesia & other issues of judicial involvement in arbitration, TMD 4. 
https://www.transnational-dispute-management.com/article.asp?key=804

5 The Supreme Court Decision No. 01 K/Pdt.Sus/2010. Some authors have discussed this case, among others, Mills, 2006; 
Kristy &  Jing, 2013.

6 BVU v BVX [2019] SGHC 69
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Why there could be conflicts between resolving smart contract disputes  
and applying public policy in the ASEAN+6

In light of the ongoing debate as to the use of smart contract technologies to enhance the way 
business is conducted, public policy considerations surrounding such usage, and the challenges re-
garding the widespread adoption of smart contracts, it is important to understand how smart con-
tracts can be used to do more than just improve the way business is conducted. 

As observed by computer scientist and cryptographer Nick Szabo (1996), because of the existence 
of smart contracts, “new institutions, and new ways to formalize the relationships that make up 
these institutions, are now made possible by the digital revolution. He called these new contracts 

‘smart’ because they are far more functional than their inanimate paper-based ancestors. No use of 
artificial intelligence is implied. A smart contract is a set of promises specified in digital form, includ-
ing protocols within which the parties perform these promises.” 

Ideal as it sounds, based on Nick Szabo’s observation, “innovative technology does not necessi-
tate innovative jurisprudence, and traditional legal analysis can help craft simple rules as a frame-
work for this complex phenomenon.”7 Therefore, there must be opportunities to develop sustainable 
laws and public policy for smart contracting. With respect to legal and public policy issues surround-
ing smart contracting, this may be limited by the regularity of cases in different jurisdictions and 
individual territorial public policy considerations emerging in the ASEAN+6 region. Hence, for the use 
of the smart contract to be further advanced, there is a need to reconcile the legal and public policy 
considerations surrounding it. 

It is arguably true that legal principles and public policy are, indeed, an important part of the 
recognition and the enforceability of smart contracts. However,  it is possible to find room for im-
provement in these areas by examining ways in which laws and public policy are developed in the 
ASEAN+6 region, given that, in practice, smart contracts are playing a more important and pivotal role 
in facilitating the exchange of nearly all goods and services in various industries. 

Businesses across the globe, as well as researchers and practitioners, widely recognize the bene-
fits of smart contracts’ unique features with regard to automatic execution, transparency, and immu-
tability in a blockchain environment. 

Although it must also be acknowledged that there are natural language and coding issues, this 
research will focus on, explore, discuss, and contribute to issues related to the following main areas: 

(a) The application of traditional principles of contract law to smart contracts
(b) Current Public Policy trends with respect to awarding cryptocurrency in an arbitration award
(c) Case law on the enforcement of smart contracts and/or enforcement against virtual assets (i.e., 

cryptocurrencies) 
(d) Jurisdictional issues and challenges in terms of public policy and law, particularly in the 

ASEAN+6 region. 
(e) The relevance of resolving smart contract disputes to legal practice and the real world. 
(f) Concluding Observations. 
It is arguably true that there are ongoing difficulties in many areas such as (a) broader problems 

in enforceability, (b) uncertainty over jurisdiction and governing law, (c) formation, (d) modification, 
and (e) public policy considerations. It is also worth mentioning that governments have an important 
7 Compare Easterbrook, 1996 (arguing that the best way to learn and craft the law of a particular field is to study general 

rules), with Lessig, 1996 (arguing that the nature of cyberspace is unique and can reveal general principles of law); and 
Epstein, 1995 (arguing that basic legal principles can and should govern a complex, industrial society).



СТАТЬИ 37

Цифровое право. Том 3, № 4, 2022, с. 32–70
Г. Р. Де Эн Го / Споры из смарт-контрактов и публичный порядок стран АСЕАН+6 

role to play to harmonize standards within the ASEAN+6 region with regards to the reconciliation of 
smart contract disputes and public policy considerations. 

There may be issues in getting the courts to assist in producing or preserving evidence and/or 
freezing of assets, as some courts may not recognize smart contracts as contracts. Apart from the 
recognition and enforceability of smart contracts, even when a party is successful in securing an 
award, court order, or interim measure, there might be issues with respect to the arbitrability and/or 
enforceability of the court judgment. 

Can one apply traditional principles of contract law to smart contracts?
Determining the legal definition of a ‘smart contract’ has, indeed, been one of the most con-

troversial issues. Some distinguish between smart contracts, smart contract code, and smart legal 
contracts (Blemus, 2018).8 However, it has been posited that any evaluation of their legal status must 
be guided by the law applying to the underlying contract (Kaulartz & Heckmann, 2016; Spindler & 
Woebbeking, 2019). 

In a legal sense, just as traditional contracts are encoded, the law applicable to smart contracts is 
decided according to general principles, which means that the question of whether a legal contract 
has been concluded is dependent on the applicable legal provisions, which may, for example, require 
certain formalities that may lead to differing assessments of smart contracts in different jurisdic-
tions (Reusch & Weidner, 2018). 

In order to determine whether a smart contract can give rise to a legally enforceable contract, 
consideration must be given to whether each of the requirements necessary for a legally binding 
contract is met. It should be noted that the initial stage of concluding a contractual agreement does 
not significantly differ between smart and traditional contracts because, before a smart contract is 
activated, the parties must agree to a set of terms that initiate the program.9 

Unlike traditional contracts, in the world of smart contracts, acceptance comes through perfor-
mance. One can say they will initiate a smart contract, but there is no smart contract until they do. A 
smart contract can be posted to a ledger as an offer, but the contract is not formed until some action 
is taken to initiate acceptance, such as transferring a certain sum of money to the code. 

Just as there is bargained-for consideration in traditional contracts, there is consideration in 
smart contracts.10 The courts believe that mutuality of obligation distinguishes a contract from a gift 
for which parties do not have the same rights of legal enforcement. That is one of the reasons for 
having the doctrine of consideration. 

A component of contractual law regulates issues where the parties, as a matter of law, cannot vary 
in their contracts from the mandatory provision laid down by contract law. Certain legal principles, 
like offer, acceptance, consideration, intention to create a legal relationship, contractual intention, 
certainty, and completeness, are so fundamental to the regulation of economic activity that courts 
will not enforce otherwise valid contracts if these principles are not complied with. There are also 
limitations on the freedom of smart contracts. 

8 ISDA, & Linklaters. (2017, August 9). Whitepaper on smart contracts and distributed ledger  — A legal perspective. 
LegalTechBlog. https://legal-tech.blog/smart-contracts-and-distributed-ledger-a-legal-perspective

9 The pieces of property do not need to be tangible; software systems can be embedded with contractware.
10 “Courts have held a promise traded for another promise to be enforceable for well over 400 years, since the early to mid-

1500s. Courts currently say that a mutual (or reciprocal or bargained-for) promise constitutes consideration for a promise, 
causing it to be enforceable” (Ricks, 1999).
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It was mentioned earlier that smart contracts are considered ‘smart’, as they are self-executing. 
And of course, depending on the type of execution, they are divided into two categories. In the first 
category are those whose precise execution is known at the time of creation and, in the second, are 
those smart contracts whose execution is linked to a certain but unknown event or condition that 
cannot be encoded at the moment of creation. 

It is important to note that blockchain and the smart contracts stored on them are immutable (i.e., 
practicably impossible to change), as the code is distributed on the blockchain across a network and 
would require sufficient consensus of the network to alter. Hence, once a smart contract is executed, 
its execution cannot be reversed even though a new transaction could be made by the parties to 
effectively nullify the result of the execution.  

Smart contracts are undeniably widely used commercially. However, in the case of code-only 
smart contracts, the code that is executed and the outcome it produces represent the only objective 
evidence of the terms agreed upon by the parties. This is in contrast to cases with traditional tex-
t-based contracts, where courts will examine the final written document that the parties have agreed 
to in order to determine whether the parties are in compliance or breach. With code-only smart 
contract cases, email exchanges between the parties discussing what functions the smart contract 
should execute, or oral discussions to this effect, would likely yield to the definitive lines of code as 
the determinative manifestation of the parties’ intent, as courts have long emphasized that it is this 
final agreement that represents the mutual intent of the parties (i.e., consensus ad idem, which is 
known as “the meeting of minds”).11 

Given the above considerations, the question to ask would be, “Is a ‘smart’ contract a real con-
tract?” For obvious reasons, in order for a ‘smart’ contract to be a real contract, it must fulfil all of the 
requirements for contractual formation discussed above. 

It has been proposed that the initial stage of a contractual agreement is similar for smart contracts 
and conventional contracts because, before any contract-ware can operate, two parties must agree to 
some set of contractual terms (Raskin, 2017). Therefore, it is a relief to know that the rules pertaining 
to offer and acceptance will not, in essence, pose an obstacle to the recognition of smart contracts as 
legally binding, as offer and acceptance, as well as the conduct of the parties, are evaluated objec-
tively.12 Furthermore, when parties submit their private cryptographic keys to commit resources to a 
blockchain-based smart contract, that is proof of a commitment (Werbach & Cornell, 2017). 

When an offeror posts a smart contract on the blockchain in binary computer code clearly stipu-
lating the terms of the transaction, it will be held to constitute an offer as opposed to an invitation 
to treat.13 And once the proposed smart contract is posted on the blockchain and has fulfilled the 
requirements of being an offer in terms of identification of the essentialia negotii of the contract, it 
is effectively an acceptance by the offeree, and acceptance can be fulfilled through conduct. 

For example, the offeror can write a smart contract stating that, for 30 Ethereum, the offeror will 
transfer ownership of a bicycle, including the terms of the deal, and upload it to a blockchain along 
with a digital token representing the bicycle and gas, which is payment for uploading the contract. 
Hence, this constitutes an offer. Subsequently, an offeree who is willing to accept will upload the 30 
Ethereum to the smart contract, which constitutes acceptance. The smart contract will then detect 
11 Lipton, A., & Levi, S. (2018, May 26). An introduction to smart contracts and their potential and inherent limitations, 

Harvard Law School Forum on Corporate Governance. https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-
smart-contracts-and-their-potential-and-inherent-limitations/

12 Smit v Hughes (1871) LR 6 QB 597, 607 (Blackburn J).
13 Cf Partridge v Crittenden [1968] 2 All ER 421; cf Carlill v Carbolic Smoke Ball Co Ltd [1892] 1 QB 296.
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the upload of 30 Ethereum and automatically transfer it to the offeror’s wallet, while, at the same 
time, transferring the token to the offeree who uploaded the 30 Ethereum. The offeror does not need 
to confirm that he received the 30 Ethereum, and the token for the bicycle is transferred without 
further verification or discretion of the offeror. Therefore, the acceptance can occur either by perfor-
mance or by the authorization of transfer by putting in the special cryptographic key (i.e., password) 
(Jaccard, 2017; Szczerbowski, 2017). 

Performance of the terms in a unilateral contact or a signature by inputting the personal crypto-
graphic key can be a clear act of acceptance. Therefore, the rules on offer and acceptance will not 
pose fundamental problems for the formation of smart contracts, as the procedure for forming such 
agreements are in accord with the elements of offer and acceptance.14 

A point to note about contract law’s approach to ‘automatic contracts’ is that a contract is formed 
when coins are inserted into a machine, in the case of Thornton v Shoe Lane Parking (similarly to 
Szabo’s vending machine analogy), and the fact that the subsequent process occurs without human 
intervention does not preclude the formation of a contract.15 This is reinforced by the R (Software 
Solutions Partners Ltd) v HM Customs & Excise case, where it was held that an “automatic medium for 
contract formation” can result in valid contracts.16 

In most common legal jurisdictions, the existence of valid consideration represents a mandatory 
condition for any contract to be legally enforced. For a consideration to be valid, it must only be 
sufficient,17 and not adequate. Hence, the value and equality of mutual exchange is legally irrelevant 
from the perspective of contract law formation. Therefore, it is arguably true that the consideration 
requirement can easily be satisfied in the case of smart contracts, as smart contracts entail an ex-
change of digital assets, as in the example provided above describing the sale of a bicycle for 30 
Ethereum. 

However, an interesting argument has been raised by Webach and Cornell, who pointed out that 
smart contracts do not contain an exchange of promises, as is usually the case in normal contracts, 
or a requirement for a valid consideration. Both Webach and Cornell observed that “If someone 
balances a pail of water on top of a door, he does not promise to drop water on whoever next opens 
the door. Rather, he has merely set up the mechanical process by which that will happen. In a similar 
way, a contract to transfer one Bitcoin upon such-and-such event occurring is not really a promise 
at all. It does not say ‘I will pay you one Bitcoin if such-and-such happens’, but rather something like 
‘You will be paid one Bitcoin if such-and-such happens’... the so-called ‘[smart] contract’ is not an 
exchange of promises or commitments. Creation of a smart contract — while setting certain events in 
motion — does not commit any party do no anything. There’s nothing being prospectively promised” 
(Werbach & Cornell, 2017). 

While this observation is surely a departure from the realm of traditional contracts. that issue did 
prevent the authors from reaching the conclusion that smart contracts are nonetheless legally valid 
contracts. Another author (Savelyev, 2017) has raised an additional question as to whether a smart 
contract is really a contract, given that it does not contain any obligation. He concluded that it is 
probably more correct to say that the main consequence of the conclusion of a smart contract is not 
the appearance of ‘obligations’, but the result of a self-limitation of certain rights by technical means.
14 This might as outlined already before be different for the other mentioned category of smart contract where the 

algorithms act as an ‘artificial agent’.
15 Thornton v Shoe Lane Parking [1978] 2 QB 163 (Lord Denning MR).
16 R (Software Solutions Partners Ltd) v HM Customs & Excise [2007] EWHC 971, para. 67.
17 Illustration case: Chappel & Co Ltd v Nestlé Co Ltd [1959] AC 87. 
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Furthermore, Werbach and Cornell also argued that, though such commitments might not consti-
tute promises per se, smart contracts are indeed agreements that purport to alter the parties’ rights 
and obligations, and that an agreement may still be considered a contract even if it leaves nothing 
to be done or performed. Therefore, if one argues that smart contracts do not constitute a ‘promise’, 
but more of a guarantee, and, thus, cannot be recognized as a real contract, this is an unrealistically 
ideal view of contract law. Some considerations, such as benefits, rights or detriment, loss or respon-
sibility etc., will be conveyed under smart contracts, inducing a reciprocal promise, and, pragmati-
cally, there will almost always be sufficient consideration (Werbach & Cornell, 2017). 

Intention to create legal relations in a commercial relationship is presumed in common law, and 
this presumption must be disproved by a party claiming that there is no such intention. It could be 
argued that, for every smart contract entered into in a commercial setting, the intention to create a 
legal relationship will be presumed.18 Another more nuanced view offered by Savelyev (2017) is that, 
by concluding a smart contract, the contracting parties have demonstrated the intention to use an 
alternative regulatory system instead of traditional contract law. 

Therefore, he observed, there might not be a true intent to create a legal relationship. However, 
the author also admits that, if the result is factually the same in substance to the one regulated by 

‘traditional contracts’, it can be argued that the nature of the relationship is the same. 
Most common law lawyers know that, for a contract to be enforceable, parties need to have the 

capacity to enter into such contract. However, most of the other existing blockchain platforms, in fact, 
do not check for full legal capacity (e.g., Ethereum). Instead, in principle, anyone can open an account 
without having sufficient capacity to do so. As there are no means by which smart contracts can test for 
capacity, they can be entered into by minors, drunks, or any other incapacitated person. Hence, people 
lacking capacity to sign a contract in the real world could potentially do so on the blockchain platform. 

On the other hand, if there was no capacity, the party could then legally invalidate the transfer 
of any asset ex post by filing a lawsuit claiming unjust enrichment or, technically, through a reverse 
transaction (Schrey & Thalhofer, 2017).19 However, this may not be an ideal alternative because there 
are pseudonymous users with cryptographic strings of random letters and numbers. Hence, it may 
be difficult to identify who to sue. Additionally, a reverse transaction can only factually rewind the 
contract, but not legally void the transaction, as it may remain on the blockchain since the blocks are 
immutable (Schrey & Thalhofer, 2017). 

The above notwithstanding, the fundamental point remains that if a person possesses legal ca-
pacity, they will be free to enter into legally binding smart contracts. Last but not least, the contract-
ing parties to a smart contract are technically not even people but only private cryptographic keys 
which represent individual people (Werbach & Cornell, 2017). Therefore, the question arises as to 
whether the issue of capacity can even be discussed since the parties are technically not human. It 
has been proposed that this is not a consideration for autonomous contracts, as the private keys do 
not act by themselves, but are instructed by humans. 

Therefore, it is possible to believe that, by virtue of their flexibility, adaptability, and process of 
formation, smart contracts can be considered legally valid contracts, at least according to English 
contract law. Up to this point, it has been established that smart contracts can, in principle, fulfil the 
requirements for forming contracts. 
18 See e.g. Esso Petroleum Limited v Commisioners of Customs and Excise [1975] UKHL 4 
19 See also Jünemann, M., & Kast, A. (2017, May 1). Rechtsfragen beim Einsatz der Blockchain [Legal issues arising from 

the use of blockchain]. Kreditwesen. https://www.kreditwesen.de/kreditwesen/themenschwerpunkte/aufsaetze/rechts-
fragen-beim-einsatz-blockchain-id40674.html

https://www.kreditwesen.de/kreditwesen/themenschwerpunkte/aufsaetze/rechtsfragen-beim-einsatz-blockchain-id40674.html
https://www.kreditwesen.de/kreditwesen/themenschwerpunkte/aufsaetze/rechtsfragen-beim-einsatz-blockchain-id40674.html
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However, in the absence of a traditional governing contract, if there are mistakes in the code, a 
court reviewing a smart contract in a dispute faces difficulty in establishing any evidence as to what 
the parties had agreed upon other than the incorrectly encoded smart contract. Therefore, the in-
correct code may be deemed to represent the understanding of the parties. So, in a smart contract 
dispute, courts may find it difficult to establish the parties’ intention, which can be called a ‘meeting 
of minds’ between the parties.

It is well established in common law that the ‘meeting of minds’ element is important to contract 
formation, but, in French law, it is also essential to establish consent through a ‘meeting of minds’ 
(i.e. the accord de volontes) by identifying an offer by one party to do or not do something, as well 
as commensurate acceptance.20 

The Singapore case of Quoine Pte Ltd v B2C2 Ltd [2020] deals with the two novel questions (a) what 
should be done when the contracting parties’ algorithm operated as it was meant to in producing 
the resulting contract, but one party could, nevertheless, be said to have been labouring under a 
mistaken belief in entering into the contract, and (b) how should the law assess the state of the 
non-mistaken party in circumstances where no human is involved at the time of the formation of 
the contract?21 

On the first issue, Quoine’s central argument in its defence was that the contracts underlying the 
disputed trades (i.e., Trading Contracts) were invalidated in common law and in equity under unilat-
eral mistake. Quoine also alleged that the Margin Traders entered into the contracts with B2C2 for 
buying and selling Bitcoin and Ethereum under the mistaken belief that they were transacting at 
prices that accurately represented or did not deviate significantly from the true market price, and 
B2C2 had actual or at least constructive knowledge of such a mistaken belief. 

In order for Quoine to succeed in its claim on the first issue, it had to prove that: (a) in relation 
to unilateral mistake in common law, the relevant mistake must concern a fundamental term of 
the contract,22 (b) B2C2 must either have actual knowledge (for unilateral mistake in common law) 
or constructive knowledge (for unilateral mistake in equity) of the mistake, and (c) in relation to 
unilateral mistake inequity, B2C2 was engaged in some unconscionable conduct in relation to the 
relevant mistake. 

However, the Court of Appeals disagreed with the lower court’s finding that the claimed mistake 
concerned the terms of the contract. Conscious that the price at which the Trading Contracts were 
brought by operation of the parties’ respective algorithms and that these had operated exactly as 
they had been programmed to act, the mistake in this case was a mistaken presumption on the part 
of the Margin Traders as to how Quoine’s platform would operate (i.e., the platform would not fail). 
Such a mistake was only a mistake in presumption as to the circumstances under which the Trading 
Contracts would be concluded, instead of a mistake as to the price at which the Trading Contracts 
were entered into.

With reference to the issue of knowledge, the majority of the Court of Appeals confirmed that, in 
the context of a deterministic algorithm,23 it was the programmer’s state of knowledge that was rele-
vant to the parties. The relevant timeframe for assessing the programmer’s knowledge was deemed 

20 French Civil Code, arts 1101, 1106
21 Quoine Pte Ltd v B2C2 Ltd [2020] SGCA(I) 02. Civil Appeal No 81 of 201. 
22 The question of whether unilateral mistake in equity can extend beyond a mistake as to a term of the contract was not 

fully argued. The Court of Appeal was satisfied that it was not necessary to determine this question in this case.
23 A deterministic algorithm is one which always produces precisely the same output given the same input and does not 

have the capacity to develop its own responses to varying condition. 
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to be from the point of programming up to the point that the relevant contract was formed. This 
was supported by the view of amicus curiae  Professor Goh Yihan, who recognised that the time of 
programming is when the programmer’s knowledge is the most concretised.24

Programmers are not expected to be prophets and mistakes can take a wide range of forms. But it 
is clear that the law on unilateral mistake is concerned with (a) a type or class of mistake, that is one 
concerning the fundamental terms of the contract (at least in common law), and (b) the mental state 
of the non-mistaken party — whether they knew (or ought to have known) of the (type of) mistake 
and were acting to take advantage of it.25

However, “according to a paper published by the Association for Computing Machinery in 2016, 
coding bugs and other vulnerabilities were identified in nearly half of all smart contracts writ-
ten on the Ethereum blockchain, potentially putting at risk $30 million worth of the virtual cur-
rency Ether. A review of Ethereum smart contracts conducted by Peter Vessenes, the co-founder 
of the Bitcoin Foundation, revealed at least 100 errors per 1,000 lines of code. The high error rate, 
in part, may be attributed to the fact that writing smart contract code remains highly complex. 
Researchers at the University of Maryland’s cryptocurrency lab observe that ‘even for very simple 
smart contracts (e.g., a Rock, Paper, Scissors game), designing and implementing them correctly 
was highly non-trivial.’”26

These high error rates may result in a surge in disputes relating to smart contracts. Although there 
are not many case authorities or materials that can be found regarding smart contract disputes, 
the case of Quoine Pte Ltd v B2C2 Ltd has provided some guidance on how smart contract disputes 
can potentially be resolved within the framework developed by the Singapore Court of Appeals. “It 
also enables the court to examine and consider the knowledge actually acquired after the point of 
programming and the actual conduct of the parties up to the time of the contract.” However, the 
court emphasised that this is directed at actual conduct. The court also said that “rather, working 
backwards from the output that emanated from the programs, we are driven to assess the relevant 
state of knowledge by examining that of the programmers.”27

Challenges surrounding encoded contracts vs natural language contracts 
Natural language contracts (i.e., traditional contracts) have generally been the result of a reason-

able arrangement between parties with break even with haggling control, i.e., parties arranging at 
arm’s length (Savelyev, 2017). However, the very viability of smart contracts depends on the ability 
to express contractual obligations in code. For obvious reasons, natural language cannot be directly 
executed by a computer, and self-enforcement requires that the terms of the smart contract be 
computer-readable.

Therefore, there are multiple options: (a) a smart contract can be a translation of an existing 
agreement, it can be created in code from the outset or, (b) a contract can be drafted in natural 
language with subsequent encoding in mind. In addition, there are challenges associated with con-
verting natural language into code and, more broadly, with encoding contractual obligations (i.e., ’en-
coding’ of obligations).

24 Quione, supra note 1 at para 99. 
25 Quoine Pte Ltd v B2C2 Ltd [2020] SGCA(I) 02.
26 Potter, Anderson & Corroon LLP. (2018, February 7). O’Toole, Kelly, and Hahn discuss why smart contracts need smart 

corporate lawyers. https://www.potteranderson.com/newsroom-publications-OToole-Kelly-Hahn-Discuss-Why-Smart-
Contracts-Need-Smart-Corporate-Lawyers.html  

27 Quione, supra note 1 at para 98. 

https://www.potteranderson.com/newsroom-publications-OToole-Kelly-Hahn-Discuss-Why-Smart-Contracts-Need-Smart-Corporate-Lawyers.html
https://www.potteranderson.com/newsroom-publications-OToole-Kelly-Hahn-Discuss-Why-Smart-Contracts-Need-Smart-Corporate-Lawyers.html
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It is important to note two points before moving forward. First, it must be noted that the pres-
ent discussion would not be relevant  if technical writing restricted smart contracts to a very nar-
row  range  of relationships,  whose  performance was easily  determinable  by  fixed formulae, as is 
the case with current smart contracts (Kiviat, 2015; Schroeder, 2016; Fairfield, 2015). In spite of the 
increasing recognition that some contracts cannot or should not be smart, many writings continue 
to extol the  power  of smart contracts to transform all types of contracts, including employment 
contracts, leases, and mortgages. As a second point, technical writings offer little guidance regard-
ing how smart contracts should be formed or negotiated. The parties are generally assumed to cre-
ate their own smart contracts or agree to use ones already created by somebody else.

Although smart contracts can be created as one-off, customized programs, economies of scale re-
quire  that  they  be  made  into  generic programs that can be used on a mass  scale. These  forms 
can include, for example,  popular standard form agreements,  such as  those used for mort-
gages, car loans, and interest rate swaps.

In such a case, only certain values would be customizable for each transaction. The important 
thing to bear in mind is that it is likely that the smart contract will not be encoded by the parties 
themselves, or that at least one of the parties will not participate in its creation. As a result,  ei-
ther both of the parties or one of them will be unable to verify  that  the code accurately reflects 
their consent or how the smart contract works in practice.

That will inevitably lead us to the issue of contract translation. Because smart contract makers 
(i.e., coders)  cannot decide on its  business  and legal  aspects (Frantz & Nowostawski, 2016), it is 
reasonable to believe that there must be a document describing the substance of the agreement. 
Therefore, many smart contracts come from documents written in natural language that require fur-
ther translation into code.

It has to be said that the complexity of this process is generally underemphasized, as technical 
writings extol consistent progress in the areas of machine learning and natural language processing 
and assume that the translation of natural language into code can be automated, or at least signifi-
cantly facilitated by technological means. At the push of a button, agreements could be transformed 
into executable code, like source code is incorporated into object code. Notwithstanding predictable 
advancement in said areas, as of now, it is difficult to automate the transformation of natural lan-
guage into code without a critical trade off in the nature of the yield of such transformation.28 

Approximations appear to be admissible in mechanized interpretations of natural language, 
where the general importance of a sentence can be gathered from unique circumstances. These are 
nonetheless painful with respect to legal arrangements, which are drafted with fastidious exactness, 
where one single word may bring about accidental business outcomes and prolonged disputes.29 
Besides, accuracy appears to be vital when the smart contract is to self-execute and cannot be 
halted or revised. In the event that a smart contract is to embody a current arrangement, its inter-
pretation into code will include a monotonous manual process, and developers fail to appreciate the 
low tolerance for mistakes in legal documents (Katz, 2013). 

Additionally, developers appear to see contracts as sets of conditional statements abundant in 
standard clauses that can be unendingly reutilized for different transactions. While it is true that 
lawyers often rely on contractual precedents and (sometimes too eagerly) copy-and-paste individ-
ual provisions, it must not be forgotten that the standardization of legal language does not imply 
that such language is capable of reduction into an algorithm. Notwithstanding its formalistic nature, 
28 For a non-technical explanation of machine learning see Surden, 2014.
29 On the limits of Natural Language Processing see Dale, 2010.
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legal text is still natural language, and natural language is innately ambiguous, as the significance of 
words consistently relies upon context. 

Hence, because of its long sentences, clauses, nested expressions, and references to abstract 
concepts, legal language is more difficult to translate into code than normal natural language. It has 
generally been suggested that smart contracts need to create a custom domain-specific program-
ming language to capture the nuances of legal text.30 

However, the main problem is that translating natural language into code is not the simple pro-
cess of converting legal prose into computer-readable instructions but requires an interpretation of 
legal prose in advance. Interpretation is not an academic activity but is used to determine the exact 
scope of the obligations of both parties, the results to be achieved according to the contract, or the 
degree of effort required to perform specific obligations.

It is worth mentioning that the successful performance of a contract may depend on the meaning 
of a word, and disputes over a word may lead to lengthy litigation. There is hardly a contract that 
does not require some interpretation, thus, the presence of some legal and commercial knowledge 
on the side of the interpreter is necessary. Hence, in the case of a smart contract, this would have to 
be performed before, or in parallel with, the process of translating the legal text in code. However, 
developers can hardly be expected to perform this task. 

Interpreting contracts requires in-depth knowledge of the principles governing contractual in-
terpretation (i.e., principles surrounded by multiple controversies relating to the question of how 
to determine objective meaning of words and expressions, or the meaning that must be deemed 
to have been intended by both parties). This meaning may depend on other words used in a given 
contractual document, or more broadly, on the context in which they are used.31 Whoever interprets 
a contract must be able to decide between the literal and the purposive approach and, in the event 
of competing interpretations, select the one that is more consistent with business common sense.32

This would mean that the interpreting developer would have to ascertain the meaning that the 
contract “would convey to a reasonable person having all the knowledge which would reasonably 
have been available to the parties in the situation in which they were at the time of the contract.”33 
Furthermore, it should not be forgotten that the interpretation process is not limited to the case in 
which words are ambiguous and can sometimes also reveal the existence of ambiguities.34

For contracts in natural language, it may not be immediately evident to the parties that a par-
ticular word or expression may have multiple interpretations. However, in the smart contract con-
text, the issue would not lie with the parties disagreeing over the meaning of the words, but in the 
likelihood that those deciding how to covert a particular obligation into code will make a mistake 
in interpretation. It should be noted that most contracts contain gaps which require that terms be 
implied to make the agreement workable in practice. Contractual interpretation is usually performed 
by courts after a dispute has arisen, and the implication of terms is traditionally determined by 
courts, and not contracting parties. 

If the implication of terms requires an understanding of legal rules, as well as the commercial 
context of a particular transaction, coders may not be able to identify and fill contractual gaps 

30 See e.g. Wolfram, S. (2016, October 12). Computational law, symbolic discourse and the AI constitution. Stephen Wolfram 
Writings. https://writings.stephenwolfram.com/2016/10/computational-law-symbolic-discourse-and-the-ai-constitution/ 

31 Coote, 1988.
32 Rainy Sky SA v Kookmin Bank [2011] UKSC 50; Re Sigma Finance Corp [2009] UKSC 2. 
33 Hombourg Houtimport BV v Agrosin Private Ltd (The Starsin) [2003] UKHL 12.
34 Napier Park European credit opportunities fund ltd v Harbourmaster Pro-Rata CLO BV [2014] EWCA Civ 984.

https://writings.stephenwolfram.com/2016/10/computational-law-symbolic-discourse-and-the-ai-constitution/
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themselves. For instance, there is no flexibility for parties to incorporate a term that has one meaning 
at the time of execution but can be interpreted differently during the performance phase. Therefore, 
what can be done when the meaning of terms needed in a smart contract can vary? 

Variation of terms and how it is done?
Although arguments may be presented that the problems surrounding the interpretation of sup-

plementary contractual language may be solved by lawyers and coders collaborating to translate 
legal documents into executable code, it must be noted that, in spite of such collaboration, neither 
the parties nor their lawyers will be able to ascertain whether the code in the smart contract cor-
rectly reflects the originating legal documents. For example, even if a smart contract mirrors this 
document, with all its nuances, there is still potential for inconsistencies between what was agreed 
upon and what was implemented. Such inconsistencies are particularly confusing given that, once a 
smart contract commences self-enforcement, it cannot be stopped or amended. 

It must be said that, at present, there is no simple path to amend a smart contract that would 
create certain challenges for contracting parties. Amendments or modifications are relatively easy 
in conventional contracts, and parties can waive provisions if they so choose. However, smart con-
tracts lack flexibility in semantics and enforcement, when compared to conventional contracts. 
Hypothetically speaking, with a traditional text-based contract, if there was a change in law, the 
parties could quickly draft an amendment to address that change, or alter their course of conduct. 
Smart contracts do not currently offer such flexibility. It is worth mentioning that, given that block-
chains are immutable, modifying a smart contract is far more complicated than modifying standard 
software code that does not reside on a blockchain.

Given the current technical and economic uncertainty of this phenomenon, the debate over its 
legal implications is equally precarious, and defending the idea of disseminating these technologies 
requires some sort of a leap of faith. On the one hand, true believers in smart contracts and block-
chain magnify these tools, their potential, and their capacity to bring the automation of contracts 
to its limits (Surden, 2012). They promote the use of technologies that can allegedly predict a huge 
number of variables to provide highly sophisticated solutions.35 On the other hand, there are schol-
ars who are unwilling to endorse this technological miracle. They express doubt about the capacity 
of smart contracts to embrace all the different facets that characterize traditional contracts and their 
bargaining processes and, thus, suggest a more cautious approach (Druck, 2018; Levy, 2017).36

There is also a chance that amending a smart contract may produce higher transaction costs, as 
supposed to amending a text-based contract, and increase the possibility that the parties will not 
accurately reflect the modifications they intended. Similar challenges also exist with regard to ter-
minating a smart contract, for example, if a party discovers an error in an agreement that gives the 
counterparty more rights than intended, or concludes that fulfilling its stated obligations will be far 
more costly than expected. In a text-based contract, a party can engage in, or threaten, so-called ‘ef-
ficient breach’ (i.e., knowingly breaching a contract and paying the resulting damages if it determines 
that the cost of performing is greater than the damages it would owe). By ceasing performance or 
threatening to take that step, a party may bring the counterparty back to the table to negotiate an 
amicable resolution. Smart contracts do not yet offer analogous self-help remedies. 
35 Buterin, V. (2014). A next generation smart contract and decentralized application platform.  Ethereum White Paper. 

https://github.com/ethereum/wiki/wiki/White-Paper
36 Schumpeter. (2016, July 28). Not-so-clever contracts. The Economist. https://www.economist.com/business/2016/07/28/

not-so-clever-contracts

https://github.com/ethereum/wiki/wiki/White-Paper
https://www.economist.com/business/2016/07/28/not-so-clever-contracts
https://www.economist.com/business/2016/07/28/not-so-clever-contracts
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Hence, can variation of terms be done before concluding a contract? This consideration has 
two consequences: on the one hand, it invites scholars to address the divide between unilateral 
and bilateral contracts and its implication within the realm of smart contracts. On the other hand, 
and more importantly, it reveals that the traditional narrative that smart contracts can serve as 
tools to reduce time and transaction costs might be superficial as soon as the creation of a (true) 
smart contract requires the contribution of a plurality of people. Someone who wants to launch 
a contractual initiative needs, first and foremost, a software developer (Walch, 2018) to trans-
pose the instructions related to the various aspects of the agreement into virtual architecture, to 
build a data model (structured according to directives and conditionals) for the offer to operate, 
while also taking into consideration the different forms of interaction between the counterparties. 
Hence, it may be said that the possibility of completely eliminating the role of an intermediary is 
already confuted at its roots.  

Moreover, consider also that the developer must also be able to communicate with another op-
erator who is in charge of establishing the conditions for access to the platform where the code 
will operate (and where the general public, or the counterparty, will be able to find and eventually 
conclude it). Finally, users acting on the platform must be able to interact with the ‘offer’ if they wish 
to amend its conditions before concluding the contract, as traditionally happens during negotiations. 
This requires the presence of other intermediaries on their side as well.37 

This would imply that, without the development of mechanisms that allow contracting parties 
to address a change in circumstances and more easily adjust terms, the utility of stand-alone 
smart contracts that were intended to have legal effect may be limited, particularly in complex 
transactions. In these circumstances, the necessary flexibility and management of contract 
amendments may be provided by augmenting smart contracts with a master agreement, a con-
ventional (natural language) contract, or an overarching participation or governance framework 
having legally binding effect. 

Given the practical impossibility of amending terms in smart contract, as the code is distributed 
on the blockchain across a network and would require sufficient consensus of the network to alter, 
the only solution for creating the effect of amending a blockchain smart contract is to deploy and 
use a new one instead. Therefore, could a Ricardian contract model that links smart contracts to 
traditional contracts solve the issue of amending contractual terms? As commercial transactions are 
dynamic, this is left for the parties to decide. The question of whether a smart contract should be 
linked to a traditional contract will be largely dependent on the complexity of the deal. 

Smart contracts can help facilitate safe and transparent transactions, whose records are im-
mutable, while traditional contracts and legal institutions can ensure their validity, provide the 
required legal framework, and take care of disputes. This means that the Ricardian contract will 
consist of both a smart contract and a legal contract (i.e., traditional/natural language contract), 
where the legal contract is supplemented and not replaced. Therefore, to handle complex legal 
issues, it is possible to suggest that, until there is greater clarity on standalone smart contracts, 
parties should consider using Ricardian contracts (smart contracts that are governed by or which 
implement provisions of a traditional contract) with a traditional contract they know a court will 
enforce. 
37 A thoughtful investigation of this topic has been offered by Cohney, et al. 2019, who investigated a series of 50 2017 ‘Initial 

Coin Offerings’, ICOs, conducted on smart contracts. Despite the offering claim that “code does have the potential to 
become a substitute and complement for old-fashioned legal governance in financial contracting”, the Authors ultimately 
observed that “potential does not mean reality. Our study shows just how far code falls short of expectations”.
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Encoded Contracts vs Ricardian Contracts vs Traditional Contracts
Having extensively discussed and explored the issues pertaining to encoded contracts vs natural 

language contracts in the previous sections, we have come to the topic of Ricardian contracts. It 
is worth reiterating that smart contracts are automated applications that run on blockchain tech-
nology, without third-party enforcement or verification. They are designed to result in a particular 
agreed-upon outcome based on a set of if- then premises that put actions into motion once certain 
conditions are met. Because the blockchain records information in a manner that can be described 
as immutable, the execution of smart contracts is often irrevocable, which means that, once a cer-
tain action is in motion, it cannot be undone.38 It is also worth mentioning that both smart contracts 
and Ricardian contracts need to satisfy all of the requirements of a legally binding contract to be 
enforceable. 

Since smart contracts are written in code, it is difficult to determine and enforce the agreement if 
there is no natural language contract that sets out the terms, especially in circumstances where the 
code contains an error or carries out an action contrary to the parties’ intentions. Furthermore, it is 
unclear whether the if-then statements embodied in the computer code will necessarily meet all of 
the requirements of a contract. 

A Ricardian Contract is a legal contract that was first introduced in 1995 by a well-known program-
mer, Ian Grigg, and this concept is now part of the blockchain. What makes Ricardian contracts unique 
is that they are cryptographically signed and verified. As opposed to encoded contracts, Ricardian 
contracts are available in a human-readable text that is easy to understand (not only lawyers), and 
these legal agreements or documents can be read by both computer programs and humans. 

To put it simply, they serve two purposes. Firstly, they are easy-to-read legal contracts between 
two or more parties that lawyers can easily understand. Secondly, they are machine-readable. 
Hence, Ricardian contracts can be easily hashed, signed, and saved on the blockchain. On the whole, 
Ricardian contracts merge legal contracts with blockchain technology and bind the parties by a legal 
agreement before the execution of the actions on the blockchain network.39 

Ricardian contracts set out the intentions, as well as actions that will take place in future based 
on a legal agreement. The foundational difference between Ricardian contracts and smart contracts 
on blockchain platforms is the type of agreement. The difference is that Ricardian contracts record 
an agreement between multiple parties, while smart contracts execute whatever is defined in the 
agreement as actions. Refer to the table comparing Encoded Contracts vs Ricardian Contracts vs 
Traditional Contracts below.

So, do Ricardian contracts provide more clarity and certainty with respect to the terms of the 
contract? These issues may be addressed by Ricardian contracts that link a natural language contract 
to the underlying code. Since the text clearly specifies the smart contract code with which it is asso-
ciated, the parties can clearly see the variables that are passed on to the smart contract, as well as 
how they are defined and how transaction events will trigger the execution of the code.40 

The characteristics of Ricardian contract can be summarized as follow41:
38 Lim, C., Saw, T. J., & Sargeant, C. (2016, July 28). Smart contract: Bridging gap between expectation and reality. Law Faculty 

website. https://www.law.ox.ac.uk/business-law-blog/blog/2016/07/smart-contracts-bridging-gap-between-expecta-
tion-and-reality 

39 Geroni, D. (2021, 14 September). What are Ricardian contracts? A comprehensive guide. 101 Blockchains. 
https://101blockchains.com/ricardian-contracts/ 

40 Lipton & Levi, 2018.
41 Grigg, I. (n.d.). Guide to Ricardian contracts. WebFunds. http://www.webfunds.org/guide/ricardian.html  

https://www.law.ox.ac.uk/business-law-blog/blog/2016/07/smart-contracts-bridging-gap-between-expectation-and-reality
https://www.law.ox.ac.uk/business-law-blog/blog/2016/07/smart-contracts-bridging-gap-between-expectation-and-reality
https://101blockchains.com/ricardian-contracts/
http://www.webfunds.org/guide/ricardian.html
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1. Human parsable; 42

2. Printable document; 
3. Program parsable; 
4. All versions (i.e., displayed, printed, parsed) are manifestly equivalent; 
5. Signature of the Issuer; 
6. All relevant information is present in one single document, including signature and parties. 

This, along with the manifestly equivalent characteristic above, results into the Rule of One Contract; 
7. It can be represented as a legal contract; 
8. It can be identified securely, wherein ‘securely’ means any attempt to distort the linkage be-

tween a reference and the contract is not feasible; 
9. It is supported by financially capable PKI (such as OpenPGP (https://www.openpgp.org/)); 

42 Geroni, 2021.

Figure 1

Overview of How Ricardian Contracts Work42

Note. Created by author.



СТАТЬИ 49

Цифровое право. Том 3, № 4, 2022, с. 32–70
Г. Р. Де Эн Го / Споры из смарт-контрактов и публичный порядок стран АСЕАН+6 

10. Extensible — it can interpret bonds, shares, loyalty, etc.; 
11. It can identify the legal issuer (signer of contract) and issuance server; 
12. Cannot be changed by anyone except a legal issuer or other parties to the contract; 
13. Verifiable in nature; and 
14. Permissionless — the contract can be created and used by anyone without requiring alloca-

tions in controlled spaces.43

It is worth highlighting some other benefits of Ricardian contracts. First of all, they are secure in 
nature, as they use hidden signatures, and the signing of contracts takes place through private keys. 
Later, the hash of the agreement is used to attach that hidden signature to the contract. Ricardian 
contracts also offer protection to parties in an agreement who do not have equal bargaining power 
from parties in a stronger position that may be more likely to unilaterally change the terms of the 
agreement during execution. Hence, once the agreement is finalized, it cannot be unilaterally modi-
fied, making it very secure. Furthermore, when the signature of the issuer is added to the contract, it 
creates a legible and binding agreement with respect to the information described in the document. 
This also makes it possible to track the parties involved with the help of a private key and hold them 
accountable.44 Therefore, it has been suggested that Ricardian contracts may be the best way to 
bridge the gap between law and technology today. 
43 Grigg, n.d.
44 Geroni, 2021

Figure 2

Comparison Table: Smart Contracts vs Ricardian Contracts vs Traditional Contracts

Note. Created by author.
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Is Cryptocurrency Property?

United States 
At the outset, it must be said that this discussion on whether cryptocurrency can be considered 

property, and its regulatory treatment in various jurisdictions, is based on the positions that the 
jurisdictions have adopted at the time of this paper was written.

If smart contracts, in principle, are capable of fulfilling the requirements for the formation of 
contracts, then the natural question that follows would be, “Can virtual assets be seen as property?” 
However, in order to answer this pressing and controversial question, it is necessary to explore and 
examine the approach to crypto assets in property law, as well as its regulatory status. 

In recent years, it has been noticed that most jurisdictions (like US, UK, Australia, Singapore, 
and Hong Kong) have begun to edge their way towards formally recognizing this new category of 
property, despite the fact that crypto assets do not generally fall within the traditional criteria for 
property — with the exception of tax authorities, which moved in this direction early in order to 
protect the tax base.  

As crypto assets become more important in the economy, more governments around the world 
have realized that crypto assets are property. This recognition has been based on a gradual expan-
sion of related principles and a lot of pragmatism. The classification of crypto assets into value/
asset, payment, or utility tokens has been widely adopted and follows the regulatory consequences. 
However, the difference lies in how each regulator analyses a token taking into account the terms of 
their country’s securities and payment laws. 

For example, in the United States, cryptocurrencies are subject to different and sometimes over-
lapping legal and regulatory systems. These systems may include currency, securities, commodities, 
or general intangibles, as it depends on the specific circumstances considered by the investigation. 
Although it is not yet an established law, cryptocurrency is considered personal property in various 
situations. The US Supreme Court has well established that property rights are a creature of state 
law. Property rights are not empowered by the federal constitution, rather, “individual entitlement 
[to property] is grounded in state law.”45 

However, at a statutory level, the State of Wyoming recently enacted a law that came into effect 
on July 1, 2019, which explicitly recognizes digital assets (including cryptocurrency) as intangible per-
sonal property.46 In most states, it remains arguable whether cryptocurrencies meet the criteria es-
tablished by the courts for the recognition of a property interest. In reference to a dispute over prop-
erty rights concerning Supplemental Type Certificates issued by the Federal Aviation Administration, 
the Ninth Circuit Court of Appeals identified three criteria under California law: (i) an interest capable 
of precise definition; (ii) capable of exclusive possession or control; and (iii) where the claimant has 
established a legitimate claim to exclusivity.47 

Therefore, the regulatory perimeter can be found in IRS Notice 2014-21, 2014-16 IRB 938 (14 April 
2014), where the Internal Revenue Service ruled that, for federal tax purposes, cryptocurrencies are 
treated as property.48 Some other agencies also place cryptocurrencies in the ‘digital assets’ cate-
gory. For example, on November 16, 2018, the US Securities and Exchange Commission (SEC) issued a 
Statement on Digital Asset Securities Issuance and Trading, and, on April 3, 2019, issued a Framework 
45 Logan v. Zimmerman Brush Co., 455 U.S. 422, 430 (1982).
46 W.S. SF0125 
47 G.s. Rasmussen & Associates, Inc. v. Kalitta Flying Service, Inc., 958 F.2d 896 (9th Cir. 1992).
48 I.R.S. Notice 2014-21, 2014-16 I.R.B. 938 (14 April 2014). 
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for Investment Contract Analysis of Digital Assets. Both directions from the SEC use the term “digital 
assets” when referring to cryptocurrencies. 

United Kingdom
The status of cryptocurrencies, distributed ledger technology (DLT), and smart contracts is still 

unclear under both English private and financial regulation. Under English law, personal property 
is either a ‘chose in possession’ or a ‘chose in action’. For example, English law does not expressly 
treat intangible Bitcoins based on DLT as either. Furthermore, data or information is not considered 
property in itself, nor do Bitcoins create contractual rights against anyone, though it is said by HM 
Revenue & Customs that crypto assets are property for the purpose of inheritance tax.

However, it is worth noting that in the July 2019 case of Robertson v Persons (unreported, CL-2019-
000444) the London Commercial Court indirectly ‘recognized’ Bitcoin as legal property for a time. This 
is because the court is preparing a temporary asset preservation order to prevent stolen Bitcoins 
from disappearing or being transferring in cases of hacking, when email accounts are attacked by 
spear phishing. The attackers transferred most of the Bitcoins to a digital wallet leading back to 
the UK subsidiary of a well-known digital currency exchange. Some have argued that the ‘theft’ of 
Bitcoin did not transfer ownership to the hackers, so ownership cannot be transferred to exchanges. 
However, the judge recognized and accepted that this was a question to be tried.  

Interestingly, the claimant relied on a decision by Simon Thorley IJ in the Singapore International 
Commercial Court case of B2C2 Ltd v Quoine Pte Ltd [2019] SGHC(I) 03, where Bitcoin was held to be 
personal property that can be the subject of a trust. In addition, an English High Court decision in 
Armstrong DLW GmbH v Winnington Networks Ltd [2012] EWHC 10 (Ch)49 was referred to, which con-
cerned the fraudulent transfer of carbon emissions allowances, where the court upheld the claim-
ant’s claim for the value of the allowances on the basis that they constituted a form of intangible 
property.

While there is still uncertainty over crypto assets and smart contracts in the UK, the regulatory 
treatment by the Financial Conduct Authority (FCA) suggests that their categorization depends on 
their intrinsic structure, as well as their purpose. Security tokens that grant ownership rights, re-
fund specific amounts, or share future earnings are considered “specific investments” under the UK 
Regulatory Activities Order and possible “transferable securities” under the EU Market in Financial 
Instruments Directive. Such crypto assets fall within the scope of financial supervision and are there-
fore also within the scope of the FCA’s powers, as well as investment products, such as derivative 
contracts that reference these crypto assets. The FCA proposes that retail sales of these be banned. 
Other tokens that meet the definition of e-money under the Electronic Money Regulations are also 
fall within regulation.

But it is worth noting that redeemable utility tokens for specific products or services, which are 
usually provided using DLT platforms, would fall outside of regulation. That would mean that cryp-
tocurrencies, crypto-coins, or payment tokens such as Bitcoin and Litecoin could potentially fall 
outside of regulation. In comparison, stable-coin cryptocurrencies that are linked to fiat currencies 
would possibly constitute e-money. At the very least, the FCA published guidance has the merit of 
setting out its approach to the regulatory treatment of crypto assets. At the very least, as of now, 
crypto assets would be brought within the AML/CTF regime in accordance with the recommendations 
of the Financial Action Task Force when the UK passes the EU’s Fifth Money Laundering Directive into 
national law.
49 Armstrong DLW GmbH v Winnington Networks Ltd [2012] EWHC 10 (Ch). 
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Australia
Although commentators have noted that, in considering Australia’s general law and economic 

test for property, it is likely that crypto assets like Bitcoin would amount to property. However, to 
date, there has been little guidance as to whether a crypto asset would be recognized as property 
under Australian law. Property is usually considered in the context of “rights to identifiable things.” 
In practice, when something does not meet the accepted indicia for property, the definition does not 
standstill and the indicia adapts so that the “thing” is not improperly excluded. 

Looking through the lens of regulatory treatment of crypto assets in Australia, the Australian 
Treasury launched a public consultation on initial coin offerings (ICOs) in February of 2019 and called 
upon industry stakeholders to make submissions. The issues paper published in conjunction with 
the consultation considers Australia’s current regulatory framework for crypto assets and asks if 
further regulatory action is needed to address the risks posed by ICOs and promote the smooth 
functioning of the Australian ICO market. 

In 2019, both the Australian Securities and Investments Commission’s (ASIC) information sheet on 
ICOs and crypto assets (INFO 225) was revised.  This provides guidance on how the Corporations Act 
2001 may apply to crypto assets. Under the said Corporations Act 2001, persons dealing in financial 
products must hold an Australian financial services licence. Importantly, ASIC noted that each crypto 
asset will be evaluated individually based on the specific rights and characteristics of the crypto asset. 

While there have been legislative amendments to accommodate the use of cryptocurrencies, 
these have principally focused on transactional relationships (for example, the issuing and exchang-
ing process) and activities involving cryptocurrencies rather than the cryptocurrencies themselves.  

The four most common characterizations of crypto assets are as follow, and each requires the 
person dealing in these crypto assets to hold a licence and comply with ongoing obligations:50 

 ■ Interests in a managed investment scheme (MIS) have three elements: (i) the contributions of 
money or assets to obtain an interest in benefits produced by the scheme; (ii) those which are 
pooled or used in a common enterprise to produce financial benefits (or interests in property) 
for those who hold interests in the scheme (e.g., using the contributor’s funds to build the 
platform); and (iii) that the contributors do not have day-to-day control over the operation of 
the scheme. In certain cases, an ICO might constitute a MIS and a crypto asset, therefore it could 
be an interest in an MIS. 

 ■ Securities: Under section 92 of the Corporations Act, securities include shares, debentures or 
units of shares. A crypto asset may constitute a share where the rights attaching are similar to 
those usually attached to a share. For example, where there is a right for the owner of the crypto 
asset to participate in the profits of the company, then the crypto asset may be a share.

 ■ Derivatives: A crypto asset may be characterized as a derivative, where the value of the 
cryptocurrency is ultimately determined, derived from, or varies by reference to the value or 
amount of an external reference (e.g., an asset, rate, index or commodity). Asset-backed tokens 
that are backed by real world assets, such as oil, may in this way constitute a derivative.

 ■ Non-cash payment facilities: A crypto asset may constitute a non-cash payment (NCP) facility 
under section 763D of the Corporations Act. A cryptocurrency would be an NCP where a person 
makes payments, or causes payments to be made, other than by physical delivery of cash. It is 
likely that several utility tokens used for the payment for goods and services would fall to be 
regulated as NCP facilities under Australian financial services law.

50 Reeves, P., O’Grady, R., & Shen, E. (2022). Australia. In J. Dewey (Ed.) Blockchain & cryptocurrency regulation 2023. Global 
Legal Insights. https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/australia 

https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/australia
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Singapore 
There have been discussions in Singapore regarding the legal characteristics of Bitcoin and other 

crypto assets for the past five years. Yet is remains a difficult and debatable issue, which is compli-
cated by the lack of a uniform definition for ‘crypto assets’ that can be applied to a broad class of 
instruments with different functionalities. However, there are developments worth noting that may 
provide some clarity in this space. 

As discussed above, the decision on the very first Singapore case of B2C2 Ltd v Quoine Pte 
Ltd (B2C2) was referred to by the English Courts. Although this point is not technically dis-
puted between the parties, this case is the first judicial reference to use the cryptocurrency 
as property. Although the decision referred to cryptocurrencies in general, there is increasing 
recognition that the nature and application of both Bitcoin and Ether differs from security 
tokens or utility tokens. Correspondingly, such cryptocurrencies would warrant different reg-
ulatory treatment. 

Legally, Singapore offers a neutral regime for the growth of transactions involving cryptocurrency. 
Singapore law is commonly used as the governing law in cryptocurrency related contracts because 
of its advanced dispute resolution laws and its reputation for being an arbitral friendly and neutral 
regime.51 The Payment Services Act (PSA) came into effect in January of 2020 to regulate traditional 
as well as cryptocurrency payments and exchanges. The intention behind introducing the PSA was to 
streamline payment services under a single piece of legislation and calibrate regulations according 
to the risks such activities pose by adopting a modular regulatory regime (Ho & Law, 2021). The PSA 
provides a framework to obtain a license to operate a cryptocurrency business in Singapore and out-
lines money laundering compliances to be met by cryptocurrency operators. The relevant provisions 
can be found as follows:

(1) Digital payments token: The PSA uses the term “digital payments token” to refer to virtual 
currencies and defines it as any digital representation of value that:

a. is expressed as a unit;
b. is not denominated in any currency, and is not pegged by its issuer to any currency;
c. is, or is intended to be, a medium of exchange accepted by the public, or a section of the public, 

as payment for goods or services or for the discharge of a debt;
d. can be transferred, stored or traded electronically; and
e. satisfies such other characteristics as MAS may prescribe.52

Digital Payments Tokens (DPT) recognized by MAS include Bitcoin and Ether. The PSA further rec-
ognizes a digital payment token service as dealing in digital payment tokens and facilitating the 
exchange of digital payment tokens.53 

(2) License: Any person carrying out a digital payment token service must obtain a payment insti-
tution license, unless exemptions apply.54 A standard payment institution license applies to compa-
nies with payment transactions up to $3 million per month and a major payment institution license 
must be obtained by companies with payment transactions which exceed $3 million per month. An 
application for both these licenses must be made by a company incorporated in Singapore or over-
seas, has its permanent place of business or registered office in Singapore; and has at least one 
51 So, A., & Tham, F. S. (2020, January 15). Singapore: Why Singapore has become Asia’s cryptocurrency and blockchain hub. Taylor 

Vinters. https://www.mondaq.com/fin-tech/883798/why-singapore-has-become-asia39s-cryptocurrency-and-blockchain-hub
52 Section 2, Payment Services Act, 2019. 
53 Part 3, First Schedule, Payment Services Act, 2019. 
54 Section 5 and 6, Payment Services Act, supra note 12.

https://www.mondaq.com/fin-tech/883798/why-singapore-has-become-asia39s-cryptocurrency-and-blockchain-hub
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executive director who is a Singapore citizen or a permanent resident or is a person belonging to a 
class of persons prescribed by the MAS.55 

(3) Anti-money laundering (AML)/Countering the financing of terrorism (CFT): MAS has released a 
separate notice on AML/CFT guidelines for DPT service providers. As per the notice, DPT service pro-
viders are required to set up robust controls to detect and prefect money laundering and terrorism 
financing.56 All DPT payment service providers must implement certain measures as a part of their 
internal AML/CFT policy, which includes:

a. customer due diligence by verifying their identities and businesses;
b. monitoring customer transactions for signs of money laundering and terrorism financing;
c. screening customers by comparing them against relevant UN international sanctions lists; and
d. maintaining detailed records of customer activities and putting in place a process to report 

suspicious transactions to MAS.57

Generally, persons dealing in crypto assets should be mindful of the implications of:
 ■ the Commodity Trading Act (CTA);
 ■ the Securities and Futures Act (SFA); and
 ■ the Payment Services Act (PSA). 

Among other classifications, a crypto asset may be:
 ■ a commodity under the CTA;
 ■ a capital markets product under the SFA; or
 ■ a digital payment token (DPT) under the PSA.

A crypto asset, which is a digital representation of value that is expressed as a unit not denomi-
nated in or pegged to any currency and intended to be a medium of exchange, is likely to fall within 
the definition of a DPT. For example, this includes Bitcoin and Ethereum. Therefore, any business in 
Singapore that deals in DPTs or offers any service facilitating the exchange of DPTs is considered to 
perform a digital payment token service, which is a regulated activity under the PSA regime.

The regulator has not defined virtual currency (used interchangeably with ‘cryptocurrency’ or 
‘token’ or ‘coin’, unless otherwise specified) to be one exclusive thing, but instead has stated the 
following: 

(a) they are not a currency or legal tender issued by any government; 
(b) they are to be encouraged as a means of paying for goods or services to someone who is will-

ing to accept them as a mode of payment, and are a means of making payments; 
(c) they cannot be a store of value, as their prices fluctuate (in this regard, the government atti-

tude is not to encourage people to use them as an investment tool, as they are risky); 
(d) they are recognised as assets and personal property, with more and more people trading in 

them. 

Switzerland 
There is an ongoing discussion about the legal status of crypto assets under Swiss private law. 

Possible classifications include movable property, energy rights recognized by civil law, a form of 
intellectual property or data ownership, non-certified securities, and other special private law rights. 
55 Section 6, Payment Services Act, supra note 12.
56 Scorechain. (2020, June 18). Cryptocurrencies regulatory landscape in Singapore. https://www.scorechain.com/blog/

cryptocurrencies-regulatory-landscape-in-singapore/ 
57 Comply Advantage.  (2020, February 28). Payment Services Act in Singapore. https://complyadvantage.com/knowledge-

base/payment-services-act-singapore/ 

https://www.scorechain.com/blog/cryptocurrencies-regulatory-landscape-in-singapore/
https://www.scorechain.com/blog/cryptocurrencies-regulatory-landscape-in-singapore/
https://complyadvantage.com/knowledgebase/payment-services-act-singapore/
https://complyadvantage.com/knowledgebase/payment-services-act-singapore/
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However, it can be said that one of the most important issues is how to transfer specific rights re-
lated to tokens. In either case, the answer varies depending on the economic function and rights of 
a particular token. 

For example, in other jurisdictions, like the UK, as discussed above, although the language varies, 
a distinction exists between three token categories as follows: 

 ■ Payment tokens: These are synonymous with cryptocurrencies and are intended as a means of 
payment for goods or services, or as a means of value transfer, and do not give rise to claims 
against their issuer.

 ■ Utility tokens: These provide access to an application or service by means of a blockchain-based 
infrastructure.

 ■ Asset tokens: These represent assets, such as a debt or equity claim against their issuer. Asset 
tokens contain a promise, such as a share in future earnings of a company or a project. In terms 
of their economic function, they are analogous to equities, bonds, or derivatives. Tokens that 
enable the trading of physical assets on the blockchain (tokenized assets) also fall into this 
category. 

Since these categories are not mutually exclusive, there can also be hybrid tokens. For exam-
ple, assets and utility tokens can also constitute payment tokens, depending on additional rights. 
Payment tokens usually do not come with third-party rights. For example, Bitcoin is a pure digital as-
set. Therefore, according to Swiss law, they can be transferred without written procedures. Although 
the rules of property law will determine the type of action required to recover illegally disposed as-
sets from the previous owner, in many cases, due to the transnational context of most cases and the 
universality and purpose of blockchain, this will essentially turn out to be a theoretical transaction. 

Different private law rules may apply to public service tokens, which are essentially service 
vouchers and asset tokens that usually represent promissory notes to third parties. These tokens 
usually do not represent digital assets but identify the owners of rights against natural or legal 
persons. This gives rise to the issue of transferability and the question of whether they constitute 
non-certified securities that can only be transferred in writing. Although it is theoretically possi-
ble to use digital signatures to transfer rights under Swiss law, it is currently not possible to do 
so. The Swiss Federal Council has discussed this issue in a recent consultation on amendments 
to the Debt Act. According to their proposal, the transfer of rights registered in the registry based 
on distributed ledger technology will no longer need to be done in writing. If such a change is 
enacted, it will increase the legal certainty of token transfers. However, it is unclear when or if this 
amendment will be advanced. 

There are currently no DLT-specific laws in force in Switzerland, and comprehensive regulation of 
tokens or DLT is not contemplated. Rather, the traditional, principle-oriented and technology-neu-
tral approach of Swiss financial market regulation applies. There is a generally published guidance 
on the regulatory treatment of tokens under Swiss law from the Swiss Financial Market Supervisory 
Authority (FINMA) — ICO Guidelines. Specifically, FINMA reviews the economic nature of a token to 
determine its regulatory treatment. For example, whether to treat it as a security. For this, it employs 
the ‘duck test’: if it looks like a duck, swims like a duck, and quacks like a duck, then it probably is 
a duck. 

FINMA follows the categorization of crypto assets as payment tokens, utility tokens and asset 
tokens (as well as hybrid tokens). The regulatory consequences are highly dependent on specific 

‘token economics’ and the rights attached to tokens. However, some general statements are possible 
to make as follows: 
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 ■ Payment tokens are not subject to prudential regulations if they are pure digital assets. They may, 
however, be within the scope of prudential regulation if they convey rights to underlying assets 
(such as units of gold or any other asset or basket of assets that is relatively ‘stable’) to token 
holders, for instance, in the case of certain stable coins. Issuers and traders of payment tokens 
must comply with Swiss anti-money-laundering laws. 

 ■ Utility tokens are not generally within the scope of financial market laws. However, if a utility 
token also has an investment purpose at the point of issue, FINMA will treat such tokens as 
securities. 

 ■ Asset tokens may qualify as securities, with consequences for both the primary market (i.e., the 
obligation to publish a prospectus) and the secondary market (e.g., to trade only on licensed 
securities trading venues, make follow-up disclosures, etc.). They may also fall within the Banking 
Act, the Collective Investment Schemes Act, and other relevant laws. Therefore, particular 
attention must be paid when there is an investment component related to an asset, or if the 
tokens are in some way linked to an underlying asset. 

Switzerland is one of the most crypto-friendly jurisdictions. Swiss law does not consider cryp-
tocurrencies legal tender or, consequently, ‘money’, and does not define the term ‘cryptocurrency’ 
or ‘virtual currency’. For individuals, cryptocurrencies are seen as assets and are subject to wealth 
tax, while capital gains on these assets are exempt from income tax. In 2017, the canton of Zug (also 
known as the Crypto Valley) began accepting Bitcoin and Ether as payment for operating expenses, 
and Chiasso, in the canton of Ticino, began accepting Bitcoin for tax payments in 2018, with Zug set 
to follow in 2021. 

Therefore, the country’s tax collection authority, the Swiss Federal Tax Administration (SFTA) re-
gards Bitcoin and Ethereum as ‘assets’, which are therefore covered by Switzerland’s Wealth Tax and 
must be declared on yearly returns. The source of funds from cryptocurrency wealth will also need 
to be listed on tax returns. 

Hongkong 
There is currently little guidance or judicial consideration as to whether crypto assets will be rec-

ognized as ‘property’ in the law of Hong Kong. The current state of affairs on the treatment of crypto 
assets as property, the ownership of crypto assets, and their transfer between private individuals 
is not subject to any legal restrictions or regulations, on condition that they are obtained and/or 
transferred in good faith. According to their characteristics, crypto assets are sometimes called vir-
tual commodities, cryptocurrencies, digital tokens, or utility tokens, but these are not clearly defined 
in the law. 

The term ‘virtual assets’ was adopted by Hong Kong’s Securities and Futures Commission (SFC) 
to represent this broad class of instruments, stating that “the polymorphous and evolving features 
of virtual assets mean that they may be, or claim to be, a means of payment, may confer a right to 
present or future earnings or enable a token holder to access a product or service, or a combination 
of any of these functions.” 

Even so, in the regulatory treatment of crypto assets, Hong Kong regulators have made it clear 
that crypto assets could be subject to regulation under existing regulatory regimes, and this may 
include, currency, securities, or futures contracts, depending on the features and characteristics of 
each crypto asset. For example, the Chief Executive of the Hong Kong Monetary Authority (HKMA) 
considered the extent to which cryptocurrencies could serve as money, by measuring them against 
the following three benchmarks, which are: (i) a medium of exchange (i.e., whether it is generally 
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accepted as a means or instrument of payment to facilitate the sale and purchase of goods and 
services); (ii) a store of value (i.e., the ability to hold its value over time); and (iii) a unit of account 
(i.e., whether it is accepted as a standard measure of value or price of goods, services, assets, liabil-
ities, income, expenses, profits, and losses). From the HKMA’s perspective, cryptocurrency does not 
satisfy the criteria of  ‘money’ primarily because of its failure to be readily accepted as a medium 
of exchange, its high volatility in value arising from its lack of intrinsic worth, and the difficulty in 
adopting cryptocurrency as a standard measure of value. 

Further to that, there are various statement issued by the SFC suggesting that crypto assets could, 
depending on their characteristic, fall within the meaning of ‘securities’, which includes interests in 
a collective investment scheme, or ‘futures contracts’. In order to allow crypto asset-related activities 
to fall within the safety net provided by the existing regulatory framework, the SFC implemented a 
number of regulatory policies in November of 2018 to address the management and distribution 
of crypto asset funds or portfolios by intermediaries that hold licenses to be intermediaries from 
the SFC. The SFC has also launched a regulatory sandbox to explore the feasibility of regulating and 
licensing crypto asset trading platforms. 

As many ICO issuers have established business bases in Hong Kong and opened their activities 
to Hong Kong residents, the SFC (i.e., the local securities regulatory authority) issued a statement on 
ICOs on September 5, 2017, warning the public about the risk of participating in ICO campaigns. It also 
warms the public that ICO tokens that possess features of ‘securities’ as defined under the Securities 
and Futures Ordinance (Cap. 571) (SFO) would need to be authorised by the SFC unless an exemption 
applies, and that dealing in and advising on securities-based ICOs would be a regulated activity 
under the SFO. Hence, such activity should only be carried out by corporations that are licensed. 

The HKMA and the SFC have recognized Bitcoin and other similar currencies as ‘virtual commod-
ities.’ However, it unclear if and how this extends to other altcoins, which are a sub-category of 
‘virtual assets’, and Hong Kong has not established new legislation or regulations to define those 
terms. That said, while there has been no further clarification from the SFC on which tokens or 
coins may fall under the new asset class of ‘virtual assets, it has acknowledged that many virtual 
assets do not necessarily amount to ‘securities’ or ‘futures contracts’ for the purpose of the SFO, 
and it has particularly confirmed Bitcoin and Ether as examples that may be referred to as ‘Non-SF 
Virtual Assets’. 

How is public policy being interpreted?

Indonesia 

In the ASEAN+6 context, we can see, for example, Indonesia’s adoption of a wider position in 
the case of Bankers Trust v PT Mayora Indah Tbk (2000)58 and Astro Nusantara Bvetal v PT Ayunda 
Primamitra (2010),59 where the definition of Public Policy was interpreted too widely by the Indonesian 
court. Furthermore, Presidential Regulation No. 34 of 1981 contains only two paragraph and does not 
mention which court has the authority to deal with requests for enforcement of foreign arbitral 
58 The Decision of the Supreme Court No. 02 K/Ex’r/Arb.Int/Pdt/2000. Some authors have discussed this case, among others, 

Karen Mills, Enforcement of Arbitral Awards in Indonesia & Other Issues of Judicial Involvement in Arbitration, Paper, 
February, 2003, revised February, 2005; Mutiara Hikmah, Loc.cit.

59 The Supreme Court Decision No. 01 K/Pdt.Sus/2010. Some authors have discussed this case, among others, Mills, 2006; 
Kristy & Jing, 2013.
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awards in Indonesia. It is also silent on the application of public policy, as incorporated in article V 
of the New York Convention. 

Another interesting case to look at would be PT Nizwar v Navigation Maritime Bulgare, where the 
Indonesian Supreme Court refused to execute a request for the enforcement of a London arbitration 
award. The Supreme Court argued that the court could not enforce the award, mainly because there 
was no implementing legislation (of the Government Regulation No. 34 of 1991) that gave the Court 
of Jakarta the power to enforce the foreign arbitration award (in Indonesia). 

On this development, in August of 1999, the Indonesian Supreme Court put into effect Law No. 30 
of 1999 on Arbitration and Alternative Dispute Resolution. This replaced the old Dutch-private proce-
dural law on arbitration, as provided in article 615–651.60 Law No. 30 of 1999 regulates both domestic 
and international arbitration and their awards. It is worth noting that Article 66 provides for the 
requirement of public policy and states that international arbitration awards will only be recognised 
and enforced within the jurisdiction of the Republic of Indonesia if they fulfil the following require-
ments: 

(a) the international arbitration award must have been rendered by an arbitrator or arbitration 
tribunal in a country which, together with the Republic of Indonesia, is a party to a bilateral or mul-
tilateral treaty on the recognition and enforcement of international arbitration awards; 

(b) international arbitration awards, as contemplated in item (i), are limited to awards which, un-
der the provisions of Indonesian law, fall within the scope of commercial law; 

(c) international arbitration awards, as contemplated in item (i), may only be enforced in Indonesia 
if they do not violate public order; 

(d) international arbitration awards may only be executed in Indonesia after obtaining execution 
from the head of the Central District Court of Jakarta; and 

(e) when one of the parties involved in the international arbitration is the State of the Republic 
of Indonesia, the international arbitration may only be enforced if it has obtained execution from 
the Supreme Court, in which the power will be delivered to the head of the Central District Court of 
Jakarta. 

However, it worth noting that the explanatory notes of Article 66 of Law No. 30 of 1999 still do 
not provide a clear explanation on what the term ‘public policy’ means. Hence, this lack of definition 
would imply that the broad definition expressed under Supreme Court Regulation No. 1 of 1990 still 
applies. This would mean that the term ‘public policy’ could still be extensively interpreted. 

Notwithstanding the above, the good news is that Indonesia has taken a mixed approach to-
wards cryptocurrencies such as Bitcoin, Ethereum, Dash, Litecoin, and Ripple. Indonesia’s Commodity 
Futures Trading Regulatory Agency (known as Bappedti) has approved regulation No. 5/2019 (February 
2019), which does recognise Bitcoin and other cryptocurrencies as trading commodities, giving legal 
certainty to the cryptocurrency exchanges already operating in the country. It should be noted that 
the law imposes AML/CFT requirements on virtual asset service providers, and cryptocurrencies are 
banned as domestic payment instruments under the Bank Indonesia Regulation No. 18/40/PBI.2016 
on the Implementation of Payment Transaction Processing (November 2016). 

60 Articles 615 to 651 Rv did not contain the provisions on public policy as the grounds for the annulment of (foreign) arbi-
tration awards. This suggested that Rv on arbitration seemed to regulate the domestic arbitration. The Rv on arbitration 
was divided into five parts. Part 1 regulated the appointment of arbitrators (articles 615–623); part 2 was the provisions 
on arbitration proceedings (articles 624–630); part 3 regulated the arbitration awards (articles 631–640); part 4 was on 
the efforts or measures against the arbitration award (Articles 641–647); and part 5 contained the provisions concerning 
the end of arbitrators’ duty (articles 648–651).
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This would mean that, by having cryptocurrencies recognized as trading commodities, it is likely 
that potential smart contract disputes can be resolve by arbitration, as they are approved and rec-
ognized as trading commodities in Indonesia, and it can be said that they have already cleared the 
public policy hurdle. 

Malaysia 
Malaysia’s earlier position on the enforcement of international arbitral awards can be found in the 

case of Jan De Nul (Malaysia) Sdn Bhd Anor v Vincent Tan Chee Yioun Anor[2018] 1 LNS 1615,61 where both 
parties challenged the Award, applying to refer to questions of law arising out of the Award pursuant 
to section 42 of the Arbitration Act (the 2005 Act).62 Both parties also raised the preliminary objections 
that section 42 of the 2005 Act is inapplicable in this case, as the arbitration between them was an 

“international arbitration” within the meaning of section 2 of the 2005 Act.63 Further, section 3(3) of the 
2005 Act64 provides that section 42 of the Act (which is contained within part III of the 2005 Act) has no 
application unless the parties had agreed in writing for it to be applicable. 

Essentially, section 42 allows for the court’s intervention by allowing the parties to refer to the 
court on questions of law arising out of an arbitral award. The court will then have power to confirm, 
vary, set aside, or to remit the award to the tribunal for reconsideration. This can also cause prob-
lems in terms of uncertainty in enforceability. However, in the case of AJWA For Food Industries Co 
(MIGOP), Egypt v. Pacific Inter-Link Sdn Bhd & Anor (AJWA case)65, the Court of Appeal has held that 
section 42 of the 2005 Act may be relied on if the arbitration agreement is governed by Malaysian 
law as the governing law. 

However, the Federal Court had reversed the AJWA decision and held that, although the agree-
ment had used Malaysian law as the governing law of the contract, this cannot be interpreted and 
equated to an agreement to include part III and section 42 of the 2005 Act. So now, it can be seen 
that this decision had clarified this point of law and ensured certainty. Furthermore, section 42 of the 
2005 Act has been repealed by the Amendment Act 2018.66 

Given this development, in dismissing JDN and Sofidra’s appeal to set the award aside for breach 
of the public policy of Malaysia, because there was a breach of the rule of natural justice about the 
making of the award, the Federal Court upheld the decision of both the High Court and the Court of 
Appeal; it also affirmed the distinction between the application of section 37 and section 42 which 
can be found in the case of Petronas Penapisan (Melaka) Sdn Bhd. v. Ahmani Sdn Bhdn (“Petronas 
Penapisan”),67 where the Court of Appeal held that section 37 application relates to the award making 
process, while section 42 application relates to the award itself (i.e. whether the award contains an 
error that substantially affects the rights of one or more of the parties). Now, with section 42 of the 
2005 Act repealed, we can be certain that there are limited circumstances where parties can seek 
intervention from the courts. 

It should also be noted that Malaysia’s Federal Court approved the following passage of the 
Singapore Court of Appeal in PT Asuransi Jasa Indonesia (Persero) v Dexia Bank:

61 Jan De Nul (Malaysia) Sdn Bhd Anor v Vincent Tan Chee Yioun Anor [2018] 1 LNS 1615.
62 Arbitration Act 2005, s42.
63 Arbitration Act 2005, s2.
64 Arbitration Act 2005, 3(3).
65 AJWA For Food Industries Co (MIGOP), Egypt v. Pacific Inter-Link Sdn Bhd & Anor (AJWA case).
66 Arbitration (Amendment) (No 2) Act 2018.
67 Petronas Penapisan (Melaka) Sdn Bhd. v. Ahmani Sdn Bhd [2016] 3 CLJ 403 (“Petronas Penapisan”).
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“…the general consensus of judicial and expert opinion is that public policy under the Act encom-
passes a narrow scope. In our view, it should only operate in instances where the upholding of an 
arbitral award would ‘shock the conscience’… or is ‘clearly injurious to the public good or… wholly 
offensive to the ordinary reasonable and fully informed member of the public’… or where it violates 
the forum’s most basic notion of morality and justice.”68

The apex court went on to say:
“[55]…However, it must be appreciated that the concept of public policy generally is itself a broad 

concept. But in applying the concept for the purpose of setting aside an award… the concept of 
public policy ought to be read narrowly and more restrictively. The court’s intervention should be 
sparingly used. The court must be compelled that a strong case has been made out that the arbitral 
award conflicts with the public policy of Malaysia… “The concept of public policy must be one taken 
in the higher sense where some fundamental principle of law or justice is engaged, some element of 
illegality, where enforcement of the award involves clear injury to public good or the integrity of the 
court’s process or powers will be abused.”69

Singapore 
When it comes to the setting aside of international arbitral awards on grounds of offending pub-

lic policy, we can see Singapore’s position on this matter in the case of PT Asuransi Jasa Indonesia 
(Persero) v Dexia Bank. We can also see that the apex court of Malaysia also approved Singapore’s 
position in this case, as mentioned above. Another interesting case to note is Sui Southern Gas Co Ltd 
v Habibullah Coastal Power (Pte) Ltd [2010] SGHC 6270, where the High Court had to decide whether to 
set aside an arbitral award on the grounds that the decision was “perverse and irrational”. However, 
the Court in choosing not to set aside the award demonstrated that it is prepared to show deference 
towards the decision of the arbitral tribunal. Further, Judith Prakash J also held that arbitral tribu-
nal awards will only be set aside where the grounds for setting aside set out in the International 
Arbitration Act (“the IAA”) are strictly complied with. 

It should be noted that it was alleged that the award in dispute should be set aside as it was 
perverse and irrational. This was relied on as an independent ground for setting aside, and to further 
support the application to set the award aside, Article 34, Schedule 1 of the IAA71 was also relied upon, 
that the award went beyond the scope of the submission to arbitration, and that it was in conflict 
with public policy. The Court rejected the application on all three grounds. The Court also rejected 
the argument at the threshold stage and held that the contention of breach of public policy cannot 
be vague and generalized (John Holland Pty Ltd v Toyo Engineering Corp (Japan) [2001] 1 SLR (R) 443.72 
And since SSGC failed to identify any particular public policy of Singapore that was breached, the 
argument had failed. 

In spite of that, the Court did go on to consider SSGC’s dispute that public policy would operate 
whenever upholding the award would “shock the conscience”, which was alleged to be the case. 
However, the three aspects that were mentioned by the Court are worth noting, and they are, (i) the 
court did not accept that the “shock the conscience” test could stand alone as the test for whether 
public policy would operate, (ii) a very high threshold must be crossed, and shocking circumstances 
68 PT Asuransi Jasa Indonesia (Persero) v Dexia Bank [2006] SGCA 41. 
69 PT Asuransi Jasa Indonesia (Persero) v Dexia Bank [2006] SGCA 21.
70 Sui Southern Gas Co Ltd v Habibullah Coastal Power (Pte) Ltd [2010] SGHC 62.
71 Article 34, Schedule 1, International Arbitration Act.
72 John Holland Pty Ltd v Toyo Engineering Corp (Japan) [2001] 1 SLR (R) 443.
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such as corruption, bribery or fraud, which would contravene the most basic notions of morality and 
justice, must be shown, and (iii) an assertion that the Award was “perverse and irrational” cannot, in 
itself, amount to a breach of public policy.73 

India 
Whilst Singapore’s and Malaysia’s position is promising, as to giving greater certainty to the en-

forcement of international awards, India’s position is also of interest. While some countries consider 
public policy to mean international public policy, India is one of the few countries to statutorily 
define public policy through its Arbitration and Conciliation (Amendment) Act 2015.74 

In the case of Renusagar Power Co. Ltd v. General Electric Co 1994 Supp (1) SCC 644, the Indian 
courts have held that there is no workable definition of international public policy, therefore, it 
should be construed to be the doctrine of public policy applied by the courts in India.75 India has 
also statutorily included the grounds of fraud, corruption, fundamental policy of Indian law, and 
basic notions of justice and morality within the definition of public policy. While it is mentioned that 
public policy has no definition, its elements have been identified statutorily in section 48(2)(b)(ii) of 
the Arbitration and Conciliation (Amendment) Act 2015.76 

In Renusagar Power Co. Ltd v. General Electric Co, it should be noted that the Supreme Court 
stressed the fact that interference on the merits of the arbitral award would be outside the con-
sciousness of Section 48 of the Arbitration & Conciliation Act 1996. Interestingly, Renusagar had 
provided a narrow scope of the grounds under section 48. 

Indian Courts had over the years increasingly limited their interference with arbitral awards. This 
approach of non-interference is more prevalent, especially when it comes to the enforcement of foreign 
awards under Section 48 of the Arbitration and Conciliation Act 1996.77 As we can see, this approach was 
reaffirmed in the recent case of Vijay Karia and Ors. v. Prysmian Cavi E Sistemi SRL & Ors,78 where the 
Supreme Court dismissed the appeal and came down heavily on the Appellants for engaging in conjec-
tural litigation and attempting to invoke the limited power of the Supreme Court to resist foreign award 
enforcement only under Article 136 of the Constitution of India.79 The Supreme Court also gave further 
importance to the wider meaning given to ‘public policy of India’ in the case of Shri Lal Mahal Ltd. v 
Progetto Grano SpA, where it opined that, in the domestic sphere, the wider meaning of ‘public policy 
of India’ would not apply to section 48(2)(b) of Section 48 of the Arbitration & Conciliation Act 1996.  

Finally, it is opined that Section 48 of the Arbitration & Conciliation Act 1996 gives effect to Article 
V of the New York Convention, in which it set forth the limited and exhaustive grounds on which 
recognition and enforcement of an arbitral award may be refused by a competent authority in the 
Contracting State where recognition and enforcement is sought. The Indian judiciary had repeatedly 
emphasized over the years that the grounds for resisting enforcement of foreign awards under sec-
tion 48 of the said Act are extremely limited and cannot be read in the same manner as the grounds 
available for challenging an award under section 34 of the said Act.80  

73 John Holland Pty Ltd v Toyo Engineering Corp (Japan) [2001] 1 SLR (R) 23.
74 Arbitration and Conciliation (Amendment) Act 2015.
75 Renusagar Power Co. Ltd v. General Electric Co 1994 Supp (1) SCC 644.
76 Arbitration and Conciliation (Amendment) Act 2015, 48(2)(b)(ii).
77 Arbitration and Conciliation Act 1996, s48.
78 Vijay Karia and Ors. v. Prysmian Cavi E Sistemi SRL & Ors.
79 Constitution of India, Article 136.
80 Arbitration & Conciliation Act 1996, s34.
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China
While the positions of the abovementioned countries are certain in recognising and enforcing for-

eign arbitral awards, the Chinese Courts have a different position when it comes to the enforcement 
of foreign arbitral awards in the name of public policy. In Civil Ruling Yue 03 Min Te No 719 (26 April 
2020), the Shenzhen Intermediate People’s Court set aside an award made by a local arbitral institu-
tion in Shenzhen on virtual currency where it deals with public policy as an infringement on China’s 
public interest and policy (i.e., that the order and stability of financial markets as part of Chinese 
mainland society was under threat). The Supreme People’s Court of China (SPC) later approved the 
decision of the Shenzhen court in setting the award aside.81 

The arbitral tribunal found that the asset manager was in breach of contract and awarded the US 
dollar equivalent of the value of the cryptocurrencies plus interest. The asset manager then applied to 
the court to set aside the award, and that application succeeded. The award was set aside for the fol-
lowing reasons,  (a) the arbitral award is in breach of public policy, (b) A ‘Notice on Precautions Against 
the Risks of Bitcoins’ had been issued by five PR China authorities, including the People’s Bank of China, 
stating that Bitcoins do not have the legal status of a currency and shall not therefore be circulated or 
used in the market, (c) An ‘Announcement on Preventing the Financing Risks of Initial Coin Offerings’ 
had been issued by seven PR China authorities, including the People’s Bank of China, according to 
which token fundraising and exchange platforms shall not (i) provide exchange services between to-
kens and fiat currency and between cryptocurrencies; (ii) buy or sell tokens for cryptocurrencies, or act 
as central counterparts facilitating the trading of tokens for cryptocurrencies; or (iii) provide pricing or 
information intermediary services for the exchange of tokens for cryptocurrency, (d) the effect of the 
Notice and the Announcement respectively was to prohibit illegal activities that would otherwise cause 
disruption to financial order and stability, and (e) the award, if allowed to stand, would have had the 
effect of facilitating circulation of Bitcoins in PR China and would therefore disrupt the integrity and 
security of the financial system of PR China and, as a result, its public policy. 

On the other hand, the Master plan on ASEAN Connectivity 2025 estimates that digital technol-
ogies in ASEAN could potentially be worth up to US$625 billion  — 8 per cent of ASEAN’s GDP by 
2030 — which may be derived from increased efficiency, new products and services, etc., where smart 
contracts can be a driving force.82 Therefore, it is important to not just have recognition of the en-
forceability of smart contracts by the local courts, as in the Singapore case of B2C2 Ltd v Quoine 
Pte Ltd.83 It is also vital for Governments to play an active role in shaping policy for smart contracts 
moving forward. 

Although there is a Masterplan with the objective to further ASEAN’s Connectivity by 2025, given 
the growing demand to use contracts, digital transformation could still be a challenge for almost 
every aspect of the economy and society. This implies that many different policy areas need to be 
considered in a whole-government response. Therefore, it requires governments to reach across 
traditional policy and across different levels of government to develop a whole-of-government ap-
proach to policymaking. 

Apart from the policy front, is it imperative to look at the way in which the law in various jurisdic-
tions, either now or in the future, will be subject to the principle of the law of contract. This means 
that there would be a need to establish a proper legal framework for smart contracts. Contracts can 
81 Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
82 Wong, S., & Low, D. (2019, February 15). Forging ahead on Southeast Asia’s digital journey. The Business Times. https://www.

businesstimes.com.sg/asean-business/contributions/forging-ahead-on-southeast-asia%E2%80%99s-digital-journey 
83 B2C2 Ltd v Quoine Pte Ltd [2019] 4 SLR 17.

https://www.businesstimes.com.sg/asean-business/contributions/forging-ahead-on-southeast-asia%25E2%2580%2599s-digital-journey
https://www.businesstimes.com.sg/asean-business/contributions/forging-ahead-on-southeast-asia%25E2%2580%2599s-digital-journey
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be considered an agreement involving two or more parties to comply with a series of conditions. 
Whatever the form, they must include fundamental elements such as voluntary consent of the par-
ties, the object of the contract, and a fair cause that is true and lawful. They only differ in ways of 
writing, their legal implications and ways of compliance (Cons & Hernández, 2019). 

In the ASEAN+6 region, Singapore, Malaysia and India would be most likely to recognize and en-
force foreign arbitral awards, compared to Indonesia and China, as discussed above. Hence, we are 
of the opinion that, given the uncertainties revolving around smart contracts, arbitration would be 
the preferred medium in resolving smart contract disputes. 

Is there a discernible trend in applying public policy considerations to smart contract/
virtual asset disputes?
Having explored in particular the aspects of (a) the public policy consideration with regards to 

the recognition of smart contracts, and (b) the regulatory treatment of cryptocurrencies by various 
jurisdictions, it is fair to say that the general position of arbitration-friendly countries is to uphold 
foreign arbitral awards in smart contract disputes, and that a smart contract is capable of fulfilling 
contractual principles. 

However, a particular jurisdiction to note would be China, in its position regarding the treatment 
of foreign arbitral awards relating to smart contracts and the recognition of cryptocurrencies, in 
which it had adopted a narrow approach in its interpretation of public policy, that can be found in 
the “Shenzhen case”, as discussed above. The Supreme People’s Court of China (SPC) later approved 
the decision of the Shenzhen court in setting the award aside84 in the view that, by upholding the 
foreign arbitral award in that case, it would contravene public policy and disrupt the order and sta-
bility of the financial market.85

In contrast to China, Japan for example arguably has the world’s most progressive regulatory 
climate for cryptocurrencies. Cryptocurrency exchange businesses operating in Japan have been reg-
ulated by the Payment Services Act (“PSA”) since June 3, 2016.86 Furthermore, we can see from our ex-
tensive discussion in Chapter 3 regarding the topic of whether ‘cryptocurrencies are property?’, that 
some emerging economies have, be it directly or indirectly, recognized cryptocurrencies as property.

After the recent crackdown against cryptocurrencies this year with action taken against miners 
and curbs imposed on crypto banking services and trading in China, there was a significant shift in 
tone mid-July 2021, with China’s central bank now calling Bitcoin an ‘investment alternative’. It is 
suggested that China realized its recent crackdown would have an adverse effect, hindering its plan 
to become a powerful centre of finance and an economic powerhouse, amongst other reasons that 
may or may not be known.

We can see this significant shift in Beijing’s tone on cryptocurrencies issuance and trading. Li 
Bo, deputy governor of the PBOC, said during a panel hosted by CNBC at the Boao Forum for Asia 
that, “We regard Bitcoin and stable coin as crypto assets... These are investment alternatives”. He 
also added that, “They are not currency per se. And so the main role we see for crypto assets going 
forward, the main role is investment alternative.”

As investment alternatives, “many countries, including China, are still looking into it and thinking 
about what kind of regulatory requirements. Maybe minimal, but we need to have some kind of 
regulatory requirement to prevent... the speculation of such assets to create any serious financial 
84 Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
85 Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
86 Payment Services Act, Act No. 59 of 2009, amended by Act No. 62 of 2016. 



64 ARTICLES

Digital Law Journal. Vol. 3, No. 4, 2022, p. 32–70
Gabriel R. De En Goh / Smart Contract Disputes and Public Policy in the ASEAN+6 Region  

stability risks,” Li said.87 He added that the central bank will keep its current regulations on crypto-
currencies. 

Although there already was a discernible trend toward applying public policy considerations to 
smart contract and virtual asset disputes in the various jurisdictions, as discussed above, it can be 
said, based on the significant shift in Beijing’s tone on cryptocurrency issuance and trading, that, in 
the future, there will be a discernible trend towards applying public policy considerations to smart 
contract and virtual asset disputes in favour of recognizing smart contracts and virtual assets, par-
ticularly in China. Until then, this significant development toward the enforcement of foreign awards 
in relation to smart contracts and virtual assets in China is good news for investors.

In the case of Civil Ruling Yue 03 Min Te No 719 (26 April 2020), the arbitral tribunal found that the 
asset manager was in breach of contract and awarded the US dollar equivalent of the value of the 
cryptocurrencies plus interest. However, would there be a problem making the award in cryptocur-
rency as opposed to the equivalent in regular currency (e.g. USD or SGD)?

Cryptocurrencies can be used to pay for goods and services, as well as for investing in some areas 
around the world. In this respect, they are similar to physical currencies. However, unlike fiat money, 
cryptocurrencies have no physical form, nor have they been declared legal tender in most countries, 
except for El Salvador, which became the first country to adopt Bitcoin as legal tender, enacting leg-
islation that will take effect in September 2021. 

However, making arbitral awards in cryptocurrencies would give rise to uncertainty in terms of 
the exact value to be awarded in smart contract disputes. For example, Bitcoin is much more volatile 
than the dollar. From June 8 to June 15 2021, its value swung between US$32,462 and US$40,993, and 
in the period from May 15 to Jun 15 2021, it ranged from US$34,259 to US$49,304.88  

In the case of Civil Ruling Yue 03 Min Te No 719 (26 April 2020) (“Shenzhen case”), the company 
and Li sought arbitration to establish that (a) the Shares be transferred to Gao, (b) CNY 250,000 be 
paid by Gao to the Company, (c) USD 493,158.40 (equivalent of 20.13 BTC, 50 BCH and 12.66 BCD) and 
interest be paid by Gao to Li, and(d) an additional CNY 100,000 be paid by Gao to Li for breach of the 
Contract. It is reasonable to believe that the tribunal at that time would be faced with tremendous 
uncertainty, due to the volatility of Bitcoin.

In the Shenzhen case, the arbitral tribunal ingeniously determined USD 401,780 to be the equiv-
alent of 20.13 BTC, 50 BCH, and 12.66 BCD, plus interest to Li, by “taking reference” of the closing 
price at the material day from the website okcoin.com. Therefore, by way of example as seen in the 
Shenzhen case, it is suggested that arbitral tribunals are able to determine the value to be awarded 
in smart contract disputes involving cryptocurrencies by taking reference of the closing price at the 
material day from a reliable source like okcoin.com. New financial public policy is going to get more 
pronounced in China. 

For the sake of clarity, a blockchain is a decentralized ledger of all transactions across a peer-to-
peer network. Using this technology, participants can confirm transactions without the need for a 
central clearing authority. Potential applications can include fund transfers, settling trades, voting, 
and many other issues. Unlike a central bank where all the transactions are verified, processed and 

87 Haldane, M. (2021, July 16). China’s bitcoin crackdown: Why is it happening and what’s next for the original cryptocurrency? 
South China Morning Post. https://www.scmp.com/tech/big-tech/article/3141253/chinas-bitcoin-crackdown-why-it-
happening-and-whats-next-original   

88 Subacchi, P. (2021, 25 June). Commentary: Bitcoin is now legal tender in one country. Regrets may soon follow. CNA. https://
www.channelnewsasia.com/commentary/commentary-el-savador-just-made-bitcoin-legal-tender-it-s-a-big-1938056 

https://www.scmp.com/tech/big-tech/article/3141253/chinas-bitcoin-crackdown-why-it-happening-and-whats-next-original
https://www.scmp.com/tech/big-tech/article/3141253/chinas-bitcoin-crackdown-why-it-happening-and-whats-next-original
https://www.channelnewsasia.com/author/paola-subacchi
https://www.channelnewsasia.com/commentary/commentary-el-savador-just-made-bitcoin-legal-tender-it-s-a-big-1938056
https://www.channelnewsasia.com/commentary/commentary-el-savador-just-made-bitcoin-legal-tender-it-s-a-big-1938056
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recorded in a centralized private ledger, in Bitcoin, every user acts as a bank and keeps a copy of this 
ledger. In Bitcoin, the role of the distributed ledger is played by the so-called blockchain. There are 
of course benefits and challenges in using centralized or decentralized ledgers; however, it is not the 
main purpose of this paper to discuss these technical issues. 

At this juncture, it is possible to suggest where the trend is moving in terms of public policy. Some 
countries are less concerned about traditional public policy regarding smart contracts and/or virtual 
assets. Various countries in the ASEAN+6 region are beginning to accept that public policy has to be 
interpreted narrowly when using it as a ground for setting aside foreign arbitral awards. 

And even in the ASEAN+6 region where there is little to no case law to determine the recogni-
tion of smart contracts and virtual asset disputes, it is evident that steps have been taken by do-
mestic authorities (such as Indonesia, Singapore, the United States, the United Kingdom, Australia, 
Switzerland, Hong Kong and Malaysia) in their acceptance, or to adopt a mixed approach to crypto-
currencies by enacting new national laws and regulations. One such jurisdiction is Indonesia. This is 
a promising sign that the recognition of smart contracts and cryptocurrencies is a work in progress 
and its approach favors a narrow interpretation of public policy in the setting aside of foreign ar-
bitral awards. For the avoidance of doubt, jurisdictions such as Malaysia, Singapore and India have 
adopted a narrow approach to public policy interpretation when it comes to setting aside foreign 
arbitral awards. 

Are there jurisdictional issues and challenges in terms of public policy?
In Chapter 4 on public policy considerations in smart contract disputes, it is shown that some 

jurisdictions such as Indonesia and China would adopt a wider position in terms of public policy 
considerations when it comes to smart contract disputes. In the process of drafting the arbitration 
agreement, parties would need to consider carefully, (a) the seat of arbitration and the applicable 
laws that would govern the dispute, as well as (b) how national courts will apply public policy con-
siderations when being asked to set aside an award (at the seat) or to refuse to grant recognition 
and enforcement.

Considering hypothetically, if the parties have chosen China to seat the arbitration and Chinese 
law to be the applicable law that will govern the dispute, it is clear that either party will be faced with 
the possibility of the award being set aside in the event it is challenged in the name of public policy, 
a clear example of which would be the Shenzhen case, where the Supreme People’s Court of China 
(SPC) later approved the decision of the Shenzhen court in setting the award aside.89

That brings us to the next question regarding arbitrability. Is a smart contract involving crypto-
currencies arbitrable? It may well be said that smart contract disputes involving cryptocurrencies 
are not arbitrable, as this is deemed to contravene some jurisdiction’s public policy (e.g., China and 
Indonesia, which adopt a wide position in their interpretation of public policy). 

So what is arbitrability? It relates to whether a type of dispute can or cannot be settled by ar-
bitration. It also answers the question of whether a subject matter of claim is or is not reserved to 
the domain of domestic courts, under the provision of national laws. For example, if the dispute is 
not arbitrable, the arbitral tribunal is limited in its jurisdiction and the claim must be submitted to 
domestic courts instead. 

Certain disputes may involve sensitive public policy issues (i.e., smart contracts that involve cryp-
tocurrencies) that have to be left exclusively to the jurisdiction of domestic courts by their own laws, 
as it is seen in the Shenzhen case. The arbitrability of a dispute is territorial due to the different 
89 Civil Ruling Yue 03 Min Te No 719 (26 April 2020).
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policy considerations, and it also depends on how open a State is to arbitration. Non-arbitrability 
of a dispute will render the arbitration agreement invalid, resulting in the lack of jurisdiction of the 
tribunal, and the award might not be recognized and enforced.

The concept of arbitrability can be found in Article 2, paragraph 1, of the New York Convention, 
which provides that each contracting State shall recognize an agreement in writing “concerning a 
subject-matter capable of settlement by arbitration”.90 In addition to arbitrability, Article 5, para-
graph (2)(a) also states that recognition and enforcement of an arbitral award may be refused if the 
court where such recognition and enforcement is sought finds that “subject matter of the difference 
is not capable of settlement by arbitration under the law of that country”.91

Pursuant to Article 1, paragraph 5 and Article 34, paragraph 2(b) of the UNCITRAL Model Law on 
International Commercial Arbitration also address the issue of arbitrability;92 however, the former 
did not specify which matters are arbitrable, and the latter only stipulates that the arbitral award 
may be set aside provided, among others, the court finds that the subject matter of the dispute is not 
capable of settlement by arbitration under the law of that State. In Articles II and V of the New York 
Convention can also be found the law of arbitrability as a ground for a court to refuse to recognize 
and enforce an award. However, it is silent as to which law should govern the question of arbitrability 
at the pre-award stage.93 

On the issue of arbitrability, it is a matter of national public policy and sometimes social policy. 
For example, in the Shenzhen case, the question of arbitrability could be raised as smart contract 
and virtual assets disputes (i.e., the subject matter of the dispute) are deemed not capable of settle-
ment by arbitration under the law of that State. Hence the governing law of an arbitration agreement 
does matter, especially when it involves international contracting parties in a smart contract. 

To ensure enforceability, the arbitral tribunal should generally determine arbitrability with refer-
ence to specific laws of the place of arbitration. In the event a dispute is not arbitrable according to 
the relevant laws of the place of arbitration, parties will face a risk of setting aside procedures in that 
country, and this may also affect its enforcement in another country. 

Therefore, to deal with the issue of how national courts will apply (a) public policy considerations 
when being asked to set aside an award (at the seat) or to refuse to grant recognition and enforce-
ment, and (b) the applicable laws that would govern the dispute, it is suggested that, to get over the 
issue of applicable law and issues around the subject matter (e.g., cryptocurrencies in some jurisdic-
tion that does not recognize cryptocurrencies as arbitrable and are smart contract arbitrable), par-
ties can either adopt the Supranational framework or the UNIDROIT principle of the law of contract. 

It should be noted that “where there is no express choice of law governing the arbitration agree-
ment, there is a strong presumption that the parties have impliedly chosen the law of the seat. That 
is the case even where the law governing the main contract differs from that of the seat, and the 
governing law of the arbitration agreement determines its interpretation, scope and validity.”94 

For example, supranational law like the Hague Principles on Choice of Law in International 
Commercial Contracts 2015 (the “Principles”) or the UNIDROIT principles of the law of contract are 
some options parties can choose that will help in governing the dispute, especially on the issue of 
arbitrability, as the law of the seat would apply, and this will contribute to the issue of whether or 
90 Article 2, paragraph 1, New York Convention.
91 Article 5, paragraph (2)(a), New York Convention.
92 Article 34, paragraph 2(b), UNCITRAL Model Law on International Commercial Arbitration.
93 Articles II and V, New York Convention.
94 Enka Insaat ve Sanayi SA v OOO “Insurance Co Chubb” & ors [2020] EWCA Civ 574, [2020] EWCA Civ 574. 
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not cryptocurrencies are property. As far as the governing law of the substantive law is concerned, 
a supranational framework can help avoid issues around smart contract recognition under the gov-
erning law for the contract if the parties are from jurisdictions that are still work-in-progress in 
recognizing smart contracts and virtual assets. 

International smart contracting parties can choose the Hague Principles on Choice of Law in 
International Commercial Contracts 2015 (the “Principles”) as the choice of law. Firstly, it recognises 
in principle that contracting parties can choose delocalised rules of law to govern their contract, pro-
vided they are “generally accepted on an international, supranational or regional level as a neutral 
and balanced set of rules” (Article 3).95  

This means that parties can independently select, for example, the Vienna Convention on the 
International Sales of Goods to govern their contract, without explicitly choosing the law of a coun-
try which has enacted the Convention into its law. The Principles will probably disallow a simple 
choice of lex mercatoria since it would not meet the requisite level of acceptance at least as far as 
the contents (“set of rules”) are concerned. Lastly, the Principles provides that whether a choice of 
Supranational rules of law is possible is a matter for the law of the forum, and the Principles has 
deliberately left it to each jurisdiction to decide whether to allow this type of choice in litigation 
and arbitration contexts respectively. Therefore, it is possible for contracting parties to choose the 
Principles to regulate the effects of their choice of law agreement in their contract, and this could 
work in the context of international arbitration. 

Alternatively, international smart contracting parties can also choose UNIDROIT princi-
ples as the choice of law to govern the substantive contract. The objective of doing so is the 
same as that of choosing a Supranational law as discussed above. The fundamental reason 
why the international contracting parties should be advised to opt for the express choice of 
the UNIDROIT Principles in combination with international arbitration is the higher likelihood 
that their contract will be recognized and given effect to the maximum extent that is legally and 
practically obtainable. 

If a given national law is expressly selected as the applicable law on the ground that it is fa-
vourably disposed towards not recognizing a smart contract as a contract and/or virtual assets as 
property, parties will then run into overarching issues of the award being challenged on jurisdiction 
and arbitrability, ultimately leading to issues of enforceability of foreign awards relating to smart 
contract disputes and/or cryptocurrencies. 

The UNIDROIT Principles constitute an authentic novelty among the legal instruments ap-
plicable to international commercial contracts.96 While most international uniform law instru-
ments, be they of a legislative or non-legislative nature, are restricted to particular types of 
transaction (sales, leasing, carriage of goods by sea, road, or air, and so on) or to specific topics 
(delivery terms, modes of payment, and so on), the Principles provide a comprehensive set of 
principles and rules relating to international commercial contracts in general, comparable to 
the—codified or unwritten— general part of contract law found in domestic law. Indeed, they 
cover a wide range of subjects such as freedom of contract, good faith and fair dealing and 
usages, as well as contract formation including contracting on the basis of standard terms, 
interpretation, validity including illegality, third party rights, conditions, performance, non-per-
formance and remedies, set off, assignment of rights, limitation periods, plurality of obligors 
and of obliges, and so on (Bonell, 2018). 
95 Hague Principles on Choice of Law in International Commercial Contracts 2015, Article 3.
96 ‘Perhaps the most interesting development of the last quarter of the 20th century’. (Goode, 2005).
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In Article 3 of the Hague Principles, the ‘rules of law that are generally accepted on an inter-
national, supranational or regional level as a neutral and balanced set of rules’97, and the Official 
Commentary expressly mentions the UNIDROIT Principles as an example of such rules of law capable 
of being chosen as the governing law.98 And according to the Hague Principles, parties may choose 
such non- State ‘rules of law’ as the law governing their contract only if the law of the forum does 
not provide otherwise.99 

It has been seen previously that due to public policy considerations, it is possible that countries 
will not accept (a) smart contracts as contracts, (b) cryptocurrencies as property, and/or (c) enforcing 
foreign awards that relate to smart contract disputes and/or cryptocurrencies. Therefore, having the 
smart contract governed by the UNIDROIT principles of the law of contract is another possible way 
out of the deadlock. That will mean that it would be for the parties to submit their dispute to arbi-
tration and to choose, as they nowadays may, according to most national arbitration laws, non-State 

‘rules of law’ (i.e. UNIDROIT principles) as the law applicable to the substance of their disputes.100 
However, if the parties do not opt for such a solution, the determination of the applicable law will 
be left to the relevant conflict-of-laws rules, with all of the uncertainties, such as, (a) resorting to 
a ‘neutral’ law—that is, the law of a third country—that is foreign to both of them, and to know its 
content may require time-consuming and expensive consultations with lawyers of that country, and 
(b) due to the different national rules of private international law, parties risk remaining uncertain as 
to the law governing their contract until the competent forum is established. Even then, depending 
on the conflict-of-laws rules of the forum, the same contract may well be subject to the law of State 
X or to the law of State Y (Baptista, 1995). 

Therefore, it may be suggested that Supranational laws can help parties avoid the uncertainties 
of not having their smart contracts recognized and/or having the foreign arbitral award set aside 
relating to smart contracts and cryptocurrencies. 

Finally, there is going to be an increase in the number of smart contracts and cryptocurrencies 
being used widely. Hence, as time goes by, smart contracts are probably going to be used in other 
contexts and in other contractual situations, not only cryptocurrencies. Therefore, it is imperative 
for lawyers to grasp the direction of the trend, in terms of public policy concerning smart contracts 
and cryptocurrencies. 

97 The more concise formulation of Art. 5 of the Paraguayan Law reads ‘rules of law of a non-State origin that are generally 
accepted as a neutral and balanced set of rules’.

98 Cf. Comment 3.6 (‘[R]ules of law’ that would satisfy this . . . criterion may [be] non-binding instruments formulated by estab-
lished international bodies. One example is UNIDROIT, an inter-governmental organisation responsible solely to its Member 
States, which operates on the basis of consensus. The UNIDROIT Principles are an example of ‘rules of law’ that are ‘generally 
accepted on an international level’. Moreover, the UNIDROIT Principles expressly provide that parties may designate them to 
govern their contract and suggest choice of law clauses to that end (see the footnote to the UNIDROIT Principles’ Preamble 
and the Model Clauses for the Use of the UNIDROIT Principles of International Commercial Contracts)’.

99 Significantly enough,, however, even the most vehement critics of the provision concede that their opposition would 
have been much weaker if at stake was only the possibility to choose as the lex contractus the UNIDROIT Principles: so 
expressly, e.g., Mankowski, 2017: ‘If it was only for the UNIDROIT Principles the battle for a choice of non-state law would 
hardly be so heated. 

100 So expressly Article 28(1) of the 1985 UNCITRAL Model Law on International Commercial Arbitration.
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